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ABSTRACT  

 

As far as substation automation systems are concerned, one of the prime requirements of most 

utilities today is the interoperability between Intelligent Electronic Devices (IEDs) of different 

manufacturers. The standard IEC 61850 - Communication Networks and Systems in 

Substations - allows such interoperability between IEDs for protection and automation of 

substations. Presently, many manufacturers have implemented, or are in the process of 

implementing this standard in their IEDs. This has encouraged some utilities to specify IEC 

61850 based Substation Automation systems. Their aim is to ensure that both system 

requirements are met and the features and benefits of the standard are fully exploited. The 

author of this thesis investigated and brought forward the design of an integrated monitoring 

protection and control system of a network in Cape Peninsula University of Technology (CPUT) 

campus based of the IEC 61850 standard. A method of testing the physical IED based on 

Hardware-In-Loop (HIL) configuration with the Real-Time Digital Simulator (RTDS) is 

developed and implemented. Mapping of IED Substation Configuration Language (SCL) with 

that of the RTDS GTNET cards is discussed and implemented to further exploit the use of real-

time testing with Generic Object Oriented Substation Event messages (GOOSE). The thesis 

highlight the benefits of interconnecting the reticulation IEDs into a standardised 

communication network for protection, control and monitoring of each substation event. This 

improves the access to information and reduces maintenance cost on the reticulation network.  

 

Keywords: Interoperability, IEC 61850 standard, Substation Automation, RTDS, IED, SCL, 

GOOSE, HIL, CPUT. 
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GLOSSARY 

 

DIgSILENT Power system analysis software for applications in generation, 

transmission, distribution and industrial systems. 

 

IED A generic name that covers various protection, control, metering 

and monitoring devices that are implemented using 

microprocessor-based technology. 

 

Current Transformer   A device that transforms current from one magnitude to another 

magnitude  

 

Discrimination   The ability of two or more protection systems to decide which 

one should react to a certain fault and then take corrective 

action. 

 

GOOSE A high performance multi-cast messaging service for inter-IED 

communications, and is used for fast transmission of substation 

events.  

 

Logical Device  Contains the information produced and consumed by a group of 

domain-specific application functions, which are defined as 

Logical Nodes. 

Logical Node  A functional grouping of data and represents the smallest 

function, which may be implemented independently in the logical 

devices. 

 

Interchangeability   Ability to replace an IED with a different IED from a different 

vendor without any impact.  

 

Interoperability  Ability of two or more IEDs, regardless of the vendor, to 

exchange information and use that information for correct 

execution of specified functions.  
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Supervisory Control and Data Acquisition   A process control system that enables a 

system operator to monitor and control processes distributed 

among various remote sites.  

 

Numerical Relay   A relay capable of acquiring instantaneous samples of voltage 

and/or current and process them using a mathematical algorithm 

  

Substation Configuration description Language   A description language for 

communication in electrical substations related to the IEDs. 

 

Voltage Transformer   A device that transforms voltage from one magnitude to another 

magnitude  

 

Busbar    A common connection point in a distribution network substation 

 

Distribution    The conveyance of electricity through a distribution network 

 

Protection system  A system, which includes equipment, used to protect facilities 

from damage due to an electrical or mechanical fault or due to 

certain conditions of the power system. 

 

Merging Unit (MU):  A device used for transmitting sampled measurements from 

transducers such as CTs, VTs and digital I/O for communication 

onto the process bus. 

 

Notified Maximum demand (NMD):  A contractual agreement for the supply of 

electricity between the supply authority and the relevant 

customer. 

 

Physical device:  Physical devices contain logical devices that contain logical 

nodes, with data nodes and data. 

 

SCADA:   A process control system that enables a system operator to 

monitor and control processes distributed along various remote 

sites. 
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SCADA Master:  The term “SCADA Master” refers to the servers and software 

responsible for communicating with the field equipment, and 

then to the HMI software running on workstations in the control 

centre. 

 

 

 

GOOSE - Generic Object Orientated Substation Event 

 

CT  -  Current Transformer 

 

HV  - High Voltage  

 

HT   -  High Tension 

 

IEC   - International Electrotechnical Commission  

 

IEDs   - Intelligent Electronic Devices  

 

SAS  - Substation Automation System  

 

SCL   - Substation Configuration Language  

 

SCADA - Supervisory Control and Data Acquisition 

 

VT  -  Voltage Transformer 

 

A/D  - Analogue to Digital 

 

HMI  - Human Machine Interface 

 

SV  - Sampled Values 

 

LAN  - Local Area Network 
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CHAPTER 

 

1 INTRODUCTION 

 

 INTRODUCTION 

The requirements of an electrical power system is to generate, transport over long 

distances, distribute from one substation to another and thereafter supply electrical 

energy to consumers or end-users. The reliability and economy are critical at utilisation 

points and the system should be designed and managed to account to these when 

delivering this energy. If power outages are frequent or prolonged on the power system, 

severe disruption to the daily normal routine of modern society is very likely and an 

increasing emphasis on reliability and security of the supply is required. 

 

More fundamental, however, is that the power system should operate in a safe manner 

at all times. No matter how well planned and designed, faults will always occur on a 

power system due to internal or external factors, and these faults may pose a risk to 

life or property (Hewitson, 2004). Furthermore, when an electrical network has matured 

in age, it is prone to electrical faults due to aging equipment and unavailability of spares 

for maintenance. At some point in time, maintenance of an old electrical network is 

financially costly somehow due to shortage of skills to maintain existing equipment and 

technology.  

 

New technology emerges with time to improve control, and monitoring of electrical 

network power flow, and protection. Technology is also widely used nowadays to 

reduce power consumption, hence save energy and cost associated. This could be 

done by switching off all unused appliances and items at the lower end of the 

distribution.  

 

A problem exists at the Cape Peninsula University of Technology Bellville campus 

(hereafter referred to as CPUT) that the existing 11kV reticulation network is old, 

utilising switchgear that has reached the limit for safe maintenance. All existing 

breakers are oil immersed and leaking which is an unsafe practice. These cannot be 

controlled or monitored remotely as provision for such is not available and cannot be 

put in place. In order to perform this, new circuit breakers will have to be installed with 

provision for remote control and monitoring. A system of power monitoring and control 

which enables network status and tests, load management, and remote functions can 
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be housed in a single control room to manage and monitor the entire reticulation 

network. 

 

In addition, a safe and low maintenance switchgear medium such as Sulphur 

Hexafluoride (hereafter referred as SF6) can be used on all ring main units (hereafter 

referred to as RMU) at 11kV. In addition, protection relays can be identified for basic 

protection at each RMU and at the main incomer substation. 

 

The installation of new switchgear and modern relay technology, will enable the 

institution to monitor, perform test, optimise load flow, and thus perform remote 

functions on the reticulation network and information storage for all or required network 

parameters such as; power flows and faults on the network. Various substation 

automation systems will be identified and their market availability will be considered. 

These will be analysed based on their compliance to the International Electro-technical 

Commission standard 61850 (IEC-61850 standard). The main chapters of this thesis 

will conduct load flow and protection studies, and development and modelling of the 

closed-loop testing of the Hardware-In-The-Loop testing of the protection Intelligent 

Electronic Devices (IEDs). 

 

 DESIGN PROBLEM STATEMENT 

The network understudy is to be analysed for a complete switchgear overhaul and put 

in place a substation automation system. A simulation test-bench will be built in a 

laboratory to simulate network performance with the automation system in place. This 

research presents the following: 

• Build a single line diagram and perform simulation studies of both the existing 

and upgraded campus 11kV network by making use of appropriate simulation 

software. Results of the simulation studies will then be used for protection 

grading calculations as well as for network capacity evaluation to cater for both 

the short and long term future load growth. 

 

• Create a test-bed lab hardware and software environment for the 

implementation of the IEC-61850 standard functionalities. Create a substation 

environment and simulate the monitoring and control functionalities including 

data acquisition, including analysing, formatting and improving software tools 

for the configuration of the applicable Intelligent Electronic Devices (IEDs).  
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• Act as a technical representative as the Bellville campus technical services 

team by specifying detailed electrical network requirements and work jointly 

with the identified consultant(s) and vendor(s) in the planning, design and 

execution stages of the institutional project for the 11kV network upgrade, 

including the establishment of a network automation as per the IEC-61850 

standard. 

 

The IEC-61850 standard was put in place to regulate all communication of the 

Intelligent Electronic Devices (IEDs) via a standardized communication medium such 

as peer-to-peer (P2P) through wireless or hard wired medium. The standard also 

regulates that different vendors of items such as protection relays, metering equipment 

etc. be able to communicate together without being dependent on their manufacture. 

In summary the IEC-61850 governs the following communication; 

• Covers all communication issues inside any kind of power system substation. 

• Supports all types of architecture used. 

• Must cope with fast development of communication technology in the existing 

slow evolving power system 

• Assure ease of operability of functions that exists in the substation. 

 

1.2.1 Reason for Studies on Existing Network 

The primary objective for performing research work in this particular network is 

by making use of IEC-61850 standard and applies;  

• The need to monitor and reduce power consumption remotely at 

overloaded substations,  

• Be able to monitor and easily locate areas of faults in order to retain 

power with minimum time interruption. 

 

Secondary objectives would be to expand the IEC-61850 standard regulation 

on the network to; 

• Monitor overall load power distribution on the internal 11kV network. 

• Switching of the 11kV network during maintenance or at fault conditions. 

 

 RESEARCH AIM AND OBJECTIVES 

The aim of this research is to identify if it would be possible to implement IEC-61850 

standard for substation automation to the existing CPUT distribution network. This 

takes into consideration the existing conditions of the network and making 
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recommendation on what has to be upgraded and what needs to be implemented to 

the upgraded network in order to complete the objectives. The substation automation 

ideally is based on a monitoring system which should fulfil the requirements of the IEC-

61850 standard. 

 

The main objective of this research would be to bring forward network analysis and 

design which is made up of:  

• Simulation of existing network power flow 

• Simulate upgraded network power flow 

• Simulate upgraded network fault levels  

• Create and simulate the monitoring system for the 11kV network based on the 

IEC-61850 standard. 

 

 THE HYPOTHESIS 

There is a possibility given by the reticulation network at CPUT stature to implement 

the standard IEC-61850 based substation automation system in which the monitoring 

functions will be housed at the planned control room. If implemented, the automation 

system should help reduce energy consumption and maintenance expenses while 

providing network protection and monitoring of power flow and other substation events.  

 

However, some functionality will have to be addressed between a supervisory, control 

and data acquisition (SCADA) system and a form of an integrated building 

management system at a later stage in the future. This is based on that the SCADA 

system will be most suitable to functions at 11kV network while the building 

management system will look at 400V and 230V for management and monitoring of 

high energy use appliances, such as water heating and lighting. 

 

 DELIMITATION OF THE RESEARCH 

The proposed research focuses on the application of IEC-61850 standard on the entire 

CPUT distribution network. The introduction of the IEC 61850 standard allows the 

control and monitoring of each substation event through the IEDs. The research 

analyses in detail the power flow (energy consumption) and prospective substation 

faults in which the results are used to determine protection relays and metering 

equipment for the purpose of power measurement and data acquisition.  
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The network is analysed for power flow and faults using DigSILENT Power Factory and 

also modelled on RSCAD real-time software for the purpose of simulating network 

monitoring, data acquisition, fault analysis and substation switching. 

 

At this stage, the analysis of low voltage side of the reticulation network will not be 

covered. This requires a full analysis of loads connected on the 400V/230V, which will 

required more time to quantify.  

 

 MOTIVATION FOR THE RESEARCH PROJECT 

The research will benefit the institution as it is meant to identify current shortfall of the 

reticulation network, thereafter determine ways to improve the network. Intentions are 

to install new switchgear and automation system on all substations for 11kV reticulation 

network. The system should identify the implementation of a monitoring system as 

mentioned in item 4 above for entire reticulation network.  

 

In addition, worldwide implementation of substation automation system based on 

IEC61850 standard is becoming a norm, and bases of improving substation 

communication and operation. This standard, when implemented in CPUT network 

should bring the same benefits being experienced by institutions and utilities worldwide. 

 

 ASSUMPTION 

The software environments of the DIgSILENT and RSCAD software allow to analyse 

the existing problems of the CPUT reticulation network substation automation system 

and find solution of the problem for the design and implementation of the IEC61850 

standard-based substation automation, monitoring and control system of this network. 

 

Real-time implementation of the developed system by Hardware-In-Loop (HIL) 

simulation using the Real-Time Digital Simulator (RTDS) allows verification of the used 

methods and confirms applicability of the proposed solutions. 

 

Documentation from this research can be used to source funding to upgrade the 

existing CPUT network.  
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 RESEARCH METHODOLOGY 

The research aims to identify and develop possible solution to reticulation network 

protection requirements and the capability of implementing IEC 61850 standard. The 

research assesses information online through publications and related theory books. 

 

1.8.1 Reticulation Network Data 

The existing power reticulation network data is collected and analysed. 

Parameters are used to configure equipment modelling on simulation packages.  

 

1.8.2 Modelling and Simulation. 

Power flow simulation and protections settings are conducted in order to 

determine minimum requirements and performance of the network. The 

software packages used are DIgSILENT Power factory and RSCAD. 

 

1.8.3 Test Bench Setup 

Physical industrial grade IEDs are used during the simulation and testing. The 

configuration of utilising physical devices together with simulation tools is 

considered as “Hardware-In-Loop” (HIL) or “Hardware-In-The-Loop” (HITL) 

which both have same meaning. Protection settings of the IEDs are tested when 

the faults are introduced on the simulation power system network. 

 

 THESIS CHAPTERS 

There are seven chapters in this document as follows:  

 

1.9.1 Chapter 1 

The awareness of the problem and introduction to the research project. Problem 

statement, research objectives, motivation for the research work, hypothesis, 

and delimitation of research, assumptions, and research methodology are 

described. 

 

1.9.2 Chapter 2 

This chapter covers the literature review on all aspects of substation 

automation, monitoring and control. In addition, the IEC6850 standard of 

substation communication is discussed. 

 



 7

1.9.3 Chapter 3 

The chapter discusses the literature concerning all aspects of substation and 

distribution automation, networking, protection, the standard IEC61850, power 

flow and monitoring. 

 

1.9.4 Chapter 4 

Modelling and configuration of power reticulation network equipment on 

DIgSILENT PowerFactory are performed in this chapter together with methods 

for calculating short-circuit faults. Discussion of the results is provided. 

 

1.9.5 Chapter 5 

This chapter covers modelling of the power reticulation network on RSCAD real-

time software environment. The development hardware-in-loop setup and the 

configuration and setting of physical devices is discussed. The network 

configuration is also discussed. Mapping of device Substation Configuration 

Language (SCL) is also discussed and diagrams developed for control and 

monitoring of substation events are proposed. 

 

1.9.6 Chapter 6 

The results of models developed in Chapter 4 and Chapter 5 are calculated and 

analysed under this chapter. 

 

1.9.7 Chapter 7 

This is the thesis concluding chapter. Deliverables, application of results, and 

future research possibilities are presented. 

  

 CONCLUSION 

This chapter introduced the thesis and described the aim and methodology of the thesis 

together with highlighting the various chapters to be presented after. The next chapter 

focuses on the thesis literature review. The review cover is based on substation 

automation, distribution automation, IEC61850 standard and protection. 
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CHAPTER 

2. LITERATURE REVIEW 

 

  INTRODUCTION 

In today’s word, most utilities and large system owners are opting for open systems 

using intelligent devices. The idea is based on simplifying the integration of devices 

through common communication standard to allow system designers to choose any 

device based on equipment available at the time (Northcote-Green and Wilson, 2006).   

 

Substation automation and distribution automation play significant role in electrical 

substations and distribution network levels. They influence the overall performance of 

the protection devices in isolation and clearing faults in the network and restore supply 

to consumers (Moerane, 2014) 

 

This chapter focuses on the history of protection, substation automation, and control, 

and brief history giving the benefits of implementation of the communication standard 

IEC61850 on electrical substations. It is widely known that the IEC61850 is not fully 

utilised in distribution grids in South Africa and attention will be focused on its 

implementation on medium voltage networks, in particular 11kV at a later stage. This 

chapter presents existing problems with conventional protection systems and the latest 

application solutions which have been studied till now. Moreover, benefits from 

application of the new standards such as IEC61850 on consumer networks are 

described. 

 

The developing economies are now changing even the architecture of their electricity 

supply networks and performance due to concerns which are; safety and security of 

the network, global warming and greenhouse gas emissions, and competition 

internationally. Somehow their proposed solution to a controlled and automated 

networks are influenced by the growth and alteration on the network, nature of loads, 

primary system failures, secondary system failures, and network source impedance 

(Higgins et al., 2011). The remainder of the literature review incorporates distribution 

automation, protection requirements, implementation of the IEC61850 standard for 

communications in substations etc.  
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  POWER QUALITY OF DISTRIBUTION NETWORK 

Power quality can be defined through instability/stability of quantities such as voltage 

and current and at times determined by magnitude of overall power factor at a point of 

mains supply (Thompson, 2007). In order to improve the quality of supply, it is essential 

to monitor substation events and collect data for the purpose of analysis. The quantities 

to be identified are as mentioned above; voltage sags, interruptions, and equipment 

which contributes reactive power to the power network, and lastly but not least 

harmonics on the supply which may be caused by electronic devices.  

 

Equipment loading can also contribute to loss of supply interruptions, or explosions due 

to overheating. These can happen to transformers, cables and other network 

equipment such as isolators and circuit breakers. 

 

Kojovic and Hassler, 1981 presented the comparative analysis of the effects of 

distribution system expulsion and current limiting fuse operations on power quality. The 

analysis is performed with the use of digital fuse models developed for use with the 

EMTP/ATP program. The EMTP/ATP (Electromagnetic Transients Program / 

Alternative Transients Program) is a software program for analysis of electromagnetic 

transients and associated insulation issues. 

 

 DISTRIBUTION PROTECTION AND CONTROL 

During normal operation, the power system network is assumed to be a balanced three-

phase operation, with equal magnitudes of voltages and currents and a phase shift of 

120° between phases. For a balanced four wire syste m which is considered a Star-

connection, the fourth wire ideally carries zero current when all phase impedances and 

voltages are equal (Momoh, 2007). The situation is different during the unbalanced 

system case. When short circuits occur, they lead to single-phase-to-ground, phase-

to-phase, double phase-to-ground, and balanced three-phase faults. The ground fault 

is determined as impedance fault Zf, which is referred to as a bolted short circuit or a 

nonzero impedance. 

 

The causes of faults are many. They include lightning, wind, objects falling on lines 

(trees, kites, airplanes, and debris), vandalism, accidental break or short circuit, or 

inadvertent operation of a circuit breaker. 
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(Apostolov and Vandiver, 2011) stated that the distribution industry is going through 

sizable adjustments due to the improved requirements for expanded exceptional of 

electricity furnished by means of the utility in order to avoid steeply-priced interruptions 

of manufacturing or other procedures precipitated by means of voltage sags, swells or 

unbalanced prerequisites when a quick circuit fault occurs in the distribution system. 

The paper further highlighted that the application of IEC 61850 GOOSE messages 

allows giant enhancements in the protection of distribution substations that minimize 

fault clearing instances and minimise the impact of short circuit faults on sensitive 

loads. Using such high-speed messages eliminates the need for a couple of hard wired 

connections. 

 

(Vahamaki, Allen and Gaff, 1997), presented a development of serial data 

communication in conjunction with sensible blended protection and control relays to 

enhance availability, performance and flexibility of utility for power distribution 

networks. The paper identifies how the high speed communication exchange system, 

when mixed with a new generation of smart protection and control terminals now on 

hand for distribution circuits, gives peer-to-peer communication and allows 

implementation of substation automation software functions, which are not possible 

with previous systems using master-slave technology and highly gradual speed 

communication. 

 

  DISTRIBUTION AUTOMATION 

Previously utility and industrial substation managers had a perception that there was 

no need and neither is it a worthwhile investment to implement efficient control of power 

distribution networks, however they are being forced to change this perception due to 

the deregulation of the power system and industry experience with the new cost 

effective control systems. Benefits of a downstream automation system are now being 

extended outside the substation itself to devices along the network up to items such as 

meters. Electrical utilities implementing distribution automation have produced 

business cases which are supported by a wide variety of advantages selected to be 

suitable to their operating environment (Northcote-Green and Wilson, 2006) 

 

(Russell, 1977) stated that the use of microcomputer technology for future applications 

may include their use as dedicated modules for control in substation automation 

schemes as replacement of traditional protection schemes. 
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In developing countries, there is a rise in the need to change the architecture and 

performance of the electricity networks. This need for change came as a result of 

concerns due to energy security, global warming and greenhouse gas emissions, 

international competitions, market failure, performance of network service providers 

and the digital society (Higgins et al., 2011) 

 

In distribution substations and network grids, protection and control is a provision and 

requirement of all technical means for optimal supervision, protection, control and 

management of all network components and equipment. The main task of network 

control begins at the initial point of supply downstream to the complex network systems 

for substations automation, network and load management, system failure and time 

based maintenance (Costianu et al., 2011). 

 

Distribution automation is an integrated system which monitors, coordinate and 

controls the equipment of the grid applying modern communication and computer 

technology. This is an unavoidable trend of modernizing the power system.  When the 

distribution grid operates abnormally or under fault condition, the distribution 

automation system can quickly find out the faulted area and abnormal event, then 

isolate the fault area quickly, and recover the power supply of non-fault area timely so 

as to reduce the power outage time. From this point the power supply reliability will be 

improved. Distribution automation system has four main functions: monitoring, control, 

protection, and management (Zhou et al., 2016).  

 

The function of monitoring is to display the operation state of the distribution network 

grid by gathering the events and state quantity of the distribution network grid 

equipment and switchgear such as the position of the switch, the state of protection 

action and the analog quantity such as voltages, currents, power, etc.  

The function for control is to manage or control switch closing or opening and regulate 

transformer tap in the appropriate time in order to achieve the desired purpose such as 

to meet requirements of voltage quality, reactive power compensation, load balancing, 

etc. The protection function is to detect and analyse the fault area, isolate the fault area 

and restoring the network electrical power supply of the unaffected area.  

The management function is to manage the equipment and switchgear and user 

electrical power supply and outage events by applying advanced software so as to 

improve reliability and the working efficiency and service quality (Zhou et al., 2016). 

Figure 2.1 shows the diagram of the Distribution SCADA system, which shows three 
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kinds of terminal units, where FTU is the Feeder Terminal Unit, DTU is the Distribution 

Terminal Unit and TTU is the Transformer Terminal Unit. 

 

The realization of the characteristics of distribution automation relies upon the 

application of some key technologies in the distribution automation system which 

mainly include the distribution Supervisory Control and Data Acquisition (SCADA) 

technology, distribution geographic information system, load control and management 

technology and remote automatic meter reading technology. 

 

  

Figure 2.1: Structure Diagram of Distribution SCADA  System (Zhou et al., 2016) 

 

Benefits of using distribution automation can be seen from among others, reduction of 

cost on operation and maintenance, quality of power supply to various substations, 

improved reliability, and improved data information available. These support the 

network engineers and technicians to better manage the system with 

necessary/required information available daily (Northcote-Green and Wilson, 2006).  

 

Information obtained from distribution automation systems helps improve network 

planning and scheduled maintenance and reduces operation and maintenance costs. 
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Location of faults can be easily identified thereby reducing the time required to locate 

the fault and its clearance.  

 

Quality of supply – this is measured through voltage sags, unexpected power 

interruptions, and deviation of supply to unity power factors. If all these factors are 

known, the system supply quality can be improved. 

 

Improved reliability – substation reliability is identified through the reduction of 

unexpected outages and faults. Automation of these networks provides the fastest and 

reliable way to reduce or minimise outage duration. 

 

(Hjorth, Gupta and Balasubramanian, 2017) developed a Centralized Distribution 

Automation System (DAS) for Texas A&M University (TAMU). Their objectives were to 

stop using the conventional methods of detecting underground faults and isolation 

which were labour intensive, time consuming, expensive, and detrimental to 

equipment. The developed DAS had to automate tasks such as these and also perform 

specific sequence of operations before electric power can be restored to de-energized 

loads. DAS was developed to enhance overall system reliability and optimize operation 

by performing the following functions: 

• Detection of permanent fault and isolation 

• Service restoration through automatic reconfiguration  

• Detection of substation dead-busbar 

• Substation source loss automatic transfer 

• Abnormal condition monitoring of the system 

• Multiple simultaneous faults response 

• Sequence for Automated Return-to-Normal (RTN)  

• Detection of communications link 

• Awareness of the system via Human-Machine Interface (HMI). 

 

TAMU’s automated part of the network consists of three ring (loop) networks each fed 

from two separate radial feeders. The two radial feeders in a loop scheme are 

separated through a normally open load break switch, illustrated as NO. The radial 

feeders on the TAMU network have multiple four-way load break switches which are 

distributed along the feeders installed in manholes and some above ground switchgear. 

Most load break switches on the network are manually operated while others are 
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automated by integrating a 24 Vdc motor operator which can be controlled remotely by 

the DAS (Hjorth, Gupta and Balasubramanian, 2017). 

 

The collection of important analog and digital information is done by the Distribution 

Automation Controller (DAC) for information required from substation IEDs by the DAS 

via the substation Ragged Automation Controllers (RACs). Discrete I/O devices wired 

to Fault Circuit Indicators (FCIs) communicate fault information using DNP3 

Transmission Control Protocol/Internet Protocol (TCP/IP) to the Distribution 

Automation Controller. The Distribution Automation Controller uses the information to 

monitor the health of the system, such as feeder loading, voltage levels and system 

topology. It also provides system-wide awareness and control for a large group of 

feeders (Hjorth, Gupta and Balasubramanian, 2017). The developed data flow diagram 

is as shown in Figure 2.2 below. 

 

Figure 2.2: Data acquisition flow diagram (Hjorth, Gupta and Balasubramanian, 2017) 
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The TAMU DAS HMI controller at the Central Control Room (CCR) provides the HMI 

screens with data used for monitoring and controlling the DAS. The CCR includes 

devices such as automation controllers, HMI servers, Front End Processor (FEPs), and 

SCADA servers. The DAS status, IED collected data, fault location, switch position, 

system events, and alarms are displayed by the diagnostic HMI, and it provides 

operator control of the system. In addition, the HMI utilizes web-based access for 

multiple users to access the HMI simultaneously over the network (Hjorth, Gupta and 

Balasubramanian, 2017).  

 

  IEC 61850 COMMUNICATION STANDARD 

Communication is the backbone of control and substation automation and IEC61850 is 

the most important key to designing the automated systems. IEC 61850 provides 

interoperability between the Intelligent Electronic Devices (IEDs) for monitoring, 

protection, control, metering and automation in substations (Andersson et al., 2005). 

 

In the modern-day practice of power system monitoring and control, exclusive devices 

are separately designed to perform distinctive functions. Data concentrator processes 

collected data from the power system measurement devices via communication 

networks. Intelligent Electronic Devices (IED) are designed independently to perform 

different protection functions. The providers of the IEDs use different communication 

protocols. The bulkiness, cost, and communication requirements of implementing the 

monitoring, control and protection functions independently can be avoided by designing 

a new generation of smart power system network devices that implement these 

functions inside a standalone single device (Alouani, 2012). 

 

According to (Yang, Yang and Yang, 2012) exchange of information via communication 

network between end users and power suppliers can estimate the power consumption 

more precisely, and a stable operation of the power utility can be possible if importance 

of the communication network is increased. In the digital substation or other power 

utilities, which employs the IEC 61850, the network system undertakes an important 

role for stable operation to provide advantages such as power utility ability to bi-

directionally interact with users through communication networks, unlike traditional 

power utility networks, where the traditional power system only supplies electricity to 

loads and extracts usage information from the loads. Consumers will be able to trade 

electricity generated in their DERs (Distributed Energy Resources), e.g., photovoltaic 

generator or wind farm, and also they will be able to monitor usage or price of electricity 
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in the market. This will make it possible to reduce emission of CO2 and to encourage 

saving energy consumption through monitoring.  

 

(Vasel, 2012) mentioned that in modern plants and facilities, substation visibility is 

becoming more critical. IEC 61850 can be leveraged to provide substation visibility in 

a cost effective way. A plant-wide asset management strategy can be created through 

the use of the substation communication standard, as well as other open fieldbus 

standards. Condition-based monitoring examples include Low Voltage (LV) motor 

starters via Profibus and Profinet while protective relays are integrated with IEC 61850.  

 

The integration benefits help not only the process engineer but the power engineer as 

well. An integrated system allows for remote access to the Disturbance Recorders 

(DRs) and automated analysis of the recordings. Faster analysis of plant disturbances 

means faster problem resolution and root cause analysis which equates to increased 

plant up-time. 

 

(Ali et al., 2015) proposed that, to address the reliability, availability, and deterministic 

delay performance needs of SAS, an IEC 61850-9-2 process-bus based Substation 

Communication Network (SCN) architecture should be utilized.  

 

  MONITORING OF POWER SYSTEMS 

According to (Repo et al., 2017), the real-time monitoring of electrical networks shall 

be extended from primary substations to secondary substations up to final customer 

where the advanced metering infrastructure is present. Examples of these metering 

units may be power quality meters, fault recorders and Phasor Measurement units. The 

control of an active distribution grid with pervasive monitoring should be designed in a 

logical and consistent way. In addition, Repo states that, the automation system should 

always be based on standards such as a de-facto role taken by IEC 61850 

 

(Lane and Joly, 1997) defines the notion of a target architecture that manufacturer's 

should focus on as far as interoperability is concerned in protection and monitoring-

control systems for electric substations. Lane further presented a model of an 

integrated digital system that might provide the answer which is currently available and 

is well adapted to medium voltage electrical installations in industrial networks. 
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  POWER SYSTEM RESTORATION 

Application of fault location, isolation and restoration is one of the advanced features 

of the modern distribution management system (DMS) used to support implementation 

of self-healing smart grids and control room operations.  

 

Most industrial electrical network guidelines and regulations have now been reviewed 

due to the constant requirement of reliable supply of electricity from customers. 

Therefore infrastructure solutions decreasing fault frequency, outage duration and 

outage area will be needed in the future (Repo, Ponci and Giustina, 2014). 

 

 COMPARISON OF RESEARCH ON DISTRIBUTION AUTOMATION 

Different researchers have identified better solutions for distribution automation and 

substation automation. Control and monitoring ideas developed are analysed. The IEC 

61850 standard is a new communications standard that allows the development of new 

range of protection and control applications that result in significant benefits in contrast 

to conventional hard wired solutions. 

 

2.8.1 Overview of Literature 

The development of advanced Substation Automation system became 

modernised when Russell (1977) presented advantages of microcomputer 

based substation monitoring and control over the traditional remote terminal 

units and electro-mechanical relays. During these periods, remote elements 

could not be controlled however remote terminal units were utilized for 

measurements and metering with communication made possible using copper 

telephone wiring between remote units and Man-Machine-Interfaces (MMIs).  

In 1982, Russell again presented “New developments in systems for 

transmission and distribution substation control and protection” where he 

highlighted the utilization of computer based technology and the problem of 

electromagnetic interference in the transmission substations.  

 

Later on Bornard (1988) investigated trends and problems which are still to be 

solved on Substation Automation systems protective relaying equipment. Liu 

and Dillon (1992) presented a survey of knowledge-based system application 

to power system problems in which a survey of the literature on expert systems 

applications to power systems was provided and the capabilities and limitations 

of the proposed expert systems were discussed. 
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Yellamandamma et al., 2009 presented the development of supervision, control, 

monitoring and protection functions for medium voltage substations using 

SCADA systems with Modbus communication. Their research is based on the 

use of microprocessor based numerical relays. 

 

2.8.2 Description of the Criteria Used For Comparis on of the Papers 

The papers presented in Table 2.1 are compared based on their topics with 

respect to Distribution and Substation Automation, protection, monitoring and 

control. Developments researched in these papers are presented while some of 

them highlighted trends during their years of publications. In addition, 

comparison of papers discussing real-time digital simulations, real time testing 

of protection devices with closed-loop hardware-in-the-loop has been 

documented in Table 2.2 below. Each table provides the evaluations on the aim 

of the study, method and models used on the study,   limitations on the study 

and the achievements.
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 COMPARISON OF EXISTING PAPERS ON APPLICATIONS OF MO NITORING, PROTECTION, AND CONTROL OF POWER 

NETWORKS 

2.9.1 Analysis of Various Papers on Distribution Pr otection and Substation Automation 

Table 2.1: Analysis of various papers on Distributi on and Substation Automation 

 Paper Aim Methods and Model Used Limitations Achievements 
1.  (Russell, 1977). 

Distribution 

Automation Using 

Microcomputer 

Technology  

To present advantages of 

microcomputer based 

substation monitoring and 

control over the traditional 

remote terminal units and 

mechanical relays. 

Comparison of conventional systems and 

microprocessor based systems 

Limited to the study of 

microcomputer technology 

substation protection 

devices 

The paper has shown the advantages of 

microcomputer based technology and 

the various application in remote 

substations 

2.  (Russell, 1982).  New 

Developments in 

Systems for 

Transmission and 

Distribution 

Substation Control 

and Protection 

To describe the organisational 

structure for transmission and 

distribution control and 

protection utilizing computer 

based technology. In addition, 

the problem of 

electromagnetic interference 

in transmission substation is 

presented. 

The funders of the project required further 

research findings on the overall picture of 

substation automation in detail. 

The purpose of the panel 

meeting was to describe 

only two projects currently 

attempting to utilize several 

new technologies to 

automate substations. 

The method developed a sophisticated 

instrumentation system and technique 

for measuring transients in substations. 

Significant progress is made in 

identification of proper procedure and 

techniques for substation automation. 

 

 

3.  (Bornard, 1988). Power 

System Protection and 

Substation Control: 

Trends, Opportunities 

and Problems 

To present the summary of 

trends in needs and 

opportunities, and to recall 

some of the developments 

and to outline the major 

difficulties which remain to be 

solved during the years of 

review. 

Reviews and analyses:  

- advanced relay functional 

requirements 

- impact of technology progress and 

- trends in costs 

The paper was limited to 

protective devices and the 

integration into the overall 

substation control design. 

The paper has discussed relaying 

algorithms, reliability enhancements, 

and substation communication systems 
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 Paper Aim Methods and Model Used Limitations Achievements 
4.  (Liu and Dillon, 1992). 

State-of-the-Art of 

Expert System 

Applications to Power 

Systems 

To present a survey of 

knowledge-based system 

application to power system 

problems. 

Investigated ten subjects which are: 

- reduction of alarm, 

- diagnosis of faults, 

- assessment of steady state and 

dynamic security, 

- network restoration, 

- remedial controls, 

- environments for operational aids, 

- substation monitoring and control, 

- maintenance scheduling, and  

- expert system development methods 

and tools 

 

Limited to more in-depth 

survey of selected areas 

rather than to provide 

exhaustive survey since the 

application areas are 

diverse 

The paper provided a survey of the 

literature on expert systems 

applications to power systems and the 

capabilities and limitations of the 

proposed expert systems were 

discussed. 

5.  (Lane and Joly, 1997). 

Digital Protection and 

Monitoring System for 

Medium Voltage 

Substations and 

Electric Installations. 

To define the notion of a 

“target architecture” that 

manufacturers should focus 

on as far as interoperability is 

concerned in protection and 

monitoring-control systems for 

electric substations. 

 

Comparison between traditional control and 

protection systems with modern systems 

Integrated control and 

protection. 

The paper presented the model of an 

integrated digital system that might 

provide the solution for protection 

monitoring-control systems for electric 

substations.  

6.   (Andersson and Brand, 

2000). Benefits of the 

Coming Standard IEC 

61850 for 

Communication in 

Substations 

 

 

To present the benefits of the 

IEC 61850 standard 

Review of the standard’s ten part and their 

usefulness within substation automation 

The paper was limited to an 

assessment of parts of the 

standard. 

None 
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 Paper Aim Methods and Model Used Limitations Achievements 
7.  (Skeie, Johannessen 

and Brunner, 2002). 

Ethernet in Substation 

Automation 

To investigate whether 

Ethernet has sufficient 

performance characteristics to 

meet the real-time demands of 

substation automation. 

Evaluation carried out in respect to switched 

fast Ethernet and User Data Protocol / Internet 

Protocol (UDP/IP) as the time-critical protocol. 

In addition evaluates the problem, the 

opportunity and the challenge. 

Communication protocols 

for substation automation 

systems 

The paper carried out extensive 

simulation on whether: 

- Switched Ethernet can meet 

the real-time demands of 

substation automation 

through their characteristics 

performance 

- UDP/IP may be used besides 

Ethernet as the real-time 

protocol. 

 

8.  (Brand, Brunner and 

Wimmer, 2004). Design 

Of IEC 61850 Based 

Substation 

Automation Systems 

According To 

Customer 

Requirements 

 

To present and outline the 

design process for protection, 

monitoring, metering, control 

and automation in substation 

based on IEC 61850 standard 

Developed the design process with steps 

required. 

The design process was 

limited to the performance 

requested, the functionality 

needed, and all constraints 

applicable. 

A detailed process for the engineering 

design and allocation of substation 

functions was well presented in this 

paper. 

9.  (Yellamandamma et al., 

2009). Low Cost 

Solution for 

Automation and 

Control of MV 

Substation using 

Modbus-SCADA 

To present the development of 

supervision, control, 

monitoring and protection 

functions for medium voltage 

substation using systems with 

Modbus communication. 

 

 

 

Substation automation via SCADA on Modbus 

communication.  

Research limited to 

microprocessor based 

multifunctional numerical 

relays integrated to the 

substation automation 

system 

Evaluation of utilizing low cost relays, 

Modbus communication, and SCADA 

for the remote substations  
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 Paper Aim Methods and Model Used Limitations Achievements 
10.  (Apostolov and 

Vandiver, 2011). IEC 

61850 GOOSE 

applications to 

distribution protection 

schemes 

To present advantages of the 

IEC 61850 standard GOOSE 

message for distribution 

protection application. In 

addition, to present the 

requirements for the 

distribution protection systems 

performance and making them 

similar to protection systems 

requirements on transmission 

systems. 

 

Research assessment of the impact of IEC 

61850, and the use of GOOSE messages in 

distributed protection schemes that can reduce 

the fault clearing time in distribution 

substations. 

Limited to analysis of 

voltage sags on the 

distribution system 

Successfully presented various 

distribution protection schemes based 

on IEC 61850 GOOSE messages. 

11.  (Costianu et al., 2011). 

Standards in Control 

and Protection 

Technology for 

Electric Power 

Systems.  

To show how modelling of 

functions independently from 

its allocation to devices allows 

optimizing existing 

applications and opening up 

for future intelligent 

applications 

 

Comparison of conventional systems and 

microprocessor based systems 

The paper only highlighted 

the protection requirements 

of substations and the use 

of IEC 61850. No modelling 

or simulation of any network 

and any method developed. 

None 

12.  (Zhu, Shi and Duan, 

2011). Standard 

Function Blocks for 

Flexible IED in IEC 

61850-Based 

Substation 

Automation  

Proposes the function-block 

(FB)-based function model for 

flexible IEDs. A flexible IED is 

expected to permit different 

kinds of function integration or 

distribution by means of 

software reconfiguration 

without any change of 

hardware. 

 

The standard FBs are established by combining 

the IEC 61850 model and the IEC 61499 model. 

the prototype system is implemented in 

PSCAD/EMTDC and MATLAB/Simulink to 

validate the feasibility and flexibility of FBs-

based IEDs 

 Introduce flexibility in IED with function 

blocks without changing hardware 
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 Paper Aim Methods and Model Used Limitations Achievements 
13.  (Higgins et al., 2011). 

Distributed Power 

System Automation 

with IEC 61850, IEC 

61499, and Intelligent 

Control 

Investigates the interplay 

between two international 

standards, IEC 61850 and IEC 

61499, and proposes a way of 

combining of the application 

functions of IEC 61850-

compliant devices with IEC 

61499 -compliant “glue logic,” 

using the communication 

services of IEC 61850-7-2 

Use of IEC 61499 as an integration, extension, 

and verification mechanism for IEC 61850-

based systems. In order to enhance the 

benefits of this approach, devices like protective 

relays, bay controllers, and substation 

controllers could be implemented on IEC 

61499-compliant platforms, which would add 

new value to IEC 61850 compliance—the ability 

to customize protection, monitoring, control, 

and automation functions 

This vision depends on the 

creation of a ubiquitous 

peer-to-peer 

communications network of 

adequate speed, resilience, 

and security. While this is 

certainly within 

the capabilities of current 

technology, the industry 

standards necessary for 

universal interoperability 

and cost reduction are 

very early works, which are 

in progress 

A new approach to power system 

automation is proposed aiming at the 

known challenges which is based on the 

ability to automatically detect changes 

and reconfigure the power system 

appropriately. The proposed solution 

aims at making power system 

automation more adaptable to 

uncontrolled environmental influences 

14.  (Yang, Yang and Yang, 

2012). Performance  

Analysis of IEC 61850 

based 

Substation 

 

Design and simulate the 

communication network for 

IEC 61850 based substation 

station bus and process bus of 

Poong-Dong digital 

substation, which is the first 

IEC 61850 based substation 

with multi-vendors’ IEDs 

(Intelligent Electrical Devices) 

 

System modelling, simulation, and analysis. 

Implementation of network components like 

several applications, VLAN configuration, and 

additional Network Simulator 2 (NS–2) module 

for IEC 61850. 

Could not find simulator 

which completely supports 

the network components 

like protocol stack for 

GOOSE and SMV (Sampled 

Measured Value) used in 

IEC 61850. These could not 

be supported by NS-2 

The proposed topology satisfies the 

timing requirement of IEC 61850 

through a thorough analysis of 

simulation. 

15.  (Aciu, 2012). Software  

application for 

monitoring and 

protection systems in 

low-voltage 

distribution systems 

Presents a monitoring and 

alarm system based on GPRS 

(General Packet Radio 

Service) communication that 

can operate within a smart grid 

type of low voltage power 

delivery. 

System modelling, simulation, and analysis. 

Used Power Manager Distribution System 

(PMDS) to obtain network events on voltages, 

overcurrent, electric arc and leakage to ground, 

and Microsoft SQL to manipulate data received 

from PMDS using C programming. 

Usage of single software 

application PMDS rather 

that multiple software. 

Highlights the advantages of using 

Power Manager Distribution System to 

improve network protection and 

reliability  



 24 

 Paper Aim Methods and Model Used Limitations Achievements 
16.  

 

(Vasel, 2012). One 

Plant, One System: 

Benefits of Integrating 

Process and Power 

Automation 

Highlights benefits of a single 

integrated system 

architecture. 

System modelling, simulation, and analysis. 

Merge SCADA with DCS (Distributed control 

system) and load Petrobras energy 

management network for analysis. 

 

Monitoring of MV and LV 

usually not with the single 

software package.  

 

17.  (Blair et al., 2013). An 

Open Platform for 

Rapid-Prototyping 

Protection and Control 

Schemes With IEC 

61850 

The paper shows how a 

model-centric tool, such as the 

open-source Eclipse 

Modelling Framework, can be 

used to manage the 

complexity of the IEC 61850 

standard, by providing a 

framework for validating SCD 

files and by automating parts 

of the code generation 

process. 

A platform which involves automatically 

generating the data model and low-level 

communications code required for one or more 

IEDs, directly from their configuration 

description is developed. Automatically 

generates an IEC 61850 - compliant 

implementation of IEDs by means of 

programming language. 

 

The paper focuses on 

distributed generation and 

micro-grids networks. 

Therefore understanding of 

application on low voltage 

consumer distribution power 

networks. Furthermore, the 

paper is limited to only one 

case study. Multiple case 

study scenarios could have 

been researched. 

Improvement on micro-grids 

communication and protection. This 

approach is said to eliminate a 

significant engineering burden during 

the development and testing of 

prototype schemes which require 

communications. 

18.  (Zhou et al., 2016). An 

Overview on 

Distribution 

Automation System 

To introduce the four main 

functions of distribution 

automation system including 

monitoring function, control 

function, protection function 

and management function 

To analyse distribution automation key 

technologies such as: distribution SCADA 

technology, distribution geographic information 

system, load control, and management 

technology, and remote automatic meter 

reading technology 

The paper was only limited 

to assessment of different 

technologies applicable to 

distribution automation. 

Key technologies were discussed and in 

addition, challenges of construction of 

distribution automation were also 

discussed, which helps future 

developments in this field. 

19.  (Ma et al., 2017). An 

overview on 

Algorithms of 

Distribution Network 

Reconfiguration. 

To introduce the optimization 

objective and constraints of 

the distribution network 

reconfiguration, analyse the 

complexity and difficulties in 

calculation, and overview of a 

variety of algorithms, including 

the heuristic, stochastic 

A variety of algorithms, including the heuristic, 

stochastic, optimization and intelligent methods 

are presented 

The paper was limited to 

load optimization algorithms 

only. 

None 
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 Paper Aim Methods and Model Used Limitations Achievements 
optimization and intelligent 

methods. 

20.  (Kunz et al., 2017). A 

Formal Methodology 

for Accomplishing IEC 

61850 Real-Time 

Communication 

Requirements 

Present a systematic and 

formal methodology to be 

adopted to achieve the correct 

implementation of the 

communication requirements 

of the IEC 61850-8 standard 

The methodology consists in five steps:  

- modelling of real-time communication 

requirements defined by the standard;  

- simulation of the obtained model;  

- formal verification of the model, improved in 

the previous step;  

- translation of the global model (simulated and 

verified) into the input language of the real 

controller; and, 

- Application of conformance testing technique 

to the computational routine implemented in the 

real controller. 

The proposed methodology 

allows designers to 

synthesize reliable systems 

under IEC 61850 real-time 

communication 

requirements. 

Results obtained by means of 

simulation, formal verification, and 

conformance testing showed that the 

proposed specification is in accordance 

with the IEC 61850 standard and 

accomplishes the respective 

communication requirements, leading 

finally to conclude that the proposed 

methodology allows the designers to 

achieve a precise implementation of the 

communication requirements of this 

standard, enabling the synthesis of 

reliable systems under IEC 61850 real-

time communication requirements. 

21.  (Fereidunian, Hosseini 

and Abbasi Talabari, 

2017). Toward self-

financed distribution 

automation 

development: time 

allocation of automatic 

switches installation 

in electricity 

distribution 

systems 

To present a novel idea for 

distribution automation (DA) 

implementation planning, in 

which the sequence and 

timings of installing automatic 

switches are optimised, to 

exploit periodical savings and 

to minimise the total externally 

financed investment. 

A hybrid genetic algorithm - particle swarm 

optimisation (GA–PSO) algorithms were used 

to solve the optimisation model proposed. An 

optimisation model in the form of a mixed-

integer non-linear problem is developed to 

calculate overall investments financed from 

outside of the project, where the target function 

is to minimise the overall external investment. A 

hybrid algorithm that combines GA and PSO is 

developed to achieve better and faster results. 

This hybrid algorithm exploits good local 

searching quality of GA along with fast 

convergence of PSO. 

 

The method proposed is 

tested on parts of the 

network covered by Tehran 

Vicinity Electricity 

Distribution Company as 

well as bus number four of 

Roy Billinton test system. 

The method proposed was successfully 

tested on parts of distribution network of 

Tehran Vicinity and the results were 

reported. According to reported results, 

planning optimisation of DA can finance 

a major part of automation investments 

internally. Effect of customer damage 

reduction on return of 

Investments. 
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 Paper Aim Methods and Model Used Limitations Achievements 
22.  (Repo et al., 2017).  

Real-Time Distributed 

Monitoring and 

Control System of MV 

and LV Distribution 

Network with Large-

Scale Distributed 

Energy Resources 

To provide a holistic overview 

of Active Network 

Management utilizing 

hierarchical decentralized 

distribution automation and 

flexibility services from 

Commercial Aggregators. 

The proposed distribution automation concept 

is analysed and discussed in the paper based 

on experiences of laboratory and field 

demonstration implementations. The concepts 

are:  

- Active Network Management (ANM) 

and  

- Commercial Aggregator and 

interaction with Distribution System 

Operator (DSO) 

Limited to how the general 

concepts of active network 

management and 

commercial aggregator is 

implemented and what is 

required from distribution 

automation viewpoint. 

Holistic view of active network 

management utilizing advanced 

distribution automation and flexibility 

services from commercial aggregator 

has been described. Hierarchical and 

distributed architecture of distribution 

automation system has also been 

described. MV and LV grid monitoring 

and power control use cases utilizing 

the proposed automation architecture 

has been clarified and first set of 

demonstration results have been given 

as an example of the performance of 

proposed system and use cases. 

 

 

23.  (Hjorth, Gupta and 

Balasubramanian, 

2017). University 

Implements 

Distribution 

Automation to 

Enhance System 

Reliability and 

Optimize Operations 

To develop a distribution 

automation system for Texas 

University. 

24Vdc motorised switches were installed in the 

network. Fault circuit indicators (FCI) were 

strategically installed along each distribution 

feeder to detect phase and ground short-circuits 

faults. The FCI auxiliary output contact is wired 

to the discrete I/O device to provide fault status 

to the DAS over the communications network. 

Each pad-mount switchgear that is part of the 

DAS includes a four-way load break switch, 

FCIs, a discrete I/O device, and a managed 

Ethernet switch (ESW) 

Study limited to 12.75 kV 

underground distribution 

network.  

A centralized DAS was developed and 

implemented for the underground 

distribution system at TAMU to enhance 

system reliability and optimize 

operations. The DAS uses information 

from IEDs and FCIs connected via high-

speed communication to identify electric 

fault conditions. It determines the fault 

location, isolates the faulted section, 

and automatically restores power to 

unaffected de-energized loads from the 

normal source or alternative source, if 

available. 
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2.9.2 Analysis of various papers on Real-Time Digit al Simulation 

Table 2.2: Analysis of various papers on Real-Time Digital Simulation 

 Paper Aim Methods and Model Used Limitations Achievements 
1.  (McLaren et al., 1992). 

Real Time Digital 

Simulator for Testing 

Relays 

To describe the structure and 

performance of a Real Time 

Digital Simulator (RTDS) for 

testing relays 

 

Closed loop testing of distance protective relay 

using RTDS 

Presents tests on distance 

relay 

Highlights the structure and the 

functionality and performance of Real 

Time Digital Simulators  

2.  (Shirmohammadi et al., 

1996).  Distribution 

Automation System 

with Real-Time 

Analysis Tools 

To highlight an approach for 

utilizing the existing 

infrastructure and available 

data more effectively by 

introducing intelligence to 

Distribution Automation and 

SCADA systems through 

development of advanced 

analytical tools for operations 

decision support 

- Initiated a project for real-time 

application for distribution 

automation systems 

- large scale installation of automatic 

meter reading systems 

- develop analytical tools for 

applications for load estimation, fault 

location, power flow analysis, short 

circuit analysis, reconfiguration, and 

volt/var support evaluation for 

distribution feeders.  

 

Developed application to 

operations in real-time 

environment 

The major accomplishments were in the 

exploitation of the integrated 

environment for computing and 

processing. 

3.  (Desjardine, Forsyth 

and Mackiewicz, 2007). 

Real Time Simulation 

Testing Using IEC 

61850 

To presents a successful 

hardware implementation for 

IEC 61850 messaging on a 

real time simulator and 

discusses the key design 

criteria. 

Use of the IEC 61850-9-2 sampled values, 

removing the need for amplifiers as the 

standard interface to protection devices. 

Closed-loop testing in real-

time with IEC 61850 

IEC 61850 messaging capability was 

successfully developed for the RTDS 

Simulator. Sampled values of the 

voltage and current signals are sent via 

Ethernet, making it even more practical 

to perform testing on a protective 

relaying scheme rather than just 

individual devices thereby eliminating 

the need of amplifiers and greatly 

reducing costs. 
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 Paper Aim Methods and Model Used Limitations Achievements 
4.  (Forsyth and Kuffel, 

2007).  Utility 

Application of an 

RTDS Simulator 

 

To describe the RTDS 

simulator design and its utility 

applications in greater detail.  

Review of the RTDS hardware and software. Limited to functionality of the 

RTDS hardware and 

software platforms. 

None 

 

5.  (Rigby, 2007).  

Automated Real-Time 

Simulator Testing of 

Protection Relays 

To describe the results of a 

project to develop a proof-of-

principle working example of 

automated hardware-in-the-

loop testing of protection 

schemes on an RTDS 

Technologies real-time 

simulator. 

 

Automated Hardware-in-the-Loop testing of 

protection schemes using RTDS environment 

Limited to the use of HIL 

automatic and manual 

testing only 

The paper describes the test system 

configured to demonstrate automated 

closed-loop testing of the relays in a 

simple protection scheme, and presents 

the results of a typical set of such tests. 

The development of the script file to 

automate the tests is also discussed. 

6.  (Saran et al., 2008). 

Designing and Testing 

Protective 

Overcurrent Relay 

using Real-Time 

Digital Simulation 

To present the modelling and 

testing of a Schweitzer 

Engineering Laboratories 

(SEL) 351S protective 

overcurrent relay using RTDS. 

The first part of the paper discusses HIL tests 

conducted with the physical SEL 351S 

overcurrent relay for an eight-bus power 

system. The second part discusses the 

development of a software relay model in 

RSCAD and real time Software-in-Loop (SIL) 

simulation. 

 

Limited to HIL and SIL 

testing of the SEL351 relay 

only 

Hardware in the Loop (HIL) test has 

been presented using RTDS and SEL-

351S relay. The development of an 

eight- bus power system, control logic, 

hardware and software setup were 

discussed in detail. 

7.  (Kuffel, Ouellette and 

Forsyth, 2010). Real 

Time Simulation and 

Testing Using IEC 

61850 

To present a successful 

implementation for IEC61850 

messaging on a Real-Time 

Digital Simulator (RTDS) 

using the GTNET card and 

discuss the key design criteria 

IEC 61850 GOOSE messaging for all signal 

communications connected via single Ethernet 

between simulator and station bus LAN to 

which protection devices are connected and 

closed-loop testing of protective relays using 

P444 

 

 

Closed-loop testing in real-

time with IEC 61850 only 

The paper has shown how such tests 

can be achieved with the help of a real 

time digital simulator interfaced to 

physical relays with dynamic control of 

IEC 61850 GOOSE and SV data. 
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 Paper Aim Methods and Model Used Limitations Achievements 
8.  (Almas, Leelaruji and 

Vanfretti, 2012). Over-

Current Relay Model 

Implementation for 

Real Time Simulation 

& Hardware-In-the-

Loop (HIL) Validation 

Presents the modelling of an 

overcurrent relay in 

SimPowerSystems 

(MATLAB/Simulink). 

A power system is modelled in 

SimPowerSystems and the overcurrent relay 

model is incorporated in the test case. The 

overall model is then simulated in real-time 

using Opal-RT's eMEGAsim real-time simulator 

to analyse the relay's performance when 

subjected to faults and with different 

characteristic settings in the relay model. 

Paper limited to the use of 

HIL testing only  

Hardware-in-the-Loop validation of the 

model was done by using the 

overcurrent protection feature in Relay 

SEL-487E. The event reports generated 

by the SEL relays during Hardware-in-

the-Loop testing were compared with 

the results obtained from the 

standalone testing and software model 

to validate the model. Topic was well 

executed between the used software 

packages and the hardware IED. 

9.  (Martinez et al., 2017). 

Hardware and 

Software Integration 

as a Realist SCADA 

Environment to Test 

Protective Relaying 

Control 

To introduce a novel hardware 

and software integration to 

reproduce a Real-Time (RT) 

performance environment of 

power system simulations, 

especially focused on 

protective relaying control 

adjustments and training tools. 

The IEEE-9 bus system and a real validated 

model of a Colombian transmission systems 

section are presented; both cases are 

implemented in the real-time platform and 

reproduced with the aim of evaluating its 

performance. Protective relays are tested in 

Hardware in the Loop (HIL) techniques. 

Paper limited to the use of 

HIL testing only 

Presented a full framework to carry out 

power systems simulations in RT with 

HIL techniques; this simulation platform 

is a modern solution with low-cost 

hardware/software integration that 

successfully linked PowerFactory with 

National Instrument Tools. 

10.  (Tuominen et al., 2017). 

Real-Time Hardware 

and Software-in-the-

loop Simulation of 

Decentralised 

Distribution Network 

Control Architecture 

To introduce a laboratory test 

set up developed to evaluate 

the functionality of a novel 

decentralised distribution 

automation architecture. The 

main goal for this system was 

to test the functionality of the 

decentralised distribution 

automation architecture and 

track out any potential 

interfacing issues of 

automation system before 

The demonstration system consists of a 

simulated distribution network in real-time 

simulation environment including simulated 

monitoring and control devices as well as 

physical devices interfaced with the simulator 

as hardware-in-the-loop test devices. System 

involves also substation automation units for 

real-time monitoring and control that are 

interfaced with the simulator and physical 

devices. 

Integrated hardware-in-the-

loop (HIL) and software-in-

the-loop (SIL) testing of 

distribution network 

hardware and architecture 

only. 

Based on the tests executed with the 

system described, the proper 

functionality of all the features of the 

automation architecture was verified 

and successfully deployed at the field 

test sites. 
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 Paper Aim Methods and Model Used Limitations Achievements 
implementing the concept to 

actual field demonstrations. 

11.  (Noureen et al., 2017). 

Real-Time Digital 

Simulators: A 

Comprehensive Study 

on System Overview, 

Application, and 

Importance 

To present the technological 

aspects and the concept of 

modern real-time digital 

simulators 

Various simulating tools are discussed and 

reviewed in this paper based on the 

accessibility of information. These tools are: 

- Real Time Digital Simulators (RTDS), 

- OPAL-RT Simulator,  

- Network Torsion Machine Control 

(NETOMAC),  

- dSPACE,  

- Real-Time solution by MathWorks 

(xPC target, Real-Time Windows 

target),  

- Power _ system Online _ simulation 

Unveil Your Analysis (POUYA) 

Simulator and  

- Typhoon HIL Simulator  

 

The paper only reviews and 

compares the capabilities of 

the packages in the method 

used. 

The paper comprehensively brings 

forward the capabilities of the various 

simulators and their real-time 

applications for various industries. 
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 LITERATURE COMPARISON AND DISCUSSION 

2.10.1  New Development 

(Bornard, 1988) indicated that power system relaying techniques have been at 

crossroads of power engineering, electro-mechanics, electronics, automatics 

and telecommunications. After that period, more developed integrated control 

and protection systems for substations techniques emerged with digital signal 

processing, real-time computing, and high speed data transmission which 

enhances engineers’ knowledge in becoming specialists in Local Area Networks 

(LAN) protocols and real time distributed database management. 

 

Furthermore, (Shirmohammadi et al., 1996) indicated that distribution 

automation (DA) had been principally focused on remote monitoring and control 

of the system and their equipment with SCADA being the most contributing 

attribute. Real-time data became available to human operators, enabling them 

to monitor events and to control automatic equipment remotely. The added 

volume of real-time data had created data overloads at distribution control 

centres and if operators had no support tools, they could only rely on their 

experience in making proper operating decision based on the subset of data 

they received. The result will leave large volumes of real-time data along with 

much of infrastructure built for automatic operation of the system remained 

underutilized.  

 

(Kuffel, Ouellette and Forsyth, 2010) indicated that it is important for closed loop 

testing tools for substation protection devices to keep up with advancements in 

technology. These are developments modelled using communication protocol 

IEC 61850 which significantly reduces the amount of wiring required between 

protection relays with current and voltage signal and merging units (MUs). This 

communication is simplified via IEC 61850 GOOSE and Sampled Values data 

which has speed and wiring advantages compared to conventional wiring 

between substation devices. 

 

2.10.2 Communication 

According to (Xin and Sun, 2009), it is very important for both conventional and 

non-conventional sensors to have the ability to interface together to allow the 

implementation of IEC 61850 based substation system in existing and new 

substations as shown in Figure 2.3. A significant improvement in functionality 
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and of cost reduction of integrated substation protection and control system can 

be achieved 

 

 

 Figure 2.3: Communication architecture of an IEC 6 1850 based substation protection system 
(Xin and Sun, 2009) 

  

(Kunz et al., 2017), developed methodologies requirements for accomplishing 

the IEC 61850 real-time communication.  Their research dealt with the 

proposition of a strategy / methods to synthesize and validate models of 

systems developed under IEC 61850 real-time requirements for Generic Object 

Oriented Substation Event (GOOSE) and Sampled Measured Values through 

easy operational conditions cases that can be used in overall performance and 

conformance testing of highly complex systems, once validated. These are 

according to the list below;  

• Modelling of real-time communication requirements defined by the 

standard; 

• Obtained model simulation;  

• Model verification formally,  

• Previous step improvements;  

• Global model translation into the input language of the real controller;  

• Conformance testing technique application to the computational routine 

implemented in the real controller.  

 

The proposed methodology above allows designers to produce reliable systems 

under IEC 61850 real-time communication requirements. 
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2.10.3  Protection 

In the congested underground utilities networks, cables are vulnerable to 

interference by third parties effects (due to road excavations) that may lead to 

open circuits inside cable joints. Distribution network systems with closed-ring 

configuration have the advantage of higher supply reliability but with costly 

protection systems. In case of a short-circuit or open-circuit fault on one of the 

circuits, the other circuits in the ring will take up the load flow without supply 

interruption Wong, Chen, Lau, Tang, Liu (2006). 

 

Wong et al (2006) In order to further improve supply reliability, a simple and 

cost-effective approach is developed to detect the open-circuit defects. The 

approach is to monitor the unbalanced secondary neutral currents of the 

existing unit feeder protection relays by one set of split-core current 

transformers (CTs) and corresponding current transducers. 

 

 CONCLUSION  

The chapter presented a brief summary of literature on related topics investigated. The 

substation and distribution automation was discussed, protection and the use of IEC 

61850 standard was also highlighted. For the reticulation network, the testing of HIL 

provides the development of utilizing GOOSE communication on customer reticulation 

network and utility distribution networks. These two smart networks never researched 

to date and majority of researches concentrate on transmission substations with few 

penetration in distribution substations. 

 

Theoretical aspects of these topics are discussed in the following chapter (Chapter 3). 
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CHAPTER 

 

3. PROTECTION, MONITORING, AUTOMATION, AND CONTROL THEORY 

 

 INTRODUCTION 

Power system planning takes into consideration reliability of supply, reliability of 

network distribution, simplicity of operation and maintenance, and protection and safety 

of life. In addition to this, the cost and regulations are assessed to complete the design. 

When design of a power system takes place, protection of the network equipment is 

essential to prevent unexpected power supply interruptions.  Distribution protection 

prevents damages on equipment and in order to have reliable supply, protection 

against short circuits, over-current and earth faults is essential.  

 

Distribution automation and network management systems are also tasked with energy 

management besides network control. These network management systems take all 

system quantities such as voltages, currents, power flow, and status of all links of the 

whole power system (Brand, Wimmer and Lohmann, 2003). 

 

Substation automation system operation depends on the substation itself and the 

associated equipment to provide a high level of reliability of the power system operation 

and control.  

 

This chapter focuses on the history of protection, substation automation, and control, 

and brief history of implementation of the communication standard IEC 61850 in 

substations. It is widely known that the IEC 61850 is not fully utilised in distribution grids 

in South Africa and attention is focussed on its implementation on low voltage networks, 

in particular 11kV. This chapter, in addition presents existing problems with 

conventional protection systems and the latest application solutions which have been 

studied. Moreover, benefits from application of new standards such as IEC 61850 on 

consumer networks are discussed. 

 

 DISTRIBUTION AUTOMATION (DA) 

Companies implementing distribution automation (DA) are benefiting from areas such 

as fast methods of reliability improvements and ensuring the operating functions are 

more efficient and have extended asset life. New cost-effective control systems have 
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contributed in changing perceptions from past management on whether the efficient 

control of distribution is a worthwhile investment. The perception changes are also as 

a result of deregulation and ever improving industry experience. Implementation of 

downstream automation systems depends largely on the site and targeted to areas 

where improved performance will produce measurable benefits. These benefits are 

now being extended outside substations to devices along the feeders and metering 

equipment. Table 1 shows a summary of the key areas of benefits down the control 

hierarchy (Northcote-Green and Wilson, 2006). 

 

Table 3.1: Key Automation Benefit Classifications b y Control Hierarchy Layer (Northcote-Green 
and Wilson, 2006) 

 Control 

Hierarchy 

Layer  

Reduce 

O&M 

Capacity 

Project 

Deferrals  

Improved 

Reliability  

New 

Customer 

Services  

Power 

Quality  

Better  

Info for 

Engr. & 

Planning  

1. Utility X X  X  X 

2. Network X X X  X X 

3. Substation X X X  X X 

4. Distribution X X X  X X 

5. Customer X X X X X X 

 

 

3.2.1 Reduced Operation and Maintenance Costs (O&M)  

Automation reduces operating and maintenance costs and contributes to fast 

fault location substantially as this reduces the travel times for maintenance 

personnel because the crew will be dispatched directly to the faulted area of the 

network.  This eliminates the time-consuming traditional fault location practices 

using line patrols in combination with field operation of manual switches and the 

feeder circuit breaker in the primary substation. Condition monitoring of network 

elements through real-time data access in combination with an asset 

management system allows advanced condition and reliability-based 

maintenance practices to be implemented (Northcote-Green and Wilson, 2006). 

 

3.2.2 Capacity Project Deferrals 

Real-time analysis of the network component loading could allow its life to be 

optimised against operational requirements. Short-term load transfer between 
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substations could avoid the need for additional substation transformers or 

transformer capacity upgrades through purchasing of new transformers when 

open points between substations are utilised (Northcote-Green and Wilson, 

2006). 

 

3.2.3 Improved Reliability 

Distribution Automation provides the fastest way to reduce outage duration. 

When remote-controlled switching devices and fault passage indicators are 

implemented in combination with control room management systems, this 

improves outage management and substantially reduces duration and 

frequency of outages (Northcote-Green and Wilson, 2006). 

 

3.2.4 Customer Services 

When automation is deployed at the customer layer through remote meter 

reading, it allows utilities to offer more flexible tariffs and the customer more 

selectivity and control of consumption (Northcote-Green and Wilson, 2006). 

 

3.2.5 Power Quality. 

Monitoring of power quality includes voltage sags, unbalances, and harmonics. 

With increased penetration of electronic consumer loads, these 

quantities/characteristics are now receiving closer scrutiny. Distribution 

automation enables dynamic control of voltage regulations through remote 

control of capacitor correction banks and voltage regulators (Northcote-Green 

and Wilson, 2006). 

 

3.2.6 Improved Information for Engineering and Plan ning. 

The real-time data availability increase from Distribution Automation offers more 

visibility to planners and operators of the network. The optimization of the 

communications infrastructure is an important aspect of the automation 

implementation that delivers the required data to the appropriate application. 

This data is fundamental to better planning and asset management under 

business objectives, forcing lower operating and capital investments 

(Northcote-Green and Wilson, 2006). 

 

3.2.7 Architecture  

Distribution automation architecture comprises of three main components which 

are: 
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• Devices to be operated such as IEDs 

• Communication system, and 

• Automation gateway  

 

A gateway is a substation computer which captures and manages the data from 

multiple substation intelligent devices. This replaces the remote terminal units 

as a mode of communication system and receives and sends information to a 

central control computer (Northcote-Green and Wilson, 2006).  

 

 

Figure 3.1: Typical Distribution Substation Compone nts (Northcote-Green and Wilson, 2006) 

 

3.2.8  Components of the Distribution Automation Sy stem 

The major components of the distribution automation system are in primary 

substations and feeder devices found outside substations such as pole mounted 

switches and ground mounted units and secondary substations (Northcote-

Green and Wilson, 2006).   
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Figure 3.2: Components of Distribution Automation i ntegrated to make a working system 
(Northcote-Green and Wilson, 2006). 

 

Where: 

- DMS : Distribution management system 

- SA  : Substation automation 

- RTU : Remote terminal unit 

 

Primary substations hold switchgears and intelligent devices. Switchgear bays 

consist of circuit breaker with actuators and protection relays and are wired with 

terminal blocks ready for connection to station control bus. 

 

Remote control could be achieved in two ways which are:  

• Hardwiring – control, indication and measurement circuit are hardwired 

to a primary Remote Terminal Unit (RTU). 

• Implementing Substation Automation (SA) – a local area network (LAN) 

is established between protection relays and PC-based SA gateway to 

manage the data flow within the substation. This eliminates the 

hardwiring of substations devices. The substation gateway 

communicates back to the distributed control centre using SCADA 

protocol. 

 

Secondary substations hold remote control switches of the primary substations. 

This has previously been implemented through SCADA systems. Little 

standardisation left room for many alternative standard configurations at a 



 

 39 

switch as to what accuracy, and parameters of measurements are required and 

the automation level required for application. These decisions configure the 

number of sensors, type of intelligent devices, and communication burden. In 

addition, the selection of primary switching devices and the specification of the 

function of the intelligent devices are required in order to determine the type of 

local automation. These determine whether intelligent devices are supposed to 

be for full protection or a simple communication interface. Once these are 

defined, the communication media and protocol are selected and integrated into 

the complete distribution automation architecture. 

 

There are two basic approaches to implement distribution automation which are: 

1). Retrofitting remote-control facility into installed switches and 2). Installation 

of new automation-ready devices to replace existing manual operated switches 

(Northcote-Green and Wilson, 2006).   

 

  SUBSTATION AUTOMATION AND CONTROL 

The need for reliable power supply and reduction of manned substations during faults 

is increasing with time. Utilities and system owners are now automating their 

substations to achieve that goal. Reduction in operating and maintenance personnel 

staff and developments in technology has resulted in unmanned automated 

substations. To effectively manage the substation communication hubs that connect 

the different sections of the system, communications networks are used to provide 

control over the circuit breakers, switches, and other primary equipment that control 

the flow of power in the power system. The control of these intelligent devices can be 

done by communication channel either automatically through pre-defined messages or 

directly from a control centre located at any point outside the actual substation yard. 

This control centre can be manned to collect real-time activities at each of the 

substations on the system. 

 

3.3.1 Local Functions 

There are two local functions within the substation which are data acquisition 

and control. Data acquisition is achieved via sensors and instrument 

transformers while the control is achieved via actuators, change switches or 

devices which could change states. Quantities such as voltage and current are 

measured via instrument transformers and active and reactive power. 

Frequency may either be measured or calculated out of the measured voltage 
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and current. Power quality may also be measured if required (K.-P. Brand, 

Wimmer and Lohmann, 2003)  

 

  

Figure 3.3: Power station substation automation sys tem functional diagram (K. P. Brand, 
Wimmer and Lohmann, 2003) 

 

3.3.2  Components of Substation Automation System ( SAS) 

The substation automation system uses substation equipment with any number 

of devices to communicate and to process monitoring, protection, and control 

the substation. These may include Intelligent Electronic Devices (IEDs) such as 

protection relays, metering devices (energy meters) and measurement devices 

(CTs and VTs) and Programmable Logic Controllers (PLCs). Additional 

devices/elements which may be included in SAS would be energy consumption 

of substation buildings from lighting and power circuits. This could also be 

extended to the control centre and any other building for energy management. 

 

3.3.3  Required Measurements and Performance 

Substation Automation Systems gather network performance parameters such 

as voltage, currents, power (watts and vars). In addition, energy output and 

usage measurements such as kilowatt-hour and kilovar-hour which are 

important to the accounts departments are measured too. These measurements 

could be taken from equipment such as generators, solar systems or wind 

systems (renewable sources) and loads connected to the system. 
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The economics of measurements quality are to be compared with the cost of 

installations and maintenance to avoid excessive budget. The system 

requirements are to be decided in concept stages to suit the users and functions 

of the system. Specifying higher performance measuring system raises the 

overall costs of the system.  

 

3.3.4  State Monitoring 

State monitoring is an important part of substation automation as it indicates 

events such as device “on or off”, “open or closed” and “in or out”. These states 

could be read from circuit breakers, switches, motor operators, battery chargers, 

etc. 

 

  DATA FLOW AND COMMUNICATION 

Substation communication plays an important role in power system operation as it 

enables engineers to interact with substation components from remote locations. This 

interaction could be in the form of monitoring and control of the power system. 

Monitoring is an important part on any critical power system network. It enables system 

engineers to predict conditions which will place the network at faults and reduce supply 

availability.  

 

During the 19th century, monitoring and control of substations was being done by 

means of operating personnel who were often stationed at substations to respond to 

any problem that might arise. 

 

As the demand for reliable power supply became greater, technology to do remote 

monitoring and control of power system parameters was developed and known as 

“Supervisory Control and Data Acquisition” – SCADA. This technology took away 

personnel stationed at the substations. 

 

To avoid slow data transmission from the intelligent electronic devices to the control 

centres, it is important to separate which data are much required to be accessed in 

real-time and which is not. If the system is old, it is advisable to migrate to modern 

technology of digital communication to avoid expensive operational and maintenance 

cost associated with old devices and equipment. 

 

Data can be accessed from substation devises through: 
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1. Communication to IEDs via a network. 

2. Physically visiting a substation and obtaining data directly  

3.  Pass-through communication to IEDs through gateway 

4. Communication to data concentrator 

 

Modern communication is done through Ethernet or fibre-optic cables which speed up 

communication between devices as compared to standard copper or telephone lines. 

For a transmission or distribution network system owner, it may be more economical to 

install a fibre-optic communication network than to continue leasing lines from telecom 

companies. The fibre-optic or Ethernet networks are usually Transmission Control 

Protocol / Internet Protocol (TCP/IP) or Synchronous Optical Network (SONET) based. 

 

3.4.1  Design Aspect 

The design aspect of communication lines needs to take into consideration the 

response time acceptable and the acceptable worse-case response time that 

can be tolerated. The degree of communication safety in case of disturbances 

cannot be overlooked and lastly the exchange method which may require data 

to be transmitted as soon as there is a change on the system (K. P. Brand, 

Wimmer and Lohmann, 2003). The communication requirements are classified 

with the following three criteria: 

• Maximum allowed age 

o The maximum allowed age is for data usage by the receiving 

function. This means the worst case time response that can be 

tolerated. 

• Data integrity 

o This could be the degree of communication safety in case of 

disturbances. 

• Exchange method 

o The exchange method could be spontaneous or on request 

whereby under spontaneous is where data could be 

communicated as soon as there is change happening while on 

request only acquired when there is need by some function etc. 

 

Table 3.2 below illustrates the classification stated above for a typical kind of 

data exchange in the SA system. 
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Table 3.2: Classification of communication function s (K. P. Brand, Wimmer and Lohmann, 
2003) 

Data Type  Maximum 

allowed age 

Data integrity  Exchange 

method 

Remarks  

Alarm 1s Medium Spontaneous Alarm are urgent and must 

be brought to the attention 

of the operator 

Commands 1s High Spontaneous Commands directly act on 

process 

Process state data 2s (binary), 

5-10s  

Medium Spontaneous Provides an operator with 

overview of states 

Time stamped 

data 

10s Low On request Sequence used for later 

analysis 

Interlocking data 5ms (fast 

block) 

High  Spontaneous Used to prevent dangerous 

commands 

Interlocking data 

(state information) 

100ms High  On request Used for interlocking to 

prevent dangerous 

commands 

Trip from 

protection 

3ms High  Spontaneous 

by fault in the 

power system 

or switchgear 

Used to clear dangerous 

situations 

 

 

3.4.2  Communication Modes 

If there is a free transfer of data from one device to another, this might lead to 

collision of information at bus level of the structure. To prevent this, a more 

regulated sending of messages by communication media access mechanism 

restricts the communication access to allow the handling of collisions. This has 

an impact on the possibilities to distribute a function between devices. The 

following communication modes were observed (K. P. Brand, Wimmer and 

Lohmann, 2003). 

• Master/Slave communication 

• Periodic process state transfer 

• Peer-to-peer communication 

• Multi-peer communication 

• Client-server communication 

 

3.4.3  Time Synchronization 

Standard time stamp resolution within a substation is 1ms. For a distribution 

substation, all changed data must be transmitted to central time stamping 
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device within 1ms or all clocks must run simultaneously within 1ms accuracy. 

An external master clock is to be used if data is shared across multiple 

substations where time synchronisation is required. This could be achieved via 

publicly available radio clock time master for synchronization such as global 

position system (GPS) satellite (K. P. Brand, Wimmer and Lohmann, 2003) 

 

3.4.4  Asset Management 

It is important for utilities and system owners to implement methods for better 

managing the life cycle of their substations. This improves the reliability of the 

supply and reduces the costs associated with power outages and other faults. 

Greater intelligence is required for monitoring equipment, such as: 

1. Primary  

a. Circuit breakers  

b. Switches 

c. Transformers 

d. Generators 

 

2. Secondary 

a. IDEs 

b. Protective relays 

 

Equipment condition monitoring should be implemented as part of a broad-

based asset management policy and plan which offers improvements of 

reliability. In addition, this may include the monitoring of simple alarms or as 

complex as identifying characteristics of a breaker before, during and after fault. 

 

3.4.5 Redundancy 

Redundancy is not always required in the substations as its need can be 

determined by the size and criticality of the substation, regulatory pressures and 

cost. The cost is measured in more engineering time required to design, test, 

commission, and maintain such a system, while a non-redundant system is 

much easier to maintain.  
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  SYSTEM INTEGRATION  

3.5.1  Protocol Considerations 

Selection of the right protocol for a network application is important to the 

success of a given substation project. While it may sound easy and simple, or 

even natural; however, there are many factors that play into the selection. It may 

be best to select a protocol that is based on an international standard (J. 

McDonald, 2012), but there are also other factors to consider, such as the  

applicability of the protocol, type of devices in the system, functions of the 

system, etc. 

  

For example, the IEC 60870-5-103 protocol may be well suited to 

communication from a bay controller to a protective relay, but it may not be the 

best protocol for a control centre to communicate with remote substation RTUs. 

IEC 61850 may be well suited to a fast moving and modern thinking utility but 

may not be the best for a cautious, “keep it simple” organization (J. D. 

McDonald, 2012). 

 

When designing substations system architecture, it is important for engineers to 

take account of the reliability of the system. For the control and visibility of 

substation and system network, accurate information from the network system 

is important with whichever way it is obtained. However, the decision is based 

on the cost of implementation and criticality of the supply (J. McDonald, 2012). 

 

  POWER SYSTEM MONITORING 

Power system monitoring addresses faults and problems in a network. Data acquisition 

is completed by IEDs for protection and control. These IEDs also record information 

such as events and disturbances and performance, statistical value evaluation and 

power quality analysis.  

 

Monitoring systems use the IEDs which may be located at substations and personal 

computers (PCs) for centralized data evaluation and failure analysis. In more ways 

monitoring is done in order to determine the exact type of a fault, to find proper ways 

to clear the fault, to check the reactions of protective devices, and to do reporting. 

Another goal was to improve the theoretical models of the electrical networks and thus 

studying the appropriateness of the calculated behaviour against the actual behaviour 

of the network (K. P. Brand, Wimmer and Lohmann, 2003). 
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3.6.1 Modernizing Substations 

Over the last years, the following key technologies and marketing developments 

have affected the entire electric power system world: 

• Invention of large-scale microprocessors 

• Development of high speed digital communication 

• World-wide implementation of Internet networking 

 

These have all become great enablers with regard to new power system 

business opportunities, challenging market needs and new requirements such 

as multi-vendor device inter-operability. Pressure on utilities for cost reduction 

and productivity improvements require new concepts for energy management, 

substation automation, and feeder automation. For plants to work harder and 

smarter, modernization of existing substations is a prerequisite and utilities will 

require more comprehensive service support. 

 

 

  PROTOCOL FUNDAMENTALS 

To ensure that substation IEDs work as a system, there has to be a proper 

communication between these devices either via copper wiring or fibre-optic cables. 

Wireless communication is not supported in substation communication due to 

interference with other communications and security concerns. Substation 

communication protocols are as follows; 

• Distributed Network Protocol (DNP) 

• Proprietary protocols 

• IEC 60870 

• Modbus 

• IEC 61850 

 

Though the thesis focus is on IEC 61850 protocol, the operability of the other protocols 

to substation communication are highlighted. This enables a substation engineer to 

have better understanding of different protocols applicable to substations. 

 

3.7.1  Distributed Network Protocol DNP3 

DNP has been successfully used in energy management worldwide and has 

been used for communication between substations and control centres. The 
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protocol allows any vendor to implement DNP 3.0 as it is an open protocol. DNP 

3.0 has primarily been used for communication between master control stations 

RTUs and IEDs. It mainly focusses on physical, data-link, network, and 

application layers (Dorf, 2000) 

 

3.7.2  Proprietary Protocol 

Proprietary protocols have been developed for the following reasons 

• Market differentiation  

• Speed development 

• Open protocols insufficient for the desired performance 

• Open protocols insufficient for the desired purpose 

• Open protocol which do not exist 

 

3.7.3  IEC 60870 

IEC 60870 standard describes an open system for SCADA communications. In 

the substation, the following companion standards are of particular interest: 

• IEC 60870-5-101: Serial communications from a control centre to a data 

concentrator 

• IEC 60870-5-103: Serial communications from a data concentrator or 

controller to a protection IED 

• IEC 60870-5-104: Networked (LAN-based) communications from a 

control centre to a data concentrator 

 

3.7.4  Modbus 

Modbus is less popular than DNP3 and IEC 60870 for substation 

communications. However, it has been widely used in industrial applications. 

This protocol stores information in registers that are accessed for reading and 

writing. Unfortunately, it is not the best protocol required to achieve 

interoperability communications between the devices of the different vendors. 

 

3.7.5  IEC 61850 

The talk of today substation communication technology, the IEC 61850 

standard, simplifies substation communications in many ways and makes the 

access of information on IEDs faster than the other protocols. It eases 

interoperability of IEDs and enhances protection and control of equipment in 

substations. System owners and engineers continue to look for systems that 
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are simple to integrate and provide high performance and flexibility. Different 

vendors have to make their IEDs communication protocols open for 

interoperability between them. The IEC 61850-6 standard describes an 

Extensible Mark-Up Language (XML) - based syntax for modelling substations 

called Substation Configuration Language (SCL) which contributes to 

complementation of the interoperability (McDonald, 2003, 2012). 

 

IEC 61850 standard covers communications between IEDs for monitoring, 

protection and control (Station Bus), which is replacing traditional copper hard-

wiring connection between IEDs and replacing copper hard-wiring from 

instrument transformers to IEDs (process bus). In addition the standard 

provides a standard method for an object-oriented modelling of the substation 

 

3.7.5.1  IEC 61850 Configuration Paradigm 

IEC 61850 uses configuration paradigm where each device in the system is 

described by IED capability description (ICD) file written in substation 

configuration language (SCL) (McDonald, 2012).  

 

3.7.5.2  GOOSE Messages 

GOOSE (Generic Object Orientated Substation Event) is the IEC 61850 

standard’s beneficial piece. GOOSE messages are transmitted through a 

managed Ethernet switch with priority before non-critical data are transmitted. 

These messages use high speed network to replace copper with fibre-optic 

wiring and this method has advantages such as: 

• Reduce material cost 

• Reduce cost of maintenance 

• Simplifies physical construction 

• Increased speed of communication 

 

3.7.5.3  Station bus 

Station bus is used for monitoring and control of IEDs in the substations 

 

3.7.5.4  Process bus 

Process bus is used to communicate the sampled values messages sent by a 

Merging Unit which samples values at physical locations of the instrument 

transformers and publish these sampled values to an Ethernet network for any 
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protective rely which need the information. The process bus replaces traditional 

copper wiring used for communication with fibre-optic based interpretation. 

 

  IEC 61850 FUNDAMENTALS 

The IEC 61850 – Communication Networks and System in Substations standard was 

developed in early 2000 to standardize the communication between the Intelligent 

Electronic Devices (IEDs) in electrical substations. Utilities, industries, commercial, and 

residential consumers are transforming all aspects of their lives into the digital domain. 

It is also expected that every electrical piece of item will possess some kind of setting, 

monitoring and control (Adamiak, Baigent and Mackiewicz, 2009). In substations, 

different IEDs could not communicate together which forced substation owner to use 

only one vendor IED for most applications. The standard then got developed to provide 

interoperability between different vendors for all functions such as control, protection, 

monitoring, and automation and also to standardise communication between 

substation IEDs.  

 

Communication in a power system network has always played a critical and important 

role in the real-time operation of the power system. In the beginning, the telephone 

network was used to send back power line loadings to the control centre as well as to 

enable the dispatch operators to perform switching operations at substations. 

Telephone-switching based remote control units were available as early as the 1930’s 

and were able to provide status and control for a few points. As digital communications 

became a viable option in the 1960’s, Data Acquisition Systems (DAS) were installed 

to automatically collect measured data from the substations. Since bandwidth was 

limited during that time, the DAS communication protocols were optimized to operate 

over low-bandwidth communication channels. The “cost” of this optimization was 

associated with the time it took to configure, map, and document the location of the 

various data bits received by the protocol (Adamiak, Baigent and Mackiewicz, 2009). 

 

In today’s substation, the communication system’s main important component is the 

description ability for both data and service, and may also include: 

• High-speed IED to IED communication 

• Networkable throughout the utility enterprise 

• High-availability 

• Guaranteed delivery times 

• Standards based 
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• Multi-vendor IEDs interoperability 

• Support for Voltage and Current sampled data 

• Support for File Transfer 

• Auto-configurable / configuration support 

• Security support 

 

The scope of IEC 61850 standard had been communication within the substation and 

specification of various aspects of substation communication, and these are highlighted 

in Table 3.3 below: 

Table 3.3: Overview of IEC 61850 standard 

Part 

Number 

Description 

1 Introduction and Overview 

2 Glossary of terms 

3 General Requirements 

4 System and Project Management 

5 Communication Requirements for Functions and Device 

Models 

6 Configuration Description Language for Communication in 

Electrical Substations Related to IEDs 

7 Basic Communication Structure for Substation and Feeder 

Equipment 

7.1 - Principles and Models 

7.2 - Abstract Communication Service Interface (ACSI) 

7.3 - Common Data Classes (CDC) 

7.4 - Compatible logical node classes and data classes 

8 Specific Communication Service Mapping (SCSM) 

8.1 - Mappings to MMS (ISO/IEC 9506 – Part 1 and Part 2) and to 

ISO/IEC 8802-3 

9 Specific Communication Service Mapping (SCSM) 

9.1 - Sampled Values over Serial Unidirectional Multi-drop Point-to-

Point Link 

9.2 - Sampled Values over ISO/IEC 8802-3 

10 Conformance Testing 

 

The objective of the IEC 61850 standard is to provide guidelines for design of a 

communication system that provides interoperability between the control or 

measurement functions to be performed in a substation, but residing in equipment or 
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physical electronic devices from different suppliers, while meeting the same functional 

and operational requirements. To reach that goal, the functions of a substation are split 

into sub-functions logical nodes (Andersson, Brunner and Engler, 2003). 

 

3.8.1  Substation Configuration Description Languag e (SCL) Engineering 

The engineering of the substation automation may start with the design of the 

substation device functionality and all other equipment where functions are 

allocated to each device to complete all required action. This could be limited to 

device functionality and configuration capabilities. The requirements for 

configuration language are such that (IEC, 2008b): 

• A single-line diagram with all devices of the substation and the allocation 

of Logical Nodes (LN) to each device on the single-line which will 

describe the functions required on the device 

• IEDs which are pre-configured with fixed number of logical nodes which 

are not bind to any specific process. 

• Pre-configured IEDs with a pre-configured semantic for a process part 

of a certain structure. 

• All IEDs must provide a complete configuration process leading to 

individual process functions on primary equipment, enhanced by the 

access point connections and possible access paths in sub-networks for 

all possible clients. 

 

The IED Configurator tool is manufacturer-specific and provides IED-specific 

settings and generates IED specific configuration files that shall be able to 

import or export the files (which contains logical nodes) defined by IEC 61850 

standard. In addition it also loads the IED configuration into the IED. An IED 

shall only be considered compatible with the IEC 61850 standard (IEC, 2008b), 

if: 

• It is accompanied either by a tool that can generate the SCL file from the 

IED or a SCL file describing its capabilities. 

• It can use a system SCL file directly to set its communication 

configuration, as far as setting of minimum required addresses is 

possible in this IED, or it is accompanied by a tool which can import a 

system SCL file to set these parameters to the IED. 

 

Figure 3.4 below illustrates the SCL data exchange engineering and the area 

where the SCL is described and implemented. 
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Figure 3.4: SCL engineering model (IEC, 2008b) 

 

Some of the core components of the standard are the object model which 

defines and describe the functions from different substation equipment, a 

defined specification of the IEDs. Communication interfaces between substation 

automation systems is represented in the general interface structure shown in 

Figure 3.5 below. 

 

 

Figure 3.5: Interface model of substation automatio n system (IEC, 2005a) 
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The devices of Substation Automation System may be located physically in 

station, bay and process functional levels, as shown above. The meaning of 

interfaces as shown in Figure 3.5 above are as follows (IEC, 2005a). 

 

1 -  Protection-data exchange between the bay and station level. 

2 -  Protection-data exchange between the bay level and remote protection 

(beyond the scope of this standard). 

3 - Data exchange within the bay level. 

4 - CT and VT instantaneous data exchange (especially samples) between 

the process and bay levels. 

5 - Control-data exchange between the process and bay levels. 

6 - Control-data exchange between the bay and station levels. 

7 - Data exchange between the substation (level) and a remote engineer’s 

workplace. 

8 - Direct data exchange between the bays, especially for fast functions 

such as interlocking. 

9 - Data exchange within the station level. 

10 - Control-data exchange between the substation (devices) and a remote 

control centre (beyond the scope of this standard). 

 

3.8.2 Defining Functions of the Substation 

Process level devices are typically intelligent sensors, remote I/Os, and 

actuators. Bay level devices consist of protection, control, or monitoring units 

per bay while the station level devices consist of the human machine interface 

with a database, the operator’s workplace, interfaces for remote 

communication, etc. 

 

To reach standardisation for substation automation systems, all functions within 

a substation were split into sub-functions or logical nodes. Logical nodes are 

smallest part of the function that exchange data (IEC, 2008c). These may reside 

in different devices and at different levels. The relationship between substation 

functions, logical nodes and physical devices is illustrated in Figure 3.6 below. 
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Figure 3.6: Example of relationship between substat ion functions, logical nodes and physical 
nodes (IEC, 2008a) 

 

Physical devices may be described as follows: 

• Station computer 

• Synchronised switching devices 

• Distance protection with integrated overcurrent function 

• Bay control units 

• Current transformers 

• Voltage transformers 

• Busbar voltage transformers 

 

Most logical functions have minimum three types of logical nodes which are for 

actual functionality, process interface, and the human-machine interface. An 

example of three logical nodes is represented in Figure 3.7 below. These are 

described as operator interface (IHMI), protection (P), and circuit breaker to be 

tripped (XCBR) which could all be located in three physical devices  
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Figure 3.7: Protection function consisting of three  logical nodes (IEC, 2008a) 

 

3.8.3 Logical Nodes Descriptions 

The logical nodes represent the power system equipment with all its data, 

related settings, and relevant communication behaviour in the substation 

automation system. If data exchange requires more details, the use of generic 

logical nodes such as GGIOs is presented. The Table 3.4 below illustrates 

descriptions and locations of some logical nodes on the substation automation.  

 

Table 3.4: Logical node for protection function (IE C, 2008a) 

LOGICAL NODE IEC 61850 IEEE DESCRIPTION 

General nodes  

AC time overcurrent 

protection 

PTOC 51 AC time overcurrent relay is a relay when the AC input 

current exceeds a predetermined value, and in which 

the input current and operating time are inversely 

related through a substantial portion of the performance 

range. 

Located at Interfaces for logging and achieving  

Operator interface 

- control local at bay level 

- control at station level 

IHMI  1. Front-panel operator interface at bay level to be used 

for configuration, etc., and local control. 

2. Local operator interface at station level to be used as 

workplace for the station operator. 

The role of the different HMI is not fixed for most of the 

functions and is defined in the engineering phase. 

Located at metering and measurements  

Measuring 

- for operative purpose 

MMXU  To acquire values from CTs and VTs and calculate 

measurands such as r.m.s. values for current and 
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LOGICAL NODE IEC 61850 IEEE DESCRIPTION 

voltage or power flows out of the acquired voltage and 

current samples. These values are normally used for 

operational purposes such as power flow supervision 

and management, screen displays, state estimation, 

etc. The requested accuracy for these functions has to 

be provided. 

Metering 

- for commercial purpose 

MMTR  To acquire values from CTs and VTs and calculate the 

energy (integrated values) out of the acquired voltage 

and current samples. Metering is normally also used for 

billing and has to provide the requested accuracy. 

Located on a physical device  

Logical node device LLN0  This LN contains the data related to the IED of the 

Physical Device (PD) independent from all included 

logical nodes (device identification/name plate, 

messages from device self-supervision, etc.). 

This LN may also be used for actions common to all 

included logical nodes (mode setting, settings, etc.), if 

applicable. 

This LN does not restrict the dedicated access to any 

single LN by definition. Possible restrictions are a matter 

of implementation and engineering. 

Located at switching devices and substation parts  

The LN “circuit breaker” 

covers all 

kinds of circuit breakers, 

i.e. switches able to 

interrupt short circuits 

• without point-on-wave 

switching capability 

• with point-on-wave 

switching capability 

XCBR 52 An AC circuit breaker is a device that is used to close 

and interrupt an AC power circuit under normal 

conditions or to interrupt this circuit under fault or 

emergency conditions (IEEE C37.2-1996). 

If there is a single-phase breaker, this LN has an 

instance per phase. These three instances may be 

allocated to three physical devices mounted in the 

switchgear. 

Generic  

Generic I/O GGIO  Outputs such as analog outputs, auxiliary relays, etc. 

not covered by the above-mentioned switchgear related 

LNs are sometimes needed. In addition, there are 

additional I/Os’ representing devices not predefined 

such as horn, bell, target value etc. There are input and 

outputs from non-defined auxiliary devices also. For all 

these I/Os’, the Generic Logical Node GGIO is used to 

represent a generic primary or auxiliary device (type 

X…, Y…, Z…). 
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The main protection functions have communication structure for protection 

logical nodes as shown in the Figure 3.8 below 

 

 

 

Figure 3.8: Basic communication links of the logica l node of main protection (IEC, 2008a) 

 

3.8.4 Generic Substation Events 

The Generic Substation Event (GSE – GOOSE and GSSE) provides system 

wide distribution of peer-to-peer data exchange between inputs of data 

attributes of one IED to output data of many other IEDs (multicast). The GOOSE 

and GSSE messages received by an IED may be used to compute data for 

internal purposes also. An example for internal purposes are received switch 

positions to calculate the interlocking conditions locally. GOOSE is the Generic 

Object Oriented Substation Event which supports the exchange of wide range 

of data organised by a data-set. GSSE is the Generic Substation State event 

which provides the capability to convey the state change information (IEC, 

2005b) 

 

Many data attributes can be set with the set-service such as SetDatavalue or 

SetDataSetValues which are usually constrained only by the application. 

Various control blocks such as Setting Group Control Block (SGCB), the 

Buffered Report Control Block (BRCB) and the Log Control Block (LCB) have 

control blocks that could be set to a specific value. Setting the values of the 

control block attributes is constrained by the state machine of the corresponding 
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control block. The control blocks behave according to the values of their 

attribute sets and these values may also be configured using the Substation 

Configuration Language (SCL) file or by other local means. All control block 

attributes can be read by another IED (IEC, 2005b). 

 

 AVAILABLE NETWORK TOPOLOGIES 

Substation communication networks are required to have high level of reliability. This 

ensures that information is transmitted between devices without unnecessary 

breakdowns. Control and protection of the power system are of particular importance 

and hence Ethernet system has to be highly reliable. Some important substation 

automation system topologies are as follows; 

• Ring topology 

o Ring topology has simple network on design and maintenance. It has 

an advantage of speed due to its ability to transmit in both sides of the 

ring. However it provides inefficient bandwidth utilization and changes 

in the location of the block port impacts the switching latency 

 

• Seamless redundancy 

o This topology promises a network that can withstand failure of one of its 

core devices without losing data. Each of the devices within the network 

performs switching by itself therefore no switches are required on the 

network. This system was primarily designed for ring topology 

 

• Parallel redundancy 

o Parallel redundancy offers high level of redundancy although it does not 

take away the use of switches on the network. This protocol is described 

IEC 62439 standard and also the High-availability Seamless 

redundancy. 

 

• Star topology 

o The star topology has an advantage of speed. However, if there is a 

failure on the star point this result in a shutdown of the system hence 

the topology is not ideal for critical applications 

 

• Hybrid topology 
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o The use of multiple ring and star configurations is appealing when 

examining methods for applying redundancy to a network. This topology 

is complex to design and to troubleshoot during faults or failure which is 

not as easy as in a ring topology. 

 

 POWER SYSTEM PROTECTION 

Many items of power system are very expensive and so the complete network 

represents a very high capital investment. To maximise returns, the system must be 

used as much as possible within the specified design limits of security and reliability of 

supply. In addition, the power system should be operated in a safe manner. No matter 

how well designed, faults will always occur on a power system, and these faults may 

represent a risk to life and/or property (Alstom Grid, 2011).  

 

Short-circuit faults on the power system are caused by human error, lightning or by 

switching surges that are accidental. The impact of the resulting currents and voltages 

can cause severe damage to insulation and cause conductor breakdown, which may 

lead to explosion or fire and the potential loss of life, property, or business. 

Consequently, any faults detected must be isolated quickly from the power system. 

 

The three-phase network is decomposed into positive-sequence, negative-sequence, 

and zero-sequence networks when the system experience faults. These sequence 

networks are connected to represent the different types of fault classification for which 

the corresponding fault currents are decoupled into positive-sequence, negative-

sequence, and zero-sequence currents that are computed for fault conditions. To 

simplify the power system model for deriving the equivalent sequence diagram, the 

following occurs (Momoh, 2007): 

• It is assumed that, when a system is balanced, the positive-sequence, negative-

sequence, and zero-sequence networks are uncoupled before a fault occurs. 

• They are connected to represent a particular fault category during the fault. 

• Pre-fault load current is neglected so that pre-fault voltage for each fault location 

is equal to the internal voltage of all machines. 

• Shunt capacitance of line, shunt elements of line, and series resistance of line 

are neglected.  

• Synchronous machine armature resistance, saliency, and saturation effects are 

neglected. 
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• It is assumed that the internal voltage source is 1∠0° per unit for the pre-fault 

voltage at its normal value prior to application of fault. 

 

Power system protection comprises of the following (Alstom Grid, 2011): 

1. Protection system. 

An arrangement of protection equipment and other devices required to achieve 

a specific protection function based on protection principles. 

2. Protection equipment 

A collection of protection devices such as relays and fuses 

3. Protection scheme 

A collection of protection equipment providing a defined which includes all 

equipment required to make the scheme work.   

 

Protection in any electrical distribution has to take into consideration reliability, speed, 

selectivity and costs. However it is known that these cannot be achieved all at once as 

the cost can considerably go high. 

 

3.10.1 Protection Equipment 

Standard protection systems are designed to clear faults, to restore the system, 

or to isolate the faulty region to minimize the impact. In order to fulfil the 

requirements of protection with the optimum speed for the many different 

configurations, operating conditions and construction features of power 

systems, it has been necessary to develop many types of protection scheme 

that respond to various functions of the power system quantities. The protection 

scheme includes fuses, reclosers, and relays coupled with circuit breakers that 

are used to protect primary distribution systems. For example, simple 

observation of the fault current magnitude may be sufficient in some cases but 

measurement of power or impedance may be necessary in others. Relays 

frequently measure complex functions of the system quantities, which may only 

be readily expressible by mathematical or graphical means (Momoh, 2007; 

Alstom Grid, 2011).  

 

3.10.1.1 Relays 

A relay is defined as a device whose function is to detect defective lines or 

apparatus or other power system conditions of an abnormal or dangerous 

nature and to initiate appropriate control action. Relays are classified in the 

following technologies: 
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• Electromechanical relays 

• Static relays 

• Digital relays 

• Numerical relays 

 

In general, a relay is used to close a normally open circuit or open a normally 

closed circuit upon detection of an abnormality. Relays facilitate meeting the 

following objectives of protection design criteria (Momoh, 2007): 

1. Reliability:  

a. must detect and isolate the faults instantaneously and operate 

dependably 

2. Selectivity:  

a. must discriminate between normal and abnormal system 

conditions 

3. Speed:  

a. must operate speedily to minimize fault duration and equipment 

damage and to restore the system quickly 

4. Economy:  

a. must provide maximum protection at minimum cost of equipment 

or operation 

5. Simplicity:  

a. must be simple in design and usage of circuitry 

 

3.10.1.2 Instrument transformers 

The fault currents measured on an abnormal systems and nominal voltage 

measured during normal operation are usually very high and can damage power 

system equipment being protected. To achieve power network safety, economy, 

and convenience of measurement, a step-down transformer is needed. The 

instrument transformers, namely voltage and current transformers (VT and CT, 

respectively), are used for this purpose (Momoh, 2007). They are used in 

conjunction with the relays to step-down the measured quantity in line with the 

magnitude a relay could manage 

 

3.10.1.3 Fuses 

Fuses are one-time use overcurrent protection devices for interrupting fault 

currents. They are non-reusable once the metallic conducting element melts in 
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response to an overload current and opens the circuit. Fuses are typically 

coordinated with reclosers and time-delay overcurrent relays (Momoh, 2007; 

Holmes, 2011). A typical schematic diagram is shown in Figure 3.9 below 

 

 

Figure 3.9: Schematic diagram of relay circuit with  a CT 

 

3.10.2 Reliability 

Reliability is dependent on factors such as the following (Alstom Grid, 2011): 

• Incorrect design or settings 

o Design of protection scheme is of paramount importance to ensure that 

the system will operate successfully under required conditions. Due 

consideration must be given to nature, frequency and duration of the 

fault which are likely to happen and all relevant parameters of the power 

system and type of equipment to be used on the scheme. 

o It is essential to ensure that settings are chosen for protection relays 

which must prevent incorrect operation during faults and systems which 

take into account the parameters of the primary system, including fault 

and load levels, and dynamic performance requirements, etc. 

 

• Incorrect installation testing 

o The need for correct installation of protection systems is obvious, but 

the complexity of the interconnections of many systems and their 

relationship to the remainder of the system may make checking 

troubleshooting the installation difficult. Site testing is therefore 

necessary. Alternatively, hardware-in-loop (HIL) testing with real-time 

digital simulators (RTDS) may be used. 

o During set-up and installation stage, the checks and tests must 

demonstrate the accuracy of the connections, relay settings, and 

freedom from damage of the equipment. 
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o Testing should cover all aspects of the protection scheme, reproducing 

operational and environmental conditions as closely as possible. 

 

• Deterioration in service 

o Subsequent to installation, deterioration of equipment will occur and 

may eventually interfere with correct functioning of the device. The time 

between operations of protection relays could also be years instead of 

days. Defects may develop during this period unnoticed until discovered 

by the failure of the protection to respond to a power system fault. For 

this reason, relays should be routinely tested in order to check whether 

they are in expected functioning condition. 

 

3.10.3 Selectivity 

During short-circuit fault conditions, the protection scheme should trip the circuit 

breaker nearest to the fault. This is also called discrimination and could be 

achieved by current magnitudes or by time. 

 

Protection systems in successive zones are arranged to operate in times which 

are graded through the sequence of protection devices so that only those 

relevant to the faulty zone shall complete the tripping function while the others 

will make an incomplete operation and then reset. This is called time grading. 

 

3.10.4 Stability 

Stability of protection applied to unit protection schemes refers to the ability of 

the protection system to remain unaffected by faults conditions outside their 

protection zone 

 

3.10.5 Speed Of Protection 

It is important for the power system protection to isolate faults as quickly as 

doable. One of the fundamental objectives is to safeguard continuity of supply 

by removing every disturbance before it results in widespread loss of power 

system synchronism and consequent collapse of the power system. As the 

loading on a power system increases, the phase shift between voltages at 

distinct busbars on the system additionally will increases, and therefore so does 

the likelihood that synchronism will be lost when the system is disturbed by a 

fault. The shorter the time a fault is allowed to remain in the system, the larger 
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will be the loading of the system. Figure 3.10 shows typical relations between 

system loading and fault clearance times for the various types of fault. 

 

 

Figure 3.10: Typical power vs. time relationship fo r various types of faults 

 

 METHODS FOR CALCULATING SHORT-CIRCUIT CURRENTS 

 A power system is ordinarily regarded as a balanced symmetrical three-phase 

network. When a fault occurs, the symmetry is generally lost, resulting in unbalanced 

currents and voltages appearing in the network. This is regarded as asymmetric fault 

condition and occurs when phase-to-ground, phase-to-phase and phase-to-phase-to-

ground faults are on the system. The only exception is the three-phase fault, where all 

three phase magnitudes are equal at the same fault location. This is described as a 

symmetrical fault. By using symmetrical component analysis and replacing the normal 

system sources by a source at the fault location, it is possible to analyse these fault 

conditions (Holmes, 2011). 

 

It is essential to know the fault current distribution throughout the system and the 

voltages in different parts of the system due to the fault which may assist in the correct 

application of protection equipment. Further, boundary values of current at any relaying 

point must be known if the fault is to be cleared with discrimination. The information 

normally required for each kind of fault at each relaying point is (Alstom Grid, 2011): 

• maximum fault current 

• minimum fault current 

• maximum through fault current 
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Balanced three phase faults can be assumed or calculated using single phase 

representation. These faults are three phase to ground and three phase short circuit. 

Three-phase faults are unique in such a way that they have equal magnitudes and 

therefore considered as balanced, that is, symmetrical in the three phases, and can be 

calculated from the single-phase impedance diagram and the operating conditions 

existing prior to the fault (Alstom Grid, 2011). However the system becomes 

asymmetrical with phase to phase faults, phase to ground faults, and phase to phase 

to ground faults. 

 

Short-circuit faults can be classified as follows: 

• Phase to phase fault 

• Phase to ground fault 

• Phase to phase to ground fault 

• Three phase to ground fault 

 

Short-circuits can also be classified according to three characteristics which are: 

The origin   

- The origin could be mechanical which is due to breakdown of 

conductor or accidental connection between two conductors via 

foreign bodies such as tools or mammals. 

- It could also be due to insulation breakdown between phases or to 

earth 

- It could also be due to operating errors with earthing of phase or 

connection between two different voltage supplies by mistake. 

The location  

- The location of  short-circuit could be internal on an equipment such 

as transformer, motor, switchboard which generally lead to 

equipment deterioration. 

- Others could be external to equipment and may be limited to 

disturbances which are wear-and-tear due to time and may lead to 

deterioration and thereby cause an internal fault. 

Duration 

- Faults may extinguish on their own meaning they could be self-

extinguishing. 

- Faults may disappear due to protective devices and not reappear 

when the equipment is re-started. 
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- Faults require de-energization of cables, machines and may require 

intervention by operating personnel. 

 

3.11.1 Symmetrical Component Analysis of Three-Phas e Network 

It is necessary to consider the fault currents due to many different types of fault. 

The most common type of fault is a single-phase to earth fault, which in LV 

systems, can produce a higher fault current than a three-phase fault. A method 

of analysis that applies to unbalanced faults is required. By applying the 

'Principle of Superposition', any general three-phase system of vectors may be 

replaced by three sets of balanced (symmetrical) vectors; two sets being three-

phase but having opposite phase rotation and one set being co-phase. These 

vector sets are described as the positive, negative and zero sequence sets 

respectively. 

 

According to IEC 60909 standard, the definition of the short circuit currents are 

as follows: 

 

Ikks – initial symmetrical short-circuit r.m.s current. 

Ip – peak short-circuit instantaneous current. 

Ib – symmetrical short-circuit breaking r.m.s current. 

Ith – thermal equivalent short circuit r.m.s current.  

 

The following Figures 3.11 - 3.14 illustrate how each of the above short-circuit 

faults can be viewed on the power system network. The major features taken 

into account in the planning and operation of the power system is the 

management of short circuit currents. These short circuits are classified as 

follows: 

• Single phase to ground 

• Phase to phase 

• Phase to phase to ground, and 

• Three phase to ground 

 

3.11.1.1 Single phase to ground fault 

For a single phase to ground fault, any phase of the network may be considered 

conducting to ground as shown in Figure 3.11 below. Consider a single-phase 
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to ground fault on phase A to ground. The conditions for the solid phase to 

ground fault are represented by equations		�� � 0, 	�	 � 0, 
��		�
 � 0.  

 

For sequence networks in Figure 3.11 (b), it could be deduced that 

		��� � ��� � ��� � �� ��� � �� � ���⁄ 																																										�3.1�	 

 

The current and voltage conditions should remain the same when considering 

an open-circuit fault in line B and line C. 

 

 

Figure 3.11: Single-phase to ground short-circuit f ault 

 

Where: 

VA or Va = No load voltage to ground for positive sequence network for 

phase A 

Z1 = Positive sequence impedance of the network during fault condition 

Z2 = Negative sequence impedance of the network 

Z0 = Zero sequence impedance of the network 

Ia1 = Positive sequence fault current for phase a 

Ia2 = Negative sequence fault current for phase a 

Ia0 = Zero sequence fault current for phase a 

 

3.11.1.2 Phase to phase fault 

The phase to phase fault could occur when there is short-circuit between the 

two phases. This scenario is illustrated in Figure 3.12 below. Condition for solid 

fault between the phases B and C are represented by equations		�� � 0, �	 �

��
 		
��		�	 � �
. It can also be shown that		��� � 0		
��: 



 

 68 

  

��� �
��

�� � ��
� ����																																																																															�3.2� 

 

 

Figure 3.12: Phase-phase short-circuit fault 

 

For this case with no zero-sequence current, the zero-sequence network is not 

involved and the overall sequence network is composed of positive-sequence 

and negative-sequence networks in parallel as illustrated in Figure 3.12 (b). 

 

3.11.1.3 Phase to phase to ground fault 

The phase to phase to ground fault could occur when there is short-circuit 

between the two phases while bolted to ground. This scenario is illustrated in 

Figure 3.13 below. 

 

The sequence network for these three asymmetrical components is shown in 

Figure 3.13 (b). Conditions for fault between line B and C and ground are 

represented by equation		�� � 0		
��	�	 � �
 � 0. From these it can be shown 

that:  

 

	��� �
��

�� � ����� �� � ��⁄ �
																																																																																		�3.3� 

 

 



 

 69 

 

Figure 3.13: Phase-phase to ground short-circuit fa ult 

 

3.11.1.1 Three phase to ground fault 

This scenario is shown in Figure 3.14 below and applies when all three phases 

of the network experience a fault to ground and are represented by 

equation		�� �	 �	 �	 �
 � 0		
��	�� � �	 � �
 � 0. 

 

 

Figure 3.14: Three-phase to ground short-circuit fa ult 

 

On a three phase system, the vectors of current and voltages shall all be 

represented on all three phases to complete all vectors for the system. The 

balanced three phase vectors are positive sequence, negative sequence, and 

zero sequence components (Gers and Holmes, 2011). 
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• Positive Sequence – three phases of equal magnitude at 120° apart 

rotating in positive direction. 

• Negative Sequence - three phases of equal magnitude at 120° apart 

rotating in reverse direction to positive sequence. 

• Zero Sequence – three phases of equal magnitude and in phase with 

each other and rotating in the same direction as the positive sequence. 

 

For a three phase system, the voltages of each phase �� , ��	
��	�� can be 

represented by:  �� 	= 	��� +	��� 	+	��� �� =	��� 	+	��� 	+	��� �� 	= 	��� 	+ 	��� 	+ 	���																																															(3.4) 
��� =	13 (�� +	�� 	+ 	��) 

��� =	13 (�� +	
�� 	+ 	
���) 
��� =	13 (�� +	
��� 	+ 	
��) 

Where:  ���,���, and ��� represent the Zero sequence voltage components. ���, ��� and ��� represent the Positive sequence voltage components. ���, ��� and ��� represent the Negative sequence voltage components. 

 

Similarly the currents in the system will be as follows: 

  �� 	= 	 ��� 	+	 ��� 	+	 ��� �� 	= 	 ��� +	
���� 	+ 	
��� �� 	= 	 ��� + 	
��� 	+ 	
����																																											(3.5) 
��� =	13 (�� +	�� 	+ 	��) 

��� =	13 (� +	
�� 	+	
���) 
��� =	13 (�� +	
��� 	+ 	
��) 

 

The neutral current is the sum of the line currents Ia, Ib, and Ic. If the applied 

voltages are equal (balanced system), the positive and negative sequence 
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impedances of cables are identical however, the zero sequence impedance 

differs from that of the positive and negative sequences.  

 

3.11.2 Fault Calculations 

Traditional fault hand calculation takes too long to solve more especially, if the 

system is too large, the problem becomes more complex. Computers use today 

is becoming more and more popular, even for protection studies. Classical hand 

calculation requires many formulas and conversion with either ohmic or per unit 

methods. These are prone to calculation errors and time consuming. However 

a short and quick Mega-Volt-Ampere (MVA) method could be used for fault 

calculation of small distribution utility network systems. 

 

The ohmic method becomes complex when having to convert all different 

voltage levels on the system. Per unit is more complex when changing many 

data to chosen base values and when solving using symmetrical theory for 

single phase to earth faults, phase to phase faults and phase to phase to earth 

faults.   

 

The MVA method is a modification of the ohmic method (Lee and Meng, 2003). 

The initial step is to redraw the typical single line diagram to the equivalent MVA 

single line diagram, and then to reduce the MVA single line diagram into a single 

MVA value at the point of fault. The typical single line diagram components are 

the utility source, transformers, cables, motors, and internal generators and 

other loads. Case studies of this method are highlighted in the following 

chapters. 

 

Advantages of MVA method are: 

• Conversion of impedance from one voltage to another is not required or 

needed. This is a requirement in the ohmic method. 

• A common MVA base selection and then to convert the data to the 

common MVA base is not required nor needed. This is a requirement in 

the per unit method. The formulas for conversion are complex and not 

easy to remember. 

• Both the ohmic method and the per unit method usually end up with 

small decimals. It is more prone to make mistakes in the decimal with 

resulting errors several orders of magnitude from the correct value. 
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• The MVA method uses large whole numbers which makes for easier 

manipulation and hence less prone to errors. 

 

Formulas which are applicable from the ohmic method are; 

At the utility side where voltage and fault current is known, the fault power may 

be calculated using the following equation; 

  "�#	$
 =		√3	�&�'																																																									(3.6) 
Where:   "�#	$
  - is the short-circuit power seen by the source. 

 	�&  - is the line voltage on the system 

 �'  - is the fault current seen by the source 

 

At a transformer side where MVA rating and Impedance % is known, the short 

circuit power is calculated using the following equation; 

  

"�#	$
 =	"�#� 																																																																		(3.7) 
Where:   

 "�#  - is the rated transformer power in mega-volt-ampere 

 �  - is the transformer impedance expressed in percentage 

 

At the load side where the voltage rating and reactance % is known, the short 

circuit power is calculated using the following equation;  

  

"�#	$
 =	 �*+ 																																																																				(3.8) 
Where: 

 *+  - is the transformer reactance expressed in percentage 

 

At the current carrying conductor where the voltage to be carried and cable 

impedance is known, the short circuit power is determined by: 

  

"�#	$
 =	��� 																																																																			(3.9) 
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 DESIGN OF THE IEC 61850 BASED SUBSTATION AUTOMATION  SYSTEM 

The standard IEC 61850 - Communication Networks and Systems in Substations 

provides interoperability between the Intelligent Electronic Devices (IEDs) for 

protection, monitoring, metering, control and automation in substations. Device 

interoperability and free allocation of functions opens up a vast range of possible 

substation solutions. Communication is the backbone of Substation Automation and, 

therefore, IEC 61850 standard is the most important key for designing systems (Brand, 

Brunner and Wimmer, 2004). 

 

The design must account for the three areas of requirements which are: 

• Functionality needed 

o The single-line diagram of the electrical network, substation and the 

protection and control functions of the substation automation system. 

• Performance required 

o Reaction times during certain events occurrences. 

• Constraints applicable 

o Process interfaces, remote control systems and the geographical area, 

distance between components, and prescribed IED types 

 

3.12.1 Single line diagrams 

The single line diagram (SLD) shows all the power system network components 

which may include equipment to be controlled and protected. This defines how 

the design should be done in the operator’s viewpoint. The topology, how the 

power equipment is electrically connected, gives further information needed e.g. 

for interlocking and synchro-check functionality. The XML based Substation 

Configuration description Language (SCL) of IEC 61850 offers a formal way to 

describe the SLD. Passing the SLD in this form as a file reduces 

misunderstandings and enables automatic processing of it without new data 

entry (Brand, Brunner and Wimmer, 2004; IEC, 2008b). 

 

3.12.2 Functions 

All requested functionality should be specified without reference to any 

implementation to allow optimizing the solution. Only by this approach, the 

system design can exploit all benefits of state-of-the-art technology. Function 

numbering is required to be applied and the IEC 61850 offers the concept of 

Logical Nodes (LN) for formally defining these functions. The LN is the smallest 
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part of a function, which communicates with other LNs and which may be 

implemented in a separate IED. The LN is an object, which comprises at least 

all related mandatory data and attributes and all extensions according to the 

rules of IEC 61850 (Brand, Brunner and Wimmer, 2004; IEC, 2008a). Examples 

of LN is shown in Section 3.8.3 above. Some of the most used functions are 

assigned to the following LNs class definitions according to IEC 61850: 

• XCBR - Circuit breaker 

• XSWI - Isolator switch  

• TCTR - Current transformer 

• TVTR – Voltage transformer 

• MMXU – Measuring unit 

• PTOC – Time overcurrent protection 

 

3.12.3 Performance 

Performance is referred to the processing speed or response time, safety and 

reliability and this guides the allocation of the LN and their related functions to 

the devices. Response time requirements can be subdivided into absolute worst 

case requirements, whose deviation might lead to dangerous process states, 

and average response time requirements, which are not process critical. 

 

3.12.4 Constraints 

Constraints could be attributed to a variety of elements which have an influence 

on the Substation Automation system architecture regarding possible locations 

for IEDs and the required communication links. Constraints could be assumed 

to be as: 

• Geographical area 

• Topology of the substation 

• Existence of the housing structure 

• Switchyard kiosks 

• Rooms for the station HMI 

• Distance between substation equipment, etc. 

 

3.12.5 The Design Process 

The process of the design includes the gathering of customer requirements and 

gathering required information and specification and thereafter start the design 

process. The design process may include the standard requirements for safety 
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and others to facilitate this process. An example of the self-explanatory design 

process for substation automation is shown in Figure 3.15 below. 

 

 

Figure 3.15: Steps of the design process (Brand, Br unner and Wimmer, 2004) 

 

3.12.6 Detail Engineering 

The design process for the IEC 61850 based systems is formally described in a 

Substation Configuration Description (SCD) file, which contains the logical 

communication connections between the IEDs within the sub-networks and 

routers between sub-networks. Any conformant IED has to provide a Substation 

Configuration Language (SCL) based description which contains all its 

capabilities in the form of an IED Configuration Description (ICD) file. This 

standardized file can be read and written by all conformant system engineering 

tools. This tool may also contain a database with all ICDs for IEDs, which are 

common for the system integrator. 

 

3.12.7 Communication Topology 

The IEC 61850 communication takes place between the IEDs LNs. The IEC 

61850 is based on Ethernet protocol and any communication topology 

connecting all related IEDs fulfils the functional requirements. Therefore, the 

final determination of the communication topology is strongly influenced by 

constraints (Brand, Brunner and Wimmer, 2004). The selected IEDs together 

with the communication architecture represent the final system. 
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3.12.8 The final system 

Two extreme examples are given which include all essential functions from the 

station bus level communication with its station computer and gateway to the 

network control centre down to the process bus level with conventional and 

unconventional sensors and actuators. Functional requirements are given 

according to section 3.12.2 above.  

 

 

Figure 3.16: Compact Substation Automation System f or MV substation (Brand, Brunner and 
Wimmer, 2004) 

 

The following non-functional requirements apply: Determined hardwired 

process interface, switchgear cubicles at one place, prescribed combined 

protection-control units, average system availability, indoor switchyard with no 

separated control room. The result is a SA system with protection independent 

from any serial communication but with a single point of failure for the control 

and information exchange from station level and from remote as shown in 

Figure 3.16 above. The communication system is considered to attract reduced 

costs if only one switch and one communication link (fibre, etc.) per bay is 

employed. 

 

 CONCLUSION 

For this chapter, importance of substation and distribution automation were discussed. 

Aspects of protection and factors which contribute to short-circuit on a power system 
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have all been discussed. Distribution protection, monitoring and control requirements 

and the requirements for data flow in substations are discussed in this chapter.  

 

The chapter also presented the communication protocol fundamentals and the future 

substation communication protocol IEC 61850 summary of theory and its advantages. 

In addition, the design process and requirements for Substation Automation have been 

discussed.  

 

The theory discussed under this chapter is used as bases of building Chapters 4, 5, 

and 6 where Chapter 4 presents modelling and simulation of the power reticulation 

network, Chapter 5 presents the protection of the power reticulation network incomer 

substation, and Chapter 6 the Real-Time Hardware-In-Loop test bench development 

and simulations.  
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CHAPTER 
4. MODELLING AND SIMULATION 

 

 INTRODUCTION 

Power system studies are modelled and simulated in various simulation tools. This is 

a modern way of solving mathematical problems faster than conventional methods of 

hand based calculations. For the purpose of this chapter, DIgSILENT power factory 

package was used to simulate power flow and the protection on the incomer feeder 

busbars of the CPUT network. DIgSILENT PowerFactory is an integrated power 

system analysis software developed to solve power system modelling and simulation 

problems. The software package is a computer aided engineering tool for the analysis 

of transmission, distribution, and industrial electrical power systems. It is capable of 

solving complex mathematical algorithms and functions. It has been designed as an 

advanced integrated and interactive software package dedicated to electrical power 

system and control analysis in order to achieve the main objectives of network planning 

and operation optimization (Choden, Sither and Namgyel, 2017). 

 

 Real-Time Digital Simulator (RTDS) was used to study the network hardware in the 

loop configuration for protection and monitoring with Siemens relays used. A SCADA 

mimic system was built on the RSCAD Runtime in order to visualize the performance 

of the single line in conjunction with plotted waveforms. Different short-circuit fault types 

were simulated on RSCAD package to monitor the performance of the network and 

relays on the incoming feeder busbar. This is presented later in Chapter 5 & 6. 

 

 POWER FLOW 

The present power system network arrangement is a natural starting point for planning 

purposes. The various types of power system network equipment, their location on the 

system, electrical and thermal loading and mechanical conditions are all factors to be 

taken into account when considering future developments. It is not possible to assess 

the overall technical capability of any network unless studies are carried out to 

determine the performance under steady-state load condition, or short-circuit fault 

conditions (Lakervi and Holmes, 2008). Computer-based information systems are used 

for this purpose. The initial network study conducted was load flow to determine power 

loading and the capacity of existing equipment and requirements for size upgrades.  
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 POWER FLOW METHODS FOR SIMULATION 

For a power system network to be considered successfully operable under normal 

three-phase steady state conditions, it must fulfil the following requirements (Glover, 

Sarma and Overbye, 2012): 

• Generation supplies the load taking account the network losses 

• Bus voltage magnitudes stay close to rated values 

• Generators operate within specified real and reactive power limits 

• Transmission lines, distribution cables and transformers are not overloaded 

 

Power flow analysis involves the calculations of power flows and voltages of a power 

system network for specified terminal or bus conditions (Kundur, 1994). The power flow 

computation or simulation is the basic tool for investigating the above requirements. 

The program computes bus voltage magnitudes and angles under balanced steady-

state conditions, and real and reactive power flow for all equipment interconnecting the 

buses including the equipment losses. The starting point for a power-flow problem is a 

single-line diagram of the power system, from which the input data for computer 

solutions can be obtained. Input data consist of bus data, transmission line data, and 

transformer data. (Glover, Sarma and Overbye, 2012).  

 

Most Medium Voltage (MV) and Low Voltage (LV) networks are operated in radial 

configuration which contributes to simple operation and less costly safety requirements. 

As a consequence studies on such networks are relatively simple due to power flow in 

one direction and non-requirements for bi-directional protection schemes. On the other 

hand, the number of load points per network is higher and the information on the 

individual points is often limited with only the annual unit consumption figures at low 

voltage being known. The power flow through each section of the network is influenced 

by the disposition and loading of each node point, and by system losses. (Lakervi and 

Holmes, 2008). 
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Figure 4.1: Power flow bus variables (Glover, Sarma  and Overbye, 2012) 

 

Figure 4.1 shows bus variables which are associated with Bus k. These variables are 

voltage	�., voltage phase angle	/., real power 0. and reactive power	1.. For power 

flow at any bus, two of these four variables may be specified while the remaining two 

are computed by the program. For Figure 4.1, power delivered to bus k is given by: 

  02 = 032 � 0&2 12 = 132 � 1&2																																																												(4.1� 
 

Where 032 and 132 are the generator real and reactive powers, and 0&2 and 1&2 are 

load real and reactive powers. 

 

Each bus of the network may be categorised as Swing bus, Load bus, or Voltage 

controlled bus where: 

1. Swing bus (or slack bus) is the reference bus or bus 1 for which 	��∠	/�,�
1.0∠0° per unit 

2. Load bus (PQ) - 0. and 1. are input data to this bus. 

3. Voltage controlled bus (PV) - 0. and �. are input data to this bus. 

 

The following methods describe the process of developing real and reactive powers of 

the power system network. These will describe the power flow as applied to the steady-

state performance of the power system (Kundur, 1994). 
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4.3.1 Gauss-Seidel Method 

Consider a set of linear algebraic equation of matrix format from Gauss 

elimination (Glover, Sarma and Overbye, 2012): 

  #5 = 6																																																																																				(4.2) 
 

Where: # is a � × � square matrix, and 5	
��	6 are  � vectors. Given	#	
��	6, 5 

can be calculated as in iteration form, as follows: 

  

52(8 + 1) 	= 		 1#22 962 �:#2;5;(8 + 1)2<�
;=� � : #2;5;(8)>

;=2?� @																																	(4.3) 
� = 1, 2, 3, … 																					B = 1, 2, 3, … ,C      

 

Equation 4.3 is an algebraic representation of Gauss-Seidel method where; 52(8) is the solution of an	�	DEFGHI at node B at the 8JK		iteration and #22 is the � × � square matrix and C being the maximum number of nodes. The power 

flow equation is then derived from the complex power equation which yields the 

following: 

  L2 = 02 + M12 = �2�2∗																																																												(4.4) 
 

Where: L2 is the complex power delivered to node	B. This equation can be 

expanded to obtain; 

  

02 + M12 = �2 :O2;�;EP(QR<QS<TRS)>
;=� 																																							(4.5) 

 

Where	O2;	, is the sum of admittances connected between buses B and	�, 

where	B ≠ �, /2 � /; is the voltage angle difference between bus angle and 

angle during the iteration.  

 

The real and reactive powers can be computed independently as; 
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02 = �2 :O2;�; cos(/2 � /; � X2;)>
;=� 																																																(4.6) 

  

12 = �2 :O2;�; sin(/2 � /; � X2;)>
;=� 																																																	(4.7) 

B = 1, 2, 3, … ,C  

       O2; is the B bus admittance matrix which is used to solve the power flow 

problem. Either the bus self and mutual admittances which compose the bus 

admittance matrix Ybus or the driving point and transfer impedances which 

compose Zbus could be used when solving the load flow problem (Grainer and 

Stevenson, 1994). Bus admittance matrix is computed as follows; 

  O2; = |O2;| cos X2; + M|O2;| sinX2; =	\2; +	M]2;																																(4.8) 
 

Applying Gauss-Seidel method to Equation 4.8, the voltage at any bus	B is 

expressed by the following equation.  

  

�2(8) = 1O22 902 � M12�2∗(8 � 1) �:O2;�;(8)2<�
;=� � : O2;�;(8 � 1)>

;=2?� @																				(4.9) 
� = 1, 2, 3, … 																					B = 1, 2, 3, … ,C B ≠ �   

 

The subscript 8 denotes the number of iteration for which the voltage is being 

calculated while 8 � 1 denotes the previous calculated iteration. To obtain 

reactive power when the voltage magnitude is specified (for the voltage 

controlled bus), the equation is computed as follows; 

  

12(8) = ��^ _�2∗(8 � 1)`:O2;�;(8)2<�
;=� + : O2;�;(8 � 1)>

;=2?� ab																											(4.10) 
                                                                                                                  

 

Equation for Vk and Qk calculations are used to obtain the load power flow for 

the CPUT network. 
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4.3.2 Newton-Raphson Method 

A set of algebraic equations in matrix format is given by (Kundur, 1994; Glover, 

Sarma and Overbye, 2012):  

c(5) = dc�(5)c�(5)⋮c>(5)f = 6																																																														(4.11) 
 

Where 5	
��	6 are  C vectors and c(5) is a function of C vectors. The Newton-

Raphson method for iterative equations is computed as 

  5(8 + 1) = 5(8) + g<�(8)h6 � ci5(8)jk																																																(4.12) 
 

Where J is a C × C Jacobean matrix of the form  

  

g(8) = �c�5lm=m(n) =
opp
ppp
pq r6�r5� r6�r5�r6�r5� r6�r5�

… r6�r5>… r6�r5>⋮ ⋮r6>r5� r6>r5�
⋱ ⋮… r6>r5>tu

uuu
uuv																																											(4.13) 

The equations below then complete Newton-Raphson iteration  

  

∆6(8) = x∆0(8)∆1(8)l = x0 � 0i5(8)j1 � 1i5(8)jl																																										(4.14) 
  

xg1(8) g2(8)g3(8) g4(8)l x∆/(8)∆�(8)l = x∆0(8)∆1(8)l																																										(4.15) 
  

5(8 + 1) = x/(8 + 1)�(8 + 1)l = x/(8)�(8)l + x∆/(8)∆�(8)l																																										(4.16) 
 

Starting with the value x(0), the procedure continues until convergence is 

obtained. This method is the power equations way of solving iteration in 

Newton-Raphson techniques. From Equation 4.17,  
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�2 = :O2;�;>
;=� 																																																																																								(4.17) 

 

The expression for Pk and Qk may be written in real form as follows: 

  

02 = �2 :\2;�; cos X2;>
;=� + ]2;�; sinX2; 																																										(4.18) 

  

12 = �2 :\2;�; sinX2; � ]2;�; cosX2;>
;=� 																																										(4.19) 

 

The above equations are a function of voltage magnitude V and angle θ for all 

buses (substations) on the system. 

 

4.3.3 Fast Decoupled Method 

The Fast-Decoupled Power Flow (FDPF) method is a simplified method for 

Newton-Raphson algorithm. This method takes the Jacobian matrix and 

simplifies it by approximating partial derivatives of real power equations with 

respect to voltage magnitude as zero. The Jacobian matrix needs not be 

computed with each iteration as in the Newton-Raphson method. The FDPF 

method is mainly useful for solving large power system networks as an 

alternative way of improving computational efficiency (Grainer and Stevenson, 

1994; Glover, Sarma and Overbye, 2012). This power flow method is developed 

to compute solutions in seconds or less time. Algorithms are based on the 

simplified Jacobian matrix from simplified Equation 4.20 & 4.21 which reduces 

to two sets of decoupled equations:  

  g�(8)∆/(8) = ∆0(8)																																																										(4.20) 
  

gy(8)∆�(8) = ∆1(8)																																																									(4.21) 
 

The above equations simplifications can result in rapid power-flow solutions for 

most large power systems. While the FDPF usually takes more iterations to 

converge, it is usually significantly faster than the Newton-Raphson algorithm 
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since the Jacobian matrix size is considerably reduced or does not need to be 

recomputed with each iteration (Grainer and Stevenson, 1994; Ochi et al., 

2013). 

 

 SIMULATION USING DIGSILENT 

DIgSILENT PowerFactory is a computer aided power system electromagnetic-

transients simulation engineering tool for the modelling and analysing 

transmission, distribution, and industrial electrical power systems. The 

PowerFactory database environment fully integrates all data for defining cases, 

scenarios, single line graphics, outputs, run conditions, calculation options, 

graphics, user defined models, etc… (DIgSILENT, 2013; Choden, Sither and 

Namgyel, 2017).  

 

4.4.1 CPUT Reticulation Network Parameters 

The CPUT reticulation is made up of 14 interconnected substations. Figure 4.2 

below shows a single-line diagram for the arrangement of these substations.  

 

Figure 4.2: CPUT Reticulation Network Single-line D iagram 
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 Parameters of these substations’ transformers are shown in Table 4.1 below. 

All transformers have vector group Dyn11. 

 

Table 4.1: CPUT Reticulation Transformer capacity 

Sub # Description  Size (kVA) Voltage 

(kV) 

Impedance 

(Z %) 

1.  Main Incomer - 11 - 

2.  ABC Building (ABC) 1000 + 1600 11 / 0.4 5.12, 6.22 

3.  Electrical Engineering (EE) 1000 11 / 0.4 4.98 

4.  Minor Sports Hall (MSH) 1000 11 / 0.4 5.26 

5.  Student Centre (SC) 1000 11 / 0.4 5.39 

6.  Residence 1 (Res 1) 500 11 / 0.4 4.5 

7.  Residence 2 (Res 2) 1000 11 / 0.4 4.58 

8.  Substation 2 (Sub 2) 1000 11 / 0.4 5.12 

9.  New Technology (NT) 500 11 / 0.4 4.5 

10.  Chemical Engineering (CE) 315 11 / 0.4 4.08 

11.  Substation 4 (Sub 4) 1600 11 / 0.4 5.7 

12.  Substation 1 (Sub 1) 500 + 500 11 / 0.4 4.45, 4.5 

13.  Substation 3 (Sub 3) 500 11 / 0.4 4.72 

14.  Food Technology 1250 11 / 0.4 5.5 

 

Measurements of substation quantities taken are shown in the Table 4.2 below. 

These measurements are used to model load in the software to simulate load 

flow analysis. 

 

Table 4.2: CPUT Substation Transformer Loading 

Sub # Description  P (kW) S (kVA) 

1.  Main Incomer - - 

2.  ABC Building 692 742 

3.  Electrical Engineering 888 1043 

4.  Minor Sports Hall 353 484 

5.  Student Centre 438 452 

6.  Residence 1 431 451 

7.  Residence 2 302 321 

8.  Substation 2 418 451 

9.  New Technology 133 204 

10.  Chemical Engineering 138 165 

11.  Substation 4 751 893 

12.  Substation 1 231 253 

13.  Substation 3 204 388 

14.  Food Technology 343 350 
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Table 4.3 below shows reticulation network underground cable length and cable 

properties according to Abedare cable manufacture properties. The length of 

each cable is as measured, while the resistance per kilometre, inductive 

reactance per kilometre, and impedance per kilometre are as obtained from 

manufacture’s properties. The total resistance R, inductive reactance X, and 

inductance L have been calculated based on the measured length of each 

cable. Underground cables for the network are modelled with parameter of 

Paper Insulated Lead Conductor (PILC) of which only two sizes were utilized 

namely 70mm2 and 120mm2. Length of each cable was measured via AutoCAD 

design package and these were modelled as approximate measurements. 

Parameters of these cables are as defined on Aberdare cable manufacturer’s 

properties.  

 

Table 4.3: CPUT Underground Cable Properties 

Cable 
Type Area 

Length 
(m) 

R  
(Ω /km) 

R  
(Ω) 

Xl  
(Ω /km) 

Xl  
(Ω) 

L  
(H) 

Z  
(Ω /km) 

 PILC 
Cu 120mm2 
 
 
 
 
 
  

Incomer - EE 385 0.1839 0.071 0.091 0.035 0.00011 0.079 

Incomer - ABC 270 0.1839 0.050 0.091 0.0246 0.00008 0.0554 

EE –Sub 4 221 0.1839 0.041 0.091 0.0201 0.00006 0.0454 

EE -SC 192 0.1839 0.035 0.091 0.0175 0.00006 0.0394 

ABC - MSH 176 0.1839 0.032 0.091 0.016 0.00005 0.0361 

MSH - Sub 2 256 0.1839 0.047 0.091 0.0233 0.00007 0.0526 

SC - Sub 377 0.1839 0.069 0.091 0.0343 0.00011 0.0774 

Sub 1 - Sub 2 271 0.1839 0.050 0.091 0.0247 0.00008 0.0556 

                  

         

  
  
PILC 
Cu 70mm2 
  
 
 
  
  

Sub 4 – Res 1 397 0.3211 0.127 0.101 0.0401 0.00013 0.1336 

Res 1 – Res 2 195 0.3211 0.063 0.101 0.0197 0.00006 0.0656 

Res 2 – Student Centre 349 0.3211 0.112 0.101 0.0352 0.00011 0.1174 

Sub 3 - Sub 2 252 0.3211 0.081 0.101 0.0255 0.00008 0.0848 

Sub 3 - Chem ENG 89 0.3211 0.029 0.101 0.0089 0.00003 0.0299 

NewTech - Chem ENG 135 0.3211 0.043 0.101 0.0136 0.00004 0.0454 

MSH - NewTech 540 0.3211 0.173 0.101 0.0545 0.00017 0.1817 

 

 

4.4.2 Modelling of Reticulation Network Parameters 

The workflow for DIgSILENT is generally based on the method shown on the 

Figure 4.3 below.  

Data collection is for network elements which are, cables, transformers, load 

measurements, and switchgear across all substations. 

Modelling of the reticulation network involves computation of these obtained 

data in DIgSILENT PowerFactory software. 

After completing the modelling, load flow analysis is carried out to determine 

power flow limits. 
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Additional required analysis includes short circuit analysis (Chapter 5), 

overcurrent relay coordination (Chapter 5), Analysis of simulated relays results 

(Chapter 5), and furthermore, harmonic analysis, contingency studies etc… (As 

and when required). 

 

 

Figure 4.3: DIgSILENT PowerFactory simulation proce ss flow 

 

4.4.2.1 Transformer modelling 

Upon completing collection of data, modelling of network elements is completed 

in DIgSILENT based on the data collected. For transformer modelling, an 

illustrative diagram is shown in Figure 4.4 below. Basic requirements such as 

technology, rated power, nominal frequency, rated voltage, vector group, and 

positive sequence impedance must be defined. 
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Figure 4.4: Modelling of Transformer parameters 

 

4.4.2.2 Load modelling 

Each load parameters are defined based on the load type. Technology type 

shall be defined for ether single phase, two phases, three phases with or without 

neutral and earth etc… the load actual values are computed depending on 

available information as shown in Figure 4.5 below (such as real, reactive, or 

apparent power etc.). 

 

 

Figure 4.5: Modelling of Load parameters 
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4.4.2.3 Cable modelling 

Cable modelling requires knowledge of the properties as supplied by cable 

manufacturers together with general network parameters. Basic data, load flow, 

and cable sizing requires proper computation in order to correctly simulate 

networks load flow. Failure to compute these correctly may lead to incorrect 

results for load flow. In addition method of installation must be described 

whether cable installed in ground, in ducts or in air, with sometimes a 

combination of all, however where most part of the cable lays may be assumed 

as the installation method. Figure 4.6 (a-d) below shows cable parameters 

window where useful parameters are computed from cable datasheets. These 

parameters are also shown in Table 4.3 above  

 

 

(a) Basic Data 

 

 

(b) Load Flow 
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(c) Cable Sizing 

 

 

(d) Location of the cable 

Figure 4.6: Modelling of Cable parameters 
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4.4.3 Load Flow Analysis 

After the reticulation network modelling is completed, load flow is run based on 

the Newton-Raphson method – AC load flow, balanced, positive sequence with 

power equations. Load flow analysis simulation provides the results of voltages, 

currents, real and reactive powers flowing on the reticulation network during 

steady-state conditions. It also provides power losses in the system, the voltage 

profile and the percentage loading of the lines and transformers. The other 

importance of the load flow analysis are as follows (Choden, Sither and 

Namgyel, 2017):  

• To plan ahead and account for various hypothetical situations that may 

occur in the system.  

• The impact of increased load on the system.  

• Solutions for loss reduction in the system.  

• Improvement of voltage profile 

 

Solutions for power system load flow were computed with DIgSILENT 

PowerFactory and the results are shown in Table 4.4 below and Figure 4.7 for 

Main Incomer Maximum demand. The complete load flow results are shown in 

Figure 4.8 below. The method used is Newton-Raphson. These results provided 

a summary of maximum apparent, real and reactive powers which were used 

to configure current transformer burden. 

 

Table 4.4: Power flow result summary 
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Figure 4.7:  Power Flow Results for Incomer Substat ion 

 

A complete set of power flow results could be used to analyse steady state 

conditions of the power system network. When the maximum current or real and 

reactive power flows have been determined, the series active and reactive 

power losses in a 3-phase circuit or any item of equipment, 0z and 1z, can be 

calculated from the following equations (Lakervi and Holmes, 2008): 

  0z = 3��{z 						HI																																																																								(4.22) 
  

0z = x0�l� {z +	x1�l� {z 				
��																																																(4.23) 
  

1z = 3��*z 	= 	 x0�l�*z +	x1�l� *z 																																								(4.24) 
 

Where {z and *z refer to series resistance and reactance of the circuit. 

 

The analysis of the results for voltage profiles in the Table 4.5 below shows that 

most voltages are averaging around 0.998 per unit with the lowest at 0.996 per 
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unit which illustrates that they are within the criteria of IEEE 141-1993 and SANS 

10142 standards. The MV side presents the profiles with better or minimal 

voltage drop with the substation at highest voltage drop being at 0.4 percent. 

 

Table 4.5: Substations load flow voltage profiles 
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Two substation transformers show that they are loaded above 80% after running 

load flow simulation as shown in Figure 4.8. Substation 3 shows a percentage 

loading of 80.8%, while Residence 1 transformer shows a loading of 92.5%. 

Upgrading of these two substations may be required depending on whether 

future additional load is anticipated.  The total loading profile is shown in Tables 

4.6 - 4.8 below. 

 

Table 4.6: CPUT Reticulation Network Equipment Load ing (part 1) 
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Table 4.7: CPUT Reticulation Network Equipment Load ing (part 2) 

 

 

Table 4.8: CPUT Reticulation Network Equipment Load ing (part 3) 

 

 

With respect to underground cables loading , Table 4.6 part 1 has a loading 

percentage of 77.45% which is located between Main intake substation and 

Electrical Engineering substation. Followed by the cable between Main intake 

susbtation to ABC Building which has a loading percentage of 65.22%
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Figure 4.8: Complete Load Flow Results 
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 CONCLUSION  

 

Electromagnetic transient analysis software packages are essential tool for power 

system modelling and simulation. Various packages have their capabilities and 

similarities with respect to methods of modelling and their mathematical calculation 

algorithms and methods embedded in these programs. DIgSILENT PowerFactory is 

one such tool with vast capabilities for simulation and analysis. This chapter described 

the calculation methods required to compute load flow calculations. The chapter further 

described methods of modelling power reticulation network equipment. The load flow 

simulation for CPUT reticulation was modelled and simulated based on the Newton-

Raphson power flow method and the results were analysed.  

 

The results obtained from this chapter are further used to build analysis in Chapter 5 

for short circuit calculations on the reticulation network. 
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CHAPTER 

5. INCOMER PROTECTION 

 

 

 INCOMER PROTECTION 

Large currents on the electrical power distribution system are usually caused by short-

circuit faults on the network. Such currents are used to determine whether there is a 

short-circuit fault on the system or not and to operate the designated protection 

Intelligent Electronic Devices (IEDs) and associated switchgear. The protection IEDs 

and switches can vary in design depending on the complexity and accuracy required. 

Common types of protective devices are thermo-magnetic switches, moulded-case 

circuit breakers, fuses and overcurrent relays of which the first two are mainly used in 

low-voltage networks. These have simple operating arrangements. Fuses are often 

used in protection of overhead lines and distribution transformers on low-voltage 

networks (Bango, 2011; Gers and Holmes, 2011). Basic overcurrent protective IEDs 

are suitable to protect the MV network in Figure 5.1 below. 

 

Power system protection is an important aspect in designing and upgrading of electrical 

power systems. This chapter covers the modelling and analysis of the fault level and 

protection settings of the Cape Peninsula University of Technology (CPUT) Distribution 

Network using DIgSILENT software package. Different types of phase faults are 

applied and simulated at different locations, to analyse their effect and impact on the 

above mentioned systems as well as' the critical clearing times while maintaining the 

stability of the network. The IED settings, grading and co-ordination is carefully 

analysed and applied in order to protect the distribution feeders, busbars, transformers, 

conductors and insulators, as it is the objective that the faulted part should be isolated 

rapidly from the rest of the system so as to increase stability margin and therefore 

decrease damage to the equipment. This chapter therefore presents the details of the 

power systems configurations that were chosen, the simulation studies carried out as 

well as discussion of the simulation results obtained. 

 

 OVERCURRENT PROTECTION OF THE CPUT RETICULATION NETWORK 

The CPUT reticulation network is composed of 14 interconnected substations. 

Protection of equipment against short-circuits and overcurrent is required across all 

substations in order to safeguard the equipment.  These equipment fused switchgear 
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or oil immense switchgear are generally applied to distribution systems downstream of 

main intake. New technology such as Sulphur Hexafluoride Six (SF6) is extensively 

applied nowadays. These are accompanied by relays or Intelligent Electronic Devices 

(IEDs) for providing protection function and decision making of breaking excessive 

currents of the power system network. The complete single line diagram of the CPUT 

reticulation network is shown in Figure 5.1 below 

 

 

Figure 5.1: CPUT reticulation network diagram 

 

Protective relays or IEDs are devices that permanently compare the electrical variables 

of networks such as current, voltage, frequency, power, and impedances with 

predetermined values, and then automatically emit orders for action, usually the 

opening of a circuit-breaker, or give off an alarm when the monitored value goes above 

the threshold (Prévé, 2006; Gers and Holmes, 2011). The role of protective relays is to 

detect any kind of abnormal phenomena that may arise in an electrical circuit, such as 

short-circuits, variation in voltage, machine faults, etc. Figure 5.2 shows a wiring 

diagram illustrating how the protection devices are connected to the circuit (line) being 

protected. 
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Figure 5.2: Connection of an overcurrent relay or I ED 

 

5.2.1 Phase Overcurrent Protection 

Single-phase, two-phase, and three-phase overcurrent are detected by the 

phase overcurrent function of the protection device (ANSI code 50 or 51). 

Protection is activated when one, two, or three currents concerned rise above 

the specified setting threshold (Prévé, 2006). This protection can be time 

delayed and in this case will only be activated if the current monitored rises 

above the setting threshold for a period of time at least equal to the time delay 

selected. This delay can be an independent (definite) time or inverse time delay. 

More information is described in section 5.3 below. 

 

5.2.2 Earth Fault Protection 

The earth fault protection (ANSI code 50N, or 51N, 50G, or 51G) provides 

protection against earth faults whose protection is activated if the residual 

current rises above the setting threshold (Prévé, 2006). The residual current 

corresponds to current flowing through earth. 

 

 OVERCURRENT RELAYS CHARACTERISTICS 

Overcurrent relays are most commonly employed to detect and treat the excessive 

currents on the electrical power system. The overcurrent relays protection is primarily 

employed to operate only under short-circuit fault conditions. The types of overcurrent 

relays applicable can be classified in three groups namely; definite or instantaneous 

current, definite time and inverse time. The behaviour and characteristics curves of 

these relays are described below (Gers and Holmes, 2011). 
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5.3.1 Definite-Current Relays 

The definite current relay operates instantaneously when the current reaches a 

pre-defined magnitude. On a radial distribution network, the settings of a 

downstream substation relay are chosen such that the relay operates for low 

voltage current magnitude and the relay operating currents are progressively 

increased at each substation approaching the source. Thus, the relay lowest 

current setting operates first and disconnects the point nearest to the short-

circuit fault (Gers and Holmes, 2011).   Figure 5.3 illustrate the definite current 

characteristic curve. 

 

Figure 5.3: Definite (Instantaneous) Current Relay Characteristic Curve 

  

5.3.2 Definite-Time Relays 

The definite time relays enable various time settings to handle different current 

magnitudes. These settings can be arranged such that the breaker nearest to 

the short-circuit fault operate in the shortest time. The remaining breakers are 

tripped in succession using longer time delays moving towards the source. This 

difference between tripping times for the same current magnitude is called 

discrimination margin (Gers and Holmes, 2011). The illustrative diagram of the 

definite-time is shown in Figure 5.4 below. 

 

Figure 5.4: Definite Time Relay Characteristics Cur ve 

 

5.3.3 Inverse-Time Relays 

Inverse-time relays operate in a time that is inversely proportional to the short-

circuit fault current. The advantage of inverse-time over definite time relays is 
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that when very large short-circuit fault current are detected, the shorter tripping 

time can be achieved without the risk to protection for selectivity. The inverse-

time relays are popularly referred to as inverse definite minimum time (IDMT) 

overcurrent relays. They are commonly defined in three categories being 

inverse, very inverse, and extremely inverse and are classified according to their 

characteristics curve that indicates the speed of operation (Gers and Holmes, 

2011). Figure 5.5 shows the illustrative curves for (a) inverse-time which 

depends on a ratio between the current measured and the operating threshold 

and (b) inverse-time with instantaneous unit where if a specific large current is 

measured, the instantaneous function activates the protection device to isolate 

the circuit. For the inverse-time in (a), the higher the current the shorter the time 

delay 

 

Figure 5.5: Relay characteristics curve for (a) Inv erse-Time and (b) Inverse-Time with 
Instantaneous Unit (IDMT)  

 

The Siemens multifunction protection relay with synchronization, SIPROTEC 7SJ64, 

was used to protect one of the two outgoing feeders at the CPUT main intake substation 

for the case of the DIgSILENT PowerFactory simulation. This relay was used too on 

the built test bench on one of the outgoing feeders in a Hardware-in-the-Loop (HIL) 

scheme using Real-Time Digital Simulator software RSCAD to model an internal 

RSCAD overcurrent relay for the second outgoing feeder from the protection library.  

The Siemens line differential protection SIPROTEC 7SD53 relay is used on the 

incomer feeder configured to function as an overcurrent protection device. 
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The time-overcurrent protection function for SIPROTEC 7SJ64 IED could be set for 

any of the ANSI 50, 50N, 51, 51V, and 51N three phase currents and earth fault 

currents measurements. Table 5.1 presents the protection functions of the considered 

relay. Three definite-time overcurrent protection elements (DMT) exist both for phase 

and earth faults and current threshold and delay time can be set in wide range. These 

could be set also in different stages as illustrated in Figure 5.6 below. 

 

Figure 5.6: Definite-time overcurrent protection wi th multiple stages for Siemens 7SJ64 

 

Table 5.1: Description of protection functions (Sie mens, 2008)  

ANSI No.  IEC Protection function  

50 I>, I>>, I>>> Definite-time overcurrent protection (phase) 

50N IE>, IE>>, IE>>> Definite-time overcurrent protection (earth) 

51 IP Inverse-time overcurrent protection (phase) 

51N IEP Inverse-time overcurrent protection (earth) 

 

 METHOD FOR PARAMETER SETTING OF THE OVERCURRENT REL AYS 

Overcurrent relays are usually supplied with instantaneous element and time delay 

element all housed in the same unit case. Previously, the electromechanical relays 

used to be supplied with these elements in separate cases, however modern IEDs have 

three-phase overcurrent unit and earth fault unit contained within the same case. When 

setting an overcurrent relay, this involves the selection of required parameters that 

define time or current characteristics for both time-delay and instantaneous units. On 

the Siemens protection devices, this process has to be carried out twice with one for 
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the phase currents operation and the other for earth fault operation. Although the two 

processes are similar, the three-phase short-circuit current should be used for setting 

the phase relays while the phase-to-earth fault current should be used for the earth-

fault relays. The algorithm proposed in Figure 5.7 below illustrates the method used for 

setting the overcurrent relays for the CPUT reticulation network. 

 

Data collection
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Figure 5.7: Block diagram of the method for design of the protection relays settings 
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 CPUT RETICULATION NETWORK LAYOUT 

The initial network study conducted is load flow to determine power loading and the 

capacity of existing equipment and requirements for any size upgrades. Data has been 

collected from the network maintenance department and photographic walk around at 

each substation has been completed. All cables types and sizes, transformers, and 

loads are modelled on the DIgSILENT simulation package. All transformers are two 

winding, Dyn11 type, 11/0.4 kV. Underground cables for networks are modelled with 

parameter of Paper Insulated Lead Conductor (PILC) of which only two sizes were 

utilized in the network namely 70mm2 and 120mm2. Length of each cable is measured 

via AutoCAD design package and these are modelled as approximate measurements. 

Parameters of these cables are as defined on Aberdare cable manufacturer’s 

properties. The 3-way incomer switchgear with incomer feeder and two outgoing 

feeders is modelled with an IED protective device at each feeder. The layout 

arrangement of the CPUT network is as shown in Figure 5.1 above. Modelling and 

simulation of the load flow has been described in detail in Chapter 4 section 4.4. 

 

 

 STRUCTURE OF THE CPUT INCOMER SUBSTATION OVERCURRENT 

PROTECTION SCHEME 

Chapter 4 provides the full description of the CPUT reticulation network (Refer to 

section 4.4). For the network in Figure 5.8, overcurrent protection scheme in the 

DIgSILENT software environment and the characteristics curves in Figure 5.3 were 

used to simulate this scheme. Three overcurrent relays were used for the short-circuit 

faults, which would be seen at the CPUT incomer busbar as shown in Figure 5.8. One 

relay is on the incoming feeder of the busbar while the remaining two are located on 

the outgoing feeders towards ABC and EE buildings respectively. 
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Figure 5.8: Loading profile of the CPUT incomer sub station  

 

The SIPROTEC 7SJ80 IED was used on CPUT intake substation to protect the 

incoming and outgoing feeders. Its time-overcurrent protection functions (ANSI 50, 

50N, 51 & 51N) are based on phase selective measurement of the three phase currents 

and ground currents. Three definite-time overcurrent protection elements (DMT) are 

available both for phase and the ground current elements. The current threshold and 

delay time threshold can be set in a wide range. The inverse-time overcurrent 

protection characteristics (IDMT) can also be selected and activated. 

 

 LOAD FLOW SIMULATION RESULT FOR CPUT NETWORK 

Solutions for power system load flow were computed with DIgSILENT and the results 

are shown in Table 5.2 below. These results provided a summary of maximum 

apparent, real and reactive powers which were used to configure current transformer 

burden. From the Table 5.2 below, a total power consumption of 5.96 MW is measured 

at the main intake feeder while total loads consumption is measured at 5.87 MW. The 

difference of 90 kW is consumed as power losses by power reticulation equipment such 
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as lines and transformers. Similarly, the reactive power of 3.25 MVar is measured at 

the intake while 3.12 MVar and 0.13 MVar are conumed at the loads and equipment 

losses respectively. A complete set of power flow results could be used to analyse 

steady state conditions of the power system network. 

 

Table 5.2: Power flow result summary 

 

 

 SHORT-CIRCUIT CALCULATIONS FOR DETERMINATION OF THE  PROTECTIVE 

RELAYS SETTINGS 

The short-circuit fault currents and tripping time at various points on the network has 

been established and simulated. Discrimination has been achieved by overcurrent, 

time and by a combination of both overcurrent and time. Since discrimination by current 

relies upon the fact that the short-circuit fault current varies with the position of the fault, 

this variation is due to the impedance of various equipment of the network such as 

cables and transformers between the source and the short-circuit fault. 

 

The selection of current transformers and protection calculation are performed based 

on the load flow results. The ideal CT ratio is chosen to give low working current on the 

IEDs. In order to obtain correct discrimination, it is necessary to have a correct time 

interval between two series IEDs. This time interval also called grading margin is 

obtained and the factors that influences this margin is determined. These factors 

include the circuit breaker interrupting time, relay overshoot time, errors and safety 

margin. Any fault on the system irrespective of the location can be cleared within a 
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minimum period as correct discrimination and grading margin is used. Overcurrent 

protection and the grading of downstream versus upstream protection was part of the 

modelling process. 

 

Beside load flow calculation, short-circuit is one of the most frequently performed 

calculation when dealing with electrical networks. This is used both in system planning 

and design, and system operation (DIgSILENT, 2013). Generally a power system 

network is treated as a balanced system until a time when a single-phase short-circuit 

fault occurs on the system. A single-phase short-circuit fault creates an unbalance on 

the system due to that the remaining two phases are not subjected to the same short-

circuit fault. The exception is the three-phase short-circuit fault which is considered 

balanced due to the fact that all phases are subjected to the same short-circuit fault at 

the same point (Alstom Grid, 2011). 

 

Short circuit calculation is performed for the purpose of:  

• Ensuring that the defined short-circuit capacity of the equipment is not 

exceeded with system design, expansion and system strengthening. 

• Co-ordination of protective equipment such as fuses, over-current and distance 

relays.  

• Verification of sufficient short-circuit fault level capacities at load points (e.g. 

uneven loads such as arc furnaces, thyristor-driven variable speed drives or 

dispersed generation). 

• Verification of admissible thermal limits of cables and transmission lines. 

 

Application of short-circuit analysis in system operation may include: 

• Ensuring that short-circuit limits are not exceeded with system reconfiguration. 

• Determining protective relay settings as well as fuse sizing. 

 

5.8.1 Short Circuit Faults Types 

The short-circuit currents calculations are useful for correctly rating the new 

switchgear and other power system equipment of the network during planning 

stage. For this, the maximum and minimum expected short circuit currents are 

the most important ones for the design of the protection schemes (Mnguni, 

2014). In practical cases, the supply authority shall provide the consumer with 

the short-circuit fault levels at the point of connection upon request in order to 

grade properly the downstream short-circuit fault levels. At times if one knows 

the transformer supplying the customer, the short-circuit fault current may be 
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calculated based on the transformer size and impedance levels. The short-

circuit current at the customer point of connection will be determined after 

considering the length and impedance of the supply cable.  For CPUT, the short-

circuit current provided by supply authority is 21 kA at the point of connection. 

This yields to short-circuit power of 400 MVA which is automatically determined 

on DIgSILENT simulation package. For this case, only one parameter between 

short-circuit-power Sk”max and short-circuit-current Ik”max is required as input 

on the External Grid (refer to Figure 5.7 and 5.8 single line diagrams) input data 

as shown in Figure 5.9. 

 

 

Figure 5.9: Incomer short-circuit parameters 

 

Similarly by first principle, the method of calculating short circuit current at the 

main CPUT intake substation is: 

�| = L√3 × �& × }|��J~+ 																																																																														(5.1) 
Where:  

If  –  fault current in kA 

VL  –  line-line voltage 

Cfactor –  maximum voltage correction factor of which Cfactor = 1.1 is used for 

complete method and Cfactor = 1.0 for IEC60909 method. 

 

The IEC60909 method is used primarily for design and planning stages of the 

network while the Complete method is used for operation and maintenance 

stages of the network. Both these methods were applied in DIgSILENT and the 

results are highlighted in Table 5.3 and Table 5.4 respectively. 

 

After completing a three phase short-circuit calculation across all substations 

using IEC60909 and Complete method, the results in Figure 5.10 below were 

produced.   
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(a) 

 

(b) 

Figure 5.10: Intake three-phase short-circuit calcu lations using (a) IEC60909 and (b) Complete 
methods 

 

At CPUT intake substation a maximum short-circuit power of 398.82 MVA, initial 

symmetrical short-circuit r.m.s current of 20.99 kA and peak short-circuit 

instantaneous r.m.s current of 51.84 kA are recorded from the software based 
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on the IEC60909 method as shown in Figure 5.10 (a). Additionally, a maximum 

short-circuit power of 366 .28 MVA, initial symmetrical short-circuit r.m.s current 

of 19.225 kA and peak short-circuit instantaneous r.m.s current of 47.273 kA 

are recorded from the software calculated using the Complete method as shown 

in Figure 5.10 (b). 

 

5.8.2 Calculation of the Thermal loading profile 

The corresponding short circuit thermal loading diagram colour legend is shown 

in Figure 5.11 below. The complete short-circuit thermal loading profile and 

short-circuit calculation results are given below in Figure 5.12. 

 

 

Figure 5.11: Short-circuit thermal loading profile legend 
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Figure 5.12: Short-circuit calculation for CPUT ret iculation network including thermal loading
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5.8.3 Determination of maximum and minimum short ci rcuit currents 

For correct application of protection equipment, it is important to know the 

magnitudes of short-circuit fault at all parts of the distribution network being 

maximum and minimum and to effectively apply current grading where 

necessary.  For these maximum and minimum short-circuit fault levels to be 

known, the generation limits, and possible operating conditions and earthing 

conditions shall be known. In general, short-circuit faults are always assumed 

to be flowing through zero fault impedance (Alstom Grid, 2011). 

 

 

Figure 5.13: Short-circuit calculation in DIgSILENT  using IEC60909 method 

 

Table 5.3 shows the calculated short-circuit power and current across various 

CPUT substations which were calculated using IEC60909 method with break-

time of 0.1s and fault clearing time of 1s as shown in Figure 5.13 above. The 

short-circuit calculation results accuracy could determine whether there are 

similarities between the symmetrical short-circuit currents with that of the 

thermal equivalent currents (DIgSILENT, 2013). Table 5.4 provides this little 

differences with intake fault of 20.99 kA and thermal equivalent of 21.35 kA. The 

difference in fault level is 0.36 kA which cannot be considered as a high current 

in fault level magnitudes. The second method of calculation is the complete 

method with the same parameters as used with IEC60909 method. 

 

 



 

 115

Table 5.3: Substation three-phase short-circuit res ults based on "IEC60909" method 

Substation Rated 
Voltage 

Maximum 
Short-Circuit 
Power 

Symmetrical 
Short-Circuit  
Ik" 

Peak 
Short-
Circuit ip 

Thermal 
Equivalent 
Ith 

  [kV] [MVA/MVA] [kA/kA] [kA/kA] [kA] 

CoCT 11 400 20.99 51.84 21.35 

CPUT 11 398.82 20.93 51.47 21.28 

ABC 11 363.37 19.07 40.55 19.21 

ELEC ENG 11 348.65 18.3 37.14 18.41 

MINOR SH 11 341.02 17.9 35.54 18 

STN CNT 11 325.18 17.07 32.53 17.15 

SUB_4 11 321.77 16.89 31.93 16.97 

SUB_2 11 310.8 16.31 30.08 16.38 

SUB_1 11 284.17 14.92 26.12 14.97 

NEW TECH 11 274.29 14.4 23.81 14.44 

RES_2 11 271.74 14.26 23.83 14.3 

RES_1 11 262.47 13.78 22.67 13.81 

CHEM ENG 11 255.64 13.42 21.57 13.45 

FOOD TECH 11 239.93 12.59 19.85 12.62 

SUB_3 11 225.64 11.84 18.38 11.87 
 

Table 5.4: Substation three-phase short-circuit res ults based on "Complete" method 

Substation Rated 
Voltage 

Maximum 
Short-Circuit 
Power 

Symmetrical 
Short-Circuit  
Ik" 

Peak 
Short-
Circuit ip 

Thermal 
Equivalent 
Ith 

  [kV] [MVA/MVA] [kA/kA] [kA/kA] [kA] 

CoCT 11 367.50 19.29 47.63 19.62 

CPUT 11 366.42 19.23 47.29 19.55 

ABC 11 333.25 17.49 37.19 17.62 

ELEC ENG 11 319.64 16.78 34.05 16.88 

MINOR SH 11 312.33 16.39 32.55 16.48 

STN CNT 11 297.70 15.63 29.78 15.70 

SUB_4 11 294.57 15.46 29.23 15.53 

SUB_2 11 284.13 14.91 27.50 14.98 

SUB_1 11 259.50 13.62 23.85 13.67 

NEW TECH 11 250.24 13.13 21.72 13.17 

RES_2 11 247.84 13.01 21.73 13.05 

RES_1 11 239.32 12.56 20.68 12.60 

CHEM ENG 11 233.04 12.23 19.67 12.26 

FOOD TECH 11 218.57 11.47 18.08 11.50 

SUB_3 11 205.43 10.78 16.73 10.81 
 

5.8.4 Setting of Intelligent Electronic Devices (IE Ds) 

Overcurrent protection is directed primarily to clear fault currents on the system 

and may secondarily include settings adopted to address overload protection. 
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The overcurrent relay application requires knowledge of short-circuit faults 

occurring on all parts of the system which are to be protected. The data required 

for relay settings study are but not limited to (Alstom Grid, 2011): 

• Single-line diagram of the power system network 

• Type and ratings of the protective devices and associated current 

transformers 

• Maximum and minimum short-circuit currents 

• Maximum load currents 

• Starting current for any machines connected to the network 

 

The relay settings are determined to clear maximum short-circuit currents within 

shortest time and also see if the minimum short-circuit currents could be cleared 

within satisfactory time. 

 

5.8.5 Current Transformer Settings 

For one incoming and two outgoing relays, there should be parameters defined 

for the relays to trip during short-circuit fault conditions. Each relay must have a 

corresponding instrument transformers such as current transformer (CT). The 

transformer ratios must be defined based on standard selections such as 100:1 

or 100:5, 200:1 or 200:5, 400:1 or 400:5 etc.  

 

Due to the network maximum short-circuit fault of 20.93 kA (IEC60909) and 

19.23 kA (Complete), the CT is then chosen to be 2000:1 which will limit the 

working current of 10.465 A and 9.615 A respectively.  

These magnitudes are obtained by dividing the fault current level by the CT 

ratio, e.g. 20	930 2000⁄ = 10.465	#	
��	 19	230 2000⁄ = 9.615	#. Therefore, on 

the event where the fault current on the CPUT substation is 20.93 kA, the CT 

will only experience (measure) a current of 10.465 A which may illustrate a 

better working current for equipment and personnel. 

 

Figure 5.14 shows the location of each device at the CPUT incomer substation 

on the DIgSILENT software. 
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(a) Relay 1 

 

(b) Relay 2 

 

(c) Relay 3 

Figure 5.14: Protection devices at the incomer busb ar (a) Incomer feeder, (b) outgoing feeder to 
EE, and (c) outgoing feeder to ABC 

 

The full load demand of the reticulation network is obtained during the 

calculation of the load flow. This is required to determine the CT burden 

parameters. An example of the calculated load flow is shown again in Figure 

5.15 below. 
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Figure 5.15: CPUT Incomer substation maximum expect ed full load demand 

 

CT parameters could be configured based on information stated in the 

paragraph above, the methods illustrated at the beginning of section 5.8.5 and 

also analysis of results in Figure 5.15 above in order to determine the CT 

burden. All CTs should be configured for the relays to operate correctly. Based 

on the simulated results in Figure 5.15, the maximum apparent power of 6.786 

MVA allows the burden of 7 MVA to be used for CT1. The apparent powers of 

3.686 MVA and 3.104 MVA allows the use of 4 MVA and 3.5 MVA for CT2 and 

CT3 respectively. Configuration settings for the CT 1 for Relay 1 are as shown 

in Figure 5.16 below repeated for each CT based on the method stated in this 

paragraph. 
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(a)  

 

(b) 

Figure 5.16: CT configuration parameters (a) burden  input and (b) basic data input 

 

5.8.6 Relay Settings Determination 

Among various methods used to reach correct relay grading are those in definite 

or time or a combination of both which are employed to give the correct co-

ordination between the relays.  

 

Discrimination by time ensures that the relays operating the circuit breaker 

nearest to the short-circuit fault shall open first. Discrimination by current relies 

on the fact that the short-circuit fault currents may vary with respect to position 

on the power system network due to difference in impedances between the 

short-circuit fault and the source. Both these methods have disadvantages 

when implemented alone on the relays. Discrimination by time alone result in 
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more severe short-circuit faults being cleared in longest operating time, while 

discrimination by current can be applied only where there is applicable 

impedance between any two circuit breakers of concern (Alstom Grid, 2011). 

 

The relay elements which are chosen or selected on the DIgSILENT software 

for the simulation are definite time 50 and 51N of which only stage 1 has been 

utilised (meaning no backup as stage 2 is considered as backup to stage 1).  

 

In Figure 5.17 below for a phase short-circuit fault of 19.23 kA the expected 

current on the CT is 9.615 A and for ground short-circuit fault of 19.17 kA the 

expected current on the CT is 9.585 A.  

 

 

Figure 5.17: (a) Relay 1 definite current pick up s ettings (stage 1) 

 

 

Figure 5.18: Relay 1 time overcurrent pick up setti ngs inverse 

 



 

 121

Relay 2 will experience a minimum phase short-circuit fault from reticulation 

substation “Res 1” (refer to single line diagram in Figure 5.1 and Figure 5.19) 

which are 12.56 kA and ground short-circuit fault of 11.87 kA with their 

respective pick-up currents at 6.28 A and 5.935 A respectively.  

 

 

Figure 5.19: Relay 2 pickup settings for phase shor t-circuit faults 

 

 

Figure 5.20: Relay 2 pickup settings for phase inve rse 
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Figure 5.21: Relay 2 pickup settings for ground sho rt-circuit faults 

 

 

Figure 5.22: Relay 2 pickup settings for ground inv erse 

 

Relay 3 settings are applied similar to Relay 2 as shown in Figure 5.19 – 5.22 

above. Relay 3 will experience a minimum phase short-circuit fault from “Sub 3” 

(refer to single line diagram in Figure 5.1) which is 10.78 kA and ground short-

circuit fault of 10.32 kA with respective currents at 5.39 A and 5.16 A 

respectively. 

 

5.8.6.1 Settings for grading times 

Time interval (grading margin) between subsequent relays must be allowed to 

obtain correct discrimination between the relays. In the instance where the 

relays are not properly graded or grading is insufficient, more than one relay 
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may operate for the same short-circuit fault which may complicate the 

identification of the short-circuit fault location and unnecessary loss of supply to 

unaffected consumers (Alstom Grid, 2011). The grading margins depend on the 

following factors: 

• Fault interrupting time of circuit breakers 

• Relay timing errors (technology dependant) 

• Relay overshoot time (technology dependant) 

• CT errors 

• Final margin on completion operation. 

 

The grading times are calculated using DIgSILENT during the EMT simulations. 

The table below shows typical timing errors at different technologies. 

 

 Table 5.5: Typical relay timing errors - standard IDMT relays (Alstom Grid, 2011) 

 
Electro -

mechanical 
Static Digital Numerical 

Typical basic timing error (%) 7.5 5 5 5 

Overshoot time (s) 0.05 0.03 0.02 0.02 

Safety margin (s) 0.1 0.05 0.03 0.03 

Typical overall grading margin – 

relay to relay (s) 
0.4 0.35 0.3 0.3 

 

The table above could be used as calculating grading times for relays could be 

tedious when performing protection grading of a power system. However one 

may calculate these grading times as follows: 

G� = x2�� + �
�
100 l G + G
	 + G� + G$								(�EFH���)																																				(5.2)	 

Where: 

t'  – grading time interval 

ER  – relay timing error (IEC60225-4) 

ECT  – allowance for CT ratio error (%) 

t  – Nominal operating time for relay nearer to fault (s) 

tCB  – Circuit breaker interrupting time (s) 

t0  – relay overshoot time (s) 

tS  – Safety margin (s) 
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 TESTING OF THE PERFORMANCE OF THE OVERCURRENT PROTECTION 

SCHEME 

The overcurrent protection scheme was selected for the protection of the CPUT 

incomer substation. The overall process flow chart of the proposed algorithm for 

overcurrent protection scheme operation is as shown in Figure 5.23. 

Start

Input from 

CT

Compare 

with pick-

up value

Input > Pickup

YES

Instantaneous

No

Start timer

Characteristic = 

IDMT

NO

NO
Time > Definite 

set by user
YES

Curve = 

Standard Inv
YES

Calculate 

operation 

time

Operating time >= 

Set-time

YESTRIP

YES

YES

NO NO

NO

 

Figure 5.23: Flow-chart process for overcurrent rel ay operation 
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5.9.1 Testing of the Relay Tripping Times 

After settings of the relays are calculated, simulation of the protected incomer 

substation is performed for various faults. In power system protection, it is not 

possible to protect against all hazards with relays that respond to only one 

quantity. For this case several relays may be employed to cater for other 

quantities on the system, and moreover, a relay that contains several elements 

with each responding independently to a different quantity may be employed 

(Alstom Grid, 2011). Numerical relays have such advantage of multiple 

elements which could be employed when required.  

Single-phase and three-phase short-circuit faults were simulated at various 

locations of the network and results were captured. Each relay was configured 

with time-overcurrent and definite-time overcurrent characteristics. In addition 

phase together with neutral/earth characteristics curves are plotted on the same 

axis for each of the three relays. The cases considered for the testing are: 

• Single-phase to ground faults at CPUT substation busbar 

• Three phase to ground faults at CPUT substation busbar 

• Single-phase to ground faults on the line between CPUT and ABC 

Building substations 

• Three phase to ground faults on the line between CPUT and ABC 

Building substations 

 

5.9.1.1 Three-phase to ground short-circuit fault a t CPUT substation 

The results for the power and current after three-phase to ground short-circuit 

fault at CPUT bus are obtained and shown in Figure 5.24 below. Short-circuit 

current magnitude was calculated to be 19.232 kA with a short-circuit power of 

366.42 MVA.  In addition Table 5.6 below shows complete short-circuit results 

for the expected Relay 1. Tripping curves for all relays during this short-circuit 

fault are shown in Figure 5.25. The magnitude 9999.999s on Figure 5.25 and 

Table 5.6 means that the protection function did not trip during the said period. 

 



 

 126

 

Figure 5.24: Three-phase short-circuit fault at the  CPUT substation busbar 

 

 

Figure 5.25: Relay characteristic curves and trippi ng times during three-phase short-circuit 
fault at the CPUT substation 
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Table 5.6: CPUT bus three-phase short-circuit relay  results 

 

 

5.9.1.2 Single-phase to ground short-circuit fault at the CPUT substation 

The results for single-phase to ground short-circuit fault at the CPUT substation 

(busbar) are obtained and shown in Figure 5.26 below. Short-circuit current 

magnitude was calculated to be 0.313 kA with a short-circuit power of 1.99 

MVA.  In addition Table 5.7 below shows complete short-circuit results for the 

Relay 1. Tripping curves for all relays during this short-circuit fault are shown in 

Figure 5.27. 

 

 

Figure 5.26: Single-phase to ground short-circuit f ault at the CPUT substation busbar 
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Figure 5.27: Relay characteristic curves and tripping times du ring single-phase short-circuit 
fault at the CPUT substation 

 

Table 5.7: CPUT substation single-phase short-circu it relay results 

 

 

5.9.1.3 Three-phase to ground short-circuit fault o n the line from the CPUT substation 

to the ABC substation 

The results for three-phase to ground short-circuit fault on the underground 

cable between the main incomer substation (CPUT bus) and the ABC Building 

substation are obtained and shown in Figure 5.28 below. Short-circuit current 
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magnitude is calculated to be 18.360 kA located at 50% of the cable length.  In 

addition Tables 5.8 and 5.9 below show the complete short-circuit results for 

the Relay 3 and Relay 1 tripping times respectively. Tripping curves for all relays 

during this short-circuit fault are shown in Figure 5.29. The upstream relay 

tripping times should act as backup to downstream when the downstream circuit 

breaker fails to extinguish the fault. Downstream Relay 3 trips on definite-time 

overcurrent characteristics while Relay 1 applies IDMT overcurrent 

characteristics to clear the fault.  

 

 

Figure 5.28: Three-phase to ground short-circuit fa ult on an outgoing cable to the ABC 
substation  
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Figure 5.29: Relay characteristic curves and trippi ng times during three-phase short-circuit 
fault on outgoing cable towards the ABC substation 

 

Table 5.8: CPUT-ABC cable three-phase short-circuit  Relay 3 results 
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Table 5.9: CPUT-ABC cable three-phase short-circuit  Relay 1 results 

 

 

5.9.1.4 Single-phase to ground short-circuit fault on the line from the CPUT substation 

to the ABC substation 

The results for single-phase to ground short-circuit fault on the underground 

cable between main incomer substation (CPUT bus) and the ABC Building 

substation are obtained and shown in Figure 5.30 below. Short-circuit current 

magnitude is calculated on the phase C (blue phase) of the cable assuming 

ABC rotation (red-white-blue or red-yellow-blue) to be 17.946 kA located at 50% 

of the cable length.  In addition Table 5.10 and 5.11 below show complete short-

circuit results for the expected Relay 3 and Relay  1 tripping times. Tripping 

curves for all relays during this short-circuit fault are shown in Figure 5.31. The 

upstream Relay  1 tripping time of 1.413 sec should act as backup to the 

downstream Relay  3 of 102 ms when the downstream circuit breaker fails to 

extinguish the fault. Downstream Relay  3 trips on definite-time overcurrent 

characteristic while Relay  1 applies IDMT overcurrent characteristic to clear 

the fault.  
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Figure 5.30: Single-phase to ground short-circuit f ault on an outgoing cable to ABC substation 

 

 

Figure 5.31: Relay characteristic curves and trippi ng times during single-phase short-circuit 
fault on outgoing cable towards ABC substation 
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Table 5.10: CPUT-ABC cable single-phase short-circu it Relay 3 results 

 

 

Table 5.11: CPUT-ABC cable single-phase short-circu it Relay 1 results 

 

 

5.9.1.5 Three-phase to ground at Res 1 substation 

The results for three-phase to ground short-circuit fault at the Res 1 substation 

are obtained and shown in Figure 5.32 and Figure 5.34 below. Short-circuit 

current magnitude is calculated to be 12.562 kA with a short-circuit power of 

239.34 MVA.  In addition Tables 5.12 and 5.13 below show complete short-

circuit results for Relay 2 and Relay 1 respectively. Tripping curves for all relays 

during this short-circuit fault are shown in Figure 5.33. This substation is the 

furthest to the incomer substation by length of the cables between the two 
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substations. Cable length contributes to impedance magnitudes which are 

defining factors on the magnitude of short-circuit faults currents. 

 

 

Figure 5.32: Three-phase to ground short-circuit fa ult at Res 1 substation (clear view) 

 

 

Figure 5.33: Relay characteristic curves and trippi ng times during three-phase short-circuit 
fault at Res 1 substation 
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Figure 5.34: Three-phase to ground short-circuit fa ult at Res 1 substation  
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Table 5.12: Res 1 three-phase short-circuit Relay 2  results 

 

 

Table 5.13: Res 1 three-phase short-circuit Relay 1  results 

 

 

5.9.1.6 Single-phase to ground short-circuit faults  at Res 1 substation 

The results for single-phase to ground short-circuit fault at the Res 1 substation 

are obtained and shown in Figure 5.35 below. Short-circuit current magnitude 

on phase A is calculated to be 11.872 kA with a short-circuit power of 75.40 

MVA.  In addition Table 5.14 and 5.15 below show complete short-circuit results 

for the expected Relay 2 and Relay 1 respectively. Tripping curves for all relays 

during this short-circuit fault are shown in Figure 5.36. This substations is the 

furthest to the incomer substation by length of cable between the two 
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substations. This cable length contributes to impedance magnitudes which are 

defining factors on the magnitude of short-circuit faults currents. 

 

 

Figure 5.35: Single-phase to ground short-circuit f ault at Res 1 substation 

 

 

Figure 5.36: Relay characteristics curves and tripp ing times during single-phase short-circuit 
fault at Res 1 substation 
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Table 5.14: Res 1 single-phase short-circuit Relay 2 results 

 

 

Relay 2 tripping current of 11.96 kA is recorded on the simulation which took 

1.153 seconds to trip the circuit breaker. A ground fault tripped at 11.866 kA 

with a time of 0.552 seconds.  

Relay 1 backup which is recorded to operate at a tripping current of 12.065 kA 

took 2.678 seconds to trip the circuit breaker. A ground fault tripped at same 

fault current with Relay 2 at 11.866 kA, however with a time delay of 1.656 

seconds. This implies a time difference of 1.104 seconds between the two 

relays for the case where Relay 2 fails to trip. 

Table 5.15: Res 1 single-phase short-circuit Relay 1 results 
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5.9.2 Analysis of the Results for the Performance o f the Designed Settings of the 

Relays 

This chapter presented the results for load flow and short-circuit levels 

calculated on DIgSILENT Power factory. The maximum and minimum short-

circuit levels were calculated at various substations on the power reticulation 

network. Single-phase to ground and three phase to ground faults were 

simulated. The Table 5.16 below illustrates the findings when faults were 

simulated at various locations of the reticulation network. For the instant where 

there are two relays in series, it is clear the grading of the tripping by time has 

been achieved based on the upstream Relay tripping at much later time than 

the downstream relay closer to the fault. 

 

Table 5.16: Tripping time results for faults at var ious locations 

Fault Type Location 
Magnitude 

(kA) 

Magnitude 

(MVA) 
Trip Time (s) Trip Relay 

3-phase-to-ground Intake busbar 19.232 366.42 0.420 Relay 1 

1-phase-to-ground Intake busbar 0.313 1.99 1.381 Relay 1 

3-phase-to-ground Line CPUT-ABC 18.36 350 0.220 & 2.161 Relay 3 & Relay 1 

1-phase-to-ground Line CPUT-ABC 17.946 1.99 0.120 & 1.413 Relay 3 & Relay 1 

3-phase-to-ground Res 1 busbar 12.562 239.34 1.119 & 2.602 Relay 2 & Relay 1 

1-phase-to-ground Res 1 busbar 11.872 75.40 0.552 & 1.656 Relay 2 & Relay 1 

 

 

 CONCLUSION 

The chapter focussed on the protection of the CPUT incomer substation. Methods of 

calculating short-circuit currents were discussed and the chosen protection scheme 

designed. Methods for modelling and simulation of load flow and the protection 

requirements of the power system network were developed. The relay protection 

characteristics curves were determined and calculation results at various locations 

were obtained from the simulation. It is required to know the current amplitude at any 

relaying point so that the fault is to be cleared with precise discrimination.  

 

In addition, the chapter also highlighted first principle determinations of power flow and 

short-circuit fault currents while modelling and simulations were performed on 

DIgSILENT package.  



 

 140

The next chapter focusses on hardware-in-the-loop testing of the protective devices 

taking into consideration some of the parameters obtained in this chapter while 

comparing the speed between the hard-wiring via the relay binary inputs and the 

communication via IEC 61850 GOOSE messages 
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CHAPTER 

6. TEST BENCH SETUP FOR HARDWARE-IN-LOOP REAL-TIME SIMULATION 

 

 INTRODUCTION 

Traditional substations used hard copper wiring for most substation monitoring and 

control of equipment. These were largely connected using binary input and output (I/O) 

signals, etc. This created a large number of communication wires between the 

substation equipment. Processing and communication  always had delays. These 

delays could be from measurement equipment to the processing relay and from the 

state processing relay which then sends information to any other receiving equipment 

within or outside the substation. Modern technology is now slowly phasing out the 

traditional set-up by using Ethernet based communication.  

 

The test bench to implement the Hardware-In-Loop Real-Time simulation using the 

Real-Time Digital Simulation and the SIPROTEC devices is developed. The 

SIPROTEC devices are a group of Siemens Intelligent Electronic Devices for protection 

of power system equipment. The test bench is implemented using IEC 61850 standard 

GOOSE message communication protocol. 

 

Short-circuit fault monitoring, control, and analysis of the network are presented under 

this chapter. IEC 61850 GOOSE messaging is used to open a circuit breaker from the 

relay trip command via Ethernet communication. Configuration of network elements 

and control logic diagrams are shown and various case studies are presented.  In 

addition the real-time simulated events of the network are presented and discussed 

which includes the performance of the IEDs  located at the point of the incomer 

substation.  

 

 THE IEC 61850 SUBSTATION 

The IEC 61850 standard simplifies substation communication and automation in many 

ways. Access of information on IEDs is made faster than in other protocols. The 

standard has been defined in cooperation with manufacturers and users to create a 

uniform, future-proof basis for protection, communication and control. Traditional 

substations heavily used copper wiring from one device to another. The IEC 61850 

simplifies the communication wiring and reduces the amount of cables between the 

IEDs. Additional advantages of IEC 61850 are as follows: 
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• No copper interconnections between feeders, control devices, and signalling 

devices, therefore reduced wiring and cost. 

• One communication channel for all data in real-time, synchronised via Ethernet. 

• No transducers and SCADA interface 

• Interoperability between multi-vendor IEDs 

• Reduced time for setup and configuration 

• Reduced manual efforts and errors 

• More capability and flexibility 

• Continuous supervision of the system through an HMI computer 

 

With modern substations based on IEC 61850 standard, access of information between 

substation devices can be made easy with a remote HMI or a standard walk-in laptop 

with a capable software. Since there are few wires between devices, troubleshooting 

can be made easy and within a short period of time. Two illustrative diagrams are 

shown in Figure 6.1 and Figure 6.2 below showing the wiring of devices in traditional 

ways and with the use of IEC 61850 standard. 

 

 

Figure 6.1: Traditional substation wiring 

 

In Figure 6.1, devices communicate with each other simply via contacts and binary 

inputs and additionally with station units. This results in a large number of cables 

required in the substation. If the substation contains devices from different vendors, 

each of these devices has to use their own busbar for their configuration tools; for inter-

bay communication the system needs hardwiring and binary inputs and outputs.  
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Figure 6.2: IEC 61850 substation 

 

Figure 6.2 illustrate that with IEC 61850 standard, the system can have the possibility 

of running all services on any device of any vendor on the same busbar in parallel at 

the same time. Each of the SIPROTEC devices has two Ethernet ports which could be 

used for primary network and for redundancy purposes. 

 

Ethernet has the advantage of being the widely used in most applications in today’s 

world. The IEC 61850 standard specifies Ethernet network as a communication 

platform entirely and it will continue being the future network of communication within 

IEC 61850. The CPUT incomer substation is designed to be fully compliant with the 

IEC 61850 standard. 

  

 MODELLING AND SIMULATION IN RSCAD SOFTWARE ENVIRONM ENT OF THE 

REAL-TIME DIGITAL SIMULATOR (RTDS) 

Traditional simulation of power system transient phenomena has been carried out on 

slow speed analogue simulators which were limited in performance. Recent 

developments have contributed to fast digital transient network analysers which carried 

the purpose to test control and protection equipment and performance dynamics of 

such equipment in the power network environment. In normal closed-loop testing 

mode, the Real-Time Digital Simulator continuously performs all required calculations 

in time steps faster than actual time (Watson and Arrillaga, 2003).    
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RSCAD is a simulation software tool designed specifically for interfacing with RTDS 

(Real-Time-Digital Simulator) hardware to perform real-time digital simulations. The 

RTDS hardware is a special purpose computer designed to model electromagnetic 

transient phenomena in real-time. The software RSCAD and hardware RTDS work 

together to produce the desired results. RTDS hardware is made up of digital signal 

processor (DSP) and reduced instruction set computer (RISC), and utilizes advanced 

parallel processing techniques in order to achieve the computation speeds required to 

maintain continuous real−time operation. Figure 6.3 gives an interface layout of 

RSCAD functions with RTDS rack. The simulator has an advanced and easy to use 

graphical interface comprising of several modules designed to allow the user to perform 

all necessary steps to prepare and run simulations and to analyse simulation output.  

 

 

Figure 6.3: RSCAD Graphical User Interface (RTDS, 2 008) 

 

The network layout is modelled in draft with all components loaded from the RSCAD 

library. The transmission line and underground cables properties will be modelled in T-

Line/Cable within the file manager. The runtime is used to read real-time data of 

simulated case(s) in the RTDS hardware rack. An added advantage of the runtime is 

that it may also be used as a supervisory control and data acquisition to either start/stop 
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commands, sequence initiation, set point adjustment, short-circuit fault application, 

breaker operation, etc. 

 

The advantage of RSCAD draft is that all elements required for the intended system 

operation will be directly positioned on the network layout. These could be circuit 

breakers, current and voltage transformers and short-circuit fault logic in which all 

require a logic signal to operate. The RTDS can be used in closed-loop testing of IEDs 

when combined with voltages and currents amplifiers. Closed-loop testing of actual 

hardware may influence the simulation model as illustrated in Figure 6.4 below. Signals 

can be sent back to the IED contacts controlling circuit breakers in the simulation 

workstation or externally as a physical hardware.  

 

 

Figure 6.4: Schematic diagram of real-time simulati on (Watson and Arrillaga, 2003) 

 

 

Figure 6.5: RTDS IED setup (Watson and Arrillaga, 2 003) 
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The test bench has to operate in a manner such that a workstation (HMI) as shown in 

Figure 6.4 above runs the simulation in RSCAD runtime which is processed in the Real-

Time Digital Simulator (RTDS) (Figure 6.4 and Figure 6.5) connected via the network. 

Monitoring of quantities such as substation busbar voltages and currents are viewed 

on the runtime. Waveforms of the quantities are also viewed if plotted. These monitored 

substation quantities are sent to the hardware devices such as IEDs via an amplifier. 

The hardware (physical) devices process the measured quantities and perform 

required functions in the case of changes of events depending on the severity of such 

events.  When an event which required tripping of the breakers occurs on the network 

system, the hardware device (IED) sends an output as an analogue or digital signal to 

the RTDS to either trip or reclose the circuit breaker located in the RTDS RSCAD as 

shown in Figures 6.4 and 6.5 above. The RTDS processors process these required 

functions in real-time and these are monitored back in the workstation computer (HMI). 

 

 RSCAD MODEL OF THE CPUT INCOMER SUBSTATION 

The intake substation RSCAD model was developed as shown in Figure 6.6 in simple 

three phase view and in Figure 6.7 in single line view.  The entire network model can 

be viewed in Appendix E and Appendix F.   Parameters of the network are the same 

as the ones used in Chapter 4 for DigSILENT calculations. This model is used for 

building the HIL RTDS real-time simulation. Having the incomer substation diagram is 

necessary to describe how the monitoring, protection and control scheme is 

implemented. 
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Figure 6.6: Intake Substation Modelling on RSCAD Dr aft – 3-line mode 
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Figure 6.7: Intake Substation Modelling on RSCAD Dr aft – Single-line mode 
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 SETTING UP LABORATORY WORKSTATION 

The workstation is to be implemented using the HIL RTDS simulation. The monitoring, 

protection and control scheme has to have the 3 relays (also referred as IEDs in this 

chapter) as discussed in the previous chapters. The role of the devices in the HIL 

scheme are: 

• RTDS – Real-time simulation of the incomer substation and the network 

• IED 1 – SIPROTEC 7SD5 for protection of the incomer feeder. 

• IED 2 – SIPROTEC 7SJ64 for protection of the outgoing feeder towards ELEC ENG 

building substation 

• IED 3 – RTDS internal relay for the protection of the outgoing feeder towards ABC 

building substation. 

• Network switch – Ruggedcom RS900G network switch for interconnecting the 

hardware devices 

•  HMI 1 – Computer 1 for management of software that only functions on Windows 

XP operating system  

• HMI 2 – Computer 2 for management of RSCAD 5 on latest Windows operating 

system 

• Circuit breakers 1, 2, and 3 – operated within RSCAD 

• CTs 1, 2, and 3 – operated within RSCAD 

 

Software packages used for building of the test-bench 

• Windows XP – HMI 1 

• Windows 10 – HMI 2 

• DiGSI 4  - Siemens software for configuration of SIPROTEC devices (IEDs) 

• RSCAD – for  real-time simulation in RTDS 

• DIgSILENT – Power flow simulation software package. 

• Wireshark – GOOSE message sniffing tool 

• GOOSE Inspector – GOOSE message sniffing tool. 

 

All components of the workstation were assembled as shown in Figure 6.8 below. Each 

device requires a unique Internet Protocol Address (IP Address) to communicate 

effectively on the network without conflicting with any other device. In order for IEC 

61850 complying devices to be able to send or receive data with one another, they 

need to be connected in the same Local Area Network (LAN) network. The RTDS 

GTWIF card, the GTNET card, the external IEDs 7SD5 & 7SJ64 and the control 
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computers should each have a physical connection to the LAN via Ethernet cables. It 

shall be noted that the use of two HMIs in the workstation was only to enable working 

in different Windows platforms. The DiGSI4 manager only operates in Windows XP 

which in this case is used in HMI 1. HMI 1 configures each device and HMI 2 runs the 

system simulations and monitors power system measurements and equipment status 

via RSCAD runtime.  

 

The two external IEDs were configured from their primary functions to perform 

overcurrent protection. 

 

Figure 6.8: Laboratory test workstation 

 

Each device is assigned a unique IP Address as listed in Table 6.1 below. The GTNET 

card is located within rack 1 of the RTDS and it has its own unique IP Address which 

was found to be 192.168.1.201. This address can be checked on command prompt via 

Telnet which will be discussed later. IED 1 is assigned to control the incomer feeder 

breaker from the Utility while IED 2 takes control of outgoing feeder breaker towards 

Electrical Engineering substation. 
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Table 6.1: Device unique IP addresses 

DEVICE DESCRIPTION IP ADDRESS 

Control PC (HMI1) DIGSI4 Controller 192.168.1.100 

Control PC (HMI2) RSCAD 192.168.1.120 

IED 1 SIPROTEC 7SD5 192.168.1.1 

IED 2 SIPROTEC 7SJ64 192.168.1.2 

RTDS  Rack 1 and location of GTNET card 192.168.1.101 

RTDS  Rack 2 for additional nodes 192.168.1.102 
 

 

6.5.1 Setting Up Device Configuration with DIGSI4 M anager 

The SIPROTEC family devices use the DIGSI Manager to manage the changing 

of properties for all SIPROTEC devices. To achieve configuration it is needed 

to insert two IEDs as shown in Table 6.1, the RTDS GTNET and the IEC 61850 

GOOSE mapping station (these are explained in later sections). IED 1 and IED 

2 were inserted into the DiGSI4 device manager and the IEC 61850 station 

within DiGSI4 which manages the mapping of IEDs to complete the GOOSE 

communication. The GTNET card is also inserted in the IEC 61850 station to 

receive the GOOSE message which will be published from IED 2. 

 

Before configuration of devices occurs, each of these devices must be 

connected on the same network via Ethernet as shown in Figure 6.9. IP 

addresses of the HMIs must be computed and HMI 1 must be connected with 

IED 1 and IED 2 via serial communication. The serial communication is the first 

method of connecting the device with the DIGSI4 device manager. Once the IP 

address of the IEDs has been changed, then the communication via Ethernet is 

made possible. 
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Figure 6.9: Setting up devices for communications 

 

Step by step implementation of the above is as follows:  

1. Go to File and create new folder. 

2. Rename the folder with the name Substation or any other preferred name. 

3. In order to insert a device on this Substation, right click on the substation 

folder and the device dialog presents itself in the manner as shown in Figure 

6.10 below and then select SIPROTEC device.  

4. A new device catalog dialog of the SIPROTEC devices opens (Figure 6.11 

(a)). Select the required IED version on the list (Figure 6.11 (b)) and drag 

and drop on the substation folder as illustrated in Figure 6.12 below. 
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Figure 6.10: Inserting devices on DIGSI manager 

 

 

 

(a) Device catalog 
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(b) Device catalog, selection of the 7SD533 IED 

Figure 6.11: Selecting device on DIGSI manager 

 

 

Figure 6.12: Choosing device on DIGSI manager 

 

5. Once the selection of the device is completed, the unique device function 

needs to be entered in the device Machine Readable Product Code called 

the MLFB properties. Initial state of the MLFB presents a blank dialog 
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(Figure 6.13 (a)) which needs to be populated. The complete device MLFB 

number can be found on the device nameplate according to the order 

number. When the MLFB number is completed on the dialog, it will be 

represented as shown in Figure 6.13 (b). This process shall be repeated for 

inserting any other SIPROTEC device on the substation. 

 

 

(a) Incomplete device MLFB file 

 

(b) Complete device MLFB file 

Figure 6.13: Device MLFB properties 
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6. After completing the inserting of IEDs, the IEC 61850 station which should 

be used for mapping the devices shall be inserted on the substation as 

shown in Figure 6.14 below. 

 

Each device can now be configured for communication via Ethernet and to 

provide special device identity names such as IED 1 and IED 2. The initial step 

is to first link the host HMI 1 with the DIGSI4 device manager using Configure 

DIGSI4 (Figure 6.14) and configure the Ethernet IP address to 192.168.1.1 as 

described in Table 6.1 above and shown in Figure 6.15 below. The 

communication port which is used for direct (serial) communication with the 

device is identified from the Windows control panel - Computer Management – 

Device manager - Ports which displays all ports being used on the HMI station.  

 

When the above is completed, the connection to the device can be completed 

via Initialize device – Direct connection with the PC interface selected to the 

correct communication port number. When configuration is completed, all 

configured properties must be uploaded to the physical device via DIGSI -> 

device as shown in Figure 6.16 

 

 

Figure 6.14: Configuring 7SD5 device parameters 
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Figure 6.15: Configuring 7SD5 device IP address 

 

 

Figure 6.16: Writing the configured parameters and properties of the 7SD5 to the physical 
device 

 

After completing the 7SD5 device configuration, all the steps are repeated when 

inserting and configuring the 7SJ64 device. When writing to all devices is 
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completed, the Windows command prompt can be used to verify communication 

connectivity of each device using ping command as shown in Figure 6.17. This 

method confirms whether all devices are connected on the same network. 

 

 

Figure 6.17: Command ping results via Ruggedcom RS9 00G 

 

When the workstation setup is completed, communication should be shared 

between all devices. The workstation should be ready for hardware-in-the-loop 

simulation with each device connected via the Ethernet network. The final hard 

wiring and communication structure is shown in Figure 6.18. Measurement of 

currents are sent to IEDs via hard wiring cables from the RSCAD CTs. Trip 

command from IED 1 is sent to the RTDS via hard wiring cables to the RTDS 

while the trip command of IED 2 is sent via Ethernet GOOSE messaging to the 
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RTDS for processing. The RTDS processed information (trip signal and status 

changes) is monitored in the HMI2 via the Ethernet. Table 6.2 shows the signals 

matrix between devices. 

 

 

Figure 6.18: Workstation operation diagram 

 

Table 6.2: Type of signals in the test workstation 

 HMI 1 HMI 2 7SD5 7SJ64 RTDS 

HMI 1 - - - - - 

HMI 2 - - Control / Monitoring Control / Monitoring - 

7SD5 - - - - Trip (H/W) 

7SJ64 - - - - Trip (GOOSE) 

RTDS - - CT1 Currents (H/W) CT2 Currents (H/W) - 
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 HARDWARE-IN-LOOP CONTROL WITH RTDS 

As opposed to DIgSILENT where the entire simulation was completed on software, the 

RSCAD-RTDS provides added advantage of hardware-in-loop simulation. This method 

interfaces the RTDS with hardware devices such as protection IEDs for either testing 

the operation of the IEDs or performing closed-loop operations. In closed-loop, the 

response of the device IED is sent back to the RTDS simulator in order to complete a 

specific purpose such as breaker opening within the simulator runtime. The setup of 

the network intake substation is configured in the manner as described below.  

 

6.6.1 Incomer Feeder Breaker 1 Control Using Hardwi re 

6.6.1.1 GTAO card configuration. 

Breaker 1 protects CPUT busbar for any short circuit faults at the bus. The 

current passing through this breaker in the RSCAD RTDS model of the incomer 

substation is measured through current transformer CT1 and sent to the 

external protection IED SIPROTEC 7SD5 (IED 1) via the RTDS analog output 

card GTAO3 (shown in Figure 6.19) which writes the input signals to a high 

precision analogue card. Six voltages and six current digital/analogue inputs 

can be enabled on the GTAO3. In this case, the six current for the two breakers 

are enabled as shown in Figure 6.20 while the voltage inputs remain unused 

(input 4-6, and input 10-12). 
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Figure 6.19: GTAO Breaker 1 & 2 input signals and G TFPI outputs. 

 

 

Figure 6.20: GTAO Breaker 1 & 3 Current input signa ls configuration. 
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CT1 currents are sent to channels 1, 2, & 3 of the GTAO3 and CT2 currents are 

sent to channels 7, 8 & 9 of the GTAO card as shown in Figure 6.20. The 

measured currents are sent from the GTAO to the amplifier which is connected 

to the RTDS. The amplifier’s outputs are then correspondingly sent to the 

external protection IED’s current input connections. The external IED’s trip 

command then are sent back to the RTDS via the front of the GTFPI I/O panel 

(shown on Figure 6.19) on the RTDS rack. Digital input number 7 on the GTFPI 

is used as a breaker IED 1 trip command input and digital input number 9 is 

used as a breaker IED 2 trip command signal. A simple basic flow diagram for 

control hardware in loop real-time simulation is shown in Figure 6.21 below.  

 

 

Figure 6.21: Closed-Loop hardware in loop simulatio n. 

 

 

6.6.1.2 GTFPI configuration 

The GTFPI needs to be configured as per Figure 6.22 below. It has to be 

ensured that the digital I/O panel signals are enabled as “Input-only” and not 

“invert” the signals. This allows panels signals as inputs only, taking binary 

outputs from the external IEDs. In addition, the HV panel is not included in the 

considered case. 
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Figure 6.22: GTFPI configuration 

 

6.6.1.3 Breaker 1 control logic 

Since IED’s automatic reclosing is not enabled in this case, a control logic which 

enables manual closing of the breaker is developed and shown in Figure 6.23. 

 

 

Figure 6.23: Breaker 1 Control logic diagram. 

 

When a single-phase, phase-phase, or three-phase to ground short-circuit fault 

occurs on the feeder bus, IED 1 is expected to issue a trip command which is 

sent back to RTDS to open the Breaker 1 within RSCAD runtime.   
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6.6.2 Outgoing Feeder 2 Breaker Control Using Hardw ire 

Section 6.6.1.1 and 6.6.1.2 configurations above are enabled for both IED 1 and 

IED 2. The developed control logic for Breaker 2 is described below in 6.6.2.1 

  

6.6.2.1 Breaker 2 control logic 

Breaker 2 is controlled by control logic in Figure 6.24 shown below. The circuit 

compares two trip commands namely hard-wired trip (similar to IED 1) and 

GOOSE message trip. Channels 7, 8, & 9 read CT2 currents which are sent to 

IED 2 (SIPROTEC 7SJ64) via hard wiring similar to IED 1 as described above. 

When the IED 2 issues a trip command, the hardwiring binary output and the 

Ethernet GOOSE both send their signals out for processing. For the control logic 

below, the signal which gets past the flip-flop faster passes the OR gate first to 

trip the RSCAD breaker whose status is monitored on “Runtime” in real-time. 

For this case, the time taken by the two methods is compared. 

 

 

Figure 6.24: Breaker 2 Control logic diagram 

 

6.6.2.2 Outgoing Feeder 2 Breaker Control Using GOO SE messages 

The goal of the IEC 61850 standard is to provide interoperability between 

substation IEDs. Conformance to the standard guarantees that the IEDs from 

different vendors can communicate to each other. To setup GOOSE 

communication, one needs to create special files in a format defined by IEC 

61850. These files shall be downloaded into all devices which are meant to 
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communicate with each other. It is usual practice for IED manufacturers to 

provide their customers with their IED configuration tool which is specifically 

designed to create the files needed by their IEDs (RTDS, 2008).  

 

In order for IEC 61850-compatible devices to be able to send to or receive data 

from one another, they need to be connected in the same Local Area Network 

(LAN). The RTDS GTWIF card, the GTNET card, the external IED 7SD5 and 

the control computer should each have a physical connection to the LAN. For 

this case each device must have a unique Internet Protocol Address (IP 

Address).  

 

The following IP Addresses were setup at each device as shown in Table 6.1.  

Host computer: 192.168.1.100 

IED 1 – 7SD5:  192.168.1.1 

IED 2 – 7SJ64: 192.168.1.2 

IED 3 – RTDS internal library relay model. 

RTDS Rack 1:  192.168.1.101 (location of GTNET card) 

 

To complete the devices communication configuration, it is necessary to insert 

each device into the SIPROTEC device manager DIGSI Manager as shown in 

Figure 6.25 below. The DIGSI manager manages the changing of properties for 

all SIPROTEC devices. IED 1 and IED 2 have to be inserted into the device 

manager and into the IEC 61850 station which manages the mapping of IEDs 

to complete the GOOSE communication. The GTNET card has to be inserted 

to receive the GOOSE message published by the IED 2.  

 

 

Figure 6.25: DIGSI 4 device manager 

 

The IEDs which have been loaded into the DIGSI manager can be mapped in 

the IEC 61850 station by adding the IEDs from the “Available IEC 61850 
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devices” into the “IEC 61850 station communicator” as shown in Figure 6.26 

below. 

 

Figure 6.26: DIGSI 4 IEC 61850 station communicator  

 

When the adding of the devices is complete, all parameters must be updated 

on the station (Figure 6.27) and then sent back to each device on the substation 

for each device to be updated with new properties. When update is complete, 

the update report should present a message stating that “All IEC 61850 

communicators were updated – 0 fault(s), 0 warning(s)” as shown in Figure 6.28 

below. This means all parameter have been loaded without any errors that will 

prevent communication between the devices. 
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Figure 6.27: DIGSI 4 IEC 61850 station communicator  update 

 

 

Figure 6.28: DIGSI 4 IEC 61850 station communicator  report 
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Figure 6.29: DIGSI 4 IEC 61850 station system confi gurator 

 

The completed the IEC 61850 GOOSE communication mapping in DIGSI 4 is 

shown in Figure 6.29 above. Part A displays the logical nodes of the publishing 

IED linked to the subscribing logical nodes of other IEDs. The outputs of the 

IEDs are obtained from the part B. These outputs are imported from their IED 

Capability Description (ICD), Configured IED Description (CID), and/or 

Substation Configuration Description (SCD) files. Part C lists the inputs of the 

IEDs which need to subscribe the GOOSE messages. Once the mapping is 

completed, then the system configurator must be saved and the DIGSI 

parameters must be sent to each IED publishing or subscribing GOOSE 

messages. 

 

6.6.2.3 GTNET card configuration 

For GOOSE communication messages to be published via the Ethernet 

network, the RTDS uses the GTNET-GSE card as shown in Figure 6.30. The 

GOOSE messages can be published by the sender to any receiving device. For 

Breaker 2 GOOSE control, the short-circuit fault is injected in RSCAD runtime 

which then gets measured through the external IED 2. The IED 2 initiates a trip 

command which is published to the IEC 61850 Ethernet based network. The 

GTNET mapping receives this GOOSE message and sends the GOOSETrip to 

the Breaker 2 control logic (Figure 6.24 above) to trip the breaker in RSCAD 

runtime. An illustrative diagram is shown in Figure 6.31 below. 
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Figure 6.30: Breaker 2 GOOSE control function 

 

 

 

Figure 6.31: Breaker 2 GOOSE control setup 

 

The GTNET component _rtds_GTNET_GSE_v2.def needs to be configured to 

publish GOOSE. Therefore the type of processor must be set to “GTNET” and 

the communication protocol set to “GOOSE” as shown in Figure 6.32 below. All 

other parameters such as fibre port number, card number and controls 

processor must be assigned according to the location in the rack. Under 

GOOSE configuration on the tab, the name of the SCL file needs to be defined 

together with the GTNET iedName. These names shall be unique to avoid 

duplications and contradiction of functions on the same network. After 

completing the changes, the component may be updated for changes to take 

effect. 
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Figure 6.32: Configuration tab for GTNET component 

 

 

To complete the IEC 61850 GOOSE communication in RSCAD, Figure 6.34 

shows that Substation Configuration Description (SCD) file (path through Figure 

6.33 below) must be edited to complete the mapping. 

 

 

Figure 6.33: Editing the IEC 61850 SCD file 

 

In Figure 6.34, part A is where the inputs of the GTNET are linked to the outputs 

of the other IEDs. This linking is called mapping. The outputs of the IEDs are 

obtained from part B. These outputs are imported from DIGSI4 via their IED 

Capability Description (ICD), Configured IED Description (CID), and/or SCD 

files which in the considered case is the IEC 61850 station. Part C lists the 
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properties of the IED which needs to be mapped to the GTNET. Once the 

mapping is completed, then the runtime must be compiled.  

 

 

Figure 6.34: Mapping of logical nodes  

 

At this point it is assumed that all parameters in DIGSI4 have been loaded in 

the IEDs from DIGSI4 manager and the GTNET GOOSE interface mapping is 

completed and compiled successfully. Once the mapping is completed, the 

RSCAD Runtime supervisory and data acquisition is ready for design and 

simulation. The results are shown in Chapter 7 later. 

 

6.6.3 Outgoing Feeder 3 Breaker Control Using RTDS 

The goal is to simulate breaker control using the RSCAD library overcurrent 

relay. This relay can be found on the protection & automation library. This multi-

function overcurrent relay is suitable for providing protection functions on single 

breaker transmission feeder lines with three pole tripping and reclosing 

schemes (RTDS, 2008). The reclosing feature is not required for use on this 

network. The developed Breaker 3 control circuit is shown in Figure 6.35 below. 
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6.6.3.1 Breaker 3 control logic 

Relay configuration was set up according to Figure 6.35. The instantaneous 

overcurrent relay elements are enabled as shown in Figure 6.36. Both voltages 

and current must be assigned for the relay model to function. These magnitudes 

shall be taken from the instrument transformers connected to the line which the 

relay is protecting. All other relay parameters are configured as shown in Figure 

6.37 – Figure 6.38. 

 

 

Figure 6.35: Feeder 3 Breaker control diagram 

 

 

 

Figure 6.36: Feeder 3 IED 3 configuration 
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Figure 6.37: Feeder 3 relay elements 

 

 

Figure 6.38: Feeder 3 Overcurrent pick up 
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6.6.4 Short-circuit Fault Control RSCAD Logic 

Figure 6.39 shows the control logic for any type of short-circuit fault. The 

GrFltType is a seven segment dial which is linked to the RSCAD/Runtime short-

circuit fault type selection listed below with any of them applied when the 

ApplyGrFlt push button is pressed. FaultDur slider is used to set the time after 

the short-circuit fault at which the breaker open signal is given.  

 

The dial values correspond with the following short-circuit fault 

1. A phase to ground 

2. B phase to ground 

3. A-B phase to ground 

4. C phase to ground 

5. A-C phase to ground 

6. B-C phase to ground 

7. 3 Phase to ground. 

 

 

Figure 6.39: Short-circuit fault selection control logic diagram 

 

The controls in Figure 6.39 require associated runtime controls switches, dialler 

etc. to enable required short-circuit fault logic. Adjustment of the dial position 

enables changing of short-circuit fault type as described in the dial controls 

description box. Therefore, for a three-phase to ground short-circuit fault, the 

dial must be positioned on number 7 before the fault is applied. Similarly, a 

single-phase to ground short-circuit fault on line C will be enabled by position 4. 

Figure 6.40 shows the signal controls for each point of the short-circuit fault on 

the CPUT incomer substation. Three locations for short-circuits are chosen at 
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CPUT incomer substation, Electrical Engineering substation (EE) and 

Substation 2 downstream  

 

 

Figure 6.40: Short-circuit fault Controllers for CP UT sub, EE sub and Sub2 

 

6.6.5 GOOSE Messages Monitoring 

When GOOSE is being published, the message attributes can be monitored 

using programs which monitor IEC 61850 GOOSE messages via the network. 

Such programs are Wireshark and GOOSE Inspector.  

 

Wireshark software inspects and captures multiple protocols published at the 

same time. They could be analysed offline. It is a network packet analyser which 

captures the live network packets and displays them as detailed as possible. 

When a GOOSE message is transmitted from one device to another, a status 

of a Boolean number on the status window has to change from “false to true”. 

At the same time, the sequence number of the message has to reset to zero. 

The GOOSE logical node and the time at which the time stamp occurred can 

be viewed on the captured attribute. Figure 6.41 highlights the Wireshark 

capturing window. 
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Figure 6.41: Wireshark data packets capturing windo w 

 

 

GOOSE Inspector allows monitoring and capturing of IEC 61850 substation 

automation protocols messages via the network. The IEC 61850 packets are 

decoded with the exception of GSE and Sample Values, checked, displayed, 

filtered, and saved in the Log.Ig6 circular buffer file. Furthermore, the program 

monitors GOOSE transmission via the network and displays the current status 

in GOOSE monitor table. An example can been seen in Figure 6.42 below. 

 

The packets are shown in two windows which are Main Window and the 

Detailed View. Elements of the main Window can be seen in Figure 6.42 
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Figure 6.42: Example of the "File View" in the "Mai n Window" (Boeser and Consultants, 2017) 

 

Similarly as in Wireshark, time stamps, Boolean status, sequence number are 

details which could be used to determine whether GOOSE message has been 

published/transmitted and subscribed/received. 

 

 CONCLUSION 

The objective of this chapter was to design and setup a test bench of a closed-loop 

testing of the hardware-in-loop with SIPROTEC IEDs tripping the software circuit 

breakers on the power system network. The chapter highlighted IEC 61850 GOOSE 

mapping on SIPROTEC device manager DIGSI4 and RSCAD. The configurations were 

highlighted in detail in various areas of the study such as: 

 

• Settings up and modelling of the power system on RSCAD software package, 

• Modelling and building of short-circuits and respective circuit breaker control 

logic diagrams 

• Steps required when configuring the IEDs for overcurrent and GOOSE mapping 

• GOOSE messages mapping according to IEC 61850 

 

The next chapter presents the simulation results and monitoring of network events 

including device monitoring. This included capturing and monitoring of the power 

system network results or events via RSCAD based runtime. 
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CHAPTER 

7. REAL-TIME SIMULATION, MONITORING AND CONTROL WIT H RSCAD 

 

 INTRODUCTION 

This chapter presents the results and analysis for the power reticulation network 

modelled and simulated on RSCAD. This chapter also presents the simulation 

performed and behaviour of short circuits monitored and other related events captured 

either on various parts of the network within RSCAD runtime or via the external IEDs.  

The model and configuration of the network for HIL RTDS simulation has been covered 

in Chapter 6.

 

 SIMULATION, MONITORING AND CONTROL OF THE CPUT INCO MER 

SUBSTATION 

The runtime is used for running simulations, control and monitoring and can be 

customised entirely for each simulation by creating meters, plots, sliders, push buttons, 

switches and dials. Controls of switches can be done while the system is in operations 

and data captured in real-time. Plots are automatically updated during each state 

change of the control functions. A condition drawing such as in Figure 7.2 below is 

made to make the runtime canvas intuitive. An illustrative diagram of the runtime 

window is shown in Figure 7.1 below. Since the main protection of the reticulation 

network is at the main intake substation, switches located at various substations are 

used to enable isolation of loads at various locations on the CPUT reticulation network. 
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Figure 7.1: RSCAD Runtime window illustrative diagr am 
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Figure 7.2: Runtime real-time monitoring of CPUT In comer substation 

 

The measurements on the runtime meters could also be confirmed with the IED 

measurements to see if these match. For this case, the CT ratio of 1000:1 was applied 

on the IEDs in order to present an ease of identification between primary 

measurements between runtime and on the IEDs. Figure 7.3 to Figure 7.6 illustrate IED 

measurements confirming similarities with measurements monitored in RSCAD. 
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Figure 7.3: IED 1 primary measurements under normal  conditions 

 

 

Figure 7.4: IED 1 secondary measurements under norm al conditions 
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Figure 7.5: IED 2 primary measurements under normal  conditions 

 

 

Figure 7.6: IED 2 secondary measurements under norm al conditions 

 

 

7.2.1 Single Phase Short-Circuit Fault on EE Substa tion Busbar 

When a single phase short-circuit fault is introduced on the EE substation 

busbar or any other downstream substation, the CT measurements are 

obtained as shown in Figure 7.7 below.  This illustrates that CT2 sees a short-

circuit fault and later the IED 2 issues a trip command for breaker 2 to open. 
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However during the same period, CT3 sees a voltage dip which reduces the 

amount of current supplied towards downstream load of CT3. IED 3 does not 

see a short-circuit fault during this period and hence no trip command issued. 

CT1 however sees the short-circuit fault as this is on the incomer side of the 

bus. During the said period, IED 1 time grading prevents the IED from issuing 

a trip command thereby allowing continuity of supply to the other side of the 

loads through CT3. If however IED 2 fails to issue a trip command within 

maximum required time, then IED 1 should act as backup and open Breaker 1 

 

 

Figure 7.7: CT measurements during single-phase sho rt-circuit fault at the EE substation bus 

 

During this period, a comparison of the hard-wiring tripping time and the 

GOOSE message tripping time was conducted. When the GOOSE trip has 

been initiated, the breaker opens immediately while the hard-wiring trip has a 

delay time of approximately 7.55 ms. This is illustrated in Figure 7.8 and Figure 

7.9 below.  



 

 184

 

Figure 7.8: GOOSE vs. Hard-wiring trip time during single-phase short-circuit fault at EE 
substation bus 
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Figure 7.9: GOOSE vs. Hard-wiring trip time during single-phase short-circuit fault at EE 
substation busbar (Zoomed in) 

 

The single-phase short-circuit fault is fully cleared after 5.8 ms from the time of 

initiating breaker open signal from GOOSE message. In addition, this short-

circuit fault is cleared 1.75 ms before the hard-wiring signal has activated. This 

has been compared between Figure 7.9 above and Figure 7.10 below. 
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Figure 7.11: CT2 short-circuit fault clearance plot s 

 

The IED event and trip logs could also be extracted from the IED software 

DIGSI4 which then highlight the actual times at which events are triggered and 

length of such events if measureable. Figures 7.12 and 7.13 show the event 

and trip log respectively.  

 

 

Figure 7.12: 7SJ64 Event log during single phase sh ort-circuit fault at EE substation bus 
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Figure 7.13: 7SJ64 Trip log during single phase sho rt-circuit fault at EE substation bus 

 

7.2.1.1 GOOSE messages monitoring 

As described in section 6.6.5 in Chapter 6, when GOOSE is being published, 

the attributes can be monitored using programs which monitor IEC 61850 

GOOSE messages via the network. Such programs are Wireshark and GOOSE 

Inspector.  

 

The GOOSE logical node and the time at which the time stamp occurred can 

be viewed on the captured attribute. Figures 7.14 and 7.15 shows the capturing 

of GOOSE message before and after the trip command message has been 

transmitted via Ethernet. Before the control GOOSE message is published, the 

status of the Boolean number is “False” (Figure 7.14) and changes to “True” 

when the trip logic GOOSE is published (Figure 7.15). The GOOSE message 

sequence number resets from 429 before the GOOSE trip and restarts the 

count from zero (Figures 7.14 and 7.15). 
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Figure 7.14: Wireshark packets before transmission of GOOSE trip messages 

 

 

Boolean Status  

Time stamp  

GOOSE logical node  
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Figure 7.15: Wireshark packets during GOOSE trip me ssage 

 

As described in Chapter 6, GOOSE Inspector allows monitoring and capturing 

of IEC 61850 substation automation protocols via the network. The IEC 61850 

packets are decoded with the exception of GSE and Sample Values, checked, 

displayed, filtered, saved in the Log.Ig6 circular buffer file. Furthermore, the 

program monitors GOOSE transmission via the network and displays the 

current status in GOOSE monitor table and a sample example can be seen in 

Figure 6.42 in Chapter 6. 

Boolean Status  

Time stamp  

GOOSE logical node  
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The packets are shown in two windows which are Main Window and the 

Detailed View. Elements of the main Window can be seen in Figure 7.16 

 

Figure 7.16 below shows one of the last GOOSE packet sniffed before the 

GOOSE trip message is transmitted. The packet number 133, associated with 

time stamp at 16:56 and the mac address of the sending and receiving devices 

and the message type (GOOSE) are shown in the File View pane. The Detailed 

View pane right of the File View provides the additional information about the 

chosen packet. In this view, the GOOSE protection logical node can be 

identified to confirm the logical nodes which was defined in the respective IED. 

Sequence number and the Boolean status can also be identified.  

 

Figure 7.17 below shows the completion of the transmitted trip command via 

GOOSE message. This is identified via the reset of the sequence number and 

the change in the Boolean status. 

 

 

Figure 7.16: GOOSE Inspector captured information b efore the single-phase short-circuit fault 

 

GOOSE logical node  
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Figure 7.17: GOOSE Inspector captured information w hen single phase short-circuit fault is 
cleared 

 

It could also be programmed on the runtime that when the breaker is assumed 

to be open, such event must also change the state of the single-line network 

diagram symbol. This has been done via the colour change and the no-fill of the 

breaker symbol as highlighted in the Figure 7.18 below. 

 

GOOSE logical node  
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Figure 7.18: Monitoring of Incomer bus during singl e-phase short-circuit fault at EE 

 

 

7.2.2 Three Phase Short-Circuit Fault at EE Substat ion Bus 

When a three-phase to ground short-circuit fault is injected at EE substation bus 

by changing the dial control to logic number 7 and then “apply” ground short-

circuit fault, CT measurements were recorded. Figure 7.19 illustrates that CT2 

sees a short-circuit fault and later the IED 2 issues a trip command for the 

breaker 2 to open. However during the same period, CT3 sees a voltage dip 

which reduces the amount of current supplied towards downstream load of CT3. 

IED 3 does not see a short-circuit fault during this period and hence no trip 

command issued (see Figure 7.20). CT1 however sees the short-circuit fault as 

Breaker 

open 
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this is on the incomer side of the bus which is upstream of CT2. During the said 

period, IED 1 time grading prevents the IED from issuing a trip command 

thereby allowing continuity of supply to the other side of the loads through CT3. 

If however IED 2 fails to issue a trip command within maximum required time, 

then IED 1 should act as backup and open Breaker 1 when its minimum trip 

time has been reached. 

 

 

Figure 7.19: Measurements of three-phase short-circ uit fault at EE substation bus 

 

Three-phase fault CT2 



 

 194

 

Figure 7.20: Measurement of three phase short-circu it fault through all CTs 

 

During this period of three-phase to ground short-circuit fault, a comparison of 

the hard-wiring tripping time and the GOOSE message tripping time was 

conducted. When the GOOSE trip has been initiated, the breaker opens 

immediately while the hard-wiring trip has a delay time of approximately 

7.55ms. This is illustrated in Figure 7.21 and 7.22 below. As expected, CT1 

does measure the short-circuit fault however the IEDs associated with it does 

not initiate a trip command.  

 

 

Three-phase fault seen 

through CT1 

CT1 

CT2 

CT3 
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Figure 7.21: GOOSE vs. Hard-wiring during three-pha se short-circuit fault 

 

 

 

 

 

 

GOOSE 

Hard-wiring 
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Figure 7.22: GOOSE vs. Hard-wiring zoomed in view o f Figure 7.21 

 

 

Figure 7.23 below shows the behaviour of voltage waveforms for various CPUT 

network substations during the three phase fault at EE substation busbar. A 

voltage dip is experienced at all other substations while EE substation is 

removed from the supply to clear the fault.  

Hard-wiring 

GOOSE 
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Figure 7.23: Voltage dip as experienced at various substations during three phase fault 

 

Figure 7.24 shows one of the last GOOSE packet sniffed before the GOOSE 

trip message is transmitted. The packet number 405, associated time stamp at 

16:25, and the mac address of the sending and receiving devices and the 

message type (GOOSE) are shown in the File View pane. The Detailed View 

pane right of the File View provides the additional information about the chosen 

packet. In this view, the GOOSE protection logical node can be identified to 

confirm the logical nodes which are defined in the respective IED. Sequence 

number and the Boolean status can also be identified.  

 

Figure 7.25 show the completion of the transmitted trip command via GOOSE 

message. This is identified via the reset of the sequence number and the 

change in the Boolean status. 
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Figure 7.24: GOOSE data packets before three-phase short-circuit at EE substation bus 

 

 

Figure 7.25: GOOSE data packets during clearance of  the three-phase short circuit at EE 
substation bus 

  

The IED event and trip logs could also be extracted from the IED software 

DIGSI4 which then highlight the actual times at which events are triggered and 

length of such events if measureable. Figures 7.26 and Figure 7.27 show the 

event and trip log respectively. These figures show the function description 

followed by the corresponding event log status with the date and time of when 

the event occurred with the duration of the event as shown on the trip log. 

 



 

 199

 

Figure 7.26: 7SJ64 Event log during three phase sho rt-circuit fault at EE substation bus 

 

 

Figure 7.27: 7SJ64 Trip log during three phase shor t-circuit fault at EE substation bus 

 

7.2.3 Three-Phase Short-Circuit With Shorter Durati on  

For a short time duration of the fault it may not be expected that any IED will 

issue a trip command to the circuit breakers. This event could be such that the 

fault was not continuous for long and therefore the duration of it does not instruct 

the IED to proceed with protection.  
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For this case, a short time duration of less than 200 milliseconds is set and the 

fault is then applied to monitor whether there would be any actions from the 

IEDs. Figures 7.28 and 7.29 below illustrates the set duration. 

 

 

Figure 7.28: Setting EE substation busbar to shorte r fault duration 

 

 

Figure 7.29: CT measurements during a short duratio n fault at EE substation busbar 

 

The Figure 7.30 below shows voltage disturbances at other substations due a 

three-phase fault at EE substation. The fault does not last long and the circuit 
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breaker does not trip. After the fault has passed, the system returns to steady 

state condition at all substations. 

 

 

Figure 7.30: Response of voltages at other substati ons 

 

 ANALYSIS OF THE RESULTS 

Closed-loop testing of the SIPROTEC protection IED was conducted and GOOSE 

message versus the hard-wiring through IED’s binary inputs and outputs was 

completed. The test was to compare the speed of trip command between these two 

methods. A power system network similar to the one in Chapter 4 was built on RSCAD 

draft in order to model the closed-loop testing. Minor disadvantage with RSCAD was 

that each sub-system had a limitation of 72 nodes. These nodes comprise of all network 

equipment such as source, cable models, transformers, loads, circuit breakers and 

current transformers. In addition, when one subsystem is full in nodes, connection to 

the next subsystem required a modelling of a transmission line (T-line) of Bergeron 

type. This type of line makes the low voltage a little unrealistic as it introduces transients 
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on the system. However since the objectives of the study was more on protection 

testing, the T-line had little impact on the results.  

 

For simulation of short circuits, short-circuit fault control logic were built and breaker 

control logics were also built to clear these short-circuit faults. The IEC 61850 GOOSE 

communication was tested and compared with the traditional hard-wiring to determine 

the faster method between the two considering the application on low voltage power 

system network. The desired results were achieved. The devices sharing and receiving 

the GOOSE messages were the physical IED hardware and the RSCAD GTNET card. 

The IED sends the GOOSE message while the GTNET receives it. The sent message 

is the trip command initiated during short circuit conditions on the power system. The 

received message is intended on opening the software circuit breaker on the same 

power system network on RSCAD environment. This exercise was conducted through 

IED 2 and the associated circuit breaker.  

 

IED 1 completed the experiment via hard-wiring in order to open associated circuit 

breaker in RSCAD software. IED 3 is the RSCAD internal library overcurrent relay 

model. The conducted tests were described in detail in the sections of this chapter of 

the study such as: 

• Single phase short circuits at the EE substation busbar 

• Three phase short circuits at the EE substation busbar 

• Capturing and monitoring of the power system network results or events via 

RSCAD runtime. 

 

Table 7.1: GOOSE vs. Hard-wiring 

FAULT TYPE LOCATION GOOSE HARD WIRING 

Single-phase to ground EE Substation 221 ms 228.55 ms 

Three-phase to ground EE Substation 214 ms 221.55 ms 

 

 

 CONCLUSION 

The developed methods for the protection scheme shall be compatible with the CPUT 

power reticulation network. This protection and communication based on the IEC 

61850 GOOSE shall provide benefits such as centralised monitoring of substation 

events and control of substation equipment from the central control location.  
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The objective of this chapter was closed-loop testing of the designed, developed and 

implemented hardware-in-loop workstation using SIPROTEC IEDs tripping the 

software circuit breakers on the power system network in the RSCAD environment. 

The chapter tested two IEDs based on traditional hard-wiring and IEC 61850 GOOSE 

messages.  

 

The next chapter is the last of the thesis and provides the conclusion of the entire scope 

and recommends any future work necessary. 
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CHAPTER 

8. CONCLUSIONS 

 

 INTRODUCTIONS 

The present power system network arrangement is a natural starting point for planning 

purposes. The various types of the power system network equipment, their location, 

electrical and thermal loading and mechanical conditions are all factors to be taken into 

account when considering future developments. Economies which are developing are 

now changing even the architecture of their electricity supply networks and 

performance due to concerns which are; safety and security of the network, global 

warming and greenhouse gas emissions, and competition internationally. Network 

studies are to be carried out or else it may not possible to assess the overall technical 

capability of any network to determine its performance during steady-state conditions 

or under load, or short-circuit fault conditions.  

 

Proposed solution to achieve a controlled and automated network is influenced by the 

growth and alteration of the network, nature of the loads, primary system failures, 

secondary system failures, and network source impedance. The thesis analysed some 

of the requirements and also the current loading profile of the power system network.  

The thesis also made analysis of protection requirements and for the protection of the 

power system network to be successful it is important to carry out the requirements for: 

Selectivity, Stability, Sensitivity, and Speed. To meet all of these requirements, 

protection must be reliable, meaning that the protection scheme must trip when called 

upon and must not trip when it is not required. Analysis of these findings were 

completed using DIgSILENT PowerFactory. 

 

Chapter 6 highlighted the development and configuration of the test bench for the real-

time implementation of the hardware-in-the-loop of the designed protection scheme 

using RTDS real-time simulation. These included:  

• network configurations,  

• IED configurations,  

• Modelling of breaker control logic diagrams on the RTDS RSCAD software 

environment.  

• Mapping of the intended GOOSE messages and  

• Introduction to monitoring the GOOSE messages with various software packages. 
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In chapter 7, the thesis also analysed the hardware-in-loop testing of the protection IED 

and presented the results obtained when simulating the power system network on real 

time digital simulator RSCAD. Current were injected on SIPROTEC IEDs from RSCAD 

via binary inputs and the IED sent back the trip commands via binary outputs and the 

use of Ethernet.  

 

Future work will involve completely eliminating the use of binary inputs/outputs and 

make use of Ethernet communication completely. Another method could be the use of 

sampled value message compatible IEDs in comparison with direct sending and 

receiving of GOOSE logical nodes. Future technology is to completely eliminate hard-

wring and transmit/receive data via Ethernet or Fibre optic communication.  

 

 THESIS DELIVERABLES 

The main deliverables for the thesis are summarised as follows 

 

8.2.1 Literature Review 

The literature review in Chapter 2 presented the methods previously used for 

automation of power reticulation networks, protection and control. This also 

included whether the use of SCADA monitoring system were in place or are 

proposed for future use. The use of IEC 61850 substation communication was 

reviewed and in addition, closed-loop testing of protection IEDs has been 

reviewed. 

 

8.2.2 Modelling Of Power Reticulation Network 

The CPUT reticulation network was considered as a case study. The power 

reticulation network was modelled and simulated on DIgSILENT and RSCAD 

software packages. Each software package was used specifically within its 

capabilities. DIgSILENT simulation was more focussed on analysis of short-

circuit faults and identifying maximum and minimum short-circuit currents. 

RSCAD software was more focused on the real-time implementation of the 

developed protection scheme and its testing. 

 

8.2.3 Modelling Of Power Reticulation Network on DI gSILENT 

DIgSILENT was used to conduct power flow studies of the network and also the 

protection performance of the network. General equipment parameters were 

configured for the source, lines, substation busbars, transformers and loads. 



 

 206

 

8.2.4 Load Flow Analysis 

Load flow studies were completed on DIgSILENT to determine whether the 

power reticulation network is not under loading stress at any point of the system, 

either underground cables or transformers.   

 

8.2.5 Analysis Of Short-Circuit Fault on the Power Reticulation Network 

The short-circuit fault currents were simulated and analysed. This provides 

parameters required to determine the IED limits. Different short-circuit faults 

such as three-phase and single-phase were analysed and simulated. These 

faults were simulated at different locations of the power reticulation network to 

determine the lowest and highest fault magnitudes which may be measured by 

the protection IEDs. The analysis was completed on DIgSILENT and the relay 

curves were plotted and analysed during short-circuit fault conditions. 

 

8.2.6 Modelling Of Power Reticulation Network on RS CAD Software Environment 

The power reticulation was modelled in RSCAD for the real-time implementation 

of the protection scheme described for the incomer substation. The GTAO card 

on RTDS racks enables the transmission of voltages and current through the 

amplifier to the external IEDs. The short-circuit fault control logic diagrams were 

built so that when a short-circuit fault is applied on the reticulation network, the 

currents are sent to the protection IEDs for fault measurement and action.  

 

8.2.7 Monitoring and Control of the Power Reticulat ion Network 

The RSCAD runtime was used to build a monitoring and control platform. Plots, 

light, meters, control switches and others are created and assigned to a required 

attribute. Waveforms of voltages and current are also viewed and as soon as 

there is a change of events on the power reticulation network, all plots are 

updated with applicable changes and shown for a defined period. Various 

events for the protection testing were created and analysed.  

  

8.2.8 IED Configuration for IEC 61850 Substation Co mmunication 

Two SIPROTEC IEDs were used for the HIL RTDS workstation. Both IEDs were 

configured for measurement of currents and sending trip commands under 

short-circuit fault conditions. The second IED which is on the outgoing feeder 

was configured for GOOSE communication. This GOOSE message was linked 

to the RSCAD GTNET card which has capabilities of sampling/processing the 
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IEC 61850 GOOSE or GSE messages.  The configuration of both IEDs and the 

GTNET card were completed and mapped in the IEC 61850 station in DIGSI4 

software and also in the RSCAD GTNET’s IEC 61850 SCD files. When mapping 

was completed on both sides, the compiling of each SCD/ICD file was 

performed for publishing of the GOOSE messages. 

 

8.2.9 Hardware-In-Loop Configurations (HIL) 

The test bench was set-up for hardware in loop configuration as highlighted in 

Chapter 6. The advantage of the HIL lies with the testing of protection IEDs and 

other intelligent device which are external to computers or software packages. 

This means these physical devices could be tested for scheme set-up 

functionalities and capabilities. The aim of this test method was: 

• Implementation of the designed protection scheme in real-time 

• Testing of the hardware IEDs performance 

• Comparison between communication based and hard wiring based 

protection scheme. 

 

8.2.10 GOOSE versus Hard-Wiring 

The two methods GOOSE and hard-wiring were tested and compared on the 

speed of interrupting the short-circuit faults. The approach of replacing the 

traditional hard-wiring for protection with the IEC 61850 GOOSE communication 

was successful. There is a speed difference and the GOOSE messaging takes 

the lead in opening of circuit breakers. This method will be applied for 

implementation of the future (upgraded) CPUT power reticulation network and 

any other utility smart substations and reticulation networks 

 

8.2.11 Tabulating Of the Developed Software Objecti ves 

The complete list of software packages used is shown in Table 8.1 below. These 

packages are applied to develop specific functions for the modelling and 

simulation of the CPUT reticulation network, its testing, IEDs setting 

determination, communication configuration, and real-time implementation. 
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Table 8.1: Software packages utilised on the projec t 

SOFTWARE PACKAGE DESCRIPTION OF FUNCTIONS USED 

DIgSILENT PowerFactory 
Power flow analysis 

Short-circuit analysis 

RTDS RSCAD 

Breaker control logic implementation 

Short-circuit analysis 

IEC 61850 mapping 

HIL comparison between GOOSE and hard-wiring 

trip times 

Monitoring of simulated substation events in real-

time 

DIGSI4 
SIPROTEC device configuration  

IEC 61850 mapping 

Wireshark GOOSE monitoring 

GOOSE inspector GOOSE monitoring 

 

 

 APPLICATION TO ACADEMIA 

The thesis provided the scope which could be covered and considered for future smart 

substations. These smart substations would require centralised monitoring and control 

of equipment, status of the reticulation network, and the setup of the communication 

networks within substations. 

 

Very few academics has taken an initiative to work or do research on real-time 

simulated projects. The knowledge obtained from this thesis will be used to build further 

the knowledge base and transfer of such to academics and researchers who intend to 

further their studies in protection, monitoring, communication and control of substations 

and reticulation networks. 

 

Closed-loop hardware testing could further be added in more research projects within 

the Centre of Substation Automation and Energy Management System (CSAEMS) at 
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CPUT. These tests could be conducted for GOOSE or traditional hard-wiring types of 

communications.  

 APPLICATION FOR DEVELOPMENT OF THE UPGRADE AND IEC 61850 

STANDARD-BASED AUTOMATION OF THE CPUT RETICULATION NETWORK 

The research output of this thesis is presently accepted by the CPUT management. 

The decision was made to start with the implementation of the general network 

upgrades and the implementation of the IEC 61850-based automation system. A 

technical documentation for the full network upgrade, design and procurement is 

budgeted in multi-stages due to limited funds available in a fiscal year.   

 

 POSSIBLE FUTURE RESEARCH WORK 

The current work was based on comparing the speed of GOOSE versus hardwiring in 

substations and all others as described in various chapters of the thesis. Future work 

may involve the modelling and analysis of performance of smart substations with the 

application of IEC 61850 standard. These smart substation could be linked to small or 

medium scale embedded generations such as photovoltaic solar systems, but not 

limited to. The smart substation could communicate exclusively on GOOSE messages 

to all equipment. Testing of such substations could be developed from methods similar 

to the ones highlighted in this thesis which may include a test bench with multiple IEDs 

in real-time. In this case, there could only be one cable connected to each device either 

the Ethernet or Fibre optics communication to transmit all relevant data across the 

substation devices or two depending on redundancy and criticality of the network. 

 

In addition, not only the speed but the cyber security of such substations could be 

looked at and analysed and aspects of reliability. 
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