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ABSTRACT 

 

This study recognises that, regardless of information security policies, information about 

institutions continues to be leaked due to the lack of employee compliance. The problem is that 

information leakages have serious consequences for institutions, especially those that rely on 

information for its sustainability, functionality and competitiveness. As such, institutions ensure 

that information about their processes, activities and services are secured, which they do through 

enforcement and compliance of policies. The aim of this study is to explore the extent of non-

compliance with information security policy in an institution.  

 

The study followed an interpretive, qualitative case study approach to understand the meaningful 

characteristics of the actual situations of security breaches in institutions. Qualitative data was 

collected from two universities, using semi-structured interviews, with 17 participants. Two 

departments were selected: Human Resources and the Administrative office. These two 

departments were selected based on the following criteria: they both play key roles within an 

institution, they maintain and improve the university’s policies, and both departments manage and 

keep confidential university information (Human Resources transects and keeps employees’ 

information, whilst the Administrative office manages students’ records). 

 

This study used structuration theory as a lens to view and interpret the data. The qualitative 

content analysis was used to analyse documentation, such as brochures and information obtained 

from the websites of the case study’s universities. The documentation was then further used to 

support the data from the interviews. 

 

The findings revealed some factors that influence non-compliance with regards to information 

security policy, such as a lack of leadership skills, favouritism, fraud, corruption, insufficiency of 

infrastructure, lack of security education and miscommunication. In the context of this study, these 

factors have severe consequences on an institution, such as the loss of the institution’s credibility 

or the institution’s closure. Recommendations for further study are also made available. 

 

Keywords: Information and Communication Technology (ICT) and information security, 

institutional services and information security, information management and information security, 

information leakage and Compliance Policy. 
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CHAPTER ONE: INTRODUCTION 
 

1.1 INTRODUCTION  

Cape Peninsula University of Technology (CPUT) is the biggest institution of technology in the 

Western Cape, and it is argued that CPUT is a continual victim of security breaches due to 

employees’ non-compliance with information security policies. Therefore, there was a need to 

understand the reasons for non-compliance with information security policies in this institution. 

Vrije Universiteit Amsterdam (VU) was also chosen, as the researcher had an opportunity to go 

overseas as an exchange student. It was interesting to research and establish if the same crises 

of security breaches also existed in a European University. 

 

This Chapter provides an introduction to this study, which is based on the perception of employees 

concerning information security policy compliance. This topic is broken down into the following 

units: Section 1.1 looks at the case studies of a European and South African university, followed 

by the research background in Section 1.2. The problem statement is provided in Section 1.3, 

aims and objectives are mentioned in Section 1.4, research questions discussed in Section 1.5 

and a literature review in section 1.6. This leads to the theoretical underpinning in Section 1.7, the 

methodical considerations are laid out in Section 1.8, data collection is highlighted in Section 1.9 

and the participant sampling in Section 1.10. The analysis of the collected data is described in 

Section 1.11, the unit of analysis in Section 1.12, ethical considerations in Section 1.13, the 

limitations of the study in Section 1.14, the contribution of the research in Section 1.15, the 

structure of the thesis in Section 1.16 and a summary in Section 1.17. 

 

1.2 RESEARCH BACKGROUND  

The value derived from information makes institutions more responsible and accountable for their 

actions. As institutions rely fully on information for their functions, sustainability and growth, they 

have to ensure that the information received and distributed is secured through the employees’ 

compliance with relevant Information Security Policies (InfoSecPol). The leakage of information is 

a major problem in institutions, especially in this era of technological advancement. Information 

leakage has serious consequences for institutions, including loss of resources, poor performance 

and the inability to effectively manage the institution’s activities, which can lead to job losses or 

the closing down of institutions. Drawing from the works of Ifinedo (2014) and Safa and Von Solms 

(2016), information leakage is generated by employees because of their lack of compliance with 

the InfoSecPol. 
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1.3 PROBLEM STATEMENT 

Disregard and non-compliance of InfoSecPol by employees in institutions or organisations 

continues to be a threat to the functioning, growth and sustainability of many institutions. As 

information is considered to be the most valuable asset of institutions, many institutions are totally 

reliant on information to drive their competitiveness (see Figure 1.1). As such, institutions ensure 

that information about their processes, activities and services are secured, which is done through 

the enforcement and compliance of policies by employees. 

 

 

Figure 1:1 Problem Conceptualisation 

 

The challenge with information leakages is the serious consequences for the institutions’ ability 

to: 

i) sustain managerial goals and objectives; 

ii) carry out their service effectively and efficiently; 

iii) compete in the industry or market; and 

iv) manage the activities of the organisation.  

 

1.4 AIMS AND OBJECTIVES 

Therefore, the aim of this study is to explore the extent of non-compliance within an institution’s 

InfoSecPol. Based on this aim, the main objective is to investigate the extent to which non-

compliance of information security policies by employees in an institution would affect its 

functioning, growth and sustainability. The sub-objectives, therefore, were:  

i) To determine how information security policies are enforced in an institution; 

ii) To investigate the factors that influence non-compliance of the Information Security Policies 

in an institution; and 

iii) To determine the factors that influence compliance of the Information Security Policies in an 

institution. 



3 
 

 

1.5 RESEARCH QUESTIONS  

Based on the problem statement and the objectives, the following research questions were 

articulated:  

 

The main question is: 

How can the non-compliance of InfoSecPol by employees in an institution be 

managed? 

 

The sub-questions to address the main question are as follows:  

i) How are Information Security Policies enforced in an institution? 

ii) What are the factors that influence non-compliance of the Information Security Policies in 

an institution? 

iii) What are the factors that influence compliance of the Information Security Policies in an 

institution? 

 

1.6 OVERVIEW OF LITERATURE 

Information and Communication Technology (ICT) involves the use of various devices including 

computers, telephones and tablets. These devices enable communication and information to be 

sent, received, saved and changed. According to Madlock (2012), ICT has been adopted by large 

and small organisations by the way in which organisations communicate with clients, stakeholders, 

employees and vendors. Organisations or institutions share information through the use of ICT 

tools. Studies have recognised that sustainability issues need to be addressed in order to help 

organisations or institutions to succeed (Dao et al., 2011). Thus, institutions rely on information for 

their sustainability, functionalities and competitiveness. As such, institutions need to protect 

information about their processes, activities and services, which they do through the enforcement 

and compliance of policies.  

 

According to Bayrak (2012), technology has modified the way in which environments and work 

are being performed; this implies that information technology (IT) has an influence on society, 

which affects every aspect of human lives. Technology has improved the way institutions allocate 

and direct information to various areas (Bayrak, 2013), and these organisations or institutions 

need to implement security services such as education, training and awareness programmes in 

order to enforce policy compliance. These services educate and change employees’ security 

behaviours, directly increasing employees’ knowledge and compliancy. In many cases, these 
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security services help to safeguard information resources from abuse and leakages (Kolkowska 

et al., 2017).  

 

1.7 OVERVIEW OF THEORETICAL UNDERPINNING 

In order to understand the reasons for non-compliance of the InfoSecPol in an institution, this 

study adopted a structuration theory (ST) and, in particular, the dimensions of Duality of 

Technology (DoT), as the theoretical lens through which to understand and interpret the interaction 

between technology, corporate information and employees: 

i) At the management level the problem was approached using the dimensions of DoT. In this 

study, the concepts of structural management were interpreted as a process that plans, 

organises, leads and controls the information within an entity. It also involved activities 

including the creation of policies, governance, security services, communication and 

compliance with InfoSecPols. The managers have the responsibility to educate, inform, 

motivate and support their employees through the learning process in order to enforce 

compliance with InfoSecPols; this was further supported by managers and other institutions’ 

representatives; and 

ii) At the staff level, the problem was also approached using the dimensions of DoT. The study 

adopted concepts relating to IT infrastructure, preventive security systems, compliance 

checks, governance, policy, availability of resources and security services (such as 

awareness, education and training) that need to be accessed by employees in order to 

protect information. Furthermore, the concepts were extended due to the insights obtained 

from interviewees.  

 

1.8 OVERVIEW OF THE RESEARCH APPROACH 

The methodologies that were adopted to guide the data collection and analysis are discussed in-

depth in Chapter 3. The following sub-sections are an overview of the methodological 

considerations used for this study. 

 

1.8.1 Research Philosophy  

research philosophy relates to knowledge improvement and the nature of that knowledge. The 

philosophy applied in this study contained key rules on how a person views the world; such views 

strengthened the research strategy and the methods chosen for the strategy (Du Plooy-Cilliers et 

al., 2014). The paradigms in social science are referred to as world views and, therefore, when 

researchers are following a particular paradigm, they adopt a specific way of studying the 

phenomena which are relevant to their field (Fouché & Delport, 2011). The research philosophy 
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for this study includes ontological and epistemological stances, as described in the following sub-

sections. 

 

1.8.1.1 Ontological Stance 

Ontologically, the phenomenon was considered as subjective and given the nature as described 

in the problem statement. It sought to explore the embedded nature of knowledge and how human 

assumptions of the world are viewed, so as to understand the reality in which participants will 

reveal the scientific truth (Bhattacherjee, 2012). The question, therefore, was: “What is the reality 

in the problem and how can it be known?” As such, a subjectivist view is aligned with the 

interpretivist epistemology of knowing the reality; this subjectivism is used as a background to the 

interpretivist epistemology this study followed. Thus, the concern is to understand and interpret 

the problem, that is, the extent of non-compliance of the InfoSecPol in an institution as a social 

phenomenon and what reality can come out of its existence.  

 

1.8.1.2 Epistemological Stance 

Epistemologically, the study considered what counts as knowledge, what are the limitations 

thereof in the phenomenon and how the extracted nature of the knowledge will contribute to the 

existing body of knowledge. Therefore, the adopted stance required the selection of one of the 

three main components of epistemology: positivism, realism and interpretivism. Each of these 

components have a key difference that influences the way individuals think, concerning the 

research process, assumptions, concepts and research problems, which are considered important 

(Du Plooy-Cilliers et al., 2014). This research study was applied and discussed through the 

interpretivist paradigm, as the research aim was to study reality subjectively in order to understand 

and explain the causes of employees’ non-compliance of InfoSecPol in an institution. 

 

1.8.2  Methodology 

According to Neuman (2011), a research approach refers to a way of thinking about conducting a 

research study. It describes either explicitly - or implicitly - the purpose of the research, the role of 

the researcher(s), the stages of research and the method of data analysis. This study used an 

interpretive, qualitative case study as the research approach, which facilitated the exploration of 

phenomenon within its context using a variety of data sources. Therefore, the issue was explored 

through a variety of lenses, which allowed deferent perspectives of the phenomenon to be 

revealed and understood (Baxter & Jack, 2008; Fouché & Delport, 2011). This was the foundation 

for the choice of using CPUT and VU Amsterdam University (VU) for the case studies. 

 

http://www.sciencedirect.com/science/article/pii/S0963868716301639#b0070
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An interpretive qualitative case study was adopted in order to focus on actuality and relevance 

settings, such as an individual’s life, institutional processes and international relations. Drawing 

from Yin (2013), the adoption of the interpretive qualitative case study was to produce new 

strategies and techniques on how to implement InfoSecPols. The focus was to understand the 

causes affecting a specific situation and to come up with a broad generalisation that depends on 

the evidence from the cases studied; thus, to propose a general framework to be used to manage 

InfoSecPol compliance in an institution. 

 

1.8.3 Research Design  

This case study followed an interpretive qualitative design approach, which is an extensive study 

with the objective being to investigate (in detail) an existing phenomenon for the following reasons: 

i) The causes of security breaches; 

ii) Factors that can enforce security; and 

iii) Factors that can motivate employees to comply with Information Security Policies in order 

to protect information within an institution. 

 

The design approach led to an understanding of the meaningful characteristics of actual situations, 

such as an individual’s life, and institutional and managerial processes. Furthermore, the approach 

offered the insight to achieve a broad generalisation that depended on empirical evidence from 

the cases that were studied (Babbie, 2013). CPUT was selected as a case study, based on the 

outcome of preliminary investigations on security breaches and leakages occurring every year. 

For example, CPUT students receive unofficial results from their colleagues or from other staff 

members, who are working in the departments. On the other hand, VU was selected because of 

the researcher’s involvement in the student exchange programme, which offered the opportunity 

to determine if the same crises of security breaches occur at VU.  

 

1.9 RESEARCH METHOD 

Data was collected in the form of gathering various materials from identified sources towards 

achieving the objectives of studying the phenomena. Therefore, drawing from Bhattacherjee 

(2012), the data was collected from participants in the form of a scientific investigation using 

techniques such as interviews and documentation. The documentation method was used to 

support the interviews. 

 

1.9.1 Interviews  

There are three main types of interviews techniques:  

http://www.sciencedirect.com/science/article/pii/S0963868716301639#b0070
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i) Structured interviews are a quantitative research method usually employed in survey study 

and is based on a fixed set of questions; 

ii) Unstructured interviews generate qualitative data by using open questions, which allows 

participants to talk in-depth by choosing their own words; and 

iii) Semi-structured interviews allow the participants to express their views, understanding and 

explanations of the phenomenon of the study. 

 

The study used the semi-structured interview technique, which was considered most suitable, 

primarily for four reasons:  

i) The semi-structured interview allows the participants to express their views and answer the 

research questions in detail; 

ii) it allows instant probing of participants’ responses; 

iii) it allows adjustment of the interview guide during the process; and  

iv) it does not allow for a specific number of interviewees, which could affect the richness of the 

data.  

 

This helped to get clarification and to expand on views through further explanations, thereby 

making the data rich. 

 

HR and Administrative office were the two departments selected. The reasons for selecting these 

two departments were based on the following criteria:  

i) these two departments play key roles within an institution; 

ii) they maintain and improve the university’s policies; 

iii) HR transects and manages employees and students’ information; and 

iv) the Administrative office keeps and processes students’ information. 

 

Therefore, it was necessary to understand the meaningful characteristics of the actual situations 

of security breaches happening within the institution. The participants were selected based on 

criteria such as positions, roles and responsibilities assumed within the departments (including 

HR managers, administrator managers, strategic managers, secretaries, assistant managers and 

other staff working within the selected departments).  

 

The participants from HR were the most representative, who have key roles and positions in the 

universities. They maintain and improve the university's HR by planning, implementing and 

evaluating employees’ relations and HR policies, services and practices.  
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The participants from the Administration office have key roles in providing administrative support 

and managing students’ queries. They also manage students’ data, and prepare and keep the 

students’ and university records. 

 

1.9.2 Documentation 

The documentation discussed in this study consists of secondary sources of information that had 

been obtained and interpreted by other researchers. This is a set of information recorded in books, 

articles and other websites or publications. This study used available information from the selected 

universities (such as brochures and websites) to collect data about this research. The information 

obtained served as a support to the data collected from the interviews.  

 

1.10 PARTICIPANT SAMPLING  

The sampling was divided into probability and non-probability sampling (Neuman, 2011): 

i) Probability sampling is used when the study aims to generalise the findings numerically. It is 

usually associated with the quantitative methodology including survey and experimental 

strategies; and 

ii) Non-probability sampling is the process used in qualitative methods (Bhattacherjee, 2012). It 

is a non-numerical method, is non-random and can be subjected to a sampling bias by the 

researcher.  

 

1.11 ANALYSING DATA  

The data that was collected - using both the semi-structured and documentation techniques - was 

analysed. The data analysis process involved splitting data into small chunks that allow for sense 

making (Babbie & Mouton, 2011). The analyses were done separately though the findings were 

combined. 

 

The interpretive approach was followed in the analysis of the data that was collected during the 

interviews. The data was analysed and described separately for each participant based on his or 

her experiences, views and perspectives on the phenomenon: 

i) This study used ST as a lens to view and interpret the data, which was based on the 

objectives of this research study, and which guided the data analysis process; 

ii) This study used qualitative content analysis to analyse the documentation (such as 

brochures and information obtained from the websites) of the university case studies. The 

documentation was used to support the data from the interviews; and 
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iii) Additionally, this study followed an interpretive analysis design approach to analyse the 

words of the participants from interviews.  

 

1.12 OVERVIEW OF UNITS OF ANALYSIS  

The unit of analysis is the foundation of each case (Ponelis, 2015). According to Bhattacherjee 

(2012), the unit of analysis can be an individual such as a person, who has an experience that is 

of interest to the research. It may be an event, a social process or an organisation. For this study, 

the unit of analyses are the institutions identified, who use information (students’ data) as part of 

their strategic business purposes. CPUT and VU who were used as the main units. Within the 

main units, HR and the Administration office were used as sub-units in the analysis of the data. 

 

1.13 OVER VIEW OF ETHICAL CONSIDERATIONS 

According to Babbie (2013), ethical considerations in research are recommended to ensure 

confidentiality and anonymity of participants during the research period. To this effect, an ethical 

clearance letter was obtained from CPUT’s ethics review committee and permission was provided 

from both universities for data collection. Thereafter, an informed consent letter requesting 

individual permission to collect data was sent to the participants. The consent letter informed the 

participants of the research objectives, their optional participation and that the collected data will 

be confidential. Furthermore, the consent letter clarified that the participants can choose to 

withdraw voluntarily at any time during the session without giving any reasons. The information 

obtained from the participants was kept anonymous and confidential.  

 

1.14 STUDY LIMITATIONS 

A qualitative and exploratory approach was followed in this study with a multiple-case study 

strategy to propose a general framework, which could be used to manage the InfoSecPol 

compliance in an institution. The study only collected data from CPUT in Cape Town and VU in 

the Netherlands. The participants considered in this study were employees from the selected 

institutions.  

 

1.15 OVERVIEW OF CONTRIBUTION OF THE RESEARCH 

The significance of this research is to add to the body of knowledge in terms of gaining 

understanding and new insights into the process of managing InfoSecPol compliance. The 

contribution of this study was to extend and support existing theories. The study was conducted 

to propose a general framework, which could be used to manage InfoSecPol compliance in an 

institution. 
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1.16 STRUCTURE OF REST OF THE THESIS 

Chapter One is the introduction to the research and includes the background to the research 

problem. This is followed by a problem statement, research questions, aims and objectives of the 

research, contribution of the research, research limitation and ethical considerations of the study. 

 

Chapter Two provides an in-depth literature review, which includes past scientific research by 

known scholars and authorities in InfoSecPol and the various phenomena that have been 

investigated. The Chapter ends with explanations of the proposed theory on Information Security 

(IS), which uses ST as a lens to view and interpret the data. 

 

Chapter Three covers the research approaches and methodologies. It provides an overview of the 

philosophical assumptions, paradigms and research approach. It also describes the data 

collection methods and analysis strategies used. The validation and ethical considerations are 

then discussed. 

 

Chapter Four presents the theory used as a lens to view and interpret the data. The Chapter also 

presents the analytical process that was followed to analyse the data from the interviews and 

provides answers to the research questions.  

 

Chapter Five discusses the research objectives, contribution, limitations, recommendation and 

future research studies. Finally, the Chapter concludes the research study.  

 

1.17 SUMMARY 

This Chapter introduced the research background and the aim of this study, which is to explore 

the extent of non-compliance with the InfoSecPol in an institution. Research questions were 

designed to provide guidelines to investigate the phenomenon being studied. An overview of the 

literature was discussed as well. After that, the Chapter discussed the research philosophy as 

knowledge improvement and the nature of that knowledge, which includes ontological and 

epistemological stances. Ontologically, the phenomenon is considered as subjective; it explores 

the embedded nature of knowledge and how human assumptions of the world were viewed to 

understand the reality. Thus, the concern is to understand and interpret the problem: the extent of 

non-compliance of the InfoSecPol in an institution as a social phenomenon and what reality can 

come out of its existence. Epistemologically, the study considered what counts as knowledge, 

what the limitations are in the phenomenon and how the extracted nature of the knowledge will 
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contribute to the existing body of knowledge. Furthermore, this study describes, explicitly and 

implicitly, the purpose of the research, the role of the researcher(s), the stages of research and 

the method of data analysis.  

 

The study followed the interpretive qualitative design approach, which facilitated the exploration 

of the phenomenon within its context using a variety of data sources. Data was collected from 

both CPUT and VU in the form of gathering various materials from the identified sources, towards 

achieving the objectives of studying the phenomena. The study used the semi-structured interview 

technique, which was considered most suitable, primarily as it allows the participants to express 

their views and answer the research questions in detail.  

 

Finally, the Chapter discussed the overview of the ethical considerations to ensure confidentiality 

and anonymity of the participants. The next Chapter discusses the literature review of this study. 
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CHAPTER TWO: LITERATURE REVIEW 

 

2.1 INTRODUCTION 

The previous Chapter provided an introduction to this study, which is based on the perception of 

employees on the Information Security Policies and the non-compliance by employees in an 

institution. To do so, a case study of a European and a South African university was undertaken. 

The previous Chapter also discussed how to determine the extent of non-compliance of 

InfoSecPol in an institution. The research questions were discussed and they provided guidelines 

to investigate the phenomenon being studied. This Chapter presents a review of the relevant 

literature in order to understand what work has been done - and is being done - to address similar 

phenomena. The focus areas include Information and Communication Technology (ICT) in 

Section 2.2, institutional services in Section 2.3, information management in Section 2.4, 

information security in Section 2.5, information leakage in Section 2.6, information policy in Section 

2.7, policy compliance in Section 2.8 and theories supporting the study in Section 2.9. 

 

2.2 INFORMATION AND COMMUNICATION TECHNOLOGY AND INFORMATION SECURITY 

ICT is the combination of all devices, networking components, applications and systems that allow 

people and organisations to communicate in the digital world. According to Luo and Bu (2016), 

ICT is a combination of telecommunications such as telephone lines and wireless, computers 

including enterprise software and storage, and audio-visual equipment. Nyaanga (2012) asserted 

that ICT has a revolutionary impact on social transformation, as well as economic and political 

systems. For example, social networking media such as Facebook or Twitter are used without 

barriers between the sender and receiver.  

 

On the other hand, IS can be understood as the state of protection against the illegal use of 

information, specifically concerning electronic data and the strategies taken in order to achieve 

this protection (Hostland et al., 2010). According to Shih et al. (2016), IS, in its nature, starts with 

a basic understanding of risk and how to manage those risks. In some way, IS makes employees 

aware of the organisational structure and security threats, and gives employees an understanding 

of how to identify the risks and secure information (Soomro et al., 2016). Organisations need a 

continual IS awareness in order to minimise the risk of information leakage and enforce InfoSecPol 

compliance (Siponen et al., 2014). 

 

Concerning the use of information security in organisations, a consideration is needed to be given 

to the combination of the human aspect and technology. According to Da Veiga and Martins 
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(2015), technology itself cannot work or provide security of information resources. There is a need 

for the integration between people and technology through providing learning, education and 

awareness processes. People need a certain awareness - and training - based on security issues 

in order to protect information (Ifinedo, 2014). The learning process will give suitable knowledge 

on how to use information resources and to avoid security leakages (Elhai & Hall, 2016). 

Organisations need IS because it is central to understanding the risks and how to manage them, 

as it forms part of organisational objectives. IS instructs, educates and gives an understanding on 

how to control risks with regards to information (Safa et al., 2015). 

 

From a societal and economic point of view, ICT has changed how people work, communicate, 

do business, learn and live. It has provided vast changes in society as people are moving from 

face-to-face communication to the digital space, which involves online chatting, transaction and 

instant massages. According to Nord et al. (2017), ICT enables learning process, transactions, 

connections with the market leaders in global competition and opportunities for incorporating both 

technology and operations in everyday processes. It provides global connections, communication 

and empowerment. The presence of ICT in society has generated an information explosion era, 

which enables organisations to wisely manage knowledge and information databases, make 

managerial decisions and improve its competitiveness. While IS informs and clarifies to the user 

the particular aims and objectives of IS management, IS is also connected to the organisations’ 

strategies and goals in terms of education, instruction and understanding of the risks in society or 

institutions (Hostland et al., 2010).  

 

ICT has a positive impact on an organisation’s competitiveness and performance which, according 

to Kayombo and Mlyakado (2015), is determined by the alignment between the organisation’s ICT 

and its particular needs and ability for ICT to enable information sharing and integration. On this 

basis, Chisita and Chinyemba (2017) argued that a country’s development and the organisations’ 

quality control and globalisation determine the extent to which ICT can contribute to 

competitiveness. ICT is an important resource for competitiveness on both country and 

organisational level. This means that the organisation has to view ICT as an important asset, 

which connects international resources, partners and external stakeholders to pay off for their 

competitive disadvantage and resource controls. For example, Yunis et al. 2017) said that ICT 

enabled organisational structure and coordination mechanisms to facilitate operative information 

sharing and knowledge integration across organisations. Thus, the information can be shared 

inside and outside, as well as formally and informally. 

 

http://www.emeraldinsight.com/author/Yunis%2C+Manal
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ICT is applied in an organisation as a mechanism of coordination that allows the control process 

of rules, routines, group problem solving and common knowledge. According to Kessy et al. 

(2006), ICT can facilitate information integration as information is viewed as the central task of 

organisations. IS can be used as a security education process that makes people aware of the 

institution’s structure, security threats, and knowledge needed on how to control the risk in order 

to protect information (Keamey & Kruger, 2016).  

 

The usability and coordination mechanism of ICT facilitates information integration by enabling 

the implementation and update of rules, which refer to the criteria that regulate the integration of 

information. An identical ICT system can ensure the application of these rules and their update if 

the rules change. In this way, the rule is enforced and the quality and value of integrated 

information is guaranteed. ICT serves as a medium for the organisation’s routine, which generates 

information. For example, an enterprise resource planning (ERP) system is built on innovative 

ICT: it collects data and information from different business activities including manufacturing, 

marketing, sales and shopping and also provides and shares information across different 

departments. Thus, ERP systems are considered an organisational routine that improves the level 

of management and decision making. Additionally, ICT makes group problem solving and decision 

making less costly; by facilitating group coordination, ICT allows cost effective interactions 

between group members, through (inter alia) remote video conferencing in the Web 2.0 

environment. Communication can be managed among members who are not known but who 

share common interests. Unfortunately, ICT faced several adoption challenges and generated 

problems and challenges to organisations and people.  

 

In terms of the adoption of ICT, several organisations are not able to purchase its facilities due to 

the expensive costs, which are related to the purchase of infrastructure such as hardware and 

software, and includes their maintenance. Kessy et al. (2006) agree, stating that the 

implementation of ICT by organisations is affected by the cost of facilities. Also, Kayombo and 

Mlyakado (2015) found that some organisations lack the proper infrastructure that can 

accommodate ICT, particularly in developing countries. For example, some schools in rural areas 

of developing countries do not have electricity or the Internet and thus cannot operate computers. 

In the same context, Muljono (2017) found that ignorance and low literacy levels is a challenge to 

the adoption of ICT in educational and organisational systems. Some organisations lack the 

financial support to train or educate their employees on how to incorporate ICT into the working 

environment and be compliant with the policy on IS (Ifinedo, 2014).  
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In terms of issues and challenges generated by ICT, the advancement of ICT has produced an 

increase in cybercrime e.g. fraud, theft and corruption. Cybercriminals are using technology as a 

medium to leak information from targeted organisations. The development of digital data and the 

growing use of the Internet have together led to a higher level of crime, where cybercriminals gain 

illegal access to systems for the purpose of stealing money, private or organisational information. 

Drawing from this, Muljono (2017) revealed some of the challenges faced by organisations in 

terms of ICT adoption, which included the loss of control over the information accessed or 

distributed online, privacy of information, identity theft and information leakages. These challenges 

have serious consequences for organisations and people, particularly those who rely on the value 

of information to carry out their services effectively and efficiently, to compete in the market, to 

sustain organisational goals and objectives, and to manage the activities of the organisation. In 

some cases, the ICT issues led to loss of information, job losses or an organisation’s closure. 

 

2.3 INSTITUTIONAL SERVICES AND INFORMATION SECURITY 

A service can be a valuable action, accomplishment or it an effort performed to satisfy a need or 

to achieve a demand. Sometimes, organisations provide services to their clients and partners for 

different reasons, which are either profit-oriented or non-profit based (Yildirim, 2016). For example, 

profit-oriented services include those provided by both private and public organisations and 

agencies. Non-governmental organisations (NGOs) and non-profit organisations (NPOs) do not 

provide services for the sake of profit; some of the services include education, awareness, 

eLearning and training. Organisations need these services in order to support employees by 

allowing set up and maintenance of users, knowledge and sharing agreements. According to 

Ifinedo (2014), institutional services run policies for improving services. Institutional services 

develop a communication sharing model among employees, increasing knowledge and 

establishing organisational service tools that identify and address service barriers. 

 

On the other hand, Information Security is a security service that provides awareness of security 

issues. This security service is provided to employees and other users in order to protect 

information. As such, information security instructs, educates, and informs users and employees 

about security threats and how to manage the risks (Yunos et al., 2016). Also, it is a strategy taken 

to understand threats and to avoid them (Bulgurcu et al., 2010). 

 

Concerning the use of institutional services, it depends on how the policies are implemented from 

one institution to another, as different institutions employ various approaches in the 

implementation of their IS policies. According to Boss et al. (2015), IS increases employees’ 
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performance, knowledge, skills, protection and compliance. The increase of knowledge is due to 

many factors, including awareness of security policies, training and education, leadership skills 

and the support and motivation from management and government. These security approaches 

enable employees’ awareness of security, provides new strategies and skills on how to avoid 

information leakage and protect data from unauthorised access. These services are designed to 

support employees by allowing the set up and maintenance of users, services achievements and 

sharing agreements through compliance. 

 

Services that some institutions provide to their clients are derailed due to factors such as security 

breaches. According to Yu and Yang (2017), security breaches are caused when the 

organisational value relies on services that are provided and created intentionally or 

unintentionally by employees. Yu and Yang (2017) posited that security breaches lead to violations 

of privacy, abuse of customer or organisational rights, data insecurity and financial fraud. 

 

This study has adopted awareness, training and education as top security services to provide an 

understanding of what it takes to protect against today’s security challenges, to increase 

employees’ knowledge on how to protect information against today’s threats and to address 

compliance, to help employees better understand the policies, procedures and reporting. In this 

research, the objective was to determine how InfoSecPol are enforced, to investigate the factors 

that influence non-compliance with InfoSecPol, and to determine the factors that influence 

compliance with InfoSecPol in an institution. These objectives will be used to develop a descriptive 

framework. 

 

The following sections present the theoretical foundations for these security services. 

 

2.3.1 Awareness Service and Information Security 

Awareness is the knowledge and understanding around something (such as security issues) and 

making people aware of the safekeeping of information assets (Furnell et al., 2016). According to 

Yildirim (2016), security awareness is used particularly as an educational tool for members or 

employees that have direct or practical applications to the workplace and beyond. In addition, 

Siponen et al. (2014) said that “awareness service” includes an awareness of risks, danger, safety 

and valued resources, which is translated into action or behaviour that addresses those risks. 

Awareness service is part of IS because it involves knowledge and understanding about security 

threats. On this basis, Safa et al. (2015) discussed that IS increased knowledge through the 

learning and informing of security issues. 
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From awareness perspectives, Siponen et al. (2014) said that awareness is an educative service 

that gives ideas on how to deal with security threats. According to Parsons et al. (2014), security 

awareness educates and motivates employees for efficient IS and identifies risk of security 

leakages within organisations. For example, hackers upload fake anti-virus packages on their fake 

websites and request people to download their free anti-virus software. Unaware, people 

download the fake anti-virus and consequently end up with their devices infected with malware 

(malicious software) and their private information is stolen.  

 

Other examples of employees’ mistakes concerning IS behaviour include social engineering and 

phishing. Unaware employees are opening unknown attached files and emails, which is exposing 

them to any kind of cyberattack. Employees need assistance in order to change their security 

behaviour (Parsons et al., 2014). Therefore, an awareness service is required in such situations 

so as to educate and instruct employees about security threats on the Internet, to avoid and 

prevent the risks so as to be competitive in the market. Such services enable efficiency of IS and 

can motivate employees to comply with the objectives of their organisations. IS plays an important 

role within various security services in terms of protection of knowledge, and provides an 

understanding of how to identify the risks and secure the information (Elhai & Hall, 2016).  

 

However, this view is opposed by Choi and Lee (2015), who said that security awareness always 

has issues because it educates users in the form of general learning and does not give full and 

inclusive knowledge on InfoSecPol. As such, lack of inclusive knowledge and policy updates can 

generate information leakage. Furthermore, Shih et al. (2016) argued that organisations do not 

provide awareness services to their employees in order to avoid intentional and unintentional 

information leakage. Therefore, the lack of awareness services exposes organisations to endless 

security incidents. 

 

2.3.2 Training and Education Service and Information Security  

According to Karjalainen and Siponen (2011), different approaches have been proposed for 

training services such as psychological training approaches, theories- and process-based 

learning, security awareness approaches, situational approaches, social engineering preventive 

approaches and computer-based training. Furthermore, Xu et al. (2016) stated that these 

approaches educate, provide skills and inform the user on how to avoid information leakage, either 

intentionally or unintentionally. The training and education services form part of IS, which are 

provided to employees as security services and strategies used to identify risks. In addition, these 
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services provide technical skills and educative knowledge about IS (Ifinedo, 2014). IS influences 

the knowledge gap in terms of skills and understanding about security threats, and it aims to 

improve the knowledge gap, performance and security behaviour through the learning process 

(Xu et al., 2016). 

 

With regards to training, organisations adopt IS training as a common approach to improve 

employees’ security behaviours and to ensure their compliance with InfoSecPols (Karjalainen & 

Siponen, 2011). According to Xu et al. (2016), organisations provide services to their clients and 

partners for either profit-oriented or non-profit reasons. As such, education and training services 

can be provided in different ways, such as traditional lectures, hands-on exercises, online training 

and emails based on security issues and updates. 

 

Supporting the above authors, Yildirim (2016) added that, in order to improve the effectiveness of 

training services, organisations have to implement systems training related to the study of several 

behavioural theories. Other studies have shown that learning style is an important predictor of a 

subject’s learning performance; this can be both by itself and through its collaboration with training 

techniques (Xu et al., 2016; Ifinedo, 2014). Some training systems take into consideration the 

user’s learning styles, and most aim to improve the learners’ knowledge gap concerning 

information, security behaviour weaknesses, risk awareness and system security (Tsohou et al., 

2015). These are the key issues among organisations, for different reasons, which includes 

finance, availability, timing and negligence (Vance et al., 2013). The knowledge gap and risk plan 

are important variables that influence security behaviour. On the other hand, Yunos et al. (2016) 

found that a training service is always unfinished and does not cover all users’ learning styles. 

What's more, Kayombo and Mlyakado (2015) found that some organisations lack the financial 

support to train their employees; thus, the lack of training may cause information leakage as 

employees do not have the knowledge of how to avoid intentional and unintentional leakage. 

 

2.4 INFORMATION MANAGEMENT AND INFORMATION SECURITY 

Information management is about the cycle of organisational activity, the acquisition of information 

from different sources, the distribution of that information to people who are in need and its 

availability (Soto-Acosta et al., 2016). According to Da Veiga and Martins (2015), information and 

IS are the foundation for an organisational lifecycle. Furthermore, Soto-Acosta et al. (2016) argued 

that the process of managing the entire lifecycle from the production through to the distribution 

can be referred to as product lifecycle management (PLM), which is a type of approach that 
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manages information - together with the product lifecycle - by enabling organisations to reduce 

product time-to-market, to be competitive as well as to produce a quality product.  

 

According to Hostland et al. (2010), the objective of IS is to inform and clarify IS management; this 

is based on the operational techniques and goals within an organisation. Furthermore, Siponen et 

al. (2014) discussed that IS makes employees aware of security threats and focuses on the 

understanding of the risks and how to control them. In addition, organisations need information 

management in order to facilitate organisational lifecycle activity processes (Soto-Acosta et al., 

2015). Drawing from this, Saridakis et al. (2016) asserted that information management facilitates 

a collaborative platform with real-time control that can improve information access, distribution, 

exchange of knowledge, communication and accessibility of information. 

 

The use of information management in an organisation benefits organisational lifecycle activity. It 

manages the information during lifecycle activities including production, information sharing, 

control and improved communication related to information (Soto-Acosta et al., 2015). Similarly, 

Loenen (2015) found that information management is at the centre of organisational activies, as 

it coordinates and controls the organisational processes, and improves knowledge between 

employees.  

 

The variations in the global economy are challenges to organisations. According to Vezzetti et al. 

(2014), some organisations have limited financial resources that can create a lack of connectivity 

with other organisations in terms of the product lifecycle process, and the purchasing of the 

necessary hardware and software. Likewise, Hostland et al. (2010) found that the internal and 

external transactions of information are exposed to various attacks related to the development of 

IT. Therefore, there is a need for an appropriate measure of information security to avoid security 

breaches. 

 

2.5 INFORMATION LEAKAGE 

Information leakage is a set of data that is leaked intentionally - or unintentionally - to an 

unauthorised party. The information leakage is applied to information or data considered 

confidential, which is not properly secured and can carry different levels of risks, including the 

inability to manage organisational operations (Chen & Ozer, 2017). 

 

According to Desourdis et al. (2016), intentional leakage is for explicit purposes (such as 

monetary gain or sabotage), whereas unintentional leakage is generated by mistake. Drawing 

http://www.sciencedirect.com/science/article/pii/S0268401215301729#bib0020
http://www.sciencedirect.com/science/article/pii/S0268401215301729#bib0020
http://www.sciencedirect.com/science/article/pii/S0268401215301729#bib0035
http://www.sciencedirect.com/science/article/pii/S0268401215301729#bib0035
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from this, Tang and Zhang (2016) maintained that leakage can cause organisations to lose their 

competitive advantage in their respective fields. Information leakage may be caused by different 

reasons, including a lack of awareness, lack of specific skills in handling information or the 

inability to identify the causes of the occurring problem (Safa & Von Solms, 2016). 

 

2.5.1 Information Leakage through Partnerships with Outsourcing Activities 

Information leakage of an organisation’s valuable assets to outsiders can be caused by 

outsourcing activities. According to Susanne et al. (2015), outsourcing providers can sell the 

information developed in their organisations to competitors, which can affect the 

competitiveness of the company. Furthermore, Kearney and (2016) discussed that the 

threatened organisation could lose their skills and competitive advantage in the marketplace, 

due to the risky behaviour of their partners.  

 

2.6 INFORMATION POLICY  

Information Policy refers to a set of rules and guidelines established by organisations to address 

particular security issues and to clarify the need for IS and its concepts. According to Bulgurcu et 

al. (2010), Information Policy is part of the integral organisation’s objectives. It acts as a platform 

that protects information from illegal access. Other researchers have described Information Policy 

as a set of documentation that contains different instructions on IS. Furthermore, Yildirim (2016) 

maintained that Information Policy is a set of documentation aligning enterprise wide decisions on 

how to handle and protect information. According to Ifinedo (2014) and Crossler et al. (2013), 

Information Policy is established in order to avoid security breaches and secure information 

through compliance.  

 

Information Policy is needed in organisations for the safety of both private and organisational 

aspects. Moreover, Boss et al. (2015) outlined that Information Policy increases employees’ 

performance, knowledge, skills, protection and compliance. According to Boss et al. (2015), the 

increase of knowledge is due to many factors, including awareness of security policies, training 

and education, focus on leadership skills and the support and motivation from management and 

government. 

 

With regard to the application of Information Policy in organisations, the policy must be clear, well 

defined, understandable and create a positive attitude of the organisation towards compliance. On 

this basis, Safa et al. (2016) stated that the policy must announce that information is the property 

of the organisation and must be protected from internal and external unauthorised access. 

http://www.sciencedirect.com/science/article/pii/S0747563215303083
http://www.sciencedirect.com/science/article/pii/S0747563215303083
http://www.emeraldinsight.com/author/Kearney%2C+Wayne+D
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Similarly, Siponen et al. (2014) posited that employees need to be provided with information 

security education, awareness and training in order to be able to comply with the Information 

Policy. These factors enable employees’ performance and provide new strategies and skills on 

how to avoid security breaches (Sommestad et al. 2014). 

 

The key threats and challenges to Information Policy originate from employees who do not comply. 

According to Siponen et al. (2014), non-compliance with Information Policy has serious 

consequences for organisations, especially in terms of security breaches. In the same vein, Ifinedo 

(2014) discussed that organisations are exposed to security breaches generated by their 

employees due to non-compliance with the established Information Policy. Similarly, Sommestad 

et al. (2014) found that security breaches in organisations are caused by poor leadership skills, 

lack of awareness of policy, lack of training and lack of communication about the Information Policy 

between the management and employees.  

 

Researchers have revealed that some of the consequences of non-compliance of Information 

Policy include the inability to sustain organisational goals and objectives, to carry out their service 

effectively and efficiently, to compete in the industry or market, and to manage the activities of the 

organisation (Ifinedo, 2014; Safa et al., 2016; Siponem et al., 2014; Sommestad et al., 2014). 

These consequences sometimes lead to job losses or an organisation’s closure. 

 

2.7 SECURITY POLICY COMPLIANCE 

The term Policy Compliance refers to an implemented set of rules and regulations based on IS, 

where compliance is either in a state of being in accord with the implemented rules, guidelines 

and legislations or in the process of becoming so. Organisations establish policies in order to 

ensure the security of information resources; hence, employees have to follow and obey the 

security policy (Herath & Rao, 2009). In this regard, Bulgurcu et al. (2010) found that employees 

who comply with the IS rules and regulations of their organisations, enforce IS and protect 

information.  

 

According to Ifinedo (2012), Information Policy is a set of documents that outline particular rules 

that must be complied with, for the protection of information from intentional - and unintentional - 

leakage. Furthermore, Kolkowska et al. (2017) stated that organisations have recognised that their 

employees are the weak link in IS; thus, the application of Policy Compliance for regulating 

employees’ IS behaviours is important.  
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Organisations need Policies for regulating employees’ IS behaviours and safeguarding 

informational resources from abuse and leakage. According to Kolkowska et al. (2017), the unique 

technique of management control is the implementation of policy on IS for regulating employees’ 

IS behaviours. Previous researchers discussed that intentional - and unintentional - breaches are 

caused by employees who violate the InfoSecPol (Siponen et al., 2014; Crossler et al., 2013). 

Similarly, Chen and Li (2014) discussed that non-compliance with a policy is when employees fail 

to obey or to act according to the InfoSecPol. Therefore, implementing the InfoSecPol compliance 

and informing employees about it is important for the protection of information (Crossler et al., 

2013; Kolkowska et al. 2017; Siponen et al., 2014). 

 

Concerning the use of Policy Compliance in organisations: various studies have emerged 

explaining the importance of employees’ compliance with the policy as a useful technique which 

influences the behaviours of their employees on protecting information (Bulgurcu et al., 2010; 

Siponen & Willison, 2010). According to Siponen et al. (2010), various factors such as awareness 

of policy, communication about the policy and good management skills are employed to enforce 

Policy Compliance. Therefore, IS managers have to design and communicate with their 

employees the policy rules and regulations (Hedström et al., 2013). According to Herath and Rao 

(2009), informing employees about the policy can allow them to put the policy into practice through 

compliance, which is in line with organisational learning processes and supports (Ifinedo, 2014). 

Therefore, Policy Compliance is used in organisations to safeguard information from misuse, 

abuse and information leakage. 

 

Employees’ non-compliance with InfoSecPol is a challenge for many organisations. According to 

Chen and Li (2014), employees’ lack of compliance and lack of management skills are the causes 

of information leakage in organisations. Employees are the key problem with regards to IS 

breaches; this based on different reasons such as unawareness, lack of communication, 

carelessness, lack of incentives and the availability of resources. Drawing from the work of Stahl 

et al. (2012), employees’ security behaviours are derailed by poor management skills through a 

poorly designed InfoSecPol.  

 

2.8 UNDERPINNING THEORY OF THE RESEARCH 

The application of theory in this study is to have a lens through which the phenomenon being 

studied and, in particular, the interplay between the various actors forming the phenomenon can 

be presented and explained (Zikmund et al., 2010). As already alluded to in Chapter 1, this 

research study used structuration theory (ST) as a lens through which the phenomenon was 

http://www.sciencedirect.com/science/article/pii/S0963868716301639#b0420
http://www.sciencedirect.com/science/article/pii/S0963868716301639#b0420
http://www.sciencedirect.com/science/article/pii/S0963868716301639#b0070
http://www.sciencedirect.com/science/article/pii/S0963868716301639#b0070
http://www.sciencedirect.com/science/article/pii/S0963868716301639#b0420
http://www.sciencedirect.com/science/article/pii/S0167404811001337#bib7
http://www.sciencedirect.com/science/article/pii/S0963868716301639#b0155
http://www.sciencedirect.com/science/article/pii/S0963868716301639#b0450
http://www.sciencedirect.com/science/article/pii/S0963868716301639#b0450
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viewed and interpreted - particularly as a social theory - which can be used to study socially 

constructed phenomenon with embedded socio-technology processes. ST was found to be 

appropriate for this study because of the phenomenon’s embedded interplay between employees’ 

behaviour and attitude and appropriate use of technology and IS. In other words, the ST guided 

the design of the data collection instrument and the analysis of the collected data. The dimension 

of DoT within the ST (Orlikowski, 2000) was deployed to understand the interaction between 

technology, people and processes in an institution. The understanding of this interaction provided 

insights into the limits and chances of human decision, technology innovation, and the 

organisational design and use of elements such as rules, policy, control mechanisms and 

communication. 

 

2.8.1 Application of Structuration Theory 

ST was used as a lens through which to understand and interpret the interaction of employees 

and the structural features of an institution. Thus, the study considered employees as human 

actors who take actions by using technology facilities. The structure is the outcome of human 

actions, (Orlikoswki, 2000) posits that: 

 Duality of Technology refers to the technology that has been created, modified and used by 

the human throughout its actions; and 

 Technology is interpretively flexible due to the interaction between technology and 

organisations. Different actors from institutions interact differently with technology by using 

and developing facilities. 

 

The components of the ST model of technology or dimensions of DoT are shown in Figure 2.1 

and include: 

 Human agents, who are the employees and other relevant users of information; 

 Technology, which refers to the facilities and materials that facilitate the usability and 

execution of tasks; and 

 Institutional properties of an institution, referring to the structural management, strategies, 

culture, control and monitoring measurement, policy, rules, operations and communications.  
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Figure 2.1: Extended enactment of technologies-in-practice model  

[Source: Orlikowski (2000:410)] 

 

2.8.2 Human Agents 

In the context of this research, the human agents are the employees and other relevant users of 

the information. The agents are the actors; their actions produce and develop social structures, 

which enable them to perform various tasks. ST enables interactions between employees and the 

technology used in order to produce an outcome. The relationship is established in terms of 

usability, processes and interactions between employees and technology.  

 

The human agents have the power to use resources or technology and - in practice - the human 

agents have the transformational capacity to change the society, to innovate and to bring an input 

to the community. 

 

Within this study, employees are the technical agents, who are working for an institution; they 

bring an input and they have the capacity to transform the institution. Employees have the power 

to use institutional resources and, according to Rose and Scheepers (2001), agents have an effect 

on the resources and can produce unintended results.  
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2.8.3 Technology 

Technology refers to the facilities, resources, instruments, tools or materials that facilitate the 

usability and execution of tasks. It is used as a medium and product of human action. According 

to Giddens (1984), resources are the tools or instruments designed and reproduced by human 

agents during the course of interaction; these resources facilitate the execution of tasks. Also, 

Orlikowski and Baroudi (2000) stated that technology is an outcome of human action through 

innovation, concept, modification and process. In the context of this study, employees use 

technology as a medium to capture, communicate and process information from both inside and 

outside an organisation. However, technology facilitates and constrains employees’ actions 

through usability and norms. 

 

2.8.4 Institutional Properties of an Organisation 

Institutional policies include structural management, strategies, culture, control and monitoring 

measurement, policy, rules, operations and communications. Institutional properties can influence 

an employee during his or her interaction with technology and has many benefits, including 

intentions to comply, awareness, skills, norms, knowledge, incentives and security of information. 

On the contrary, there are consequences related to the interaction between employees and 

technology, such as leakage of information, cyber theft, fraud, corruption and other types of 

security breaches occurring in real time. As such, the interaction with technology can influence 

the institutional properties to reinforce security measurement, strategies and policies or transform 

the structures of signification. According to Elbasha and Wright (2017), this construct identifies 

issues, addresses them and establishes a relationship between different actors within a network. 

In other words, the structuration model of technology develops a link between the individuals, 

technologies and the different institutional levels, through practices within their environment and 

institutional structure. 

 

2.8.5 Structuration Model in Practice 

Structuration is the process that involves diverse interactions with technology, which may shape 

and be shaped by the new structure of an organisation (Christopher & David, 2014). Structuration 

establishes a connection between human actors, technology and the institutional properties of an 

organisation at various levels. In the context of this research, structuration helps to determine how 

InfoSecPol can be enforced, in order to determine the factors that cause information leakage in 

an organisation and to determine the factors that influence InfoSecPol compliance. The focus is 

on securing information and information resources through compliance with policies. This led to 
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the building of a proposed general framework, which could be used to manage the InfoSecPol 

compliance in an organisation.  

 

2.8.6 Structuration Theory: Duality of Technology  

DoT includes structure and agency, where these two concepts are co-dependent. In duality, social 

structure and human interaction are divided into three dimensions, explained by linking the 

processes of structure, modality and interaction. The use of security practices becomes legalised 

within organisations. According to Giddens (1984), the duality of structure uses security practices 

to form the structural properties of organisations, which are designed by human actors during their 

interactions (agency). Thus, the use of practice in turn reinforces the structural properties.  

 

This study used the dimension of the DoT as a lens through which the data was viewed and 

interpreted by paying attention to what, whom, how and why. This will be further discussed in 

Chapter 4. According to Stones (2014) and Elbasha and Wright (2017), the duality of structure is 

an ontology that relates to particular social processes and events in a specific time and place. In 

other words, this can move us to “who did what, how and why”, which means that duality is based 

on the reality in existence. 

 

The reality is that institutions have existing policies, rules and guidelines on IS. On the other hand, 

information is frequently leaked by employees in institutions and other relevant users of 

information. Therefore, for study purposes, the use of the structuration model of technology  

guided the data analysis by determining how InfoSecPol was enforced, investigating the factors 

that influence non-compliance with InfoSecPol and determining the factors that influence 

compliance with InfoSecPol in an institution. 

 

2.9 SUMMARY 

The literature review has shown how ICT brings about a change in the lifestyle of a community 

through how people work, communicate, do business, learn and live. The presence of ICT acts as 

a platform to enable communication between people in real-time, through the use of the Internet. 

Also, ICT has changed society, as people are moving from face-to-face communications to the 

digital space. Conversely, ICT has faced several adoption challenges, as institutions are not able 

to purchase ICT facilities due to the high costs of the hardware, software and maintenance. Also, 

ICT has generated cybercrime, fraud, theft and corruption on the Internet, causing challenges for 

organisations and people. Cybercriminals are using technologies as a medium to leak information 

from targeted organisations. 

http://www.sciencedirect.com/science/article/pii/S0963868716301639#b0070
http://www.sciencedirect.com/science/article/pii/S0963868716301639#b0070
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IS, in its nature, starts with a basic understanding of risk and how to manage those risks. In some 

way, IS makes employees aware of the organisational structure and security threats, and gives 

employees an understanding of how to identify the risks and keep information secure. 

Organisations need ongoing IS awareness in order to minimise the risk of information leakage and 

to enforce InfoSecPol compliance.  

 

A service can be a valuable action, accomplishment or it can be an effort performed to satisfy a 

need or to achieve a demand. Organisations provide services to their clients and partners that are 

either profit-oriented or for non-profit. Different institutions employ various approaches in the 

implementation of their IS policies, which can be derailed due to factors such as security breaches. 

Awareness makes people keep information assets safe. 

 

Institutions need Policy Compliance for regulating employees’ information, security behaviours 

and safeguarding information resources from abuse and leakage. Various studies have emerged 

explaining the importance of employees’ compliance with the policy as a useful technique, which 

influences the behaviours of their employees on how they protect information. Several factors, 

such as awareness of policy, communication about the policy and good management skills, are 

employed to enforce policy compliance. Employees’ lack of compliance with InfoSecPol and lack 

of management skills are the causes of security breaches in institutions. Employees are the key 

reasons behind problems with IS, based on unawareness, lack of implementation of policies, 

insufficiency of resources, carelessness or a lack of incentives and poor management skills, 

through a poorly designed InfoSecPol. This study used ST as a lens through which the data was 

viewed and interpreted.  

 

The next Chapter will discuss the research approach. 
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CHAPTER THREE: RESEARCH APPROACH 

 

3.1 INTRODUCTION 

The previous Chapter reviewed the literature supporting this study, which included ICT, 

institutional services and institutional management, information leakage, information policy and 

policy compliance. Furthermore, the Chapter discussed ST as a lens through which the 

phenomenon was viewed and the collected data interpreted. This chapter discusses the research 

design in Section 3.2, research techniques and procedures used in Section 3.3, unit of analysis in 

Section 3.4, data collection in Section 3.5, data analysis in Section 3.6, data quality assurance in 

Section 3.7 and ethical consideration in Section 3.8. 

 

3.2 RESEARCH DESIGN 

Drawing from the work of Yin (2009), the research design of this study was to logically connect 

the research purpose and questions to the process for empirical data collection and data analysis, 

in order to draw conclusions from the data collected. The design relies on the chosen interpretive 

research paradigm using a case study analysed through qualitative methods (Creswell, 2009). An 

interpretive qualitative case study was the ideal strategy, as it focused on a real-life setting, which 

provided an understanding of the meaningful characteristics of the actual situations, such as an 

individual’s life, and institutional and managerial processes (Zikmund et al., 2010). According to 

Patton (2002), the underlying principle in selecting appropriate cases is the preference for 

information-rich cases - with respect to the topic under investigation - resulting in the use of 

purposive sampling. As indicated in Chapter 1, this research study was based on case studies 

from CPUT and VU; within these cases were the units of analysis, namely the HR department and 

the Administration office. The study used a semi-structured face-to-face interview method to 

question the participants, so that they could express their views and opinions, in order to collect 

the necessary data. The participants were selected based on criteria such as positions, roles and 

responsibilities assumed within the departments. The objects of analysis were HR managers, 

administration managers, strategic managers, secretaries, assistant managers and other staff 

working within the selected departments.  

 

3.3 TECHNIQUES AND PROCEDURES 

Determining the data collection techniques and procedures is one of the strengths of the case 

study method, because of its flexibility and adaptability. The techniques and procedures allow 

single or multiple methods of data collection to be used when investigating a research problem 
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(Cavaye, 1996). This study used techniques and procedures which includes sampling, data 

collection and data analysis techniques. 

 

3.4 UNIT OF ANALYSIS  

For this research study, CPUT and VU were used as the main units and within the main units, 

departments such as HR and the administration office were used as sub-units (in the analysis of 

the data). 

 

Sampling Technique  

This research study used non-probability sampling because it is the preferred method for 

qualitative studies, as it uses a non-numerical method of generalisation (Yin, 2011). The reasons 

for selecting participants from these two departments were based on the following criteria:  

i) these two departments have key roles and positions;  

ii) they maintain and improve the university’s policies;  

iii) they deal with the students’ results; and 

iv) they manage and keep university information.  

 

Therefore, the researcher wanted to understand the meaningful characteristics of the actual 

situations happening within the institution; this included HR managers, administration managers, 

strategic managers, secretaries, assistant managers and other staff working within the selected 

departments. 

 

3.5 DATA COLLECTION 

In this study, the researcher used semi-structured interviews as it gives the interviewee an 

opportunity to explain and provide more information based on the phenomena of research. Also, 

the study used documents from the selected institutions in order to support the collected data from 

the interviews.  

 

3.5.1 Interviews 

Semi-structured interview techniques were used to question all the participants, as they could 

express their views and opinions. The interviews were conducted at the participants’ office(s). The 

semi-structured method has both structured and unstructured features, thus both closed and open 

questions were used. This type of interview has a set of pre-planned core questions for guidance, 

such that the same area is covered with each interviewee.  
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3.5.2 Documentation 

Documentation, as described in this study, is part of the secondary data, meaning that the data 

has been collected and evaluated by another person. According to Kotlar and Massis (2014), the 

secondary raw data helps to retrieve the correct information for the study. Thus, available 

information from the selected universities’ brochures and websites were accessed to collect 

information to support the data provided from the interviews. 

 

3.6 DATA ANALYSIS 

Qualitative data analysis involves “working with the data, organising them, breaking them into 

manageable units, coding them, synthesising them and searching for patterns” (Zhang & 

Wildemuth, 2009). The purpose of qualitative data is to discover patterns, concepts, themes and 

meanings. The process of data analysis starts with categorisations and then organises the data 

into search patterns, critical themes and meanings that emerge from the collected data (Braun & 

Clarke, 2013). In this study, the interviews were recorded and transcribed so that the researcher 

could analyse and describe the data separately for each participant (based on his or her 

experiences, views and perspectives on the phenomenon). The interview responses were 

compared, categorised and then triangulated to help with interpretation, in order to draw 

conclusions. 

 

The study followed qualitative content analysis and interpretive analysis methods for analysing 

the data: 

i) Qualitative content analysis was followed to analyse documentation, such as brochures and 

information obtained from the websites of the case study universities; and 

ii) Interpretive analysis was followed for analysing the words of the participants, using the semi-

structured interview method.  

 

3.6.1 Qualitative Content Analysis 

For this study’s purposes, qualitative content analysis was chosen for analysing the 

documentation and information obtained from the websites of the case study universities. The 

process included the analysis of the obtained information and creation of categories as the 

researcher was reading the information, understanding it and rewriting it into text. Thereafter, it 

was subjected to qualitative content analysis where designs and themes, inductively, were 

identified from the information obtained (Wahyuni, 2012). Inductive content analysis is an analysis 

of qualitative data by splitting data into small chunks that allow for sense making (Babbie & 

Mouton, 2011).  
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The following process was used during the qualitative, inductive, content analysis (Zhang & 

Wildemuth, 2009): 

i) Information transcription into written text; 

ii) Comparing and opposing of information obtained from different documents and websites of 

the case study universities; 

iii) Putting together information to analyse and define the unit of analysis for the process; 

iv) Development of categories and units of analysis orders (this was done inductively from the 

information obtained); 

v) Analysing all units; 

vi) Evaluating units of analysis; 

vii) Selecting important categories to fit into the theoretical framework; 

viii) Drawing a conclusion from the analysed information; and 

ix) Reporting on the analysed information. 

 

3.6.2 Interpretive Analysis 

Interpretive analysis is an experiential analytical method that focuses on the words of the 

participants (Braun & Clarke, 2013). It aims to provide an understanding for a given person and 

context, by making sense of a given phenomenon (Braun et al., 2013). In addition, interpretive 

analysis focuses on a participant’s experience, which has implications for how an individual 

identifies in a specific context (Pietkiewicz & Smith, 2012).  

 

For the purpose of this study, interpretive analysis was followed to gain an understanding of how 

InfoSecPol compliance could be managed in institutions, identifying the factors that influence non-

compliance, identifying and understanding the factors that influence compliance, and 

understanding how the InfoSecPol could be enforced in institutions.  

 

The interpretive analysis was concerned with interpreting the meaning of the authentic 

experiences of the employees, for the selected universities or cases. The researcher set aside his 

prejudgments, intuition, imagination and other general structures to get an insider’s viewpoint 

(Pietkiewicz et al., 2012).  

 

For this study’s purposes, the interpretive analysis procedure included: 

i) Transcription of the data; 
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ii) Reading and understanding of the data; 

iii) Writing down the information; 

iv) Developing emergent themes; 

v) Identifying the connections across emergent themes; and 

vi) Interpreting the data. 

 

3.7 DATA QUALITY ASSURANCE 

According to Saunders et al. (2009), data quality must follow a quality standard, validity and 

reliability. For this study’s purposes, the data quality was taken into consideration and followed a 

quality standard that was valid and reliable.  

 

3.7.1 Data Validity 

The interview questions were accurately measured. The title, aim, summary and themes of the 

study were sent via email to the participants before the day of the interview, to enable the 

participants to be prepared by obtaining the supportive documents.  

 

The following steps were taken to ensure the validity of the collected data: 

i) Data collected was from VU and CPUT; 

ii) The interview date and time were selected to make sure that procedures did not influence 

the data collection process; and 

iii) Interview questions were both pre-tested and pilot tested before the in-depth interview with 

the participants was conducted. 

 

3.7.1.1 Pre-test 

According to Burke and Miller (2001), the pre-test phase addresses issues that need to be worked 

out before the data collection process. A pre-test interview was carried out with an HR assistant 

manager and then with an administration assistant manager. The idea was to make sure that the 

list of designed interview questions was correctly interpreted by the participants. This helped the 

researcher to eliminate some possible problems related to the interview questions and the way of 

conducting the interviews.  

 

3.7.1.2 Pilot-test  

After finishing with the pre-test phase, a pilot study was performed with an HR assistant manager 

and administration assistant manager, where the researcher asked the participants to provide brief 

comments based on the interview. The participants confirmed to the researcher that the questions 
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were appropriate and the correct data would be captured. A few adjustments were made to the 

interview questions, which led to their final arrangement. 

 

3.7.2 Data Reliability and Conformability 

According to Zhang and Wildemuth (2009), data reliability and conformability is established 

through reviews of the research process and findings. Reliability can be determined by verifying 

the consistency of the research process, while conformability can be determined by verifying the 

relationship that exists between the data, findings, interpretations and recommendations (Zhang 

& Wildemuth, 2009).  

 

In order to ensure the data reliability and conformability through this research study, a full 

description of the participants was made available on a compact disc (CD), which contains the 

recorded interviews. The findings from the data analysis helped to propose a general framework, 

which can be used to manage InfoSecPol compliance in institutions; thereafter, transcribed notes 

were attached to the thesis.  

 

3.8 ETHICAL CONSIDERATION 

The participation in this research study was voluntary, and participants were free to withdraw from 

the study without any consequences. The study excluded participants who could not give consent. 

The research study has not involved any processes that could cause harm to the participants or 

to the environment; all the participants were treated with respect. 

 

According to Babbie and Mouton (2001), ethical consideration of research is recommended to 

ensure the confidentiality and anonymity of participants during the research period. To this effect, 

an ethical clearance letter was obtained from the CPUT’s ethics review committee and permission 

from both selected universities were provided for the data collection.  

 

3.8.1 Ethics and Consent  

This research study ensured that the rights of the selected universities and their staff members 

were maintained. Also, the collected data was presented without manipulation of results, in 

agreement with the standards of the Faculty of Informatics and Design, CPUT Research Ethics 

Committee.  

 

The data collection techniques, aims and objectives of the study were explained to the participants 

before an agreement was made. The time and date to conduct interviews were chosen and the 
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interview themes were sent to the participants before the interview date, in order for them to 

prepare. Finally, participants signed an informed consent form that described their rights to 

participate and withdraw from the study before being recorded. Accordingly, the information 

obtained was kept anonymous and confidential.  

3.8.2 Confidentiality  

In order to protect the rights and identity of the participants, anonymity and confidentiality were 

used within this study through the use of pseudonyms. The researcher explained to the 

participants that the requested information was needed for academic purposes such as thesis, 

articles and conferences and could not be used against them. However, the information obtained 

could be useful for affected institutions to recommend a developmental framework, which could 

be used to manage InfoSecPol compliance. 

 

3.9 SUMMARY 

This Chapter introduced the research techniques used to achieve the objectives of the study. The 

design and methodology that guided the researcher on how to obtain the knowledge within the 

study was analysed. The Chapter defined ontology as the reality that exists, while epistemology 

is the knowledge about that existing reality and knowing how those realities exist.  

 

The research design that was followed in this study was an interpretive case study, that was 

analysed through qualitative methods and applied by selecting the universities CPUT and VU as 

case studies. Within these main units, the sub-units that were used in the analysis of the data 

were the HR department and the Administration office. The next Chapter will discuss the data 

analysis.  
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CHAPTER FOUR: FINDINGS AND INTERPRETATION 
 

4.1. INTRODUCTION 

 

The previous Chapter presented the research design and methodology this study followed and 

provided a clear understanding about ontology and epistemology research. This Chapter, 

therefore, elaborates on the data analysis, findings and interpretation. This study is qualitative in 

nature and engages an interpretivist method. The implication therefore is the use qualitative 

approach for data collection to address the research objectives. Additionally, this Chapter presents 

methods and procedures on how the data analysis progressed and identified categories and 

themes after the analysis. This Chapter goes into detail on the results derived from interviews 

performed with Human Resources managers, administration managers, assistant managers and 

secretaries, operating in the selected University in the Western Cape, South Africa and a 

European University in The Netherlands, Amsterdam. 

 

The analysis of data was in respect to the research questions asked and relation to the themes 

generated from interviews. The duality of structure of ST concept guided the classification of the 

themes identified through the findings and interpreted to revise the conceptual framework. The 

outcome of this analysis - and the findings led to the proposed general framework as the revised 

conceptual framework. 

 

4.2. PROCESS OF ANALYSIS 

 

4.2.1 Overview of the methodology 

 

Drawing from Myers (1997), primary objective for adopting, qualitative approach to this study is to 

understand and explain the social phenomenon of the perception of employees concerning 

information security policy compliance in an organisation.  Drawing from the work of Anderson 

(2010), this qualitative study included collecting, analysing and interpreting the data that answered 

the research questions, through the lens of the underpinning theory.  

 

This study used an interpretive qualitative case study as the research approach, which facilitated 

the exploration of phenomenon within its context using a variety of data sources. Therefore, the 

issue was explored through a variety of lenses, which enabled deferent perspectives of the 

phenomenon to be revealed and understood (Baxter & Jack, 2008; Fouché & Delport, 2011). This 

was the foundation for the choice of using CPUT and VU for the case studies. An interpretive 
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qualitative case study method was used to understand employee perceptions with regards to 

issues of the extent of non-compliance, within an institution’s InfoSecPol. 

 

This approach (an interpretive qualitative case study) was adopted in order to focus on actuality 

and relevance settings, such as an individual’s life, institutional processes and international 

relations. Drawing from Yin (2013), the adoption of the interpretive qualitative case study was to 

produce new strategies and techniques on how to implement InfoSecPols. The focus was to 

understand the causes affecting a specific situation and to come up with broad generalisation that 

depended on the evidence from the cases studied; thus, to propose a general framework to be 

used to manage InfoSecPol compliance in an institution. 

 

4.2.2 Overview of qualitative analysis 

 

The data obtained from the semi-structured interview methods were subjected to content analysis. 

According to Rose et al. (2015), content analysis is a method applied in qualitative social research 

that engages processes for methodical analysis of text by using coding patterns. 

 

This research followed content analysis by adopting the following steps: 

i) Ensuing transcriptions of the semi-structured interviews recorded, a careful reading and 

understanding of the transcript was achieved. Through the reading, ideas relating to 

knowledge around the themes emerged from the transcript. Additionally, the reading was 

done repetitively to determine the leading themes; 

ii) Afterward, a worksheet was created in Microsoft Excel, into which each question was set on 

its own spreadsheet; 

iii) The spreadsheets included describing criteria such as positions, roles and responsibilities 

assumed within the departments. The intention was to improve the understanding of 

responses provided by each participant. 

iv)  The duality of structure of ST was used to guide the design and analysis of data collection. 

The study also used the reviewed literature to conceptualize the problem. Therefore, these 

provided the basis for the coding and generating the themes. For this reason, the coding 

was used consistently throughout the analysis and interpretation of data; 

v) Also, the modalities of the duality of structure (i.e., Interpretive Schemes, Norms and 

Facilities) guided the generation of codes from the themes (classified according in order to 

effectively interpret the research problem; 
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vi) The word or collection of words that were associated with the themes were identified in the 

problem conceptualisation, including any new themes that emerged from the data; and 

The themes developed were influenced by the data. The underpinning theory played an 

important role by identifying the themes as discussed above.  

After a careful reading, a total of six categories emerged from the codes, the interview data, 

questions in the interviews and common sense constructs. These categories were then made into 

themes and a total of three themes emerged.  These themes were also derived from common 

sense constructs and theoretical understanding of the phenomenon (Ryan & Bernard, 2003). 

 

Table 4.1 presents the summary of categories and themes that emerged from both selected 

universities. 

 

Table 4.1: Summary of categories and themes 

CATEGORIES THEMES 

1. Information security policies 
2. Policy compliance 

1. Information Security Policies as 
interpretive schemes 

3. Protection of resources 
4. Technology  

2. Information Systems and 
Technology as facilities 

5. Attitude towards compliance 
6. Responsibility 

3. Norms as culture of compliance 

 

4.2.2.1 Overview of the analysis technique 

 

The analysis technique included procedures for obtaining, analysing and interpreting detailed data 

to be useful in social studies (Patton, 1999). In the context of this study, content analysis had been 

used systematically for the coding of rich data, and analysed to deliver meanings to the 

phenomenon of the study. Since the objectives of this study were to: 

i) Determine how InfoSecPols are enforced in an institution; 

ii) Investigate the factors that influence non-compliance of the InfoSecPol in an institution; and 

iii) Determine the factors that influence compliance of the InfoSecPol in an institution. 

 

 

Given the ontological stance to study the phenomenon, and in the context of the concept of duality 

of structure, content analysis was considered to be more suitable. Thus, from a qualitative 

perspective, content analysis involved the coding and the creation of categories, by grouping 

similar patterns.  
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The coding was done manually on a worksheet where the answers to the questions of the semi-

structured interviews were captured. Coding was achieved through the identification of the words 

and phrases that emerged when reading through the responses. Each question’s answers were 

captured into a distinct worksheet and later used the dimensions of duality of structure (interpretive 

schemes, norms and facilities) to guide the interpretation of the answers.  

 

4.2.2.2 Overview of data validation 

 

As indicated before, the analysis was done by regrouping, summarising and examining the data 

to obtain findings which addressed, primarily, the objectives of this research (Rabiee, 2004). 

Furthermore, Thomas (2006) stated that data analysis from an inductive perspective is required 

to: 

i) Consider diverse raw data into a brief summarised format; 

ii) Establish relations between the research objectives and summary findings derived from the 

raw data in a way that could answer them; and 

iii) Develop a model or theory with regards to underlying structure presented in the findings. 

Therefore, the data analysis for this research study was done using keywords - together with 

themes - extracted from the rich data narrative, coded, grouped and summarised. They were built 

on similar categories to provide meanings and answers to reach questions (Gillham, 2000).  

 

The validity of the analysis in this study denotes the degree in which the analysis of the data 

obtained is reliable (Thomas, 2006). Thus, drawing from According to Anderson (2010), the validity 

of data was done honestly, with authenticity and genuineness. In the context of this research, 

validity was achieved by discussing the data collected with the participants (managers, assistant 

managers and secretaries) for their validation and approval. This ensured that what was answered 

by the participants during their interviews was exactly what was reported, and revealed in the 

findings. The intention was to get feedback in order to make corrections. Additionally, validation 

was achieved by applying triangulation, which involved comparing the data obtained from the 

interviews to make sure that the findings represented the views of the respondents.  

 

4.2.3 The Case and unit of analysis 

 

This study used universities as a unit of analysis. Two universities were selected: CPUT and VU. 

Within the main units, the HR Department and the Administration office were used as sub-units in 
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the analysis of the data. CPUT is situated in Cape Town, South Africa and VU is situated in 

Amsterdam, The Netherlands. Table 4.2 presents the selected institutions as the main units, their 

departments as sub-units as well as the place of operation. 

 

Table 4.2: Main and sub-units of analysis 

Institutions Departments Place of Operation 

1. VU 
Administration  

Amsterdam, Netherlands 
Human Resources (HR) 

2. CPUT 
Administration  

Cape Town, South Africa 
Human Resources (HR) 

 

i) Case 1: VU 

The English equivalence of the Dutch name, Vrije Universiteit, is "Free University". "Free" refers 

to independence of both state and church. The institution is usually referred to as "the VU". This 

university is located in Amsterdam, The Netherlands and has received government funding on an 

equivalent basis with public universities since 1970. Over the years, VU has changed from a small 

institution into a broad, research-intensive university attended by a wide variety of students from 

different backgrounds and the courses are taught in English (VU University Amsterdam, 2015). 

According to Leiden Ranking, VU was acknowledged as the second-best university, nationally. 

 

ii) Case 2: CPUT: 

CPUT was established on 1 January 2005, when the Cape Technikon and Peninsula Technikon 

merged. This unification was part of a national transformation process that changed the higher 

education background in South Africa. It is now the only university of technology in the Western 

Cape Province and is the largest university in the region, boasting more than 30 000 students, 

numerous campuses and service points and more than 70 programmes. Like VU, the courses are 

taught in English (CPUT, 2015).  

 

4.2.4 Overview of sampling process  

The participants were selected based on criteria such as their positions, roles and responsibilities 

assumed within the departments. This included Human Resources managers, administration 

managers, strategy managers, assistant managers and secretaries, who all provided good 

insights. These participants were the most representative people - holding key roles and positions 

- as they maintain and improve the institution's HR and administration by planning, implementing 

and evaluating employees’ relations and policies, services and practices. They also manage 

https://en.wikipedia.org/wiki/CWTS_Leiden_Ranking
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students’ data, as well as preparing and keeping both students and institutional records or 

information. 

 

17 participants were selected for the process. Participants one to nine were from VU, and were 

the key university representatives from HR and the administration office (including managers, 

strategy managers, secretaries and assistant managers). Participants 10 to 17 were from CPUT, 

and were the key university representatives from HR and the administration office (including 

managers, strategy managers, secretaries and assistant managers). Table 4.3 presents the 

selected participants from the departments as sub-units. 

 

Table 4.3: Participants from sub-units 
 

Department Level of Management VU CPUT Total  

Human Resources HR Manager  1 1 2 

Strategic manager 1 0 1 

Assistant manager 1 2 3 

Secretary  1 1 2 

Administration Office Admin. Manager 1 1 2 

Strategic manager 1 0 1 

Assistant manager 2 2 4 

Secretary 1 1 2 

Total 9 8 17 

 

 

4.3 ANALYSIS AND INTERPRETATION 

 

4.3.1 INTRODUCTION  

 

The previous sections presented the methods and procedures on how the data analysis 

progressed, and identified categories and themes after the analysis. This section goes into detail 

on the results derived from interviews performed with HR and administration managers, assistant 

managers and secretaries operating in the selected universities (CPUT and VU). The dimension 

of duality of structure was used to categorise the themes identified and to interpret the findings 

which was used to enhance the conceptual framework.  Furthermore, this section discusses the 

themes and presents answers to the main research question and sub-questions.  
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The analysis of data was in respect to the research questions asked, exploring the themes 

obtained from interviews. The outcome of this analysis - and the findings - was used to revise the 

original conceptual framework to propose a general framework.  

 

4.3.2 Answers to the research question 

 

4.3.2.1 The main research question:  

How can the non-compliance with InfoSecPol by employees in an institution 

be managed? 

 

When this question was asked, the following responses were recorded: 

 

Compliance is achieved when the purpose of the policies is 

shared in the form of guidelines for its implementation.... 

therefore, a standard operating procedure facilitates compliance 

with policies... guidelines direct, guide employees, increase 

performance and address particular security issues by clarifying 

the need for IS. (VU manager) 

 

Employees involvement, support and motivation from the 

management can enable compliance with policies...managers, 

together with employees, have to establish a line of 

communication to enable and improve compliance. (CPUT 

manager) 

 

Similarly, a VU strategic manager added:  

 

It is clear that some proper instructions are considered as 

effective factors for enforcing employees’ compliance in this 

institution. ..... We then had to come up with procedures and 

instructions such as training, workshop and conferences about 

InfoSecPol for enforcing and managing compliance in this 

institution. 

 

Likewise, a CPUT assistant manager added: 
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The use of explicit procedures such as awareness, training and 

guidelines can be considered as effective factors for facilitating 

compliance with policies.... these factors increase employees’ 

performance and skills needed to manage compliance. 

 

Furthermore, a CPUT manager added: 

 

Availability of facility resources can enable employees to manage 

compliance with policies.... availability of resources such as 

offices for lecturers and other facilities can facilitate the 

management of compliance. 

 

My responsibility and behaviours at workplace are as a set of 

best practices to manage compliance. (CPUT secretary) 

 

In the same context, a VU assistant manager added: 

 

...knowledge sharing, guidelines, communication and availability 

of technology influences the specific interests, beliefs and norms 

to which employees are exposed and managed. 

 

Finally, a VU strategic manager added: 

 

Implementation of a proper monitoring and controlling 

system through the use of technology, management support 

and employees’ participation can enable the management 

of compliance with policies. 

 

4.3.2.2 Research sub-question 1:  

How are Information Security Policies enforced in the organisation? 

 

When this question was asked, the following responses were recorded: 
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Employees’ involvement, knowledge sharing, 

communication and training can enforce compliance in an 

institution...... Employees’ involvement can create and 

sustain policies…policies have been created for employees 

to comply with. Employees who comply with policies 

enforce IS and protect information. (CPUT manager) 

 

... Education, social engagement, technology and policies 

...but to have policies in place does not guarantee 

compliance. Therefore, a procedure and guidelines has to 

be implemented as a mechanism that can influence and 

enforce compliance with policies by identifying how the 

knowledge can be shared. (VU strategic manager) 

 

Similarly, a CPUT assistant manager added: 

 

The knowledge management about InfoSecPol and 

knowledge sharing can enforce information security in this 

institution...The knowledge management instructs and 

increases knowledge about information security.  

 

Furthermore, a VU manager added: 

 

Employees’ contribution and participation need to be 

considered because they are the central point of education, 

knowledge sharing and compliance with policies. They are 

acting as a medium between knowledge and compliance. 

 

Also, a CPUT manager added: 

 

In terms of lines of communication and knowledge sharing, 

employees play an important role. This is because security 

strategies such as policies, operating procedures, 

awareness and other security features are created, used and 

enforced by employees.  
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Finally, a VU secretary added: 

 

For me...Technology and social engagement enforce 

compliance with policies...human social engagement may 

generate trust to engage in knowledge sharing...also, the use 

of technology can enable the learning process and 

knowledge sharing by enabling a line of communication 

between employees, to enforce compliance. 

 

The findings revealed that InfoSecPols are enforced through human involvement, the use of 

policies, standard operating procedures, organisational culture, education, knowledge sharing, 

social engagement, lines of communication, management support and technology.   

 

Given the responses above, it implied that to have policies in place constituted a significant 

enabler that can set employees’ minds on how to share knowledge. Conversely, to have 

InfoSecPols in place does not guarantee compliance. This is because it is assumed that the 

implementation of InfoSecPols alone does not influence employees ‘compliance; therefore, 

concluding that policies in themselves cannot require employees to comply. Thus, standard 

operating procedures were identified as a mechanism that could efficiently influence and enforce 

compliance with policies.   

 

Additionally, employees’ involvement needs to be considered because, without human capital, the 

share of knowledge and compliance would not occur. Employees are considered as central for 

the success of compliance with policies in an organisation. That is, without employees’ 

participation, policies and standard operating procedures or organisational structures would not 

exist, as these are demonstrations brought by human participation. The outcomes revealed that 

employees’ involvement can be seen as supportive - and as an enabler - for enforcing compliance. 

According to Fathi et al. (2011), employees’ involvement generates a suitable atmosphere through 

lines of communication and knowledge sharing. Furthermore, Reagan and Mcevily (2015) argue 

that employees’ involvement contributes to the creation and maintenance of policies.   

 

4.3.2.3 Research sub-question 2:  

What are the factors that influence non-compliance with InfoSecPols in an institution? 

 



45 
 

When this question was asked, the following responses were recorded: 

 

...for me, the factors that influence non-compliance with IS 

policies include a lack of awareness, insufficiency of 

knowledge and insufficiency of resources. (VU manager) 

 

...fraud, theft, lack of education and lack of transparency. 

(CPUT manager) 

 

Similarly, an assistant manager from VU added: 

 

...the factors that influence non-compliance with InfoSecPols 

include misuse and abuse of facilities and poor 

implementation of guidelines.  

In the same context, a CPUT secretary added: 

 

...We are facing challenges of a different nature, including 

the low level of education, favouritism, lack of leadership 

skills and corruption...Some of the challenges are due to the 

insufficiency of resources and a lack of management 

support. 

 

Also, a CPUT assistant manager added: 

 

...the factors that influence non-compliance with InfoSecPols 

include incentive issues, poverty, inequality, inexperienced 

staff members, and so on. 

 

Finally, a VU strategic manager added: 

 

...the factors that influence non-compliance with InfoSecPols 

include the inadequate social environment and the lack of 

social norms. 
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The findings of this study revealed some factors that influence non-compliance with InfoSecPol, 

including a lack of awareness, training, education, misuse and abuse of facilities, insufficiency of 

resources, fraud, theft, corruption and a lack of transparency, lack of leadership skills, poor 

implementation of norms and values, incentive issues and inexperienced staff members, among 

others. The outcomes revealed that institutions are facing challenges of a different nature, 

including the low level of education, an inadequate social environment and the lack of social 

norms.  Some of the challenges are due to the lack of knowledge about InfoSecPols, insufficiency 

of resources and lack of management support.  

 

Moreover, the findings revealed that the factors of non-compliance with InfoSecPols have serious 

consequences to an institution, including an inability to: 

i) sustain institutional goals and objectives: 

ii) carry out the service effectively and efficiently; 

iii) compete in the industry or market; and 

iv) manage the activities of the institution.  

 

Thus, these consequences sometimes led to job losses or an institution’s closure. 

 

4.3.2.4 Research sub-question 3:  

What are the factors that influence compliance with InfoSecPols?  

 

When this question was asked, the following responses were recorded: 

 

...the factors that influence compliance with InfoSecPols 

include management support, mandate, training, 

performance management and knowledge sharing among 

employees. (VU manager) 

 

.... the factors that influence compliance with InfoSecPols 

include education, awareness, leadership skills, governance 

and communication. (CPUT manager) 

 

Furthermore, a VU strategic manager added: 
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...According to me...the factors that influence compliance 

with InfoSecPols include availability of resources, 

technology, organisational culture and management support. 

 

Similarly, a CPUT assistant manager added: 

 

The factors that influence compliance with InfoSecPols 

include education, workshops, knowledge sharing, 

performance management and service delivery. 

 

In the same context a CPUT secretary added: 

 

...we need a proper service delivery; equality, transparency, 

reliability and good governance.... also, educate employees. 

 

Finally, a VU secretary added:  

 

The factors that influence compliance with InfoSecPols 

include honesty, responsibility, commitment and good 

behaviours in practice. 

 

In the context of this study, the main factors that influence compliance with InfoSecPols include 

governance, standard operating procedures, education, awareness, leadership skills, technology, 

organisational structure, management support, mandate, performance management and 

knowledge sharing. The findings revealed that these factors enable proper policy alignment for 

the improvement of InfoSecPol compliance 

 

Given the responses above, it is certain that the factors relating to management support enables 

compliance of policies, which creates dual reporting lines between managers and employees. In 

light of this, management support enables the establishment of a set of moral behaviours and 

belief needed by making lines of communication more effective. Moreover, these compliance 

factors influence and motivate employees to engage more with knowledge IS. 

 

Furthermore, the outcomes revealed that organisational culture is an important factor that 

influences compliance with policies. It is evident that organisational culture drives the norms 
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needed for management knowledge sharing in the institution. Finally, a factor such as governance 

was identified as an important factor for the types of normative sets of values that can drive the 

share of knowledge from an institutional perspective. It is perceived as a set of best practices that 

drive all knowledge management strategies influencing compliance with policies.   

 

4.3.3 Factors of Interpretive Schemes for Information Security Policies 

The role of the interpretive scheme is in shaping peoples’ actions. According to Giddens (1984), 

interpretative schemes are the routines of knowledge that enable actors to understand things, 

whether they are physical, abstract or conceptual. This understood knowledge is obtained through 

experience. In other words, interpretive schemes are the rules that facilitate the understanding of 

what to know, while norms are understood as the rules for understanding how to act (Walsham, 

2002).  

 

An interpretive scheme about technology includes the following aspects: policies and beliefs about 

what the technology is, policies and beliefs about why the technology has been adopted, and 

policies and beliefs of how the technology could and should be used. The interpretive scheme is 

a modality that is used to produce and reproduce the structure (in this case, IS in practice), in the 

interplay between the actors. 

 

Interpretive scheme has the role of both enabling and constraining effects (Yoshioka et al., 2002). 

On the one hand, interpretive scheme is enabling as it guides organisational action, allowing 

interpretation of difficult situations, and reducing uncertainty in conditions of complexity and 

change. On the other hand, interpretive scheme is also constraining, as it enforces an unreflective 

trust on knowledge, limits learning and misleads information by making it possible. Employees 

transmit interpretive scheme to others through training, communication and social interaction. 

Thus, employees and their participations at the workplace influence the specific interests, beliefs 

and norms to which they are exposed. It is likewise important to know that interpretive schemes 

are also known as lines of communication involving the application of policies and regulations that 

include people, standard operating procedures, information systems and institutional structure. 

 

Policies play a significant role in the institutionalisation of sharing knowledge and compliance in 

an organisation. It was predicted that policies would influence employees’ compliance through 

sharing of knowledge in an organisation. The analysis of data affirms this assumption by 

presenting policies as an important factor that enables compliance, knowledge sharing and 

communication. Institutions establish policies as rules and instructions, to guide employees and 
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secure information through compliance. As such, they increase employees’ performance, 

knowledge, skills, protection and compliance with information. This study mentioned that the 

increase of knowledge is justified by many factors, including communication of the policies, 

awareness, training, education, leadership skills and motivation from management. According to 

this study, the policies must be clear, well defined and understandable. Policies must indicate the 

institution’s attitude towards compliance and claim the “information” as the property of the 

institution.  

 

The policies are based on the governance of an institution - by defining the processes and 

activities that an institution is engaged in - which need protection throughout compliance. 

According to Crossler et al. (2013), policies are a set of platforms where the security of information 

is needed. Furthermore, Shih et al. (2016) agreed that policies are a set of rules and guidelines 

that address security issues. They are the integral part of the organisation’s objectives, strategy, 

vision and goals (Brown et al., 2011). In other words, policies establish a structural culture where 

the creation of environmental awareness and the behaviour of the employees manages the 

procedures and activities - inside and outside - of an organisation (Rees & Smith, 2014). 

 

The analysis of data obtained from the interviews revealed that most of employees (from both 

selected institutions) agreed with the findings. Indeed, it was declared that having policies in place 

encouraged and motivated employees’ compliance in an institution. This declaration was made 

by a VU manager as follows: 

 

We have to implement policies and structure...The vision 

via the implementation of those policies targets at getting 

employees’ compliance.  

 

Similarly, a VU assistant manager declared the following: 

 

We have a number of policies in this institution that kind of 

motivate and encourage employees to comply with [them]. 

 

The importance of having policies implemented in an institution is confirmed here in terms of 

creating the condition to share knowledge for compliance. Therefore, policies get employees to 

be involved, and motivate them to engage with communication and sharing strategies. However, 

as a VU secretary stated:  
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We have policies in place in this institution but I do not think 

that employees comply with [them]. 

 

Similarly, another assistant manager (CPUT) added: 

 

Policies exist but I am not aware of them. Therefore, I 

cannot comply with [them]…Policies do not enforce 

employees’ compliance in an institution. 

 

Adversely, one manager (CPUT manager) added: 

Policies exist. They are in place in terms of enforcement 

and compliance… Our duty is to enforce policies, motivate 

and encourage employees to comply effectively.  

 

It was suggested that having InfoSecPols in place is very important in terms of motivating and 

facilitating employees to engage with compliance.  This is because policies instruct, thereby 

increasing the way knowledge must be shared in an organisation. However, in some cases, the 

respondents felt that policies did not enforce compliance, whereas some felt that policies were 

aimed at enforcing compliance. Therefore, the data analysis indicated that policies increased 

knowledge, secured data and motivated and enforced compliance. According to Yang and Wu 

(2008), managers need active policies to encourage employees in order to share their experience 

with others. Furthermore, Twum-Darko and Harker (2014) emphasised that having policies and 

effective guidelines constitutes an important aspect for the increase of knowledge sharing in an 

institution. As such, policies influence the line of communication as a medium through which 

compliance is achieved. 

 

4.3.4 Factors of Norms for a culture of compliance 

 

According to Jones and Karsten (2003), norms are modalities from the dimension of legitimation. 

This framework of modality provides morality; thus, it includes a set of values and ideas, normative 

rules, codes of conduct, mutual rights and obligations. Furthermore, Twum-Darko (2014) stated 

that a structure of modality is a set of ethical codes, leadership, understanding and validation for 

human interaction, which produces legitimation. Therefore, the factors below were acknowledged 
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as enablers of the modality of norms, including aspects of support, performance management, 

organisational culture and governance.  

 

4.3.4.1 Management support 

 

It was suggested that management support enables compliance with respect to policies in the 

institution. The outcomes from the interviews shown that management support was considered as 

a significant social enabler for compliance with policies in an institution. This finding is confirmed 

in the comments made by a VU strategic manager: 

 

Management support controls and directs all the security 

strategies needed to improve compliance. 

 

Along the same idea, another VU strategic manager added: 

 

There is also a need for communication between management 

and employees to facilitate the understanding of the importance 

of compliance with policies. 

 

Similarly, a CPUT secretary added:  

Management support develops a strategic executive ability to 

provide knowledge of IS and enforce compliance amongst 

employees. 

 

The role of management support is to establish norms for compliance in an institution.  By having 

effective lines of communication between managers and employees, an effective compliance can 

be achieved and an appropriate set of normative rules for policies can be communicated 

efficiently. As such, management support is perceived as a significant enabler for compliance. 

According to Lin (2006) and Twum-Darko and Harker (2015), management support can be 

perceived as an important element for the effectiveness of knowledge sharing in an organisation. 

Lin (2007) has mentioned that support from management influences employees’ willingness to 

both collaborate and share knowledge with others. This means that management support 

identifies norms and practices that are barriers to discussing complex issues. It involves 

institutional culture, policies, guidelines and procedure implementation. Also, it encompasses 

security strategies considered as important to compliance (Shorunke et al., 2014).  
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4.3.4.2 Performance management 

 

The outcome from the data analysis revealed that performance management establishes the 

norms or moral codes for compliance with policies. This finding is evident in the comments made 

by a CPUT manager: 

 

Performance management drives norms in terms of compliance 

with policies… Also it is a driver for norms in terms of knowledge 

sharing amongst employees.  

 

Similarly, a VU assistant manager added: 

 

Performance management influences lines of communication 

and enables compliance with policies in an institution. 

 

Performance management can positively impact employees’ compliance with policies. The 

outcome from the interviews revealed that performance management constitutes an effective tool 

to encourage employees to work together, share knowledge and comply with policies. As such, 

employees must be evaluated and compensated based on the degree to which they engage with 

education, skills, experience and knowledge sharing with others. In this context, performance 

management is an enabler that seeks to encourage and motivate employees to engage with the 

learning process, knowledge sharing and training in an organisation. Thus, performance 

management is a driver for Norms in terms of skills, education, communication, knowledge sharing 

and compliance with policies. 

 

4.3.4.3 Organisational culture 

 

The analysis revealed that organisational culture plays an important role towards establishing 

compliance with policies. The organisational culture promotes security of information by enabling 

compliance. The suggestion is that organisational culture is important for securing information in 

the institution. Majority of the respondents, however, said that they are unaware of the existence 

of a culture in their institutions. Some of the respondents believes that an organisational culture 

was important for sharing security knowledge in an institution. The results confirmed that there 

was a relationship between organisational culture and compliance with policies. This means that 
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an organisational culture has an impact on knowledge sharing, skills and lines of communication. 

All these factors motivate and influence employees’ compliance with policies. This was affirmed 

by comments made by a VU assistant manager: 

 

Organisational culture is based on knowledge sharing, learning 

process, and line of collaboration…Some organisations succeed 

well because it is built into their culture but [for] others it is not, 

because of different reasons. 

 

I am sure that we are trying to create [a] security culture and 

share our knowledge with others, [to] help others to understand 

the importance of compliance with policies.  

 

In the same context, another VU manager added: 

 

Some private organisations use their organisational culture for 

competitive advantages. They use their knowledge management 

to compete with others. They learn new things and share with 

others.  

 

A CPUT manager added: 

 

We can suggest new security strategies, share the security 

knowledge to enforce knowledge sharing from a cultural point of 

view but the reality is that every employee in this institution is 

supposed to share what he/she knows. The knowledge sharing 

increases security and [leads] to compliance with policies. 

 

It is evident from the above comments that a culture for sharing knowledge increases employees’ 

performance and leads to compliance with policies. Most of the respondents believed that 

organisational culture knowledge sharing was suitable in the private sector (for competitive 

advantage). Furthermore, since they operate in public institutions where they do not have 

competitors, they are more focused on service delivery. These respondents felt that a culture of 

sharing knowledge is also appropriate in the IT departments, or is appropriate for IT people in 

terms of security strategies, skills and compliance. Nevertheless, through detailed analysis the 
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comments above, it was found that a culture of sharing knowledge does not exist within their 

organisations. Organisational culture of sharing knowledge to improve security approaches and 

techniques of information security includes the improvement of certain practices in an 

organisation. The findings revealed that the use of various mechanisms such as policies, 

technology, management support and organisational culture can influence employees’ 

compliance. 

 

The above results confirm the perceptions of Jonsson and Kalling (2007), who stated that 

organisational culture facilitates the flow of knowledge, policies, technology and other sets of 

practices. Similarly, Ju et al. (2010) declared that organisational culture can be considered as an 

enabler for knowledge sharing and facilitates an environment for interactions between employees, 

and that it improves relationships amongst employees. According to Huang et al. (2013), 

organisational culture defines appropriate structures of governance, leadership and support from 

the management within the institutions. It impacts on the moral codes required to enable 

compliance with policies. 

 

4.3.4.4 Governance 

 

It has been identified that governance is a major factor for the improvement of compliance with 

policies in an organisation. That is governance is considered in this research as set of techniques 

needed for the improvement of compliance with policies. This was affirmed by comments made 

by a VU manager: 

 

Governance is a set of best practices needed for the 

improvement of compliance with policies. 

 

In the context of our institution, we need to have 

governance…we have to show the importance of policies. If we 

are mandated, we may have the power to impose and direct how 

compliance should be implemented, established and shared in 

the institution. 

 

Similarly, a CPUT manager added: 
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Governance enables the structure of compliance with policies 

through the involvement of both manager and employee...This 

can allow the type of moral values and beliefs needed to address 

issues of compliance. 

 

Governance contains several aspects, such as the role of governance in relation to governing 

compliance within an institution. Another aspect is that governance is primarily technology-based. 

As such, all governance processes including norms, rules, policies, people and communications 

were used to ensure that compliance would be operative through technology. The outcomes 

revealed that governance ensured best practices of policies and other security strategies. Also, 

the outcomes revealed that management support, organisational culture, governance and 

performance management have been presented as core factors for a culture of compliance. This 

means that those factors can enable employees’ compliance with policies, although governance 

has not been adequately implemented within the departments of the selected institutions. 

 

4.3.5 Factors of Facilities for Information Systems & Technology 

 

This section discusses the importance of a technology infrastructure for the improvement of 

compliance with policies. The technology aspect protects, enables and ensures the security of 

information through compliance. Having technology in place enforces the policies by reducing the 

risk of violation. Employees have to work together with technology in order to ensure protection of 

information through compliance. The outcomes revealed that the implementation of information 

systems enabled the controlling and monitoring of the procedures engaged in within an institution. 

The prospect of this declaration was confirmed, based on the respondents’ comments when they 

were asked how they felt about the importance complying with information systems’ policies, the 

VU manager narrated as: 

 

 I think that the use of information systems is an important means 

of compliance with security policies. 

 

Clearly it indicated that having information systems, represented in terms of software and 

information technology infrastructure to facilitate and improve security of information, can have an 

influence on employees’ compliance in the organisation. This declaration is evident in the following 

comments made by a CPUT manager below: 
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Technology enables a learning process where employees are 

exposed to technical and theoretical skills on IS 

threats…technology enforces and maintains compliance through 

the lines of knowledge sharing. 

 

The institution must use technologies such as email filters and 

URL blockers to avoid intentional or unintentional breaches.  

 

It is evident that information systems are presented through the means of technology 

infrastructure, including an intranet, which is an ICT. Through the information systems, employees 

are able to share knowledge through the lines of communication in the institution. Information 

systems are considered by employees as central to fulfilling their responsibilities in terms of lines 

of communication and the knowledge sharing process. This is evident in the following declarations 

made by a VU strategic manager: 

 

The institution has to put a good mechanism in place that enables 

the learning, communication and knowledge sharing process. 

Our vision for information systems is that we want to build 

knowledge which is based on technical and theoretical skills. We 

want to ensure that all the processes, strategies and security 

skills are shared amongst employees in order to enforce 

compliance with policies. 

 

The above comments revealed that information systems are considered by employees as 

important, in order to enable their knowledge management, learning processed, education and 

communication. The information systems were found to be important as they provided technical 

and theoretical skills to employees. This included explicit knowledge such as documents, policies, 

and standard operating procedures. The information systems also included other features, such 

as software, hardware, data and telecommunication tools that were accessible to all employees 

in the institution. Therefore, information systems embody an interpretive scheme that enable 

collaboration between employees, thereby promoting communication. 

 

Technology drives compliance in as much as operating and controlling the access to resources in 

the organisation. The outcomes revealed that the use of information systems was suggested to 

be a fundamental means of employees’ compliance. Explicit knowledge such as policies, standard 
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operating procedures and other lines of communication can be shared amongst all employees, 

enabling knowledge, skills, education and facilitating communication between them.  

 

The use of information systems makes it an important determinant for the enforcement of 

compliance with policies (in practices within the institutions). These findings confirm the point of 

views of Sutz et al. (2014), who discussed that technology has enabled the opportunity for 

education and interaction between people and institutions. Furthermore, the outcomes confirm the 

arguments made by Da Veiga and Martins (2015), who stated that information systems enable a 

learning process where users are exposed to technical and theoretical skills on IS threats. Thus, 

they said, the security of information is enforced and maintained. Institutions must implement 

information systems to protect their operations and processes, which must include all security 

aspects such as physical security, operational, communication and technology (Whitman et al., 

2012). 

 

The DoT is explored to understand the relationship between technologies and human actors in 

order to ensure security of information. Individual actions are determined neither by technology, 

nor by lack of knowledge, about technology. The technology itself cannot provide security of 

information; thus, the combination of human beings and technology is a key factor to prevent 

security issues. Through the use of technology, several benefits combine to contribute significantly 

to employees in engaging with compliance, including fast access to information, knowledge 

sharing, communication, education and integration. This indicates that employees, by using power 

and domination of the concept of duality of structure, enact and sustain better human management 

and resource allocation by using technology.  

 

4.4 INSTITUTIONALISING INFORMATION SECURITY POLICIES 

 

4.4.1 INTRODUCTION 

 

Institutionalising InfoSecPols involves the enactment of structural management in practice; thus 

drawing from the concept of the duality of structure/technology as a lens through which to address 

the objectives of this research. The findings were generated from a qualitative perspective and 

categorized according to the modalities of the concept of duality of structure/technology.  

 

According to Orlikowski and Robey (1991), ST is a lens through which the relationship between 

human actors, technology and organisational structure can be understood and in the case of 
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information systems security, determine the interplay between the actors. Furthermore, Orlikowski 

(1992) also applied this interpretation to adapt Giddens’ (1984) duality of structure (technology), 

in order to understand it in the context of IS. In light of this, Orlikowski’s (1992) theory extends ST 

into the real application of technology in organisations, to emphasising on the impact technology 

and the interaction between people, technology and institutional structures in an organisational 

context (Pham & Tanner, 2015). According to Larsson (2012), the duality acknowledges 

technology (Information Systems) as a social product produce and reproduce by human action 

within certain structural contexts.  

 

In the context of this study, Norms is acknowledged as best practices.  It drives structural 

management to compliance of policies through support and performance from management, 

organisational culture and governance. These factors enforce moral values and beliefs needed to 

enforce compliance.  

 

The role of the interpretive scheme is in shaping people’s action. According to Giddens (1984), 

interpretative schemes are the routine of knowledge that enable actors to understand things, 

whether they are physical, abstract or conceptual. This understood knowledge is obtained through 

experience. In other words, interpretive schemes are the rules that facilitate the understanding of 

what to know, while norms are understood as the rules for understanding how to act (Walsham, 

2002).  

 

Interpretive schemes about technology includes the following aspects: policies and beliefs about 

what the technology is, policies and beliefs about why the technology has been adopted, and 

policies and beliefs of how the technology could and should be used. Interpretive scheme is a 

modality that is used to produce and reproduce the structure (in this case, IS in practice), in the 

interplay between the actors. 

 

Interpretive scheme has roles that includes both the enabling and constraining of effects (Yoshioka 

et al., 2002). On the one hand, interpretive scheme is enabling as it guides organisational action, 

allowing interpretation of difficult situations, and reducing uncertainty in conditions of complexity 

and change. On the other hand, interpretive scheme is also constraining, as it enforces an 

unreflective trust on knowledge, limits learning and misleads information by making it possible. 

Employees transmit interpretive scheme to others through training, communication and social 

interaction. Thus, employees and their participation at the workplace influences the specific 

interests, beliefs and norms to which they are exposed. It is also important to know that interpretive 
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schemes are also known as lines of communication through the application of policies and 

regulations, including people, standard operating procedures, information systems and 

institutional structure.  

 

4.4.2 Policy implementation charter as Interpretive Schemes 

 

Implementation charter or processes involve the standards of procedure for employees which are 

useful in terms of compliance. They instruct, increase knowledge and support organisational 

structure within various departments. All these factors enable the enforcement of moral values 

and beliefs needed for policy compliance. Power which entails the ability of employees to control 

resource is imposed by policies implementation charter. Thus, human agents demonstrate power 

to dominate and sustain behaviours around them.  

 

In the context of this study, policies need to be implemented and acknowledged by employees. It 

is important to know how to effectively implement the policies in the lines of communication with 

employees. Employees must be advised as to the reasons why the policies are created, what the 

objectives are, where to find them and how they will be used in the institution. Through the modality 

of norms, an effective implementation process benefits both employee and institution in terms of 

the protection of information through compliance with policies. 

 

4.4.2.1 Standard Operating Procedures  

 

It was predicted that standard operating procedures can motivate employees’ compliance with 

policies, and were identified as a significant enabler of compliance. The outcome of the analysis 

revealed that standard operating procedures enable employees’ compliance with policies. The 

use of standard operating procedures and guidelines is considered a factor that facilitates 

compliance through the line of communication and knowledge sharing. Thus, the outcome of the 

analysis of data confirms it as commented below by a VU Human Resources manager: 

 

We are moving toward the implementation of standard 

operating procedures that have more effective 

transformation into compliance in the institution. 

 

Standard operating procedures include manuals, guidelines and reports which enable employees’ 

transformation into compliance. As such, standard operating procedures contain instructions 
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about policies that produce the guidelines on how knowledge sharing can be circulated amongst 

employees. Therefore, compliance is attained when the object of the policies is illustrated in the 

form of guidelines for implementation. Actually, standard operating procedures facilitate 

compliance of policies. As analysis of research data have shown, effective policy compliance is 

the application of standard operating procedures and guidelines an organisation.  

 

A VU strategic manager, on this subject, stated: 

 

 We then had to come up with procedures and guidelines 

for enforcing compliance in this institution. 

 

Likewise, a CPUT manager added: 

 

The use of procedures and instructions can be considered 

as effective factors for enabling compliance with policies. 

 

Given the above analysis, standard operating procedures are important enablers for compliance 

with policies, insofar as they provide the means through which the guidelines are revealed. The 

data analysis affirms Tohidinia and Mosakhani's (2010) belief that standard operating procedures 

promote an institutional environment upon which policies and guidelines facilitate employees’ 

compliance.  Also, this outcome confirms Babu and Gopalakrishnan's (2008) belief that the use of 

standard operating procedures in an institution constitutes an important factor through which 

knowledge is shared (either through a manual or a report). 

 

4.4.2.2 Employees  

 

Employees constitute the centre of knowledge sharing, the lines of communication and 

compliance with policies. This is because employees can create and maintain policies in the 

institution. The outcome from the interviews stated that employees’ involvement can create and 

maintain policies as a drive for compliance in the institution. Employees are the centre for 

compliance. This was confirmed by a VU manager: 

 

Employees’ involvement can create and sustain 

policies…policies have been created for employees to 
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comply with. Employees who comply with policies enforce 

IS and protect information.  

 

Another manager from VU added: 

 

Institutions establish policy in order to ensure the security of 

information resources. Hence, employees have to comply with 

[the policies]. 

 

Finally, a CPUT manager stated the following: 

 

In terms of lines of communication and knowledge sharing, 

employees play an important role. This is because security 

strategies such as policies, procedures, awareness and other 

security features are created, used and enforced by employees.  

 

Employees are a central enabler for compliance in the institution. Employees implement security 

strategies and share the knowledge with others. Employees are at the core of everything with 

regards to policy implementation and compliance. The outcomes revealed that employees’ 

involvement can be seen as supportive and as an enabler for compliance. According to Fathi et 

al. (2011), employees’ involvement generates a suitable atmosphere through lines of 

communication and knowledge sharing. Furthermore, Reagan and Mcevily (2015) argue that 

employees’ involvement contributes to the creation and maintenance of policies.   

 

4.4.3 Information systems as Facilities 

 

The use of technology includes hardware and software, as the facilities on which human actors 

draw. According to Lyytinen and Ngwenyama (1992), facilities are either material or non-material 

resources, which enable actors to use power over social action to interact with it. As such, facilities 

enable actors to draw on and reproduce structures of domination. The actors’ interaction includes 

both social and system. According to Giddens (1984), social interaction is a process of reciprocity 

that includes autonomy and dependency between actors which involves social practices such as 

self-service technology. System interaction includes reciprocity between actors across an 

extended time space, as all social interactions are situated in time and space. Facilities are 

becoming part of a person’s life; they can be understood as a routine that occurs in time and space 
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that require regular features of encounters, and represent institutionalised features of social 

systems. Individual actions are neither determined by technology, nor are they constructed by 

technology concepts. 

 

The DoT is explored to understand the relationship between technologies and human actors in 

order to ensure security of information. Individual actions are determined neither by technology 

nor by lack of knowledge about technology. The technology itself cannot provide security of 

information; thus, the combination of human beings and technology is a key factor to prevent 

security issues. Through the use of technology, several benefits including fast access to 

information, knowledge sharing, communication, education, and integration contribute significantly 

for employees to engage with compliance. This indicates that employees, through the use of 

power exercise through technology dominates with the view to enact and sustain better human 

management and resource allocation. 

 

The literature review suggested that technology would drive policies needed in order to enforce 

compliance. The outcomes revealed that technology enables the institution to access information 

faster. This means that the use of technology facilitates communication, transaction and 

knowledge sharing amongst employees across the institution. These were affirmed by bellow 

comments made by a VU secretary: 

 

Technology indeed can provide fast access to information, 

needed [for] training purposes.…using technology enables 

communication and knowledge sharing amongst employees. 

 

Similarly, an assistant manager from VU added: 

 

Technology brings many benefits such as creating and 

maintaining social networking amongst employees, online 

management support, etc. 

 

Finally, a CPUT manager added: 

 

Technology involves policies or instructions… those instructions 

have to be complied with.  For me, technology means creating, 
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learning, instructing, applying and complying with the 

instructions. 

 

The findings revealed that technology is considered to be useful, in general, while not as much for 

some. Other respondents perceived that technology brought fraud, corruption, theft and other 

online bad behaviours. This was confirmed by a CPUT manager: 

 

Technology brings online robbery, fraud…. and our children are 

learning bad behaviours from certain online websites.  

 

Despite these findings, the majority of respondents were in positive agreement with the idea that 

technology plays a significant role in supporting compliance. Technology is used as a medium and 

product of human action. It refers to the facilities, resources, instruments, tools or materials that 

facilitate the usability and execution of tasks. Resources are the tools or instruments designed 

and reproduced by human agents during the course of an interaction; these resources facilitate 

the execution of tasks. Furthermore, Orlikowski and Baroudi (2000) stated that technology is an 

outcome of human action through innovation, concept, modification and process. The research 

outcomes revealed that employees can share their knowledge by using technology. As such, 

technology can be used to enable lines of communication, culture, policies and the participation 

and coordination of different departments, thereby providing instructions through which the 

process of compliance can take place.  

 

Technology works when instructions and policies are in place, in order to be used correctly; thus, 

employees need to comply with policies given for the better use of technologies and the 

compliance thereof. Drawing from the DoT, the construct norms are a set of rules or policies 

established in order to protect information and technology resources. The norms are the rules that 

are imposed on employees in order to be complied with. Employees or actors draw on norms - 

such as policies - that inform their ongoing practices. 

 

Studies of the use of technology have found that interpretive scheme shapes how employees 

interact with technologies within their work. According to Yoshioka et al. (2002), the influence of 

interpretive schemes arises because employees have to make sense of technology in order to 

engage with it. In this sense, when making a process, employees can draw on their existing 

policies, beliefs and knowledge about the technology and what counts as the proper use of it within 
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their institutions. In this way, interpretive schemes serve to structure employees’ understandings 

of - and interaction with - technology. 

 

According to Mauerer and Nissen (2014), Facility can be appropriated through the domination, 

which exerts power that comes from controlling of resources. As such, Gao (2007) stated that 

human agents utilise power upon facilities, including the ability to distribute human resources. 

According to Giddens (1984), domination includes the control and use of allocative and 

authoritative resources, alongside with power over people or resources. The outcomes revealed 

that the use of technology drives the implementation of policies. Thus, it involves controlling and 

using facilities laterally with compliance. 

 

4.4.4 Information Security Policies as Norm 

 

Policies are used as a set of rules and guidelines - established by institutions - to address particular 

security issues by clarifying the need for IS. In other words, policies are a set of documentation of 

enterprise-wide decisions on how to handle and protect information. They are part of the 

institution’s integral objectives. They are needed in institutions for the safety of both private and 

institutional information. Therefore, employees have to comply with their existing policies in order 

to protect information from security breaches. 

 

Institutions establish policies as rules and instructions to guide employees and secure information 

through compliance. As such, they increase employees’ performance, knowledge and the skills 

needed. This study mentioned that the increase of knowledge is justified by many factors, 

including communication of the policies, awareness, training, education, leadership skills and 

motivation and support from management. In the context of this study, policies must be clear, well 

defined and understandable. They must indicate the institution’s attitude towards compliance and 

claim the “information” as the property of the institution. 

 

To have policies in place constitutes a significant enabler that can set an employees’ mind on how 

to share knowledge. Conversely, having InfoSecPols in place does not guarantee compliance. 

The assumption is that InfoSecPols implementation alone does not influence employees’ 

compliance. Therefore, considering that a policy in itself cannot induce employees to comply, 

standard operating procedures have been identified as a mechanism that can efficiently influence 

and enforce compliance defining - and driving - how the share of knowledge would occur in lines 

of communication.  
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It was suggested that structural management can be an effective enabler for compliance with 

InfoSecPols. It was revealed in the research that structural management empowers and drives 

compliance. According to the data that was analysed, structural management is an important 

factor that enables compliance. The outcomes presented different techniques in which structural 

management must be implemented for enforcing compliance with InfoSecPols. A VU manager 

commented as follows: 

 

Management structure is an important enabler for 

compliance with InfoSecPols in terms of knowledge 

sharing... 

 

Similarly, a VU assistance manager made this statement: 

 

A good management structure promotes compliance with 

InfoSecPols through communication...Management 

motivates and influences employees to comply effectively 

with policies. 

 

Based on the above statements, it is evident that structural management influences knowledge 

sharing through the lines of communication. As such, management imposes the policies through 

the institutional structure. As an enabler, structural management is a technique of using power by 

creating a body which manages standard operating procedures. Nevertheless, structural 

management creates a dual reporting line between managers and employees. It enforces 

communication, motivates compliance and encourage employees to share knowledge.  

 

As a CPUT manager stated: 

 

A management structure empowers mangers to implement 

and enforce compliance. This means that we are part of the 

corporate services directorate that implement policies and 

enforce[s] them in the institution. We have the power to 

create policies and impose them through compliance.  
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The outcomes affirmed that structural management establishes a relationship between managers 

and employees, through lines of communication. As such, managers create policies and then 

share the knowledge amongst employees. Additionally, this points toward the relationship that 

must take place for employees to comply. Given that management set strategies that must be 

implemented in discussion with employees, structural management provides the basis for lines of 

communication and knowledge sharing amongst employees.  

 

The outcomes of the research revealed that structural management enables drive - and provides 

directives from top management and ordinary staff - on what type of and how knowledge must be 

shared, in the organisation. According to Sharratt and Usoro (2003), structural management 

influences the lines of communication and knowledge sharing. The communication and knowledge 

sharing must be driven by top managers in order to influence compliance with policies. 

Furthermore, Frost (2014) stated that structural management influences awareness and positively 

motivates employees to engage with knowledge sharing through lines of communication. 

Therefore, the findings are in agreement with that of the literature; the findings revealed that 

structural management ensures compliance with InfoSecPol. 

 

4.4.5 Conclusion  

 

Given the concept of dimension of DoT/structure as a lens, the phenomenon of the perception of 

employees concerning InfoSecPol (based on case studies of a European and a South African 

university) was understood and interpreted. The outcome of this study showed that compliance 

with policies was achieved through the institutionalisation of InfoSecPol, and that it can be 

reproduced through structural management, implementation, controlling and evaluation of these 

approaches, from which recommendations are designed to make them more operative.  

 

4.5 PROPOSED GENERAL FRAMEWORK 

 

Figure 4.1 presents a proposed general framework, as a revision of the problem conceptualisation 

based on the results of the findings from the qualitative data analysis (as discussed above).  This 

proposed general framework demonstrates structural management, through the enactment of 

compliance with policies in practices.  

 

In the context of this study, insights were obtained from elements found in literature and the 

answers to the interview questions. As stated in the problem statement, information is considered 
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to be the most valuable asset of institutions. For that reason, institutions are totally reliant on 

information for their sustainability, functionalities and competitiveness. Institutions, therefore, 

ensure that information about their processes, activities and services are secured, which they do 

through enforcement and compliance with policies. 

 

 

Figure 4.1: Proposed General Framework 

 

In the general framework introduced above, the structural management involves compliance with 

policies in practice, through the use of interpretive schemes such as InfoSecPols, Norms as 

appropriate practice and governance, and technology as Facilities. These modalities created the 

mode of interaction, which are the lines of communication for implementation made possible 

through an employee’s involvement, standards and procedures, and information systems through 

a normative set of InfoSecPols. In this context, there is a power, which involves the ability of 

employees to take control of resources, which involves the use of technology, leading to 

compliance with policies.  As such, the relationship between the modalities and the modes of 

interaction contribute to the production of the structural management in practice, thereby 

confirming the use of the concept of duality of structure. 

 

4.6 SUMMARY  

 

This Chapter presented the results and interpretation of the findings generated from the qualitative 

approach. The data was analysed using content analysis. Founded on the underpinning concept 
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of the duality of structure, major components of the theory of structuration were used as a 

theoretical lens through which the research questions were addressed and answered. The 

outcomes indicated that the institutionalisation of InfoSecPols are reliant on the operational 

enactment of compliance in practice, through interpretive schemes which involve people, policies, 

technology and standard operating procedures. In addition, these schemes also included norms 

(which are the values and practices) motivated by an adequate governance process, 

organisational culture and support from the management.  

 

The factors of facilities have been presented as the use of technology, endorsed through the 

implementation of information systems, technical processes, technology and enforcement. In this 

case, the compliance with InfoSecPols is effective.   
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CHAPTER FIVE: CONCLUSION AND RECOMMENDATION 
 

5.1 INTRODUCTION 

 

In the previous Chapter, the analysis and the interpretation of the findings obtained from interviews 

were presented. The duality of structure concept guided the findings as a theoretical lens through 

which the entire research was conducted. This is due to the fact that this study aimed to explore 

the extent of non-compliance with InfoSecPols. The aims and objectives of this study were 

achieved through the use of a multiple-case study. The semi-structured interviews and documents, 

including websites from the selected case studies, were the sources of data collection. The 

participants were selected based on criteria such as their positions, roles and responsibilities 

assumed within the departments. This included HR managers, administrative managers, assistant 

managers and secretaries, who all provided good insights. Content analysis was used to analyse 

the data obtained from the qualitative approach. The data obtained from the responses was 

analysed. The duality of structure/technology concept served to categorise the themes identified 

and to interpret the findings. 

 

This Chapter discusses the research objectives, contribution, limitations, recommendation and 

future research studies. Finally, the Chapter concludes the research study.  

 

5.2 OVERVIEW OF THE RESEARCH 

 

The aim of this research study was to explore the extent of non-compliance within an institution’s 

InfoSecPol. Based on this aim, the main objective was to investigate the extent to which non-

compliance of InfoSecPols by employees in an institution would affect its functioning, growth and 

sustainability. The sub-objectives, therefore, were:  

i) To determine how InfoSecPols are enforced in an institution; 

ii) To investigate the factors that influence non-compliance of the InfoSecPols in an institution; 

and 

iii) To determine the factors that influence compliance of the InfoSecPols in an institution. 

The objectives of this study were achieved using the concept of duality of structure. This led to the 

proposed framework as a revision of the problem conceptualisation, based on the results of the 

findings from the qualitative data analysis (as discussed above). 
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In Chapter one, the introduction to the research and the background to the research problem were 

presented. This was followed by a problem statement, research questions, aims and objectives of 

the research, contribution of the research, research limitation and ethical considerations of the 

study. 

 

Chapter Two provided an in-depth literature review, which included past scientific research by 

known scholars and authorities in InfoSecPol, and the various phenomena that have been 

investigated. The Chapter ended with explanations of the proposed theory on IS, which used ST 

as a lens to view and interpret the data. 

 

Chapter Three covered the research approaches and methodologies. It provided an overview of 

the philosophical assumptions, paradigms and research approach. It also described the data 

collection methods and analysis strategies used. The validation and ethical considerations were 

also discussed. 

 

Chapter Four presented the theory used as a lens to view and interpret the data. The Chapter also 

presented the analytical process that was followed, to analyse the data from the interviews, and 

provided answers to the research questions.  

 

Chapter Five discussed the research objectives, contribution, limitations, recommendation and 

future research studies. Finally, the chapter concluded the research study.  

 

The next section discusses the findings that emerged from the sub-research questions. 

Additionally, the theoretical and practical implication and contribution of this research study will be 

also discussed. Finally, the section will discuss the research limitations and recommendations for 

future research. 

 

5.3 ENFORCEMENT OF INFORMATION SECURITY POLICIES 

 

As discussed in sections above, the use of policies, human involvement, standard operating 

procedures, organisational culture, education, knowledge sharing, social engagement, lines of 

communication, management support and technology can enforce IS policies. These factors 

enable adequate policy alignment and enforcement. In addition, mandated policies can enforce 

the type of normative sets of rules needed for compliance. This means that a mandate is an 

authorised method of acting in different ways. Given the above factors that enable the enforcement 
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of InfoSecPols, it indicates that having policies in place does not guarantee enforcement. As such, 

standard operating procedures have been identified as a mechanism that can efficiently influence 

and enforce compliance with policies by defining and driving how the share of knowledge would 

occur in lines of communication.  

 

Additionally, organisational structure has been identified as an important factor for enforcing 

InfoSecPols in an institution. The findings revealed that this requires a body, driven by managers, 

that can focus on the issue of knowledge management and knowledge sharing in the institution. 

The body of management has the particularity to enable, drive and provide strategic directive, 

from top managers to ordinary staff, on what type of and how knowledge can be shared.  

Furthermore, the findings revealed that employees’ involvement need to be considered because 

- without human capital - the share of knowledge and enforcement of InfoSecPols would not occur. 

In the context of this study, employees are considered as central for the success of education, 

knowledge sharing and enforcement of an InfoSecPol in an organisation. They are the medium 

through which knowledge and other features occur. This means that, without employees’ 

involvement, policies and standard operating procedures or organisational structures would not 

exist; these are the demonstrations brought by human involvement. Also, the findings revealed 

that the use of technology/information systems enforces an InfoSecPol in the way that it enables 

the increase of knowledge, performance, guidance and learning processes, thereby improving the 

line of communication to enforce compliance with policies. 

 

Finally, governance was also identified as an important type of normative sets of values that 

enhance the enforcement of an InfoSecPol. In the context of this study, governance enforces best 

practices that involves knowledge management strategies. It was predicted that governance can 

enforce the normative set of rules needed for the enforcement of an InfoSecPol, which leads to 

compliance.  

 

5.4 FACTORS OF NON-COMPLIANCE OF INFORMATION SECURITY POLICIES 

 

The findings of this study revealed some factors that influence non-compliance with InfoSecPols, 

including a lack of awareness, training, education, misuse and abuse of facilities, insufficiency of 

resources, fraud, theft, corruption and lack of transparency, lack of leadership skills, poor 

implementation of sets of norms and values, a lack of incentive structures and inexperienced staff 

members, amongst others. The outcomes revealed that institutions are facing challenges of a 

different nature, including a low level of education, an inadequate social environment and the lack 
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of social norms. Some of the challenges are due to the lack of knowledge about Information 

Security Policies, insufficiency of resources and lack of management support.  

 

Given the responses above, it agreeable that standard operating procedure and Norms are 

required to drive moral codes and values for policy compliance. However, the findings also 

revealed that factors which influence non-compliance with policies are not qualified to be part of 

duality of structure. This is because the modalities of structure such as interpretive schemes, 

norms and facilities are not applied appropriately or used as required by the duality of structure. 

Moreover, the findings revealed that the factors of non-compliance with InfoSecPols have serious 

consequences to an institution, including an inability to: 

i) sustain institutional goals and objectives; 

ii) carry out the service effectively and efficiently;  

iii) compete in the industry or market; and 

iv) manage the activities of the institution.  

Thus, these consequences sometimes led to job losses or an institution’s closure. 

 

5.5 FACTORS OF COMPLIANCE FOR INFORMATION SECURITY POLICIES 

 

In the context of this study, the main factors of norms that influence compliance with information 

security policies include governance, standard operating procedures, education, awareness, 

leadership skills, technology, organisational structures, management support, mandate, 

performance management and knowledge sharing. The findings revealed that these factors 

enable proper policy alignment for the improvement of compliance with InfoSecPols. 

 

Given the responses above, it is argued that the factors influencing compliance of policies (such 

as the support from the management) enables dual reporting lines between managers and 

employees. In light of this, management support enables managers to drive and implement the 

type of moral codes and beliefs needed to make lines of communication more effective. Moreover, 

these factors of policy compliance influence and motivate employees to engage more with 

knowledge. Also, the findings revealed that performance management can assist to enforce the 

normative set of rules needed for an effective compliance. 

 

Furthermore, the outcomes revealed that organisational culture is an important factor that 

influences compliance with policies. It is evident that organisational culture drives the norms 

needed for knowledge sharing in the institution. 
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Moreover, the findings revealed that the factors that influence compliance with an InfoSecPol 

increases an employee’s performance, knowledge and skills needed, including the ability to:  

i) sustain institutional goals and objectives; 

ii) carry out the service effectively and efficiently; 

iii) compete in the industry or market; and 

iv) manage the activities of the institution. 

 

5.6 RESEARCH CONTRIBUTIONS 

 

5.6.1 Methodological Contribution 

 

The qualitative approach and research expanded the information provided for this study, as it 

included the relevant perception of the participants, their understandings, opinions, explanations 

and experiences based on the field of study. The qualitative research methods focused on the 

qualities of the subjective experience of the employees and their meanings associated with the 

phenomena. Additionally, the study drew from the interpretivist paradigm of the epistemological 

philosophy and was founded on case studies from two institutions, one in Cape Town and another 

in The Netherlands, as the units of analysis.  

 

The findings generated from the qualitative perspective enhances the reliability and the validity of 

the research findings, where richness of the information obtained brought so much meaning for a 

solution to the phenomenon. Additional methodological contribution is the type of data analysis 

methods followed in this study. Content analysis was used to analyse the data generated from the 

qualitative approach. This allowed for the collection of in-depth data through content analysis.  

 

5.6.2 Theoretical Contribution 

 

This theoretical contribution comes from the application of the underpinning theory, which is based 

on the dimensions of DoT of ST. The research questions, data collection instrument and analysis 

were guided by this theory. The theory was used as a lens to understand and conceptualise the 

problem and to derive the research questions as: 

i) Determining how InfoSecPols are enforced in an institution; 

ii) Investigating the factors that influence non-compliance with InfoSecPols in an institution; 

and 
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iii) Determining the factors that influence compliance with InfoSecPols in an institution. 

 

Furthermore, the application of the concept of DoT/structure as a theoretical lens through which 

this research study was conducted justifies the adoption of qualitative approach. The relationship 

between structure and agency - and the interactions thereof - was understood better, if not the 

use of the DoT/structure as a lens that led to the proposal of a general framework.  

 

5.6.3 Practical Contribution 

 

The practical contribution of this study extends to the understanding of issues of the extent of non-

compliance within an organisation’s InfoSecPol, over an interpretive case study methodology. 

Practitioners may use the proposed general framework to explore the extent of non-compliance 

of IS policies in an organisation. They will have clear ideas of the types of security knowledge, 

management strategies, and the procedures to follow for improvement. Therefore, management 

and employees will be able to direct and manage the extent of non-compliance with policies. 

Routine use and compliance will institutionalise InfoSecPols in the organisation.  

 

5.7 RESEARCH LIMITATIONS 

 

This research study was limited to two departments from the two institutions, namely the HR 

Department and the Administrative office, including 17 participants (including HR managers, 

administrative managers, assistant managers and secretaries, working in the selected 

departments). The study focused on exploring the extent of non-compliance on InfoSecPols in two 

institutions, one from Amsterdam in The Netherlands and another from Cape Town in South Africa. 

It would have benefitted this study to have included more institutions and participants from other 

departments.  

 

5.8 CONCLUSION AND RECOMMENDATION AND FUTURE RESEARCH 

 

This study discussed the factors that influence compliance with policies, the factors of non-

compliance with policies and determined how an InfoSecPol is enforced in an institution. 

Furthermore, the study discussed how non-compliance with IS policies by employees in an 

institution can be managed. It was therefore important to address and understand the extent of 

non-compliance with policies. The dimension of DoT and ST was used as a lens to understand 

and interpret the research problem. This theory enabled the conceptualisation of the problem and, 
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with the analysis and interpretation of the data collected, revised the framework to a general 

framework. The findings confirmed that on-going use and compliance of an InfoSecPol is 

enhanced by structural management through the technology and culture of compliance. This is in 

terms of knowledge sharing, knowledge management strategies and governance, which enforce, 

influence, monitor and evaluate the process for compliance with InfoSecPols.    

 

This research made use of the duality of structure/technology of ST as a lens through which the 

extent of non-compliance with policies was identified. This study recommends that other 

researchers use different social theories to determine whether similar factors would emerge from 

the research findings.  
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Permission to conduct Institutional research – VU Amsterdam: Mr Steven Lububu 
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Mailing address: savusa, cis centre for international cooperation, de boelelaan 1105, 

1081hv amsterdam        

 

The Dutch Embassy in South Africa   

PO Box 117 Pretoria 0001       

South Africa 

Subject:  Official invitation for Mr. Steven l. Lububu 

To whom it may concern, 

The Faculty of Social Sciences of VU University Amsterdam, would like to officially invite 

Mr. Steven Lububu (passport number: 0B0436505) for an intensive period of research 

and data collection for his Master thesis entitled: “Perceptions of employees concerning 

information security policy compliance: case studies of a European and South African 

university” in the period from 01 November 2015 – 29 January 2016. Mr. Lububu is a 

Master’s student from The Cape Peninsula University of Technology’s Department of 

Informatics and Design. 

Mr. Lububu intends to visit VU University for data collection and supervision by Dr. Pieter 

Wagenaar. The Cape Peninsula University of Technology has offered Mr. Lububu a 

scholarship to cover his visa, travel, food, insurance and accommodation costs.  

If you have any further questions please do not hesitate to contact us. 

Thanking you very much in advance.  

With kind regards, 

Dr. F. Pieter Wagenaar 

Department of Political Science and Public Administration VU University 

Amsterdam 

mailto:c.c.j.gerards@vu.nl
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Appendix D: Interview Schedule for Top Management 
 

Semi-structured questions 

Interview Question (IQ) 

Research Main 

Question  

How can the non-compliance with information security policies by employees 

in an institution be managed? 

Research sub-

question 1 

How is InfoSecPol enforced in institutions? 

IQ1  In your opinion, how to enforce the policies of this institution?  

Answer   

IQ2 Based on your experience, to what extent are the policies of this university 

enforced? 

Answer   

IQ3 How do you enforce the policies with regards to your employees? 

Answer   

IQ4 Why are InfoSecPols enforced? 

Answers  

IQ5 Are you aware of the policy of this university? If yes please explain, if no, 

why not? 

Answers?  

IQ6 Do you communicate often with your employees about the policy? If yes 

how? If not, why not? 

Answers  

IQ7 Tell me about InfoSecPol according to your own understanding? 

Answers  

Research sub-

questions 2 

What are the factors that influence non-compliance with InfoSecPol? 

IQ1 In your opinion, would you tell me the factors that influence information 

leakage? 

Answers  

IQ2 Based on your experience, to whom the factors that influence information 

leakage are significant? 

Answers  

IQ3 How are the factors of information leakage significant to a third party? 
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Answers  

IQ 4 Why are the factors of information leakage significant to a third party? 

Answers  

IQ 5  In your opinion, how can one avoid intentional or unintentional leakage in 

this institution? 

Answers  

IQ6  In your opinion, what could be the causes of information leakage? 

Answers   

IQ7  How are the factors of information leakage interpreted to your employees? 

Answers  

IQ8 Do you communicate often with your employees about the consequences 

related to non-compliance with policies? 

 If yes how? If not, why not? 

Answers?  

IQ9  In your opinion, what could be the consequences related to non-compliance 

with policies? 

Answers  

IQ10 Based on your experience, what could be the causes of breaking the rules 

in this institution? 

Answers?  

IQ11 In your opinion, what prevents you or your employees from complying with 

InfoSecPols? 

Answers  

Sub-Question3 What are the factors that influence compliance with InfoSecPol? 

IQ1 In your opinion, what factors influence your compliance with InfoSecPol? 

Answer   

IQ2 Based on your experience, who are the factors that influence InfoSecPol 

compliance significant to? 

Answers  

IQ2 How do you comply as a manager of this department?  

Answers  

IQ3 Do you comply with your policies? If yes, how? If not, why not? 

Answer  
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IQ3 Based on your experience, how do you understand the factors that lead to 

compliance? 

Answers  

IQ4 In your point of view, how are the factors of compliance significant to you 

and your institution? 

Answer  

IQ5 Why are the factors of compliance significant to you and your institution? 

Answers  

IQ4 Are the policies of this university beneficial to you? If yes how. If not, why 

not? 

Answer  

IQ5 How do you support and promote factors that influence compliance in this 

institution? 

Answers  

IQ6 How do you interpret the factors that influence compliance to your 

employees? 

Answer  

IQ7 Why are factors of compliance interpreted to your employees? 

Answers  

IQ8 What could influence your feelings to comply with InfoSecPol? 

Answers  

IQ9 What motivates you to comply? 

Answers  

IQ10 How do you communicate the factors that influence compliance with your 

employees? 

Answer  

IQ11 Why are the factors of compliance communicated with your employees? 

Answers  
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Appendix E: Interview Schedule for Staff Members 
 

Semi-structured questions 

Interview Question (IQ) 

 

Research 

Main 

Question  

How can the non-compliance with information security policies by employees 

in an institution be managed? 

Research 

sub-question 

1 

How are InfoSecPols enforced in institutions? 

IQ1  In your opinion, how are the policies enforced in this university? 

Answer   

IQ2 Based on your experience, to what extent are the policies of this university 

enforced? 

Answer   

IQ3 How are the policies enforced with regards to your compliance? 

Answer   

IQ4 In your opinion, why are InfoSecPol enforced? 

Answers  

IQ5 Are you aware of the policy of this university? If yes please explain, if no, why 

not? 

Answers?  

IQ6 Do you communicate often with your managers about the policies? If yes 

how? If not, why not? 

Answers  

IQ7 Explain InfoSecPol, according to your own understanding. 

Answers  

Research 

sub-

questions 2 

What are the factors that influence non-compliance with InfoSecPol in an 

institution? 

IQ1 In your opinion, what are the factors that influence information leakage? 

Answers  
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IQ2 Based on your experience, to whom the factors that influence information 

leakage are significant? 

Answers  

IQ3 How are the factors of information leakage significant to a third party or 

cybercriminals? 

Answers  

IQ 4 Why are the factors of information leakage significant to a third party? 

Answers  

IQ 5  In your opinion, how can one avoid intentional or unintentional leakage in this 

institution? 

Answers  

IQ6  In your opinion, what could be the causes of information leakage? 

Answers   

IQ7  How do you understand the factors that influence information leakage? 

Answers  

IQ8 Are you aware of the consequences related to non-compliance with policies? 

If yes how? If not, why not? 

Answers?  

IQ9  In your opinion, what could be the consequences related to non-compliance 

with policies? 

Answers  

IQ10 Based on your experience, what could be the causes of breaking the rules in 

this institution? 

Answers?  

IQ11 In your opinion, what prevents you or your institution from complying with 

InfoSecPol? 

Answers  

Sub-

Question3 

What are the factors that influence compliance with InfoSecPol? 

IQ1 In your opinion, what are the factors that influence your compliance? 

Answer   

IQ2 Based on your experience, to whom the factors that influence information 

security policies compliance are significant? 

Answers  
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IQ2 How do you comply as a staff member?  

Answers  

IQ3 Do you comply with your policies? If yes how? If not, why not? 

Answer  

IQ3  Based on your experience, how do you understand the factors that lead to 

compliance? 

Answers  

IQ4 In your point of view, how are the factors of compliance significant to you and 

your institution? 

Answer  

IQ5 Why are the factors of compliance significant to you and your institution? 

Answers  

IQ4 Are the policies of this university beneficial to you? If yes how. If not, why not? 

Answer  

IQ5 How do you support and promote factors that influence compliance in this 

institution? 

Answers  

IQ6 How do you interpret the factors that influence compliance? 

Answer  

IQ7 How are the factors of compliance interpreted to you by the managers? 

Answers  

IQ8 What could influence your feelings to comply with InfoSecPol? 

Answers  

IQ9 What motivates you to comply? 

Answers  

IQ10 How do you communicate the factors that influence compliance with your 

colleagues or managers? 

Answer  

IQ11 Based on your experience, why are the factors of compliance communicated 

with your colleagues or managers? 

Answers  
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Appendix F: Transcription for Top Management 
 

Participant 1 

Rank: Manager 

Institution: V1 

Research Main 

Question  

How can the non-compliance with information security policies by 

employees in an institution be managed? 

Research sub-

question 1 

How is information security policies enforced in institutions? 

IQ1  In your opinion, how to enforce the policies of this institution?  

Answer  Creating (InfoSecPol) is the first step in securing and enforcing. Second 

step is to increase of awareness of security risks. Also, training and 

education on how to protect information enforce the existing policies. 

The third step is to implement technology that controls and monitor the 

system. 

IQ2 Based on your experience, to what extent are the policies of this 

university enforced? 

Answer  Encryptions and description techniques should be applied to enforce the 

security of information. The sanction must be given to the transgressors. 

IQ3 How do you enforce the policies with regards to your employees? 

Answer  We initiate workshops, and training for our staff members. And ourselves 

of course. Smiles… 

IQ4 Why information security policies are enforced? 

Answers Information security policies are enforced to improve the security of 

information. The security of information must be enforced in all aspects 

including technologies and human actors’ interactions. 

IQ5 Are you aware of the policy of this university? If yes please explain, if no, 

why not? 

Answers? YES, I am aware of the policies. Information security is a set of rules, 

instructions and guidelines given to protect information and information 

resources. In this institution we policies on hardware and software, 

policies email or phishing and policies related to protecting students’ 

information. Students’ information cannot be disclosed unofficially.  

IQ6 Do you communicate often with your employees about the policy? If yes 

how? If none, why not? 
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Answers Not really, each department has to communicate with the staff members 

about the policies. To be honest with you I never done it but we do have 

the policies. We do communicate with a staff about the policies only the 

first day of his/her employment. Smile…. 

IQ7 Tell me about InfoSecPol according to your own understanding? 

Answers ISP is about the protection of information from unauthorised people.  

Research sub-

questions 2 

What are the factors that influence non-compliance with InfoSecPol in 

institutions? 

 

IQ1 In your opinion, would you tell me the factors that influence information 

leakage? 

Answers Hum….such thing never happened here in Netherlands but I can have 

ideas. Lack of awareness, insufficiency of resources, lack of 

communication of course (smile). For example here we do not have 

enough store rooms to keep students’ theses or exam papers. The policy 

does not allow us to keep students’ work in our office but I am doing it. I 

have lot of documents here (smile). Fraud, corruption, lack of 

transparency and so on. 

IQ2 Based on your experience, to whom the factors that influence 

information leakage are significant? 

Answers These factors are beneficial to criminals or third party. In my case I am 

not a criminal but I do not comply because the university does not 

provide enough store rooms for us. I do not have any choice right now. 

I have to keep these documents in my office for the security purposes of 

information. 

IQ3 How the factors of information leakage are significant to third party? 

 

Answers For their incentive, competition on the market, sabotage and leadership. 

IQ 4 Why the factors of information leakage are significant to third party? 

 

Answers I said it ready…… For their incentive, competition on the market, 

sabotage and leadership  

IQ 5  In your opinion, How to avoid intentional or unintentional leakage in this 

university? 
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Answers Not leaving your PC unattended, not leaving your office unattended, 

frequently changing passwords, awareness of security threats is also an 

advantage, not talking to much about yourself or your organisation 

(smile)…. 

IQ6  In your opinion, what could be the causes of information leakage? 

Answers  Incentive issues, lack of awareness of IS threats, insufficiency of 

resources, lack of communication and inexperienced IT staff members.  

IQ7  How the factors of information leakage are interpreted to your 

employees? 

Answers These factors can be interpreted in terms of security education, 

awareness and training. By giving instruction and knowledge to 

employees on how to avoid information leakage intentionally or 

unintentionally. 

IQ8 Do you communicate often with your employees about the 

consequences related to non-compliance with policies? 

 If yes how? If none, why not? 

Answers? Not often but we do during security meetings and workshops. But our 

university has a committee which is in charge of providing awareness 

programme to our staff members. 

IQ9  In your opinion, what could be the consequences related to non-

compliance with policies? 

Answers Inability to sustain, to reach the objectives and goals, inability to function 

and compete on the market. Also organisation can close down. Or been 

fired by the organisation.  

IQ10 Based on your experience, what could be the causes of breaking the 

rules in this institution? 

Answers? When university does not comply with the policies on availability of 

infrastructure (smile), lack of social environment.  

IQ11 In your opinion, What prevent you or your employees from complying 

with InfoSecPol’s? 

Answers Lack of social environment or insufficiency of resources 

Sub-Question3 What are the factors which influence information security policies 

compliance? 

IQ1 In your opinion, would you tell me the factors that influence your 

compliance? 
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Answer  Awareness of policies, communication, preventive security systems to 

monitor and control the network,  

IQ2 Based on your experience, To whom the factors that influence 

information security policies compliance are significant? 

 

Answers These factors are significant to employees and other relevant users of 

information 

IQ2 How do you comply as a manager of this department?  

Answers How do I comply?....hum…..My sense of responsibility, commitment, 

value of information and belief.  

IQ3 Do you comply with your policies? IF yes How? IF none, why not? 

Answer YES I do…… but not 100% (smile). The information has a value and I 

do believe that such value has to be protected. The value of information 

is connected to its security. 

IQ3  Based on your experience, how do you understand the factors that lead 

to compliance? 

Answers The factors of compliance lead to the protection of information. 

IQ4 In your point of view, How factors of compliance are significant to you 

and your university? 

Answer The factors of compliance increase employees’ knowledge on how to 

protect information and prevent leakage. 

IQ5 Why factors of compliance are significant to you and your University? 

Answers These factors motivate me, instruct and give me ideas on how to protect 

information. These factors are significant to the university for its 

sustainability, functionality and productivity. 

IQ4 Are the policies of this university beneficial to you? If yes How, IF none, 

why not? 

Answer YES….they are beneficial. They guide and instruct us on how to behave 

and conduct ourselves at workplace. 

IQ5 How do you support and promote factors that influence compliance in 

this university? 

Answers We do support by initiating security meetings and workshops.  

IQ6 How do you interpret the factors that influence compliance to your 

employees? 
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Answer They are interpreted as security education and procedures to 

compliance with policies 

IQ7 Why factors of compliance are interpreted to your employees? 

Answers They are interpreted for improving security of information, protecting 

information resources, promoting security culture in this university and 

improving behaviour change towards compliance with policies. 

IQ8 What could influence your feeling to comply with InfoSecPol? 

Answers Awareness, responsibility and commitment 

IQ9  What motivate you to comply? 

Answers I said it ready (smile) 

IQ10 How do you communicate the factors that influence compliance with 

your employees? 

 

Answer The factors of compliance are communicated as security education. 

These factors provide skills and knowledge needed to employees on 

how to protect and avoid leakage.  

IQ11 Why the factors of compliance are communicated with your employees? 

 

Answers To secure information and information resources 
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Appendix G: Transcription for Staff Members 
Participant  

Rank: Secretary 

Institution: C15 

Research Main 

Question  

How can the non-compliance with information security policies by 

employees in an institution be managed? 

Research sub-

question 1 

How is information security policies enforced in institutions? 

IQ1  In your opinion, how are the policies enforced in this university? 

 

Answer  I don’t have any ideas (smile) 

IQ2. Based on your experience, to what extent are the policies of this 

university enforced? 

Answer  Encryption of information, and changing the password frequently> this 

sis what I know from this university. 

IQ3 How are the policies enforced with regards to your compliance? 

Answer  I cannot disclose students’ information unofficially. 

IQ4 In your opinion, Why information security policies are enforced? 

Answers I think that the institution wants to protect information. The information 

has a value.  

IQ5 Are you aware of the policy of this university? If yes please explain, if 

no, why not? 

Answers? Not at all. The policies exist but they never been communicated to us.  

IQ6 Do you communicate often with your managers about the policies? If yes 

how? If none, why not? 

Answers I do communicate with the managers because I am a secretary. But we 

do not communicate based on the policies. There is a lack of 

communication between the management and staff members in terms 

of policies. 

IQ7 Tell me about InfoSecPol according to your own understanding? 

Answers Protection of sensitive information 

Research sub-

questions 2 

What are the factors which influence information leakage in 

organizations? 
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IQ1 In your opinion, would you tell me the factors that influence information 

leakage? 

Answers Lack of communication of the policies, lack of awareness of the policies, 

fraud, corruption and favouritism in this place. 

IQ2 Based on your experience, to whom the factors that influence 

information leakage are significant? 

Answers These factors are significant to bad people who are stealing information 

unofficially. This is happening here often. Students are getting unofficial 

results and start complaining.  

IQ3 How the factors of information leakage are significant to third party or 

cybercriminals? 

 

Answers For their happiness, incentive or business 

IQ 4 Why the factors of information leakage are significant to third party? 

 

Answers For instance, in this institution students get unofficial results from 

authorised people who are working for the university. The system is not 

that secured. We cannot trust IT people in this institution. They are 

always leaking information. 

IQ 5  In your opinion, How to avoid intentional or unintentional leakage in this 

university? 

Answers Changing frequently passwords, awareness of the policies, sanction 

leakers and make the rules on information leakage to be strict. 

IQ6  In your opinion, what could be the causes of information leakage? 

Answers  Students do not have money to pay in order to get the results. So, they 

have to hack the system. Insufficiency of resources, lack of experienced 

IT staff members and lack of transparency. 

IQ7  How do you understand the factors that influence information leakage? 

  

Answers I do understand the factors that influence leakage as security breach 

and violation of the rules. 

IQ8 Are you aware of the consequences related to non-compliance with 

policies? 

 If yes how? If none, why not? 

Answers? YES…. I am. There is loss of information 
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IQ9  In your opinion, what could be the consequences related to non-

compliance with policies? 

Answers The consequences are various such as losing the information and this 

can affect your work. 

IQ10 Based on your experience, what could be the causes of breaking the 

rules in this institution? 

Answers? Students do not have money to pay in order to get the results. So, they 

have to hack the system. Insufficiency of resources, lack of experienced 

IT staff members and lack of transparency. Also there is a lack of 

leadership skill in this institution. Favouritism is a major problem. 

IQ11 In your opinion, What prevent you or your institution from complying with 

InfoSecPol? 

Answers I do comply but the university does not. We do not have sufficient 

facilities to perform our work. We are very limited in terms of resources 

and facilities. 

Sub-Question3 What are the factors which influence information security policies 

compliance? 

 

IQ1 In your opinion, would you tell me the factors that influence your 

compliance? 

Answer  Responsibility, commitment, transparency, attitude towards compliance 

, communication and awareness I can say so (smile….) 

IQ2 Based on your experience, to whom the factors that influence 

information security policies compliance are significant? 

 

Answers To employees and other staff members 

IQ2 How do you comply as a staff member?  

Answers Sense of responsibility and feeling of been employed and attitude 

towards compliace 

IQ3 Do you comply with your policies? IF yes How? IF none, why not? 

Answer YES I do but partially….. (smile) 

IQ3  Based on your experience, how do you understand the factors that lead 

to compliance? 

Answers I do understand them as security of information that leads to compliance. 



103 
 

IQ4 In your point of view, How factors of compliance are significant to you 

and your university? 

Answer Safety of private and institutional properties 

IQ5 Why factors of compliance are significant to you and your University? 

Answers These factors instruct and lead to compliance as I said previously 

IQ4 Are the policies of this university beneficial to you? If yes How, IF none, 

why not? 

Answer No they are not beneficial because they are not communicated to me. 

IQ5 How do you support and promote factors that influence compliance in 

this university? 

Answers I do not support or promote but I do what is good for the university and 

me. This is the job for the management to support and promote. My 

contribution is to provide a good service (smile) 

IQ6 How do you interpret the factors that influence compliance? 

Answer I do interpret them as security of information 

IQ7 Why factors of compliance are interpreted to you by the managers? 

Answers Sorry dude, managers never interpreted any factors of compliance to us. 

IQ8 What could influence your feeling to comply with InfoSecPol? 

Answers My personality and professionalism 

IQ9  What motivate you to comply? 

Answers I am qualified for this position. (smile) 

IQ10 How do you communicate the factors that influence compliance with 

your colleagues or managers? 

 

Answer N/A 

IQ11 Based on your experience, Why the factors of compliance are 

communicated with your colleagues or managers? 

 

Answers To be honest with you we do not discuss abut security issues between 

us staff members. We leave this to IT people (smile…..). But as an It 

assistant I know that the factors of compliance provide skills and 

knowledge about security threats.  

 

 


