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ABSTRACT 

In the contemporary digital landscape, cyber-attacks and incidents have placed cyber-security at 

the forefront of priorities in organizations. As organizations face cyber risks, it becomes imperative 

to implement and comply with various cyber-security policies. However, due to factors such as 

policy complexity and resistance from employees, compliance can be a challenging task. The 

study investigated the variables that affect an organization's adherence to cyber-security policies. 

A case study design was chosen as part of a qualitative approach to answer the research 

question. For data gathering, semi-structured interviews were performed, and existing documents 

were also considered when available to supplement interviews. The gathered data was 

meticulously organized, coded, and analyzed using the Actor-Network Theory perspective, with 

a focus on its four moments of translation: problematization, interessement, enrolment, and 

mobilization. The analysis revealed that insider threats and phishing attempts are the two cyber 

threats that affect organizations, behavioral challenges and enforcement limitations are factors 

influence and contribute to the non-compliance of cyber-security policy, phishing exercises and 

policy development process are used to enforce cyber-security policies. The study concludes that 

both insider Threats, involving staff or internal end-users, and Phishing Attempts perpetrated by 

external individuals, pose significant risks to organizations. Despite awareness initiatives, 

behavioral challenges persist among internal end-users, which complicate adherence to available 

security measures. A one-size-fit cyber-security policies are sometimes inadequate due to the 

diversity in business sectors, necessitating a tailored solution. Periodic phishing exercises serve 

to evaluate the readiness of internal end-users or staff, and identify areas for improvements.  

Ultimately, for effectiveness, cyber-security policies development process should follow a 

collaborative and inclusive approach where organization stakeholders will be participating. 
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CHAPTER ONE:  INTRODUCTION 

Chapter One comprises ten sections, organized as follows: 

• Introduction and background (1.1). 

• Statement of the research problem (1.2). 

• Aim and objectives of the research (1.3). 

• Research question and sub-questions (1.4). 

• Definition of terms (1.5). 

• Research design and methodology (1.6). 

• Delineation of the research (1.7). 

• Significance of the research (1.8). 

• Ethical consideration (1.9). 

• The structure of the study (1.10). 

1.1 INTRODUCTION AND BACKGROUND  

Cyber-security is a growing concern around the world. This includes in South Africa where public 

and private organizations constantly face cyber-attacks and incidents causing considerable 

financial losses. The phenomenon is caused by the nation's high internet access rate and rising 

adoption of information and communication technology (ICT) (Bridging Of Digital Divide 

Programme), which is a digital paradox. A digital paradox is the countless opportunities that 

technological advances present to the development of a country on one hand and the proliferation 

of cyber-incidents and cyber-attacks on the other hand (Mabunda, 2021).  

In the attempt to respond to the problematic of cyber-incidents and cyber-attacks, several efforts 

have been deployed. The efforts include regulations (Protection of Personal Information (POPI)), 

legislative frameworks (National Cybersecurity Policy Framework (NCPF)), businesses spending 

considerable amount of money on security technologies (firewalls, IDS, IPS), awareness 

campaigns, and employees sent to periodical training sessions (Da Veiga, 2015) 

South Africa continues to be one of the most targeted nations in the world and in Africa despite 

all the efforts (Kshetri, 2019; Evans et al. 2016; Kortjan & von Solms, 2014). The problem could 
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be attributed to the fact that less focus has been put on human-related vulnerabilities, which 

represent the main target in most modern and recent cyber-attacks and cyber-incidents (Gundu, 

2019; Abawajy, 2014). Considering the Bridging Of Digital Divide Program engaged by South 

Africa, the fourth industrial generation (4IR), and the ineffectiveness of current approaches to 

cyber-security (Dunn Cavelty, 2014), it could be anticipated that South Africa will experience an 

increase in a likelihood of cyber-incidents and cyber-attacks if solutions are not provided (Olutoyin 

O. Olaitan et al., 2021). 

Thus, a different approach is needed to understand why and how cyber-incidents and cyber-

attacks occur. This study aimed to analyze cyber-security policy compliance in organizations. The 

study's results can be applied to direct and enforce agents’ (end-users) compliance through which 

cyber activities can be monitored, managed, so as to minimize cyber-incidents and cyber-attacks 

within organizations. This study is underpinned by Actor-Network Theory (ANT), which is 

recognized to be a social-technical theory. ANT is a framework increasingly used in social 

sciences such as information systems to examine the interactions between existing actors and 

how networks are built. In ANT, both human and non-human constitute information systems 

components (Iyamu et al., 2013). ANT is special as it considers non-human and human actors 

equal in a specific environment (Balzacq & Cavelty, 2016). 

1.2  STATEMENT OF THE RESEARCH PROBLEM 

Many organizations in South Africa are facing cyber-attack and incident challenges, despite 

having cyber-security policies in place. The rapid increase in cyber-attacks and incidents have 

placed South Africa among the most targeted countries in the world (Mabunda, 2021). As a result, 

organizations continue to incur billions of Rand in losses annually, as seen in 2014 where the 

losses amounted to 5.8 billion (Jacobs et al., 2016). 

The problem faced by these organizations is non-compliance with cyber-security policies by 

actors such as end-users and technologists (Mtambeka et al., 2023). If left unaddressed, this 

problem will continue to challenge the sustainability, existence, and competitiveness of South 

African organizations. 
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This study aims to explore the profitability of incorporating ANT's concepts (four moments of 

translation) into research methodologies, with a focus on understanding and addressing the issue 

of cyber-security policy compliance. 

1.3 AIM AND OBJECTIVES OF THE RESEACH 

1.3.1 Aim of the research 

The purpose of this study is to analyze the level of compliance with cyber-security policies in 

organizations and to understand the factors influencing this compliance.  

1.3.2 Objectives of the research 

The study objectives are as follow: 

I. To identify cyber-attack and incidents registered by organizations. 

II. To understand factors that contribute and influence non-compliance with cyber-security 

policies in organizations.  

III. To examine how cyber-security policy compliance is enforced in organizations. 

1.4 RESEARCH QUESTION AND SUB-QUESTIONS 

1.4.1 Main research question 

The main research question is: What are the factors influencing cyber-security policy compliance 

in organizations?  

The outcome of this question could inform organizations on how to effectively implement and 

enforce cyber-security policies, thereby improving their overall cyber-security posture and 

reducing the risk of cyber-attacks and incidents.  

1.4.2 Research sub-questions 

The following are the study sub-questions: 
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I. What are the cyber-attacks and incidents that affect organizations? 

II. What are the contributing and influencing factors to the non-compliance with cyber-security 

policies in organizations? 

III. How is cyber-security policy compliance enforced in organizations? 

1.5 DEFINITION OF TERMS 

1.5.1 Information and communication technologies 

Information and Communication Technologies refer to ranges of technologies used to collect, 

store, retrieve, process, analyze and transmit data and information (Luo & Bu, 2016; Nduati et al., 

2015). For Kuzior and Lobanova (2020), Information and Communication Technologies is a “set 

of various technological devices, tools and resources used to ensure the communication process 

based on the creation, dissemination, storage and management of information. By these 

technologies are meant computers, the Internet, radio and television, and telephone (mobile) 

communication. These definitions present what Information and Communication Technologies 

stands for in this study as they emphasize the multifaceted nature and their integral role in 

managing digital information and data across domains though the use of computers, the Internet, 

radio and television, and telephone (mobile) communication.  

1.5.2 Cyberspace  

“Cyberspace is a global, virtual, ICT-based environment, including the Internet, which directly or 

indirectly interconnects systems, networks and other infrastructures critical to the needs of 

society” (Sigholm, 2013). Li and Liu (2021) define Cyberspace as “Interconnected networks, from 

IT infrastructures, communication networks, computer systems, embedded processors, vital 

industry controllers, information virtual environment and the interaction between this environment 

and human beings for the purpose of production, processing, storage, exchange, retrieval and 

exploitation of information”. In this study, the term cyberspace stands for a dynamic platform that 

facilitates diverse interactions between digital environments and human activities, enabling 

functions such as processing, storage, exchange, retrieval, and exploitation of information. 
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1.5.3 Cyber-security 

Cyber-security refers to the “protection of cyberspace itself, the electronic information, the ICTs 

that support cyberspace, and the users of cyberspace in their personal, societal and national 

capacity, including any of their interests, either tangible or intangible, that are vulnerable to attacks 

originating in cyberspace” (von Solms & van Niekerk, 2013). Li and Liu (2021), define cyber 

security as an important subject in the infrastructure of every company and organization. This 

includes practical measures to organization’s assets such as information, networks and data 

against internal or external threats. The above perspectives of the term Cyber-security within the 

context of this study as they emphasize the broad scope of cyber-security, encompassing both 

tangible and intangible assets. They also highlight the proactive nature of cyber-security efforts 

aimed at ensuring the integrity, confidentiality, and availability of digital assets within 

organizational infrastructures. 

1.5.4 Cyber-incident 

A cyber-incident refers to “the act of violating or an intention to violate computer security policies, 

acceptable use policies, or standard security practices” (Ferreira, 2012). This includes data 

leakage, cyber extortion, identity theft, espionage, online service unavailable (OSU) unauthorized 

access, and service disruption. Throughout this study, the term cyber-incident is used as defined 

here. 

1.5.5 Cyber-attack 

A cyber-attack is an activity that takes place in a cyberspace and carried out by an attacker with 

the aim to undermine cyber-security objectives (confidentiality, integrity and availability) by 

stealing, modifying, getting illegal access, destroying data or taking over the control of some 

elements of cyberspace infrastructure (Hruza et al., 2014). Throughout this study, the term cyber-

attack is used as defined here. 

1.5.6 Cyber-security policy 

Typically, the term "policy" refers to laws and rules governing the dissemination of information, 

private sector goals for data security, computer operations techniques for managing technology, 
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and configuration variables in electronic devices. (Bayuk et al., 2012). In an organization, the role 

of policy would be to provide a platform on which rules for behavior that are expected to achieve 

cyber-security are prescribed. Cyber-security policy can be described as all the procedures and 

processes which must be followed by employees in order to keep the confidentiality, integrity, and 

availability of organization resources. 

1.5.7 Actor-network theory 

Michel Callon, Bruno Latour, and John Law are the pioneers of Actor-Network Theory (ANT) in 

the early 80’s (Czarniawska, 2016.). The theory focuses on interactions and relationships among 

actors within heterogeneous networks (Greenhough, 2017). In ANT, both human and non-human 

are considered actors. Other authors define ANT as a way of engagement that helps to create 

and to transform realities (Justesen, 2020).  These views suggest that ANT not only help to 

understand existing networks but also plays a role in shaping and reshaping them through actor 

interactions and collaboration. 

 

1.6 RESEARCH DESIGN AND METHODOLOGY 

The methods, procedures, and methodology used in this study are highlighted and described in 

this section. The research design and methodology also include gathering of data and analysis 

processes followed to achieve stated objectives.  

1.6.1 Research paradigm 

A research paradigm includes the three main elements: the ontology, the epistemology and the 

methodology. This study was underpinned by the interpretivism research philosophy, which was 

based on the goal stated in Section 1.3. This was mainly because the researcher assumes that 

there is no single truth (ontology) and that the truth is contextually or subjectively constructed 

(Epistemology) through participants’ perceptions and experiences as discussed by Kivunja and 

Kuyini (2017). The interpretivist research philosophy also influenced the choice of the 

methodology used in this study.  
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1.6.2 Research approach 

The inductive approach was adopted in this study. This was mainly because the researcher 

sought to develop a theory rather than testing an existing one. It is also because the researcher 

induced sense making in the analysis from the content of collected data (Soiferman, 2010). 

1.6.3 Research methodology 

Qualitative research was adopted because the analysis and sense making were based on an 

exploration and understanding of a situation related to human actors, how they interact and how 

they make sense of the world around them. As stated by Creswell (2013), in qualitative research, 

researchers seek to explore and get thorough understanding of the situation through participant’s 

viewpoint and experiences. Also, the researchers aim to understand how individuals apprehend 

and make sense of the environment they are in, themselves and other actors around them.  

1.6.4 Research design 

This study focused on an exploration of employee’s attitude toward organization cyber-security 

policy. So, for being an approach that facilitates the exploration of phenomenon within its context, 

where a researcher focuses on specific settings, a case study design was employed in this study.  

1.6.5 Data collection 

Semi-structured Interview technique was used for data gathering process. This is mainly because 

semi-structured technique is suitable to explore the opinions and perceptions of participants 

regarding the complex and sensitive topic of cyber-security but also because they enable the 

possibility for probing when provided answers are not clear. To supplement semi-structured 

interviews, documentation was also used when available.  

1.6.6 Data analysis 

The purpose of this phase was to make sense of collected data and obtain usable and useful 

information (Ponelis, 2015). To achieve that, ANT was used as guide in the whole process of the 

analysis. More specifically, ANT from the viewpoint of its four moments of translation as discussed 
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in Section 1.5.5. The four moments dictated how the process of analysis was conducted. This 

was done from three (3) main perspectives: (1) existence of actors (human and non-human); (2) 

creation of networks through conscious and unconscious approach; and (3) interaction and 

relationship. The theory was useful to identify different actors (actants) including focal actors, and 

how they exist. Also, how the networks were created within the different environments was 

examined. Furthermore, the lens was used to understand actors’ relationships and interactions 

within their various networks. Through this means compliance of cyber-security policy could be 

examined.  

1.7 DELINEATION OF THE RESEARCH 

This study focused on an organization’s cyber-security policy. As stated in the aim, the study was 

about end-user behaviors toward cyber-security policy within organizational environments.  

1.8 SIGNIFICANCE OF THE RESEARCH 

This study is important as, we hope, the result will continuously assist organizations in their fights 

against the persistently growing cyber-attacks and incidents. We also hope that the result will be 

an effective contribution to enforce cyber-security policy compliance within organizations. 

Additionally, the study had the potential to add to the academic literature, particularly given the 

paucity of research in the field of cyber-security studies utilizing the ANT concept and the four 

moments of translation. 

1.9 ETHICAL CONSIDERATION 

Ethics can be defined as “normative and regulatory tool kits that provide guidance to constructing 

good research practices and to the processes related to obtaining research clearance” 

(Frauenberger et al., 2017). Recognizing that a research project can only have value when curried 

out with integrity and the respect of ethics code of conduct (Walliman, 2010), this study was 

carried out with a commitment to these principles.  

The researcher first applied for an ethical clearance certificate from the Cape Peninsula University 

of Technology's Ethics Committee in order to guarantee complete integrity. Then, the faculty and 

Research Code of Ethics was rigorously used as a guideline in the whole research process.  
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1.10 THE STRUCTURE OF THE STUDY 

The study chapters were structured as follows: 

Chapter One: Introduction 

The researcher provides an overview of the study's background and research outlines in this 

chapter. This comprises the problem statement for the study as well as the goals and research 

questions.  

It outlines the study significance and why it is important to analyze the cyber-security policy 

compliance in its stated context.  

It also provides a roadmap for the study. 

Chapter Two: Literature Review 

This chapter comprehensively reviews existing literature and connects it to the research 

questions. It also discusses the relevance of Actor-Network Theory and its Four Moments of 

Translation.  

Chapter Three: Methodology 

This chapter presents the research philosophy, the methods and techniques, including 

the data collection procedures and data analysis approach used to achieve research 

objectives. It also describes the procedures followed to guarantee the accuracy and 

consistency of the findings. 

Chapter Four: Analysis and Results 

This chapter presents the data analysis and highlights the findings in line with the 

research questions.  

Chapter Five: Conclusion 
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This chapter provides an overview of the work done during the investigation, along with 

the main conclusions and study implications. It also lists the study's shortcomings and 

makes suggestions for additional research.  
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CHAPTER TWO:  LITERATURE REVIEW 

Chapter Two consists of eleven sections, given as: 

• Introduction (2.1). 

• Information and communication technology (2.2). 

• Cyberspace and organizations (2.3). 

• Cyber-attack and cyber-incident (2.4). 

• Cyber-security in organizations (2.5). 

• The goals of cyber-security (2.6). 

• End-users (2.7). 

• Policy and compliance (2.8). 

• Actor network theory (2.9). 

• Actor network theory and information systems research (2.10). 

• Summary (2.11). 

2.1 INTRODUCTION 

This chapter reviews existing literature related to the study focus area (Boote & Beile, 

2005). According to Marczyk, DeMatteo and Festinger (2010), the literature review is 

indispensable as it helps to understand and be familiar with the current state of knowledge 

around the topic being studied. Also, it allows to identify gaps in the existing knowledge 

and justify the research being conducted (Machi & McEvoy, 2021; Maier, 2013). Thus, a 

holistic review of literature around Information and Communication Technologies, 

Cyberspace and organizations, Cyber-attacks and incidents, Cyber-security in 

organizations, End-users, Policy and compliance, Actor-Network Theory, Actor-Network 

Theory and Information systems research is presented in this chapter.  

2.2 INFORMATION AND COMMUNICATION TECHNOLOGIES 

Considered as an essential component of business growth, Information and Communication 

Technologies (ICT) can be described as a set of technologies used to collect, store, retrieve, 
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process, analyze and transmit data and information (Luo & Bu, 2016; Nduati et al., 2015; Olise et 

al., 2014). Many organizations rely on the use of ICT to sustain and remain competitive (Skopik 

et al., 2012). According to Linton (2017), this is because the adoption and use of ICT improves 

several aspects of businesses such as a better decision-making, increase of productivity, improve 

of customer service, greater collaboration, and improve financial performance. Consequently, ICT 

has become indispensable and broadly used in business chains of diverse types of industry. 

However, the main purpose of adopting and using ICT mostly varies from one business to another. 

For example, some businesses make use of ICT to reach a bigger market through the deployment 

of websites and web applications (Pearson & Bethel, 2016; Taylor, 2015). In the banking industry, 

ICT is being used to provide bank services such as account balance consultation, funds transfer 

and to bring many more services closer and available anytime to customers (Aboelmaged & 

Gebba, 2013).  

According to Bayo-Moriones et al. (2013)'s study, the impact of ICT depends on the type of ICT 

adopted and used but also the type of business. In that perspective, they concluded that 

businesses with a lot of coordination needs, and more communication flows would benefit more 

from ICT than other types of businesses. Furthermore, the authors believe that the adoption of 

ICT should not be isolated, it should be aligned with some changes related to the Job design. 

Tarutė and Gatautis (2014) state that major impacts of ICT are mostly around external and internal 

communication performance. According to them, this is because the implementation and use of 

ICT within and across businesses has been proven to provide a faster communication using 

emails, internal chat via media such as skype, and video conferences which help organizations 

to save a lot of time and consequently maximizes their productivity. Nevertheless, they also 

believe that ICT could bring much more to businesses if its capability could be aligned with the 

capability of some internal resources such as people.  

The amount of information being shared across and within organizations keeps increasing and 

information sharing has become a challenge for cyber-security. This is supported by Wiederhold 

(2001) and Amini and Bozorgasl (2023), as they asserted that information sharing is increasingly 

growing and plays an important role in organizations. In healthcare for instance, it contributes to 

the improvement of the quality of healthcare service. Some experts such as Patrick et al. (2016) 

describe information as an important asset for organization which can be shared and transformed 
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in order to achieve organization goals while information sharing is described as a process of 

exchanging data, information, and/or knowledge among entities (Kembro et al., 2014).  

However, the use of ICT does not only provide advantages to organizations, but it also generates 

some risks. As ICT platform gets more developed and complex, many researchers agree on the 

fact that the implementation and use of ICT creates a stage for cyber-attacks and cyber-incidents 

which become more organized, dangerous, and costly for organizations (Gao, 2023; Quaglia, 

2016; Cavelty, 2014; Olise et al., 2014; Skopik et al., 2012; Czosseck et al., 2011). This is mainly 

because most individuals and organizations make use of ICT to share and store important 

business assets such as data and information, sometimes confidential and crucial for them. As 

stated by Zhang et al. (2015), like electricity, water and oil, information has become one of the 

most essential resources in the world. Data and information are not only important for businesses; 

they are also important for hackers because they are used to harm organizations or customers 

(Johar, 2017). 

2.3 CYBERSPACE AND ORGANIZATIONS 

Cyberspace is defined by Sigholm (2013) as “the global, virtual, ICT-based environment, including 

the Internet, which directly or indirectly interconnects systems, networks and other infrastructures 

critical to the needs of society” but the term already existed long before that. In 1982, the term 

was already used by a Canadian writer in the name of William Gibson in a science fiction story 

called “Burning Chrome” referring to a virtual information space formed by computers. In his fiction 

description of cyberspace, William Gibson expressed the fact that cyberspace is not only about 

information, but it is also about its impact on humans using it through their thoughts and cognitions 

(Zhang et al., 2015).  

According to (van den Berg et al., 2014), there are three layers in cyberspace. The first layer is 

the technical which refers to the technologies in place, the second layer is the socio-technical 

which refers to the interactions between people and technologies, and finally the governance 

which refers to people and organizations that govern both technical and socio-technical. On this, 

some other experts think that the cyberspace is constituted of four layers instead of three: 

physical, logical, informational and human. Where the physical refers to the physical devices 

connected to each other including communication cables, logical refers to computer applications 
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such database applications and web applications, the information transmitted, and finally the user 

themselves referring to people such as employees or individuals.  

Unlike other types of domains naturally created such as the domain of air, land and sea, 

cyberspace or cyber domain is a manufactured and totally depends on human initiatives 

(Denning, 2015). Cyberspace has become essential in our daily activities and the number of 

individuals and organizations active in cyberspace keeps increasing. Ramírez and García-Segura 

(2017) are experts and they think that it mainly because from human nature perspective, no one 

wants to be left behind or being considered as ignorant, but also because the huge potential of 

cyberspace has been understood by organizations. This potential of cyberspace has a double 

face as if cyberspace is not properly protected, it becomes vulnerable and exploitable for 

malicious cyber activities such as cyber-attacks. Thus, Sigholm (2013) stated that cyber-attacks 

and cyber-incidents are subsets of cyberspace. In this study, it was also about the understanding 

of cyberspace and its different actors that play a role in cyber-security.  

2.4 CYBER-ATTACK AND CYBER-INCIDENT 

Millions of cyber-attacks and cyber-incidents take place every year causing financial losses, 

disruptions and annoying all sorts of organizations (Nye Jr, 2016). (Hruza et al., 2014) describe 

cyber-attack as an activity that takes place in a cyberspace and carried out by an attacker with 

the aim to undermine cyber-security objectives (confidentiality, integrity and availability) by 

stealing, modifying, getting illegal access, destroying data or taking over the control of some 

elements of cyberspace infrastructure. Next to cyber-attack, there is “cyber-incident which is a 

violation or imminent threat of violation of computer security policies, acceptable use policies, or 

standard security practices” (Ferreira, 2012).  

Organizations face different types of cyber-attacks and incidents. This is because technologies 

change, and malicious people or hackers develop new and various methods to break the 

confidentiality, integrity, and authentication of organization assets (Safa et al., 2015) impacting 

organizations, consumers and stakeholders. Many studies were conducted to have an idea about 

how cyber-attacks and incidents have overwhelmed the globe, and the results revealed that 

organizations and their consumers are nowadays more concerned about cybercrimes than 

traditional physical crimes (Kshetri, 2013). 
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Current cyber-security literature tries to summarize cyber-security threats in four categories which 

are (I) Cyber terrorism which refers to terrorism activities executed through the use of computer 

technology, (II) Hacktivism which refers to the use of hackers for political purposes, (III) Cyber-

crime which refers to an offense committed through computer technology, and (IV) Cyber-warfare, 

the use of computer technology in a war or conflict activities (Quigley et al., 2015).  

Cyber-crimes have grown throughout the years and become a major concern for government, 

private organizations and individuals (Marsh, 2017). According to (Quigley et al., 2015), Cyber-

crimes are among the common cyber threat registered by organizations, but it receives less 

attention. According to a Norton cybercrime report from 2011, South Africa and China had the 

two economies most affected by cybercrimes, with 84% of South Africans and 85% of Chinese 

citizens respectively falling victim to cybercrimes (Dlamini & Modise, 2013; Kshetri, 2013). 

Another report from Global Economic Crime and Fraud Survey for 2018 claimed that South Africa 

was the world's second-most-targeted nation due to poor policing and immature laws, and naive 

end-users (Citizen Reporter, 2018). Hence, identifying the cyber-attacks and indents faced by 

organizations was one of the objectives of this study.  

2.5 CYBER-SECURITY IN ORGANIZATIONS 

The phenomenon of cyber-security came into the spotlight in 2007 with the cyber-attack 

addressed to the republic of Estonia which shown how modern countries and modern 

organizations could be destabilized through ICT (Jansen Van Vuuren et al., 2015; Kozlowski, 

2013). Since then, cyber-security has become a major concern for individuals and organizations. 

This is also because over the years, cyber-attacks and cyber-incidents have been increasing 

causing huge economical and safety damages to institutions that do not have proper cyber-

security measures. Hence, in many countries around the globe, cyber-security is considered as 

a national priority (Gcaza & von Solms, 2017). Kesan and Hayes (2014) think that this is because 

a failure in cyber-security can lead to expensive losses for organizations but can also be critical 

to human lives as hackers have ability today to manipulate information systems and prevent 

organizations and governments to spread out an evacuation alert in a case of incidents and 

emergency. According to Kesan and Hayes (2014), the annual cost of cybercrime and economic 

espionage to the global economy ranges from $375 billion to $575 billion. According to Kshetri 

(2015), cybercrimes cause South African organizations to lose about 20 billion annually. 
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Although many countries are now conscious about the importance of cyber-security and have 

decided to join forces and be part the fight to eradicate or minimize cyber threats, some details 

still need to be addressed for concerned and involved countries to easily stand as one for the 

same cause. One of the issues identified by Luiijf et al. (2013) is the understanding of cyber-

security which can differ from nations. According to the authors, not having a common 

understanding and perspective of what cyber-security is can cause confusion and be a barrier to 

the current fight against the threats of cyberspace. For the purpose of having harmony in the 

definitions of terminologies, some nations including South Africa develop and publish a national 

cyber-security strategy (NCSS), in which they provide their understanding of cyber-security. In 

some South African publications, cyber-security is described as “the collection of tools, policies, 

security concepts, safeguards, risk management approaches, actions, training, best practices, 

assurance and technologies that can be used to protect the cyber environment, and organization 

and user assets” (Luiijf et al., 2013). Consequently, the vision of South Africa about cyber-security 

is to create a trusted and secure environment where ICT can be used with confidence by individual 

and organizations. von Solms and van Niekerk (2013) also define cyber-security as “protection of 

cyberspace itself, the electronic information, the ICTs that support cyberspace, and the users of 

cyberspace in their personal, societal and national capacity, including any of their interests, either 

tangible or intangible, that are vulnerable to attacks originating in cyberspace”. The latter definition 

is unique because it emphasizes the significance of the roles played by both human and non-

human actors in the problem that organizations face. This join Bada and Sasse (2014) cyber-

security view. They indicated that the purpose of cyber-security is not limited to secure non-human 

organization assets but also to secure humans that make use of ICT systems. Mosca (2015) went 

further to say that through the attempt to protect individuals, organizations and other cyberspace 

entities from threats, cyber-security would contribute to the sustainability and competitiveness of 

organizations because organizations without proper security plans provide business to those with 

effective security plans.  

2.6 THE GOALS OF CYBER-SECURITY  

Maintaining the confidentiality, integrity (Which in some instances may include authenticity and 

non-repudiation), and availability of organizational assets like data and information is the primary 

objective of cyber-security, as illustrated in figure 1. The CIA triad—confidentiality, integrity, and 
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availability—was created to direct the creation of security measures like cyber-security policies 

inside enterprises (Rouse, 2014). 

 

Figure 2.1 The CIA Triad (Farooq et al., 2015) 

Data and information confidenciality implies that the system must prevent unauthorised people to 

access sensitive data and information. This is from an external and an internal aspects. The 

integrity implies that the data and information must not be altered, lost or compromised. The 

availability implies that the data and information must be available and accessible when required 

(Kumar et al., 2015).  

2.7 END-USERS 

An end-user as defined by the Oxford dictionary is simply a person who makes use of a product. 

End-users are also referred to as technical or a non-technical person (Poon et al., 2014). 

Employees remain frequently held responsible for security incidents and breaches in many 

organizations (Flores et al., 2014). In fact, computers have been replaced by end-users as 

hackers first target choice (Safa et al., 2016). This has been proven by the techniques mostly 

used nowadays by attackers to harm or access individuals and organizations assets and systems. 

These techniques include social engineering and fishing and make use of human weaknesses as 

they usually start with a human disclosing personal information or clicking on an unknown link 

sent intentionally by an attacker (Junger et al., 2017). Moyo (2015) feels that because end-users 

are the weakest link in an organization's security chain, they are typically the target of hackers. 

Some experts go further and say that if end-user variable is removed for the security equation, it 
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would be easier for organizations to secure their systems (Safa et al., 2016; Arachchilage & Love, 

2014) 

Although technologies and other tools used to manipulate data and transmit information from one 

entity to another one exists, those technologies or systems receive instructions from end-users 

(Tang et al., 2016). End-user attitudes toward security measures play a crucial part in the process 

of preventing security risks (Cong Pham et al., 2017). Arachchilage and Love (2014) emphasized 

by asserting that end-user’s role is the most important one. According to them, educated end-

users with a good attitude with regards to security policy can contribute to reduce security risks 

and make cyberspace a more secure environment. Thus, this study also attempted to understand 

human actor ‘attitudes toward deployed cyber-security measures such as policies.  

2.8 POLICY AND COMPLIANCE 

To mitigate cyber-crimes, organizations have adopted technical methods and approaches, such 

as firewalls, Intrusion Detection Systems (IDS), Intrusion Prevention Systems (IPS), and other 

technical measures (Said et al., 2015). Safa et al. (2015) believe that technology alone cannot 

stand against hackers and their constantly changing offensive methods. The authors further 

suggested that technology measures should be associated to security policy to expect 

effectiveness. This is because the security policy plays a major role in the fight against cyber-

attacks and incidents as it regulates and controls organization user’s behavior which becomes a 

challenge for organizations (Sannicolas-Rocca et al., 2014).  

According to Bayuk et al. (2012), the term policy refers to every regulation and law. The law and 

regulations that have a purpose to maintain organization cyber-security. Organization security 

policy can be described as all the procedures and processes which must be followed by 

employees in order to keep confidentiality, integrity, and availability of organization resources. 

Although having a cyber-security policy is important for organizations, experts highlight that it is 

ineffective to have policy without compliance (Da Veiga, 2015). Bulgurcu et al. (2010) think that 

every organization with the desire to strengthen their security aspect should put more efforts to 

understand how employees comply with organization existing policy.  

Cavelty (2014) stated that cyber-security policy is a solution to cyber-security challenges globally 

faced. According to him, most security stakeholders are more concerned about common security 
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issues such as vulnerability and privacy which can be addressed through regulations. A study 

revealed that having policy does not necessarily solve the security issues because there is a gap 

between having policy available to employees and their practices. The current dilemma with 

cyber-security policy is that employees do not comply with organization security policy but most 

of them are using social media and internet for communication purpose (Streeter, 2013). Blythe 

(2013) also noted that half of data breaches are due to compliance failure to organizations’ 

security policy. As a result, some organizations embark on awareness campaigns, such as 

messages (via emails), informative posters, newsletters, and computerized training modules 

(Albrechtsen & Hovden, 2010).  

According to Da Veiga (2015) this approach can only give a sensation of having end users aware 

of security policy but not an effective method for compliance. Sannicolas-Rocca et al.(2014) 

stated that methods to improve and enforce employee behavior toward organization security 

policy are needed. This study objective was also to unpack how cyber-security policy is 

developed, communicated and enforced in organizations.  

2.9 ACTOR-NETWORK THEORY 

Michel Callon, Bruno Latour, and John Law were the pioneers of actor-network theory (ANT) in 

the early 1980s (Czarniawska, 2016). ANT is a socio-technical theory putting emphasis on 

interactions and relationships among actors within heterogeneous networks (Greenhough, 2016). 

ANT focuses on how networks are constructed rather than why they exist (Shim & Shin, 

2016)(Shim & Shin, 2016). Actors and networks are the main tenets of the theory. In ANT, human 

and non-human entities are both actors, and they are both equal in a network. Non-human actors 

include technologies supported by organizations, tools used by humans (Hanseth et al., 2004), 

cultural meanings or environmental conditions (Scott, 2017). 

From ANT perspective, heterogeneity refers to network composed of diverse materials or 

elements (Shim & Shin, 2016; Law, 1992). According to (Law, 1992), the interaction between 

actors or actants of heterogeneous networks such as people, technologies, machines, texts, 

architectures, animals, money and any other elements which can contribute or mediate in social 

interactions constitutes the base of the society.  

https://scholar.google.co.za/citations?user=381i0FIAAAAJ&hl=en&oi=sra
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A network is an established connection between actors. For a connection to be formed, actors 

must be moved and translated (Dankert, 2011). According to Iyamu and Sekgweleo (2013), the 

objective of having networks is the fact that actors can collaborate and propose solutions to 

identified problems or to generate a new entity. The creation of networks is based on a four steps 

process called translation or moments of translation (Williams, 2014). Translation is presented by 

Costa and Cunha (2015) as “a set of methods by which actors within a network will try to enroll 

the other actors into positions that can serve their own purposes.” According to Jessen & Jessen 

(2014), it can also be described as a process of delegating and persuading actors to accept roles 

and responsibilities through inter-related four phases which also describe how the actor-network 

relationships come to be. As shown in Figure 2.2, the translation includes problematisation, 

interessement, enrolment, and mobilisation. 

MOMENTS OF TRANSLATION 

Problematisation Interessement

EnrolmentMobilisation

1. 2.

3.4.

 

Figure 2.2 Four moments of translation (Callon, 1984) 

PROBLEMATISATION 

The problematisation is the first moment of translation and it refers to the step where the main 

actor, also called focal actor makes himself indispensable to the rest of actors, identifies and 

describes the problem. It is also the moment where actor interests are identified and negotiations 

to attempt to merge them into a common interest take place (Costa & Cunha, 2015; Heeks & 

Stanforth, 2015). Jessen and Jessen (2014) stated that an obligatory passage point (OPP) is 

known as a proposed solution in the problematisation phase.  

INTERESSEMENT 
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After different aligning interests and human and non-human roles identified, the next moment is 

the interessement. In this moment, focal actor or actors initiate the recruitment process according 

to the role and responsibilities defined in the problematisation phase and convinced them on the 

viability of the problem faced and the proposed solution to the problem (Costa & Cunha, 2015; 

Jessen & Jessen, 2014). 

ENROLMENT 

Once the interessement moment is successful, then enrolment moment can take place. The 

enrollment is where role and responsibilities are assigned to recruited actors (both human and 

non-human). This moment is very important as it is in this phase where the actor allies, supports 

and relationships are also defined (Jessen & Jessen, 2014). According to Costa and Cunha 

(2015), the enrolment is successful when recruited actors accept the role and responsibilities 

assigned to them and solid network of allies are formed.  

MOBILISATION 

After the problematisation, interessement, and enrolment phases are completed, the mobilisation 

phase occurs (Costa & Cunha, 2015). In order to establish a network, a designated spokesperson 

or actor mobilizes allies in a way that they act in line with their assigned roles and responsibilities 

(Jessen & Jessen, 2014). 

Apart from translation, ANT has other concepts such as Alliances, Black box, and Inscription. 

Alliances are the outcome of a successful translation. Stockbruegger and Bueger (2017) 

described a black box as “a combination of actants, such as a device, system, or technology 

whose internal workings are hidden and do not matter anymore for those who use it and the way 

it is used”. According to Alexander and Silvis (2014), an actor is as strong as the alliances it has 

with other actors. A black box is an uncheckable network formed by allied strong actors. In a black 

box, the alliances are so strong that it is one single actor. Inscription is described by Shim and 

Shin (2016) as the development of a technical artifact in order to protect the interests of actors. 

According to Stockbruegger and Bueger (2017), the concept of inscription also describes a stable 

relationship between two actors or heterogeneous actors. In that relationship, the role of different 

actors is clearly defined, and their interactions are well established. A successful inscription can 

also result in a black box. The concept of inscription is a special and useful concept as it has been 
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used to understand how technologies become part of our daily life and how they are involved in 

how things are done. ANT concepts should be considered as flexible research tools that facilitate 

empirical studies. ANT concepts are not used to explain the world but to facilitate its exploration 

and description (Stockbruegger & Bueger, 2017). 

2.10 ACTOR NETWORK THEORY AND INFORMATION SYSTEMS 
RESEARCH 

ANT is a framework mostly adopted in research to guide analysis and understand how existing 

heterogeneous networks are formed within a specific environment (Shim & Shin, 2016). The 

theory is interesting as it proposes a new approach of thinking based on agency concept and the 

effect of an entity (actant) on another one (Felski, 2016). The theory is also said to be a useful 

tool to empirically examine and understand organization processes where organization can be 

considered as networks, or an assemblage of networks within which heterogeneous actors can 

be found (Whittle & Spicer, 2008). According to (Alexander & Silvis, 2014), one of the main 

strengths of the theory would be its ability to include and consider heterogeneous actors in an 

analysis process.  

Although the theory was initially developed for sociology and sciences studies, the theory is 

increasingly used in many other research studies (Dedeke, 2017; Walsham, 1997). This includes 

information systems (IS) studies where the theory has been widely used to examine the 

complexity and huge number of existing interactions between human and non-human actors 

(Fornazin & Joia, 2016; Alexander & Silvis, 2014; Tatnall, 2005; Walsham, 1997). IS research 

being mostly focused on interaction between humans, technologies and information systems 

which in ANT concept is referred to as human and non-human collaboration. The aspect of ANT 

which consists of denying any differences between human and non-human actors makes the 

theory particularly interesting for IS studies (Alexander & Silvis, 2014). According to Iyamu et al. 

(2013), the theory is also used to explain and interpret the developments and changes managed 

by non-human and human actors in social and technological domains. Other researchers such 

as Mahama et al., (2016), used ANT to examine relationship between actors (actor-actor) for a 

better understanding of how IS are organized more specifically the collaboration between human 

and technologies in a network (Greenhalgh & Stones, 2010).  
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In the domain of healthcare, ANT is recommended and used to address the complexity in the 

process of IT systems implementation (Troshani & Wickramasinghe, 2014; Cresswell et al., 

2010). In other domain such as the finance, the application of ANT has assisted to understand 

the convergence between the finance and technology what Chinese called the “fintech” and more 

importantly to explore the interaction between “fintech” and social (Shim & Shin, 2016). In the 

concept of home, ANT was interpreted as a dynamic and relationship process where human and 

non-human actors are also valued. In that context, Wang et al. (2023) argued that in the 

development of ideal home networks, collaborations and translations would take place between 

urban-rural migrants and rural heterogeneous actors (local people, means of subsistence 

farmland, landscapes, and ICT facilities). This facilitates the building of new entities (networks 

and actor-networks structures) through three steps: The presentation of the problem by main 

actor(s), enrollment and benefit granting, and negotiation based on actors’ common goals. This 

approach shows that with ANT, irrespective of the domain in which it is being used, the process 

developing network and actor-network structures, the interactive relationship, and the of 

translation have to take place in order for a new entity to be constructed based on actors’ common 

goals. In another study conducted by Gutiérrez (2023) examined the intersection between ANT 

and algorithms in the context of Artificial Intelligence (AI). The study highlights that ANT is 

sociological theory where human and non-human are both important and have equal power, while 

an AI receives and executes instructions. The study concluded by proposing a framework to 

address the existing power dynamic in AI.  

The above discussions show that there is still so much that need to be done through the use of 

ANT. Although the theory has numerous strengths, some weaknesses have been identified. 

Alexander and Silvis (2014) argued that its lack of explicit boundaries is one of them; but could 

be addressed by staying focused on the research main objective. For some researchers, ANT 

cannot be considered as a theory because unlike traditional concepts of theories where there are 

a priori assumptions about the world and existing entities in it, ANT does not limit empirical 

investigations by providing a system of generalization which could be adopted or test in studies. 

It is helpful to understand and interpret the world (Stockbruegger & Bueger, 2017).  
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2.11 SUMMARY  

This chapter was about reviewing existing studies on the following key concepts: Information and 

Communication Technologies, Cyberspace and organizations, Cyber-attack and incident, Cyber-

security in organization, End-users, Policy and compliance, Actor-Network Theory, and Actor-

network theory and IS research. The review supported a holistic understanding of the concepts, 

how they relate to the to the study and most importantly the challenges and implications about 

the current cyber-security phenomenon. The review started by providing an understanding of what 

ICT is and what are the implications of its implementation and use by businesses. This allowed 

the researcher to notice that although the implementation and use of ICT is advantageous for 

organizations, it also provides a new domain called cyberspace or cyber domain where cyber 

activities such as cyber-attacks and incidents take place. To prevent and fight cyber-attacks and 

incidents, in many countries including South Africa, organizations have deployed a cyber-security. 

The review also revealed that in some countries such as South Africa, although there is a cyber-

security in place, the number of cyber-attacks and incidents keeps increasing because the cyber-

security systems are mostly technology oriented while end-users (humans) have been the new 

targets of attackers. Organizations urged to develop cyber-security policy which was later on 

revealed to be ineffective due to a lack of cyber-security policy compliance as cyber-security 

policy without compliance is useless.  
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CHAPTER THREE: RESEARCH DESIGN AND METHODOLOGY 

3.1 INTRODUCTION 

The various methods, procedures, and techniques employed for this study are highlighted and 

explained in this chapter. It also discloses the procedures used for data collection and analysis to 

answer the research questions and accomplish the objectives (Stage & Manning, 2015; Degu & 

Yigzaw, 2006). The chapter is organized in eight sections as follows: In the next section, the 

research paradigm is presented (3.2); then the research approach followed in the study is 

discussed in the Section 3.3; the method adopted is presented in the Section 3.4; the Section 3.5 

is about the research design employed; in the Section 3.6, the data collection technique used in 

the study was presented; the Section 3.7 is about data analysis. Finally, Section 3.8 presents a 

summary of the entire chapter.  

3.2 RESEARCH PARADIGM 

The paradigm in the context of research is the fundamental set of ideas that direct the activities. 

It is also a way of thinking assumptions about the reality under study (Punch, 2013) and guides 

the choice of the methodology used in the study (Khun, 1962). Being philosophical by nature, the 

research paradigm is directly associated with the concept of ontology, epistemology, and 

methodology. Ontology and epistemology are important as they are the starting points of 

research. In the context of this study, the ontology indicates how the researcher defined the truth 

and the reality, what was known, and the reality about cyber-security policy compliance; the 

epistemology indicates how the researcher got to discover the truth and reality, what could be 

known, and how the researcher went about it; the methodology is the methods used to conduct 

the research (Antwi & Hamza, 2015; Johnston, 2014).  

Interpretivism 

As opposed to the positivism which refers to an empirical research philosophy in which causes 

determine effects and mostly adopted for theories and hypotheses testing and experiences 

studied through objective and quantifiable variables (Mackenzie & Knipe, 2006), Interpretivism 

research philosophy underpinned this study. This is mainly because it is consistent with the 
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research aim and objectives supporting an understanding of the world from an individual point of 

view. Also, because the researcher believes in a subjective approach to reality. The researcher 

thinks that reality depends on its context so an interaction with the phenomenon under study and 

its settings is necessary for in-depth understanding. Furthermore, interpretivist researchers do not 

only examine causal relationships of facts, but they also try to understand the context in which 

facts came about as it was the case for the objectives of this study. Interpretivism was also 

suitable because it is more focused on the “how it happened” (Chowdhury, 2014). Thus, 

knowledge about cyber-security policy compliance used to address the aim of this study was not 

found but subjectively constructed.  

3.3 RESEARCH APPROACH 

The research approach is about deciding if the research should begin with a theory or should the 

theory itself be resulted from the research (Goswami, 2010). 

Based on the study aim and objectives as stated in chapter one and provided advantages as 

shown in Table 3.1, an inductive approach was followed in this study. This was mainly due to the 

fact that researchers sought to develop a theory rather than testing an existing one. It is also 

because the researcher induced sense making in the analysis and interpretation from the content 

of collected data (Goswami, 2010; Soiferman, 2010).  

Table 3.1 presents brief descriptions and comparison of the three research approaches that exist. 

This includes deductive, abductive and inductive research approaches. The comparison is based 

on components such as the logic followed by the approaches, what each of them is used for, their 

use data, and their relationship with theories.  
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Table 3.1 Comparative approaches (Niiniluoto, 2018) 

 
 

3.4 RESEARCH METHOD 

The research method was the “How” in the context of developing knowledge and its choice 

depended on the research questions and the philosophical assumptions that underpinned this 

study.  

The objectives of this study and the researcher philosophical assumptions (ontology and 

epistemology) dictated the choice of the research method used (Lewis, 2015). The study made 

use of qualitative research methods to achieve the stated aim and objectives as the development 

of the model was based on the exploration and understanding of a situation related to humans, 

how they make sense of the world around them.  

This was also due to the fact that research work was conducted in natural settings, where the 

researcher sought to explore and get in-depth understanding of phenomenon through the 

interpretation of actors’ experiences. It is a rigorous approach to provide answers to research 

questions. In a qualitative research, researchers aim to understand how people learn about and 

make sense of themselves and people around (Creswell, 2013; Hox & Boeije, 2005). Qualitative 

research is sometimes referred to as a real-world enquiry because it takes in consideration the 

researcher’ active engagement with the phenomenon under study to providing knowledge 
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(Henwood, 2014) and it is more inductive. Another important point that led to applying a qualitative 

method is that it does not credit any assumption about perspectives of people considered with 

more power being more important than perspectives of those considered with less power. The 

qualitative method was also suitable as it helped the researcher to examine how things look from 

different perspectives because every perspective was important and had to be taken in 

consideration (Taylor et al., 2015).  

3.5 RESEARCH DESIGN 

Research design has sometimes been presented as a plan to conduct research. In this study, the 

research design was more than that because a work plan derived from a research design. The 

research design also helped to insure that resulting evidence enabled researchers to address 

research questions without any ambiguity. This includes being specific about the nature of 

evidence required to describe the phenomenon under study and address research questions (de 

Vaus, 2001).  

This study exclusively focused on an exploration of organization employee’s attitude toward 

organization cyber-security policy. The case study design was employed because it makes the 

examination of phenomenon within its usual settings much easier (Baxter & Jack, 2008).  

Case study design was also chosen for other advantages such as its flexibility and adaptability to 

multiple research techniques especially for data gathering. This gives it the potential to address 

various types of situations (simple and complex). with simple and more complex situations. Case 

study design also enables the researchers to address various types of research questions without 

neglecting the context factor influencing the phenomenon under study. Case study design was 

suitable as it provided an understanding of the interaction between the specific context and the 

phenomenon being studied. As stated by Baxter and Jack (2008) “Qualitative case study 

methodology provides tools for researchers to study complex phenomena within their contexts. 

When the approach is applied correctly, it becomes a valuable method.” Another important 

strength and reason for using a case study design is its aptitude to generate results which are not 

out of context and provides an analysis on a specific case. Furthermore, case study design is 

appropriate to real life situations, and it is useful to promote an understanding of complex real-life 

situations such as the current cyber-security phenomenon faced by south African institutions.  
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Due to the sensitivity of the topic in this study, which resulted in organizations being reluctant to 

share cyber-security related information and participate in the study, the researcher encountered 

challenges in securing enough samples. Consequently, the study made use of three South 

African-based organizations, all operating locally. One of these organizations functions as cyber-

security service providers, a crucial inclusion considering the outsourcing practice for cyber-

security services in the industry. The main criteria for the case selection were the existence of a 

cyber-security department or cyber-security team in the organization with the core responsibility 

to maintain the security CIA triad (Confidentiality, Integrity, Authenticity). Despite the limited 

number of participating organizations, this approach ensured that the selected cases directly 

aligned with the main objectives of this audit.  

For anonymity reasons, the names of the organizations were changed into pseudonyms. So, they 

were called HollanRaph for Case 1, NoahGabi for Case 2, and LenJo for Case 3.  

3.5.1 Case overview 

In an era dominated by digitalization and a landscape where cyber-security is no longer an option 

but a necessity for organization. The study purpose was to analyze the level of compliance with 

cyber-security policies in organizations and to understand the factors influencing this compliance. 

To achieve this, a case study design has been employed, focusing on the organizations presented 

in Table 3.2.  
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Table 3.2 Case overview 

Case Organization Industry Size Cyber-security relevant detail 

1 HollanRaph Higher 

education 

Large with 

over 5,000 

staff 

Located in the Gauteng province, HollanRaph 

shows its commitment to cyber-security through 

the implementation of a cyber-security 

department and cyber-security policy. 

The institution can be seen as a dynamic 

network comprising not only human actors but 

also non-human actants.  

2 NoahGabi Higher 

education 

Large NoahGabi has over 32,000 students and 5,000+ 

staff. Located in the province of Western Cape, 

it is one of the largest highest education 

institutions of the province. Being big doesn't 

make you safe; CPUT recognizes this and 

actively and shows its commitment by having a 

dedication cyber-security team onsite. 

3 LenJo IT services and 

consulting 

Small Based in the province of Gauteng, LenJo is a 

key player in the realm of IT Services and IT 

Consulting in South Africa. LenJo specializes 

and focuses on offering Business-to-Business 

(B2B) ICT solutions. It caters to a diverse range 

of clients. The scope of clients goes from small 

businesses to cross-border enterprises. Its 

aspirations are to be a leader in business 

process digitalization, cyber-security services, 

and ICT skills development. 

Table 3.2 sets out a review of three cases. It tabulates organizational names and associated 

industry type and size. The final column shares relevant details concerning cyber-security. These 

cases constitute the empirical focus of the case study strategy of the study. 
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3.6 DATA COLLECTION 

A qualitative data collection technique was used to gather data in accordance with the study's 

objectives, which were outlined in the first chapter. Using data collection techniques, a researcher 

can gather information about the subjects or phenomena under investigation as well as the 

environments in which they occur in a methodical manner (Elmusharaf, 2012). In a qualitative 

case study, various types of techniques for data gathering. However, this study adopted the semi-

structured technique for its process of data collection. This was mainly because semi-structured 

perspective is suitable to explore the opinions and perceptions of participants regarding the 

complex and sensitive topic of cyber-security but also because they enable the possibility for 

probing when provided answers are not clear. To supplement semi-structured interviews, 

documentation was also envisaged in case documents were to be put available by participants. 

This is because apart from being a stable, unobtrusive, and exact source of data, documents can 

also provide useful information (Merriam & Tisdell, 2015). 

3.6.1 Participant selection criteria 

For this study, the researcher employed a purposive sampling technique to select participants 

and it was done based on specific criteria. The aim was to have diverse and representative 

samples but also to ensure its relevance and richness, participants. The key criteria included 

occupation, expertise and/or experience in cyber-security and policies. Another reason for using 

purposive sampling was to capture insights from individuals directly involved in the complex and 

sensitive nature of cyber-security. 

3.6.2 Ethical considerations 

Ethical considerations are crucial in any research study, especially when involving human 

participants. Therefore, the following points were rigorously considered to maintain the ethical 

standard: informed consent, confidentiality, privacy, transparent communication, approval from 

ethics committee.  

Prior to the commencement of any data collection activities, participants were informed about the 

study's purpose and all the procedures introduced to them. procedures. They were explicitly 
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informed that their involvement was entirely voluntary, and they had they could withdraw from the 

study at any point without consequences. 

The researcher tried to protect the identities of participants. Any personally identifiable information 

was anonymized or replaced by pseudonyms in the report to ensure confidentiality. Additionally, 

all collected data, including interview recordings and transcripts, were securely stored using 

password protected. electronic systems accessible. They were only accessible to the researcher 

and authorized people such as supervisors.  

Participants' privacy was maintained throughout the study process. Virtual interviews were 

conducted in private settings to minimize the risk of exposing sensitive information. The 

researcher also ensured that data collection activities did not intrude into participants' personal 

lives more than necessary.  

Throughout the recruitment and data collection processes, clear and transparent communication 

was maintained with participants. Any questions or concerns raised by participants were 

addressed promptly and comprehensively. Participants were provided with contact information, 

and they were encouraged to reach out for any queries or further clarification. 

3.6.3 Data collection technique and procedure  

The first contact with potential participants was made via email. The researcher sent out emails 

requesting interview opportunities from organizations. The emails were personalized for each 

potential participant. The emails included some important study details such as the study purpose, 

the length of the interview, the questions that would be asked, and any confidentiality agreements 

intended to reassure them, and some criteria on desired participants. After the first lot of emails 

were sent out, the researcher carefully tracked which organization/participants had responded 

and which ones still needed to be contacted. For participants who had not responded to the first 

email, follow-up emails were sent or phone calls when the contact number was available. In follow-

up emails or phone calls, the researcher made sure to remind the research purpose, context, 

importance of the study, and the opportunity for the participant to share their insights and 

experiences. If the participant agrees to participate, then a meeting for the interview could be 

scheduled. A reminder email or phone call was sent to the participant a day before the scheduled 

interview to confirm their participation and ensure they have all the necessary information to join 
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the meeting. On the interview day, the researcher ensured that the participant is comfortable with 

the format and that the technical requirements are met. After the interviews, participants were 

again contacted by the researcher to thank them for their participation. 

Despite the challenges caused by the reluctance of some organizations to participate, the 

researcher successfully managed to schedule four interviews from some significant 

organizations.  

  



34 

 

Table 3.3 Demography 

Participants Job Title Experience Case 

1 Manager: IT Risk and Compliance >10 years HollanRaph 

2 
Senior Systems Engineer: Networks, Information 

Security 

>10 years HollanRaph 

3 CEO, Security Specialist >9 years LenJo 

4 Manager: IT Strategic Services >10 years NoahGabi 

Table 3.3 summarizes key demographic details concerning the four participants who provided 

data for the study. Details include roles within respective organizations, years of professional 

experience and the specific case associated with each individual.  

Remote interviewing 

Although the initial plan was to have participants in face-to-face interviews, the researcher finally 

went for remote interviews using video conferencing platforms, specifically Zoom and Microsoft 

Teams. This was motivated by the geographical position of some participants and the financial 

implications such as travel expenses that the researcher had to mitigate. Conducted interviews 

remotely facilitated the engagement with participants regardless of their location and helped in 

overcoming barriers imposed by existing distances. More advantages for using remote 

interviewing process in this study are presented in Table 3.4. 
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Table 3.4 Advantages of remote interview 

Benefit Description 

Accessibility Video call meetings allowed for greater flexibility and accessibility for 

participants, regardless of their location or mobility restrictions. 

Consistency Video call meetings ensured consistency and standardization in the data 

collection process, as the same format and technology was used for all 

participants. 

Convenience Participants could participate in the interviews from the comfort of their own 

homes or workplaces, reducing the time and costs associated with travel. 

Record keeping Video call meetings allowed for easier record keeping, as the audio and video 

recordings could be stored and transcribed for analysis. 

Reduced logistical 

challenges 

Face-to-face interviews can be challenging to organize. Video call meetings 

reduced the logistical challenges associated with organizing face-to-face 

interviews. 

Table 3.4 outlines five benefits concerning the conducting of remote interviews, namely: 

accessibility, convenience, consistency, reduced logical challenges and record keeping. 

3.7 DATA ANALYSIS 

The purpose of the analysis was to make sense of gathered data and obtain usable and useful 

information (Ponelis, 2015). To do so, the researcher collected was transcribed. This involved 

converting recorded words into written texts. Transcription was important as the data was put in 

a format that is easier to manage and analyze. 

From the perspective of ANT, Problematisation, Interessement, Enrolment, and Mobilization 

known as four moments of translation reviewed in the second chapter were used as lenses to 

guide the entire analysis of data. This was done from three main perspectives: existence of actors 

(human and non-human); creation of networks through conscious and unconscious approach; 

and interaction and relationship. As shown in Chapter 2, Figure 2.2, actors involved in cyber-
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security policy were followed and their interactions with other actors and networks were 

interpretively analyzed and examined as to:  

• Problematisation: Identify the problem defined and described by the main actor. This is 

called.  

• Interessement: Identify actor interests and understanding negotiations that took place 

as the focal actor attempts to merge them into a common interest, examine how actors 

are recruited based on defined roles and responsibilities. This moment also involved 

exploring how actors were convinced of the viability of the identified problem and the 

proposed solution.  

• Enrollement: Examine how the roles and responsibilities were assigned to recruited 

actors.  

• Mobilisation Identify the designated spokesperson and understand how the 

spokesperson mobilized allies (Costa & Cunha, 2015; Jessen & Jessen, 2014). 

The theory was useful to identify different actors (actants) including focal actors, and how they 

exist. Also, how networks were created within the environment was examined. The lens was also 

used to understand actors’ relationships and interactions within their various networks. 

Furthermore, tracing existing actor connections with other actors and networks helped to 

understand what constitute networks.  

The understanding of the phenomenon was improved by use of ANT. This is because it provides 

guidance through an alternative perspective which does not only give power to human actors but 

also gives room to non-human such as objects, rules, and processes to be examined as actors 

or actants (Jessen & Jessen, 2014). Cyber-security policy involves several entities including 

human and non-human. With an emphasis on the connections between actors (human and non-

human), ANT described how connections and interactions between these entities led to the 

creation of networks (Dankert, 2011).  

3.8 SUMMARY 

This chapter holistically describes how the study was conducted as it provides sufficient and clear 

details allowing a reader to replicate the study. The details include philosophical assumptions, 
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research approach, methodology, and design employed, applied techniques and procedures for 

data collection, tool and process for data analysis, research delineation, significance of the 

research and ethical consideration. Interpretivism philosophy underpinned the study, inductive 

approach and qualitative research method were adopted. Case study design was followed, and 

interview techniques (semi-structured) and documentation (to supplement interviews when 

provided) were also adopted. Lastly, the entire analysis was guided by Actor-Network Theory 

(ANT) from the standpoint of its four moments of translations (Problematisation, Interessement, 

Enrolment, and Mobilisation). 
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CHAPTER FOUR: DATA ANALYSIS AND FINDINGS 

4.1 INTRODUCTION 

In pursuit of examining and enhancing cyber-security in organizational, this study aimed to 

analyze the level of compliance with cyber-security policy compliance and to understand the 

factors influencing this compliance. Through compliance, cyber activities can be monitored, 

managed, and mitigated so as to minimize cyber-security risks within organizations. As stated in 

previous Chapters 1 and 3, the study is limited to South African environments. As Vosloo (2014) 

described it, analyzing data refers to providing order, structures and meanings. To do so, the 

research employed Actor-Network Theory (ANT) was used as lens to guide the entire analysis.  

The chapter is divided into 6 main sections, each contributing to the comprehensive analysis of 

collected data. Data analysis is briefly reviewed (4.2). The data analysis is presented with respect 

to the ANT view (4.3) and the four moments of translation (4.4) in the third section. The results of 

the analysis are provided in the fifth section (4.5). Then a summary is presented in the final section 

(4.6). 

4.2 DATA ANALYSIS OVERVIEW 

As highlighted in the third chapter, the case study design was adopted, and three organizations 

operating within South Africa were used as cases in studying the phenomena, activities of cyber-

security and associated risks. For the analysis, the four moments of translation were used to guide 

the entire analysis. Figure 2.2 illustrates how the building of networks through the translation of 

interests in the context of Actor-Network Theory (ANT). It shows that the process of translation 

starts with the problematisation phase. Once the problematisation is completed, the 

interessement phase can take place followed by the enrolment phase, finally, the mobilisation 

phase. 

As discussed in Chapter 3, data were collected based on the objectives of the study. collected 

data was transcribed and coded as follows: HollanRaph for Case 1, NoahGabi for Case 2, and 

LenJo for Case 3. 
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Two explanatory transcription examples are provided:  

But at the moment, apart from the awareness program, we do not regularly 

communicate the policy and that is something that we have identified, and 

something we will be working on (L139-142_P1_NoahGabi).  

This means lines 139 to 142 from Participant 1 in Case 2.  

Let me deal with the users first. So, if a user wants to report something, our 

service desk is obviously the first port of call. They log a ticket to the service 

desk and then if it's a security related incident, it will get routed to my unit. So, 

the users have always got an open line to information security. (L392-396_P1_ 

HollanRaph).  

This means lines 139 to 396 from participant 1 in Case 1. 

4.3 CYBER-SECURITY: ANT’S VIEW 

Using ANT as a lens, the focuses were actors, networks and the moments of translation. This 

means that the various actors, as they partake or show interest in the activities of cyber-security 

were identified. Also, the roles of the actors were examined, and the implications were assessed. 

The same approach was applied in the area of the networks that existed in the course of cyber-

security activities in an organization in South Africa. The moments of translation entails 

negotiation among actors within heterogeneous networks. Such negotiation approach helps to 

examine and understand the activities of cyber-security, which Dlamini and Modise (2013) 

describe as complex and multidimensional phenomenon that engage various entities or actors. 

4.3.1. Actor 

In the context of ANT, both human and non-human are actors, as long as the entity can make a 

difference within an environment (Edwards, 2014). As depicted in Figure 4.1, both humans and 

non-humans are directly or indirectly involved in any cyber-security activities. In the context of this 

study human and non-human actors refer to individuals or entities within the organization that 



40 

 

play a role in cyber-security related activities. First, the human actors were identified and 

discussed; followed by the non-human actors:  

Human actors 

Human actors consist of Technical (IS/IT personnel) and non-technical (Non-IS/IT personnel). 

The IS/IT personnel include IT Risk and Compliance managers, IT Strategic Services Manager, 

Security specialists, Systems Engineers, IS/IT managers, Auditors, and Risk committee. These 

IS/IT personnel work for organizations that are involved in cyber-security activities. This means 

that in every cyber-security activity, each actor has a role. The roles were delegated or voluntarily. 

On the other hand, the non-technical include business personnel, end-users, business managers, 

clients and partners.  

The statements made by participant L137-139_P1_LenJo and participant L163-

167_P2_HollanRaph, referring to 'Users' and 'ICT staff,' respectively, demonstrate the 

involvement of human actors (technical and non-technical) in the organization's cybersecurity 

landscape. While some individuals are susceptible to falling victim to cyber-attacks, others with 

more technical skills participate in policy development. This indicates the diverse roles and 

implications of human actors within the organization's cyber-security. 

…as you investigate, then you realize that it's an internal thing. We have had 

incidents where Users lack of knowledge. They would fall victim of phishing type 

of attacks (L137-139_P1_LenJo) 

…so we have our acceptable use policy, which covers quite a few items. Then 

the more technical policies are for ICT, ICT staff members to implement. So we 

haven't had feedback that it's not reader friendly, maybe in terms of length, they 

might be a bit lengthy (L163-167_P2_ HollanRaph) 

Non-human actors 

• Non-human actors that are directly or indirectly implicated in cyber-security 

organizations includes Cyber-security policies, Phishing exercises, Computer Systems 

and Networks. 



41 

 

• Cyber-security Policies – this includes written policies and guidelines used for 

compliance, control or manage the security of the organization's information systems 

and data. 

• Phishing Exercises – this includes the Simulated phishing emails sent to employees.  

• Computer Systems and Networks – this includes personal computers (PCs), security 

and network infrastructures (such as firewall), software, anti-virus tools.  

• The security awareness programs – this includes all the initiatives designed to inform 

and educate the organization personnel about potential threats and best practices to 

maintain security.  

Participant L245-250_P2_HollanRaph indicates the involvement of non-human actors in 

cyber-security processes through phishing exercises and generating reports. In this context 

non-human actors refer to technologies, policies and other programs used in develop phishing 

exercises and reports.  

…It is through the phishing exercises. So they have been quarterly and we do 

get reports on it to tell us how many people clicked on the link. It would tell us 

specifically which department, what information they divulged. So that gives us 

an indication, and then we're able to target per area specific training for those 

individuals (L245-250_P2_HollanRaph) 
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Figure 4.1 Cyber-security actors 

There is no cyber-security in isolation. Actors have relationships and interact in each cyber-

security activity. The relationships are either in a group (network) or groups, or individually. 

4.3.2. Actor-Network 

A network is an established connection between actors with the main purpose of allowing them 

to collaborate and have an inclusive work approach in order to solve a problem or create new 

entities (Iyamu & Sekgweleo, 2013). This means that a network can consist of both natures of 

actors (such as software and personnel). Also, from ANT perspective, networks are 

heterogeneous, which means they are composed of diverse types of actors and an actor can be 

part of one or more networks.  

In the course of cyber-security policy compliance, there exist actor-networks. Some of the major 

networks as shown in Figure 4.2 are as follows:  
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• Organization – This can be private and public company in South Africa.  

• Risk Committee – this consists of people with a background in information technology, 

risk management, cyber-security, or any other related technical fields in an organization. 

They role is to review and approve proposed policies.  

• IT Managers – These are IT employees with leadership and responsibilities of 

monitoring, coordinating, and enforcing IT systems, procedures, and policies. 

• Business managers – These are employees with the responsibilities of aligning other 

business personnel with the goals of the company by overseeing and supervising their 

activities.  

• Technologists – This is a group of experts in technology and consists of network 

administrators, software developers, IT engineers, IT researchers, and hackers. 

• End-users – This includes IT personnel and non-IT personnel that make use of systems 

within an organization.  

Cyber-security 
Networks

Executive 
Committee

Policy-makers

IT personnel

Non IT personnel

IT personnel Clients

Business partnersNon IT personnel

Internal End-userTechnologistBusiness 
manager

IT engineers

External End-
user

Cyber-security 
Specialists  

Figure 4.2 Cyber-security networks 

As shown in Figure 4.2, the different actor-networks have roles and responsibilities. These are 

employed in the mitigation and management of cyber-security policies. The networks are briefly 

described as follows: 
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• Executive committee: Executive team are employees with leadership responsibilities. 

They are problem solvers and decision makers, the ones in charge of drafting the 

organization cyber-security policy and the rules to be communicated and complied with. 

They also have the responsibility to make sure that organization cyber-security policy 

and standards are respected.  

• Managers: Business managers are the organization’s employees with the 

responsibilities of overseeing business activities. This is primarily to ensure that other 

employees comply with processes and adhere to policies and standards towards 

achieving business objectives.  

• Technologists: The technologists consist of specialists in cyber-security such as IT 

engineers and Security Specialists. This includes those who develop (training) from a 

technological perspective about cyber-security activities, and those who develop 

methods to impact organizations.  

• Internal end-users: These are groups of users (all employees) who make use of 

organizational information systems and technology devices, such as PCs and terminals.  

• External end-user: Business external end-users are mostly clients and partners 

purchasing and making use of services provided by organizations. These external end-

users are also sometimes victims of cyber-attacks and incidents. 

4.4 THE FOUR MOMENTS OF TRANSLATION 

In ANT, translation is concerned with negotiations that occur within networks. The negotiations 

are shaped by the interactions that happen among actors, which are influenced by various 

interests. Based on the negotiations and activities transformations are observed within 

organizations. There are four moments in the process of translation: Problematisation, 

Interessement, Enrolment and Mobilisation (Wæraas & Nielsen, 2016).  

4.4.1 Problematisation 

As described by Jessen and Jessen (2014), this is where the focal actor(s) identify and define the 

problem. In the context of ANT, a problem is not necessarily a broken thing, but requires a 

solution, in cases an improvement (Iyamu & Mgudlwa, 2018). Organizations are challenged with 

cyber-attacks and incidents particularly with insider threats and phishing attempts type. Those 
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insider threats and phishing attempts were from different sources. Some of the sources were 

internal and others external. The internal sources were related to the end-users ‘behaviors and 

were either conscious or unconscious. Irrespective of the consciousness or the unconsciousness 

of end-users ‘behaviors, cyber-attacks and incidents such as phishing attacks and insider threats 

were occasioned. 

Insider threats and phishing attempts represent a significant cyber-security problem for 

organizations. Thus, there is a need for effective measures to address the problem. The other 

existing problem is the behavioral challenges. As stated by a participant, despite several 

awareness materials put in place by organizations, it is still difficult to instigate a change of mind 

among end-users. According to another participant, the lack of compliance with existing cyber-

security policies poses a critical problem. 

So, the current attack we experience mostly is around phishing. We get a 

significant amount of phishing attempts. Directed to staff and directed to 

students. That dominate our cybersecurity awareness efficiency because if I 

look at the incidents we experienced over the past years, the 90% of those 

would be phishing related cyber incidents (L49-54_P1_ NoahGabi) 

… the challenges are you could say it's behavioral challenges. Just a change 

in mindset, because you, we do share quite a few awareness materials. So, and 

on quite a few platforms, but we still have end-users that would fall for a phishing 

attempt, you know? given the kinds of initiatives that we're trying to put in place, 

you would expect that there would be quite a bit of improvement in the behavior. 

that's one of the challenges. L220-227_P2_HollanRaph 

4.4.2 Interessement 

Interessement phase starts from the moment a problem is identified. At this phase, the links 

between the interests of different actors and allies are aligned and strengthen (Wæraas & Nielsen, 

2016). The alignment of actor’s interests is done through negotiations. The negotiations are based 

on each actor interests and the roles they may play in the network. To do so, focal actor (s) explain 

to others and allies how their own goals can be achieved by joining the network. As described by 

Iyamu and Mgudlwa (2018), this phase is important because the alignment of different interests 
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can contribute to addressing what was problematized. Additionally, the interests are various and 

can be expressed in different ways. For some people, the interests can be based on their 

obligations, positions or/and duties in an organization. For others, the interests can be based on 

their business goals, passions or the implications that cyber-security security policy or cyber-

attacks and incidents could have on them. 

Some organizations are facing difficulties in enforcing their cyber-security policies. As 

emphasized by a participant, this is due to the nature of the environment in some organizations 

particularly those having multiple natures of end-users in their environment. Unlike sectors such 

as healthcare and banking, the educational sector faces challenges to enforce its cyber-security 

policies. Using the one-size-fits-all method for awareness program or materials has not been 

working. So, there is a need for a different approach that could accommodate various nature of 

end-users. In this context, failing to tailor an awareness approach for all nature of end-users is a 

focal point of interest for cyber-security makers. 

I've worked in many different organizations, and when you take a banking 

environment or where it's very regulated, right? Or a mining, one of the mining 

organizations, it's enforced in terms of compliance awareness exercises. if you 

don't do the training, there's repercussions for that. You don’t, you're locked out 

of your computer. But it's a different environment and we are unable to enforce 

those kinds of hard and first rules to say we'll lock you out because we're 

working with students and lecturers. So, business needs to continue. So, it's a 

bit of a balancing act. (L229-237_P1_ HollanRaph). 

Compliance is always a challenge. The fact that we are a higher education 

structure so there is that idea of openness for collaboration that we encourage: 

and the difficulties what that is that it creates complexity and create challenges 

because we are not dealing with one state of staffs. We are dealing with many 

different types of staff such as academics, students, and many others and think 

that is the challenge. The challenge is tailoring a program that suits everyone. 

So, you need to engage with people on a regular basis so I think there is 

difficulty in compliance with that because you get to deal with such a broad 
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circle of people. I think that is the challenge that we are looking into and actively 

trying to address. (L88-98_P1_ NoahGabi). 

4.4.3 Enrolment 

Enrolment is a critical phase in the process of translation. In this phase, actors are brought 

together in the same network with a common purpose of finding an effective measure to address 

the identified problem. It also about developing alliances and investigative how the actors align in 

the common objective of developing an effective cyber-security policy and awareness programs. 

to enforce to educate and inform end-users with the final aim to enforce. Furthermore, the 

existence of cyber-security policy, awareness programs such as simulated phishing emails 

indicate an enrolment and organizations in the objective of addressing the problem. Another point 

is to motivate those who do not really understand the criticality behind the whole intention of 

securing the systems. A participant highlighted that the reluctance of those actors is based on the 

approach used when communicating with them. The participant continued saying that they 

sometimes have to involve politics to stimulate them. 

Well, I'm the risk and compliance manager in ICT. I look after the governance, 

so any ICT policies, frameworks, standards, processes and procedures (L51-

53_P1_ HollanRaph). 

I'll give you an example, you walk to a person and say, listen, I need to check 

that your antivirus endpoint firewall is up and running. They are not going to like 

it because they are busy, but when you say listen If I don't do this, when you 

are doing your own personal online banking, people are going to be able to see 

your credentials and take your money. Then suddenly change because it's no 

longer I think You're wasting my time, but it’s about their money or their 

wellbeing. (L410-416_P1_ LenJo). 

4.4.4 Mobilization 

The mobilization is the last phase and it takes place when the problematisation, interessement 

and enrolment phases are completed (Costa & Cunha, 2015). This phase is important because it 

is where the main actor makes sure that others behave in respect of their assigned roles and 
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responsibilities (Jessen & Jessen, 2014). Mobilisation phase also aims to mobilize developed 

networks and maintained proposed solutions to effectively address identified problems. The 

purpose of that mobilization was to keep other end-users focused and conscious about the issues 

of cyber threats in particular phishing attempts and insider threats. This was done through the 

organization cyber-security policies and activities like phishing exercises conducted quarterly. 

Phishing exercises were used to evaluate the level of compliance or vigilance of actors such as 

end-users. This also helped to assess their capability of detecting potential cyber threats. Then 

collected outcomes could be an important resource as it highlighted gaps and pointed out where 

more attention was needed. Once those gaps are identified, improvement could be made in the 

following cyber-security policies and awareness materials.  

It is through fishing exercises. So, they have been quarterly and we do get 

reports on it would tell us how many people clicked on the on the link. It would 

tell us who specifically which department, what information they divulged. So 

that gives us an indication. And then we're able to target per area specific 

training for those individuals. (L245-250_P2_ HollanRaph). 

4.5 FINDINGS 

In this section, important findings about cyber-security policy and cyber-attacks and incidents 

faced by some South African organizations are presented. These factors are results of the 

analysis presented in analysis sections and are as follows: Insider Threats; Phishing Attempts; 

Behavioral Challenges; Enforcement Limitations; Phishing Exercises; Policy Development 

Process. These findings are presented and described in Table 4.1. Both insider Threats, involving 

staff or internal end-users, and Phishing Attempts perpetrated by external individuals, pose 

significant risks to organizations. Despite awareness initiatives, behavioral challenges persist 

among internal end-users, which complicate adherence to available security measures. A one-

size-fit cyber-security policies are sometimes inadequate due to the diversity in business sectors, 

necessitating a tailored solution. Periodic phishing exercises serve to evaluate the readiness of 

internal end-users or staff, and identify areas for improvements.  Ultimately, for effectiveness, 

cyber-security policies development process should follow a collaborative and inclusive approach 

where organization stakeholders will be participating.  
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Table 4.1 Findings 

Findings Description 

Behavioral challenges This refers to end-users ‘attitude and behavior towards cyber-

security measures initiated by organizations. This includes 

resistance to comply with cyber-security policies and falling for 

phishing attempts. 

Enforcement limitations This refers to a lack of suitable cyber-security policy and 

awareness programs that fit the various nature of end-users 

existing in the organization.  

Insider threats Conscious and unconscious cyber risks generated from 

organization personnel or internal end-users. 

Phishing attempts Fraudulent attempts to still critical data like end-users or staff 

login credentials. These attempts are mostly in the form of emails 

or SMS.  

Phishing exercises This refers to the process of simulating real world phishing 

attacks. It aims to test the readiness of organization staff or end-

users to identify cyber threats such as phishing emails. This also 

serves to evaluate the effectiveness of current awareness 

programs.  

Policy development process This refers to the process of developing a suitable cyber-security 

policy. This process should consider all phases (drafting, review, 

and approval), involve and collaborate with relevant stakeholders 

in order to deliver a cyber-security policy that meets the 

organization’s context. 

Table 4.1 concretises the findings of the study. The listed outcomes resulted from analysis of 

feedback from four participating representatives representing three associated organizations.  
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4.6 SUMMARY 

In this chapter, a comprehensive analysis was presented. The analysis was based on qualitative 

data collected from participants with enough experience and working around cyber-security 

concepts. Throughout the analysis process, Actor-Network Theory from the perspective of its four 

moments of translation (Problematisation, Interessement, Enrolment, and Mobilisation) was used 

as lens to guide the analysis. As recommended by ANT, actors (human and non-human) involved 

in cyber-security policy were identified and categorized. Then existing networks were traced with 

a focus on actor-network relationships and negotiations that occur within networks. The results of 

this analysis allowed to identify cyber-attack and incidents registered by organizations, to 

understand factors that influence and cause lack of compliance with cyber-security policies in 

organizations, and to examine how cyber-security policy compliance is enforced in organizations 

as per this study objective. As presented in Table 4.1, the analysis revealed the following findings: 

Insider Threats; Phishing Attempts; Behavioral Challenges; Enforcement Limitations; Phishing 

Exercises; Policy Development Process.  
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CHAPTER FIVE: CONCLUSION AND RECOMMENDATIONS 

Chapter Five concludes the study. It addresses closure in seven sections, namely: 

• Introduction (5.1). 

• Summary of findings and answering the research questions (5.2). 

• Contribution of the research (5.3). 

• Limitations of the study (5.4). 

• Suggestions for future research (5.5). 

• Conclusion (5.6) 

• Recommendations (5.7). 

5.1 INTRODUCTION 

This section presents the study conclusion by reminding what was its objective, overviewing the 

findings and proving answers to the research questions. Additionally, this conclusion also 

highlights the limitations of the study and suggests recommendations for future studies. 

This study aimed to analyze the level of compliance with cyber-security policies in organizations 

and to understand the factors influencing this compliance. In order to address the aim of this 

study, the following research questions were formulated as follows:  

I. What are the cyber-attacks and incidents that affect organizations? 

II. What are the contributing and influencing factors to the non-compliance with cyber-

security policies in organizations? 

III. How is cyber-security policy compliance enforced in organizations? 

The study was underpinned by the Interpretivism research philosophy, inductive research 

approach and qualitative research method were adopted. Case study research design was used, 

and data were collected through interviews (semi-structured). Additionally, documentation to 

supplement interviews was considered when provided. Finally, Actor-Network Theory (ANT) from 

the perspective of its four moments of translations (Problematisation, Interessement, Enrolment, 

Mobilisation) was used as a lens to guide the entire process of data analysis. 
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5.2 SUMMARY OF FINDINGS AND ANSWERING RESEARCH QUESTIONS 

5.2.1 Summary of Findings 

The following is a summary of the findings obtained from the processed qualitative analysis: 

• Behavioral Challenges: This refers to end-users ‘attitude and behavior towards cyber-

security measures initiated by organizations. This includes resistance to complying with 

cyber-security policies and falling for phishing attempts. 
• Enforcement Limitations: This refers to a lack of suitable cyber-security policy and 

awareness programs that fit the various nature of end-users existing in the organization. 
• Insider Threats: Conscious and unconscious cyber risks generated from organization 

personnel or internal end-users. 
• Phishing Attempts: Fraudulent attempts to steal sensitive information such as end-

users or staff login credentials. These attempts are mostly in the form of emails or SMS.  
• Phishing Exercises: This refers to the process of simulating real world phishing 

attacks. It aims to test the readiness of organization staff or end-users to identify cyber 

threats such as phishing emails. This also serves to evaluate the effectiveness of current 

awareness programs. 
• Policy Development Process: This refers to the process of developing a suitable 

cyber-security policy. This process should consider all phases (drafting, review, and 

approval), involve and collaborate with relevant stakeholders in order to deliver a cyber-

security policy that meets the organization’s context.  

5.2.2 Answers to research questions 

Research sub-question 1 

I. What are the cyber-attacks and incidents that affect organizations? 

The analysis conducted in Section 4.3 showed that organizations are particularly challenged with:  
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• Insider Threats: The analysis also revealed that Insider Threats involved staff or 

internal end-users with authorized access, and their occurrence was either conscious or 

unconscious. 

• Phishing Attempts: On the other hand, usually in the form of email or SMS, Phishing 

Attempts were fraudulent attempts perpetrated by external individuals with the intention 

to steal sensitive information such as end-users or staff login credentials.  

Research sub-question 2 

II. What are the factors that influence and contribute to the non-compliance with 
cyber-security policies in organizations? 

The analysis showed that the factors influencing and contributing to the non-compliance with the 

organization cyber-security policies are:  

• Behavioral Challenged: The Behavioral Challenges is about internal end-user’s 

mindsets, their attitude towards proposed cyber-security policies. Despite awareness 

initiatives taken by organizations, internal end-users were not adhering to the security 

measures available to them.  

• Enforcement Limitations: The enforcement of Limitations is the fact that some 

organizations are failing to develop adequate and balanced cyber-security policies to 

meet their heterogeneous environment contexts. Proposed policies are sometimes not 

suitable for the business sector they are in. Consequently, all internal end-users cannot 

be targeted. For example, higher educational and banking type environments cannot 

consider similar aspects when developing cyber-security policies and awareness 

programs. Some organizations cannot have a one-size-fit cyber-security policy.  

Research sub-question 3 

III. How is cyber-security policy compliance enforced in organizations? 

According to analysis provided in Section 4.3, organization enforce their cyber-security policy 

compliance using:  
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• Phishing exercises: The analysis revealed that periodically, phishing exercises such as 

simulated phishing emails were initiated. The main purpose of this approach was to 

evaluate the readiness of internal end-users or staff, to see if they are well equipped and 

capable of identifying and avoiding falling into some types of cyber threats. Furthermore, 

phishing exercise reports could indicate where improvement is needed in current 

proposed solutions.  

• Policy Development Process: The analysis showed that cyber-security policies 
development process should follow a collaborative and inclusive approach where 

organization stakeholders will be participating. In such a process, potential policies 

should be drafted first, reviewed, and then submitted for approval. 

5.3 CONTRIBUTION OF THE RESEARCH 

5.3.1 Theoretical contributions 

The study also contributes to the academic literature, especially the fact that very little has been 

done in the area of cyber-security studies through ANT concept especially using the four moments 

of translation. 

5.3.2 Practical contributions 

This study is important as, we hope, the result will continuously assist organizations with their 

cyber-security policy challenges and the persistently growing cyber-attacks and incidents. The 

findings could be used to better understand these challenges and develop more contextualized 

cyber-security policies to fit organization environments.  

5.4 LIMITATIONS OF THE STUDY 

Due to the sensitivity of the topic, some organizations were reluctant to participate in the study. 

Thus, this study was limited in terms of participants. The researcher emphasizes the concept of 

caution transferability of findings. The researcher suggests that the results of this study should be 

applicable to organizations with similar settings.  
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5.5 SUGGESTIONS FOR FUTURE RESEARCH 

The analysis presented in this study reveals that one of the challenges faced by organizations is 

the enforcement limitations. Meaning some organizations do not have the capacity or are failing 

to develop cyber-security polies suitable for their environment. Based on this, it would be 

interesting to select two different sectors and then conduct a comparative analysis.  

5.6 CONCLUSION 

The benefit of this study is two-fold comprising both theoretical and practical facets. From a 

theoretical point of view, the study added to the body of knowledge because little literatures exist 

in the domain of cyber-security using Actor-Network Theory (ANT) especially from the perspective 

of its four moments of translation (Problematisation, Interessement, Enrolment, and Mobilisation). 

This study reveals how the four moments of translation can be used to 1) identify cyber-attack 

and incidents registered by organizations; 2) to understand factors that influence and contribute 

to the non-compliance with cyber-security policies in organizations; and 3) To examine how cyber-

security policy compliance is enforced in organizations. From a practical point of view, through its 

findings, this study contributes to the persistent cyber-security challenges faced by organizations.  

5.7 RECOMMENDATIONS 

Another study could be conducted using a bigger sample of participants to see if the perspective 

provided by the findings of this study will remain the same or not. Another research could be 

conducted in the same study but using a different tenant of ANT such as Black Box to unpack the 

concept of cyber-security policy to provide more insights for policymakers and cyber-security 

specialists.  
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APPENDICES 

APPENDIX A: INTERVIEW GUIDELINE 

RESEARCH QUESTION 

1. What are the cyber-attacks and incidents that affect organizations? 

2. What are the contributing and influencing factors to the non-compliance with cyber-

security policies in organizations? 

3. How is cyber-security policy compliance enforced in organizations? 

SEMI-STRUCTURED INTERVIEW GUIDELINE 

Opening questions:  

- Would you please tell me about your role in the organization? 

- How many years of experience working in the domain of cyber-security do you have? 

1.1. Have you ever experienced any cyber-attacks or incidents?  

1.2. Does your organization have policies that explain cyber-security requirements? 

1.2.1. How have these policies been developed? 

1.2.2. How are users made aware of the existence and the importance of these 

policies? 

1.2.3. How easy to follow are these policies for end-users? 

1.2.4. How do you monitor end-user compliance? 
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APPENDIX C: ANONYMISED EMAIL REQUEST FOR PARTICIPATION 

Dear XYZ  

I trust this email finds you well. 

My name is Hugues Hermann Okigui and I am a postgraduate student at the Department of 

Information and Technology, Faculty of Informatics and Design. I am working on a research 

study for my Master’s degree. The study seeks to understand how cyber-security policy 

compliance works in organizations.  

I am hereby requesting an opportunity to conduct interviews for the purpose of the study. If 

granted, the interview will be conducted with people having knowledge about Cyber-security 

and those involved in cyber-security policy compliance.  

Kindly note that the data (from the interviews) will not be used for any other purposes other 

than for this research. The data will be kept confidential to me and my supervisor. The identity 

of the interviewees will be kept anonymous. the name of the organization will be represented 

with a pseudonym.  

The contribution from your organization is intended to substantiate and is vital to the 

success of the study. Therefore, your assistance in this regard will be highly appreciated.  

I have attached my ethics clearance certificate and a description of my approved research 

proposal. 

Should you need more information, please do not hesitate to contact me or my supervisor 

copied into this email. 

Kind regards 

Hugues Okigui 

Post Graduate Researcher 
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APPENDIX D: EMAILED PARTICIPANT CORRESPONDENCE 

---------- Forwarded message --------- 

From: Sue Lose <sue.lose@wits.ac.za> 

Date: Wed, Mar 2, 2022 at 4:57 PM 

Subject: RE: Assistance with Cyber-security Research 

To: Hement Gopal <Hement.Gopal@wits.ac.za>, Hugues Okigui 

<hugues.okigui@gmail.com> 

Dear Hugues 

I am happy with being included in the meeting set up with Hement. My diary is clear for Friday, 

10am as well. 

Kind regards, 

Sue Lose 

Manager: Risk and Compliance | Office of the CIO, Wits ICT 

sue.lose@wits.ac.za | +27 11 717 1616 | +27 84 979 9812 | www.wits.ac.za  
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From: Hement Gopal <Hement.Gopal@wits.ac.za>  

Sent: Wednesday, 02 March 2022 16:23 

To: Hugues Okigui <hugues.okigui@gmail.com> 

Cc: Sue Lose <sue.lose@wits.ac.za> 

Subject: RE: Assistance with Cyber-security Research 

Hi Hugues 
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If 10 am works for you we can meet then. Please send me a Teams invite. 

I’m assuming you will interview Sue separately. 

Regards, 

Hement 

Hement Gopal 

Senior Systems Engineer: Networks - Information Security | Office of the CIO, Wits ICT  

 

E : hement.gopal@wits.ac.za 

T : +27 11 717 1658  

W : www.wits.ac.za  
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From: Hugues Okigui <hugues.okigui@gmail.com>  

Sent: Wednesday, 02 March 2022 16:16 

To: Hement Gopal <Hement.Gopal@wits.ac.za> 

Cc: Sue Lose <sue.lose@wits.ac.za> 

Subject: Re: Assistance with Cyber-security Research 

Good day Hement and Sue,  

Thank you so much for this great opportunity. 

- If she can offer me the opportunity to interview her, I would be more than happy to do so. 

Her contribution would be very much appreciated. 

Please suggest a day and time that works for you, and I will set the meetings.  

Due to the covid-19 situation, I am suggesting that we use Microsoft Teams or Zoom 

depending on the one you are comfortable with for the interview process.  

Thank you very much to both of you. 

Regards, 

Hugues 
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