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ABSTRACT

The increasing use of Internet of Things (loT) applications had generated significant traffic
delays and large amounts of data, impacting the delivery and efficiency of these applications.
This necessitated faster response times and minimal delays in packet transmission. Fog
devices, responsible for immediate data transmission, computation, and storage, were
considered potential solutions to these challenges. However, research into fog and edge
computing models was still in the early stages, requiring further exploration to unlock their
potential for various IoT applications. This study aimed to determine the most suitable model
for building highly available, fault-tolerant networks by designing and evaluating the
performance of the CUBIC and BBR algorithms, proposing a novel delay-tolerant network
(DTN) architecture for edge and fog computing, specifically designed to run loT applications.
At the heart of this solution was the design and evaluation of two rate-limiting algorithms,
CUBIC (Cubic) and BBR (Bottleneck Bandwidth and Round-trip propagation time), on edge
network nodes CUBIC is a TCP congestion control algorithm, named for the cubic function it
uses to manage network congestion. These algorithms were integrated with bandwidth
management techniques within a lightweight Kubernetes (K3s) cluster environment.
Specifically, Narrowband Internet of Things (NB-loT) using the SIM7020E module was
employed in a K3s cluster for edge computing. A rate-limiting method with Cilium on a K3s
cluster of six nodes acted as a rate limiter for layers 3 and 4 of the of the Open Systems
Interconnection (OSI) model, using a bandwidth manager for K3s service pods on the network
port to prevent Distributed Denial of Service (DDoS) and Internet Protocol (IP) flooding
attacks. Quantitative methods were employed to evaluate the effectiveness of the proposed
DTN solution. The evaluation model was designed from the engineering and design process
as a research method. Data were collected using Prometheus and Fortio, a load testing tool,
within a simulated IP flooding attack environment. Data analysis utilised information and
system theories to test and validate the empirical data gathered for fog and edge networks,
focusing on delay in fault-tolerant networks. The study made significant contributions across
theoretical and practical domains. Theoretically, it introduced a new Delay-Tolerant Network
(DTN) architecture specifically designed for Internet of Things (loT) applications. Practically,
it demonstrated the effectiveness of newly designed rate-limiting algorithms in reducing

network delays and mitigating potential attacks that could cripple the network and the



application running on it.

Keywords: Narrowband Internet of Things (NB-loT), Delay-Tolerant Network (DTN), Rate
Limiting, Network Security, Kubernetes (K3s)
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CHAPTER 1 INTRODUCTION AND PROJECT OVERVIEW

This dissertation discusses the design of a Narrow-Band loT Delay-Tolerant Network (NB-
IocTDTN) to mitigate DDoS network-based attacks using a rate-limiting algorithm and edge
computing. While the concept of rate limiting and edge computing is not new, the unique approach
and implementation presented in this dissertation offer novel solutions to the challenges faced by
NB-loT networks. In this chapter, Figure 1-1, sets out the introduction to the research, providing

an overview of the chapter.
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Figure 1-1: Chapter 1 Outline

The Chapter begins with an Introduction and Project Overview, followed by an exploration of the
Narrowband-Internet of Things (NB-loT). It then delves into Edge and Fog Networks and
discusses The Distributed Denial of Service (DDoS) Attacks of IoT. The next section provides
Background to the Research Problem before detailing the loT Network Architecture, which
includes layers like the Perception Layer, Network Layer, Service Management Layer, Application

Layer, and Business Layer.

The discussion then addresses the Research Problem and presents the Problem Statement.
Subsequently, it outlines the Objectives and Research Questions, which comprise the Aim of the
Study, Main Research Question, and Sub-research Questions. This leads to a section on the
Purpose and Significance of the Study. Following this is the Delineation of the Research, which

highlights the central focus and key constraints.



1.1 Introduction

loT technology has dramatically transformed the technological landscape of the 21st century. By
connecting billions of devices to the Internet, IoT has enabled unprecedented levels of automation,
efficiency, and data-driven decision-making across various industries, including healthcare,
manufacturing, agriculture, and smart cities (Latif et al., 2020). The impact of 10T is evidenced by
its rapid adoption and integration into everyday life, facilitating smarter environments and

enhancing the quality of life (Lampropoulos et al., 2019; Kour et al., 2021).

However, many loT devices remained unprotected, leaving them vulnerable to notable
vulnerabilities and potential threats to the systems they support (Meneghello et al., 2019). The
lack of security implementations and weak protections make these devices easy targets for
infections and botnet attacks (Opirskyy et al., 2021). Default login credentials and backdoor
access further contribute to the security risks associated with loT devices (Karie et al., 2020). The
growing usage of loT applications raises privacy concerns as well. The diverse nature of IoT and
the need for governing policies and standards add to the complexity of securing these devices.
Efforts such as the Manufacturer Usage Description (MUD) and blockchain-based solutions have
been proposed to address these security challenges (Lear et al.,, 2019). However, there is still a
need for consensus and prioritisation in 10T security to protect devices and data (Rugeles Uribe
et al., 2022; Rahman et al., 2023).

Major players in the industry had anticipated such substantial growth. For instance, Cisco
Networks predicted that by 2020, around 50 billion intelligent devices would be active and
interconnected via the Internet (Mohapatra et al., 2016; Bothra et al., 2023). Significantly, this
estimated statistic had surpassed the worldwide human population, emphasising the

pervasiveness of these devices.

Furthermore, the swift progression in loT technology had reached a point where these devices
could effortlessly merge and operate in almost any setting, provided there was internet access.
This trend of hyper-connectivity was projected to intensify. According to a study by (Bhayo et al.,

2021), the subsequent years would see an even sharper incline in these statistics.

The quick progress in Internet of Things (IoT) technology has reached a stage where these



devices can smoothly merge and function in any environment if there is access to the Internet.
This fact is apparent when observing the growing number of loT devices connected to the internet,
with the expectation of reaching a staggering 50 billion devices by 2030 (Ozalp et al., 2022).
However, this extensive connectivity also brings forth various security challenges. I0T devices,
particularly those operating within personal networks with limited operational capacity, remain

vulnerable to attacks targeting wireless technologies (Mamdouh et al., 2021).

Furthermore, IoT devices' diverse nature and widespread presence created vulnerabilities that
malicious individuals can exploit (Macedo et al., 2019). To tackle these challenges, encryption
algorithms, access control mechanisms, and authentication techniques were utilised to safeguard
loT devices and ensure the security of their data (Dangana et al., 2021). Moreover, integrating
blockchain technology with Software-Defined Networking (SDN) has emerged as a promising

solution to enhance the security and dependability of loT networks (Meng et al., 2021).

The rapid increase in loT devices has exposed vulnerabilities in interconnected infrastructures
(Rajmohan et al., 2022). In the early months of 2020, cyber adversaries took advantage of the
uncertainties surrounding the COVID-19 outbreak and launched sophisticated attacks targeting

critical sectors such as healthcare, e-commerce, and educational platforms (Alawida et al., 2022).

These attacks highlighted the potential risks associated with the widespread adoption of loT
technology and the need for robust cybersecurity measures (Mazhar et al, 2023). The
vulnerabilities in 10T devices and the lack of global regulations have made it easier for attackers
to exploit weaknesses and disrupt essential services. As a result, this recognition started from
2021 and 2022 and has continued addressing security challenges in loT systems and
implementing effective countermeasures to protect against cyber threats (Gaurav et al., 2021;
Rugeles Uribe et al., 2022).

According to NETSCOUT's yearly publication, there has been a significant increase in Distributed
Denial of Service (DDoS) attacks, with a 126% surge in such attacks and a 31% rise in throughput
offensives during the specified time (Shafi et al., 2022; Qureshi et al., 2022). This alarming trend
highlighted the growing threat posed by DDoS attacks, which aim to disrupt network
communication and overwhelm targeted systems with a flood of service requests from multiple

sources (Omolara et al., 2022). The increase in DDoS attacks can be attributed to various factors,



including the transition to remote work and the spread of IoT devices, which provide new
opportunities for attackers (Kasinathan et al., 2013). These attacks pose significant challenges for
network administrators and cybersecurity experts, as they are difficult to defend against due to
their decentralised and complex nature (Gamec et al., 2021). Organisations must implement
proactive measures and intelligent defense systems to mitigate the impact of DDoS attacks and

ensure the availability and security of their networks.

The core components of |oT, including device chips, sensors, and actuators, face security
dilemmas that require immediate rectification. These components have limited computing and
storage capacities, making it challenging to implement robust security mechanisms (El-Kady et
al., 2023). The use of lightweight technologies is necessary to address these limitations and
ensure the security of 10T devices. Additionally, integrating different network technologies in the
loT ecosystem introduces existing and new security problems (Tariq et al., 2023). Therefore,
developing effective methods for identifying attacks and threats, such as Intrusion Detection
Systems (IDS) and Machine Learning-based approaches, is crucial. Furthermore, architectural
considerations play a significant role in implementing security techniques at different levels of the
loT system (Padhy et al., 2023). By understanding these security challenges and implementing
appropriate security protocols, 10T can achieve the promised convenience while ensuring
authentication, authorization, encryption, anomaly detection and network segmentation (Singh et
al., 2023).

1.2 Narrowband-Internet of Things (NB-loT)

The loT ecosystem consists of devices that operate within limitations, primarily influenced by their
design principles and a strong emphasis on conserving energy. These constraints include limited
resources such as energy, memory, communication, and computation power (Popli et al., 2019).
The resource limitations in loT devices make it challenging to implement robust security
mechanisms. As a result, IoT devices often have weak security protections or no protection,
making them vulnerable to attacks and infections (Nayak & Swapna, 2023). The lack of security
implementations in loT devices led to incidents like the Mirai botnet attack, where hundreds of
thousands of compromised loT devices were launched to launch a massive Distributed Denial-of-
Service (DDoS) attack (Ahmed et al., 2019; Kelly et al., 2020). The vulnerabilities in 1oT devices,

combined with the increasing number of devices connected to the Internet, highlight the urgent



need for improved security measures in the IoT ecosystem (Kamaldeep et al., 2023). Such
constrained-resource architecture had not resulted from neglect but rather a conscious decision
to ensure durability and peak performance, mainly when the devices were situated where regular

recharging or upkeep was challenging (Salva-Garcia et al., 2018).

Low Power Wide Area (LPWA) technology has emerged as a preferred solution for extending the
connectivity range of loT devices while minimising power consumption (Sheng-Tao Chen et al.,
2022). This technology enables the seamless connection of loT devices across large geographical
areas, ensuring continuous communication links without incurring significant financial costs.
LPWA networks, such as Long Range (LoRa), LoRa Wide Area Network (LoRaWAN) and NB-
loT, offer long-range coverage, low complexity, and reduced deployment costs, making them ideal
for loT applications in various domains (Ksentini & Frangoudis, 2020). These networks provide
reliable and efficient communication, allowing loT devices to transmit data over vast distances
without excessive power. The use of LPWA technology has revolutionised the loT landscape,
enabling the deployment of loT services in remote and challenging environments (Ahmad et al.,
2023). LPWA technologies, primarily LoRa and SigFox, have attracted attention. Used often in
tandem with WiFi connections, these technologies expanded the communication domain of loT

devices, making them adaptable across diverse scenarios (Chaudhary et al., 2022).

NB-loT, introduced by the 3rd Generation Partnership Project (3GPP) in its release-13
specifications, is a narrowband loT technology adaptable to the wireless spectrum used by 4G
LTE technology. This adaptability allows NB-IoT to bridge conventional cellular and loT-specific
communications (Lee et al., 2022). The introduction of NB-loT expands the LPWA technological
suite and offers advantages such as comprehensive area network coverage, low power
consumption, and low data throughput (Muteba et al., 2021). It is designed to address the needs
of massive Machine-Type Communication (MTC). It is expected to play a significant role in the
wireless connection of several 10T devices (Savic et al., 2021). Integrating NB-loT into the existing
LTE architecture enables efficient support for many IoT devices with low data rate transmissions
and improved coverage (Muteba et al., 2021). This makes NB-loT a superior choice for LPWA

scenarios.

The progression of [oT has been commendable, but there is a need for a more comprehensive

research view in terms of security and privacy, especially in the context of NB-loT (Tembhurne et



al., 2024). While much academic work has focused on investigating the possible applications of
loT, the nuanced challenges concerning security and confidentiality in NB-loT have garnered less
focus (Alongi et al., 2022). Jha et al. (2021) highlight the importance of addressing security issues
in 1oT, including confidentiality, integrity, data availability, and protection against unauthorised
access and corruption. They emphasised the significance of implementing security measures
such as encryption, access control, authentication, and monitoring to ensure I0T systems' safe
and efficient operation (More et al., 2023). Additionally, the authors discuss the challenges of
resource-constrained devices, inter-fog sharing of resources, near real-time data analysis,
security at the gateway level, interoperability between protocols, and the tamper-proof feature of

blockchain in the context of loT security (Farooq et al., 2022; Fischer & Tdnjes, 2023).

This neglect became more evident when considering the difficulties in safeguarding the
authenticity and privacy of data in transit during security breaches within the NB-loT framework
(Zhan et al., 2021). Jha et al. (2021) systematic evaluation highlighted this disparity, emphasising
the need for thorough research to understand, predict, and reduce threats that might jeopardise

data during security breaches in the NB-loT environment.

The loT domain has undergone significant evolution, presenting both academic and industrial
sectors with the urgent need to address the emerging security and privacy challenges (Mishra et
al., 2023). loT devices' increasing connectivity and integration have raised concerns regarding
data protection and unauthorised access. Additionally, the survey by Sharma et al. (2020)
emphasised the importance of securing M-loT networks to safeguard sensitive information and
ensure user trust. As discussed in various papers, such as Vaezi et al. (2022), the integration of

blockchain technology has shown promise in enhancing security and privacy in loT applications.

Academia and industry must collaborate to develop comprehensive solutions addressing the
evolving security and privacy challenges in the loT domain. Such collaboration fosters innovation
and ensures that cutting-edge technologies can be effectively integrated into practical
applications. For instance, the establishment of a testbed to support research and experimentation
with [oT, edge, and cloud computing technologies exemplifies how industry-academia

collaboration can drive advancements in loT security (Vidal et al., 2023).

1.3 Edge and Fog Networks



The rise of 0T devices at the edge has steered into a new era of data-centric decision-making
and automation (Jin et al., 2022). These devices, ranging from household gadgets to industrial
sensors, generate a large amount of data that often requires immediate processing for optimal
performance. However, this environment also presents challenges (Ksentini & Frangoudis, 2020).
The limited resources of edge devices, such as power supply and computing capacity, constrain
their deployment and functionality (Lee et al., 2022). Additionally, the security of loT systems is a
significant concern, as these devices are vulnerable to attacks and can be exploited for malicious
purposes (Dai et al., 2021). Researchers have proposed various solutions to these challenges,
including edge computing, anomaly detection frameworks, and machine learning-based
approaches (Li et al., 2021). These advancements aim to enhance loT networks' security,
efficiency, and reliability, paving the way for the widespread adoption of loT technologies in various

domains.

Latency has been a significant concern in applications that require real-time data processing, such
as self-driving cars and medical instruments (Shukla et al., 2023). The traditional loT model, which
relies on relaying data to a remote cloud for interpretation, intensifies this issue (Ahmad et al.,
2023). The need to transmit data back and forth between the device and the cloud introduces
delays that can have severe consequences in time-sensitive applications (Stavrinides & Karatza,
2022). Emerging architectures like fog and edge computing have been proposed to address this
problem (Fletcher et al., 2024). These architectures bring computation and storage closer to the
edge devices, reducing the latency associated with data transmission to the cloud (Hua et al.,
2023).

By migrating computations to external computation systems and storage servers located at the
edge, fog and edge computing can ease the computational burden and minimise latency, enabling
real-time data processing and analysis (Fazeldehkordi & Grgnli, 2022). The loT framework's
extensive connectivity and data interactions have created a challenging environment for ensuring
the security of devices, communication channels, and data transportation. With the vast number
and variability of devices, guaranteeing security has become a significant challenge (Chatterjee &
Ahmed, 2022).

The IoT ecosystem is an attractive target for malicious entities due to its low security measures

and high computational power requirements at the device level (Ranaweera et al., 2021).



Organisations that have installed loT devices have suffered from attacks due to weaknesses in
design and vulnerabilities in loT devices (Tange et al, 2020). It is crucial to provide
countermeasures to protect resource-constrained IoT devices against cyber-attacks (Swamy &
Kota, 2020). The security measures in 0T networks include lightweight cryptography, hardware
security, and intrusion detection and prevention systems (Bhayo et al., 2021). However, there is
still a need for novel research and solutions to address the security challenges in the loT

framework (Baniya et al., 2024).

The design of |oT devices to operate on limited power sources like batteries demanded energy
efficiency (Zhao et al., 2022). However, higher computational demands for better functionalities
resulted in increased energy usage, compromising the lifespan of devices and requiring regular
maintenance. This contradicts the fundamental concept of 10T, which aims for devices to be ever-
present and unintrusive (Qureshi et al., 2022). The energy consumption of loT devices, especially
during data transmission, is a significant challenge (Kaur & Kumar, 2022). Energy-efficient data
transmission schemes and including renewable energy sources through energy harvesting can
address this challenge (Farooq et al., 2022). [Additionally, lightweight, energy-efficient security
mechanisms are crucial for power-constrained loT devices (Anand et al., 2020). To ensure
sustainable loT, energy and security sustainability must be considered from the design phase to

the end of the device's lifecycle.

Transitioning from a traditional cloud-based loT framework to an edge computing approach could
resolve the obstacles faced in loT systems (Roopa Devi & Kayethri, 2024). Edge computing allows
data processing at the network's edge, closer to the 10T devices, rather than relying solely on
cloud servers (Rahman et al., 2023). This reduces latency, improves speed, and enhances the
overall performance of the loT application (Lee et al., 2022). Additionally, edge computing
minimises the need for data transmission between the devices and the cloud, thereby reducing
the risk of data theft and breaches (Li et al., 2021). By distributing the computing workload among
multiple edge nodes, edge computing also improves system resilience and reduces the impact of
node failures (Ajayi et al., 2021). Furthermore, integrating blockchain technology with edge
computing can enhance loT systems' security, privacy, and data auditability (Shah et al., 2022).
Overall, transitioning to an edge computing approach addressed the limitations of traditional cloud-

based loT frameworks and provided a more efficient and secure loT environment.



The adoption of edge computing has posed challenges concerning the consolidation of loT
devices and the potential overloading of edge gateways (Lim et al., 2023). These gateways, which
serve as intermediaries between devices and the primary cloud, can become bottlenecks,
undermining the advantages of edge computing. Furthermore, the dispersion of devices and
gateways gives rise to security vulnerabilities, where unauthorised devices could infiltrate the
network and its resources, further complicating the cybersecurity landscape (Sutikno & Thalmann,
2022). The extensive utilisation of 0T devices also raises concerns regarding the confidentiality
and authenticity of data during communication (Wu et al., 2022). To tackle these challenges,
effective resource allocation mechanisms should be implemented in edge computing systems to
maximise the utilisation of channels and minimise collisions (Dai et al., 2021). Additionally, the
integration of permissioned blockchain technology with edge computing could enhance the
security of loT systems and ensure their trustworthiness (Dantas Silva et al., 2021). In summary,
careful consideration and implementation of security measures are of utmost importance to

mitigate the risks associated with edge computing and safeguard the integrity of loT networks.

While the capabilities of IoT on the network's edge were irrefutable, the journey to its smooth and
protected incorporation was troubled with obstacles. Navigating this digital age would have

required a careful balance between functionality, efficacy, and protection.

1.4 The Distributed Denial of Service (DDoS) attacks of loT

The evolution of the Internet of Things (loT) has brought numerous conveniences and
opportunities. However, it has also exposed vulnerabilities in the digital realm, as demonstrated
by the 2016 Mirai botnet intrusion, commonly known as the Dyn Cyber Attack. During this incident,
malicious actors compromised over 400,000 IoT devices, highlighting the extent of the security
risks associated with these devices (Benlloch-Caballero et al., 2023). This botnet had been
engineered to target vulnerable devices, delivering a staggering 1.1 Terabytes Per Second (Tbps)
of traffic aimed at the internet services provider OVH. The attackers took advantage of ports 23
and 223 through brute force access. Once they seized the devices, they initiated a mass of
General Routing Encapsulation (GRE) flood attacks, employing Transfer Control Protocol (TCP)
and Hypertext Transfer Protocol (HTTP) to weaken the services (Mendez Mena & Yang, 2020).

The report by HP Security revealed that 80% of loT devices had weak security credentials, while



70% exhibited vulnerabilities during authentication (Shah et al., 2022). This highlights the
persistent weaknesses in loT security and the need for more robust measures to protect these
devices (Vaezi et al., 2022). Weak security credentials and authentication vulnerabilities make loT
devices susceptible to attacks and compromise the overall security of loT networks (Tougeer et
al., 2021). These findings emphasise the importance of implementing robust security measures,
such as solid authentication protocols and secure credential management, to mitigate the risks
associated with 10T devices (Wang et al., 2021). By addressing these vulnerabilities, the security
of loT devices can be significantly enhanced, ensuring the integrity and confidentiality of IoT data

and protecting against potential cyberattacks (Mendez Mena & Yang, 2020).

Software-Defined Networks (SDN) have shown promise in enhancing network robustness by
providing increased control and flexibility by segmenting the network into three layers
(Nandhakumar & Arunkumar, 2023). However, SDN is not immune to Distributed Denial of Service
(DDoS) attacks. These attacks can still threaten SDN systems, compromising their performance
and availability (Rugeles Uribe et al., 2022). SDN-based loT networks are vulnerable to DDoS
attacks due to the vulnerabilities present in loT devices. Various techniques have been proposed
to mitigate these attacks. These include tracking packets by IP address, using entropy for
detection, employing statistical tools like the Sequential Probability Ratio Test (SPRT),
implementing strategies like the "Multislot" approach, and utilising users' trust levels. Machine
learning algorithms have also been employed for detection and mitigation. These techniques aim
to detect and block DDoS attacks in SDN-based loT networks, improving their security and
resilience (Hussein et al., 2022; Mangla et al., 2023; Moura & Hutchison, 2020; Wang et al., 2021).

The challenges of implementing SDN without a hitch and pinpointing malicious packets flowing
through the network persisted. SDN brought automation and flexibility to network programming
but also introduced security challenges. Centralised control in SDN makes the network more
susceptible to mistakes, misuse, and DoS attacks, impacting network survivability (Rahman et al.,
2023). Additionally, the migration from a physical to a virtualised environment in SDN raised
concerns about a need for more commercial experience in virtualisation and potential
unauthorised behaviour exhibited by SDN applications (Rafique et al., 2020). Solutions such as
Intrusion Detection System (IDS)-based security mechanisms, blockchain-based SDN, and
custom security applications in as SDN have been proposed to address these challenges (Meng

et al., 2021). These solutions leverage SDN's programmability, centralised traffic management,
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and VLAN ID capabilities to detect and mitigate malicious traffic, protect data during transmission,
and ensure trust and authentication between edge nodes and end devices (Eliyan & Di Pietro,
2021).

The Proof of Work (PoW) consensus method is a widely used algorithm in blockchain systems,
including Bitcoin. It involves participants solving computationally costly puzzles to add new blocks
to the blockchain. PoW ensures the blocks are tamper-proof and prevents malicious participants
from corrupting the chain. However, PoW requires significant computational power, making it
impractical for resource-constrained loT networks (Qureshi et al., 2022). In |oT applications with
limited computational capabilities, alternative consensus algorithms such as Proof of Stake (PoS)
and delegated PoS (DPoS) are more suitable. These algorithms do not require specialised
hardware and rely on participants staking their wealth to validate transactions and achieve
consensus (Ma & Fan, 2022). Therefore, while PoW is effective in traditional blockchain systems,

it could be better for loT networks due to their unique constraints.

While PoW, PoS, and DPoS provide security and decentralization, they do not inherently address
DDoS attacks or Delay-Tolerant Networking (DTN) directly. To mitigate DDoS attacks in loT
networks, implementing rate-limiting algorithms and edge computing can be more effective. Rate
limiting helps control the traffic load on the network, preventing overwhelming bursts of malicious
traffic typical in DDoS attacks (Nandhini et al., 2023). Edge computing brings computation and
data storage closer to the data source, reducing latency and providing real-time processing, which
is crucial for delay-tolerant networking (Thondebhavi Shanthakumar et al., 2023). By distributing
computational tasks across the edge of the network, the system can better handle disruptions and

maintain service availability despite network delays (Saxena et al., 2023).

In summary, while PoW, PoS, and DPoS are essential for achieving consensus in blockchain
networks, loT networks facing DDoS threats and requiring delay tolerance benefit more from rate
limiting and edge computing solutions. These approaches enhance network resilience and ensure

continuous operation despite attacks or connectivity issues.

The advancement of lIoT technology has brought about numerous challenges and tasks that need
to be addressed. Chintalapudi (2018) Highlighted that in Table 1-1, one of the most prevalent

threats in loT systems was the DoS attack, which affects all infrastructure tiers. This emphasised
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the critical need for solid security strategies. Achieving a developed and secure IoT framework
requires continuous efforts, innovative solutions, and collaboration across different sectors (Hua
et al., 2023; Omolara et al., 2022; Raj & Shetty, 2022). It was essential to prioritise implementing
fortified security measures to protect loT systems from potential attacks and ensure the privacy
and integrity of data. Challenges could be overcome by adopting a proactive approach, and a

safer environment for thriving loT technologies could be created.
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Table 1-1: Threats in lIoT (Chintalapudi, 2018)

Layer Main Threats

Application Level | Data leakage

DDoS Attacks

Code injection

Transport Level | Routing Attacks

DDoS Attacks

Data Transit Attacks

Perception Level | Physical Attacks

Impersonation

DDoS Attacks

Routing Attacks (WSN

Data Transit Attacks

1.5 Background to the Research Problem

The emergence of the Narrowband Internet of Things (NB-loT) originated in developing and
applying Radio Frequency lIdentification (RFID) technologies Figure 1-2. Machine-to-machine
(M2M) communication created the basis for technologies like the Narrowband Internet of Things
(NB-loT), which connected IoT devices and improved communication. NB-loT does not prevent
long-distance communication at high data rates, so it is suitable for applications such as
healthcare monitoring systems. This technology reduces device processing complexity and

prolongs battery life, making it highly favourable for remote monitoring scenarios (Muteba et al.,
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2021)

RFID technology has been widely adopted across various sectors, showcasing its adaptability and
versatility, as seen in Figure 1-2. In human-computer interactions, RFID has been integrated into
systems for gesture recognition, enabling more intuitive interfaces (Hayyolalam et al., 2022).
Incorporating RFID for patient monitoring has significantly enhanced patient safety and
streamlined hospital procedures (Dantas Silva et al., 2021). The transportation and logistics
sectors have also benefited from RFID, particularly with the implementation of intelligent toll
systems. These systems have facilitated smooth vehicular transit and effective toll collection
(Moura & Hutchison, 2020).

RFID Technology Web Applications Mabile Computing NBloT

1999 2000 2005 2012 2017 2017-2020

Helps to manage things in A paradigm shift from desktop to Enabled wireless access of Provide service on the run and Provide Anytime, Anywhere,
effective way web applications information using sensor nodes reduce energy consumption of Anything service, but with high
energy demand

i i i i ; i
Figure 1-2: Roadmap of NB-loT (Popli et al., 2019)
1.6 1oT Network Architecture

The Internet of Things (loT) is structured into several layers, each serving a specific purpose in
facilitating data exchange and smooth operations. The architectural design of 10T consists of five
primary layers: Perception, Network, Service Management, Application, and Business. The
Perception layer collects and processes data from sensors and smart devices (Tariq et al., 2023).
The Network layer focuses on data transmission between devices and the loT cloud platform
(Chatterjee & Ahmed, 2022). The Service Management layer handles the management and
coordination of loT services. The application layer connects the network to users, analysing and
processing sensor information to provide services based on user needs (Mansour et al., 2023).

Finally, the Business layer deals with integrating 10T into business processes and strategies. Each
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layer played a crucial role in the overall functionality and success of the IoT framework.

1.6.1 Perception Layer

Positioned as the base layer of the IoT structure, the Perception Layer is tasked with collecting
initial data and interfacing it with the physical environment. It keeps sensors and actuators
responsible for sensing environmental variations and producing electronic signals corresponding
to these changes. Technologies vital to this layer are the Global Positioning System (GPS),
wireless sensor networks (WSN), and RFID. The data produced at this stage is relayed to the
Network Layer through gateways. It is essential to understand this layer's vulnerabilities, including

risks like signal disruption, interference, and falsification (Bilal et al., 2022).

1.6.2 Network Layer

Acting as the primary channel for data relay, the Network Layer is responsible for transferring
information from the Perception Layer onwards. This layer utilises network protocols such as
Internet Protocol version 6 (IPv6), Internet Protocol version 4 (IPv4), and 6LoWPAN to ensure
data movement. Beyond mere transmission, this layer also directs information towards the Service
Management layer. Regarding security, challenges such as falsification, DDoS attacks, and

bandwidth misrepresentation remain (Elejla et al., 2022).

1.6.3 Service Management Layer

Often labelled the central hub of the loT application interface, the Service Management Layer
interacts with middleware technologies. It processes incoming data and manages the services
based on the acquired IP addresses. Managing data and orchestrating information exchanges are
vital at this level (Zhang et al., 2020).

1.6.4 Application Layer

The Application Layer delivers services tailored to user-specific needs. This layer addresses user
requirements by employing messaging protocols like Message Queuing Telemetry Transport
(MQTT) and Constrained Application Protocol (CoAP), ensuring adequate data communication

and service provisioning (Gupta & M, 2021).
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1.6.5 Business Layer

Located at the pinnacle of the IoT architecture, the Business Layer focuses on advanced data
analytics and interpretation. It processes insights derived from the Application Layer. Data
confidentiality is crucial due to the strategic decision-making originating from this layer.
Guaranteeing user privacy is paramount, especially in scenarios with limited human involvement
(Firouzi et al., 2022).

The multilayered architecture of 10T provided a systematic and modular approach to initiating and
functioning loT systems. Each layer in the architecture has unique capabilities that contribute to

the system's overall functionality, allowing for the full realisation of loT's potential.
1.7 Research problem

The rapid growth of the Internet of Things (loT) has transformed industries and individual
experiences. However, this growth has also brought numerous security challenges threatening
user privacy, data integrity and service availability (Athira Anil et al., 2023). The security
mechanisms currently deployed in loT environments must be revised and often proprietary,
leading to global security mechanisms with known trust anchors (Islam & Aktheruzzaman, 2020;
Ayoub et al., 2023). Moreover, the constrained nature of IoT devices limits their ability to
implement robust security mechanisms, making it challenging to ensure secure communications
and guarantee privacy (Sharma et al., 2021). The massive amounts of sensitive data that pass
through loT networks, coupled with the diverse applications of IoT, increase the risk of security
breaches (Savic et al., 2021). To address these challenges, the use of Domain Name System
(DNS) and its security extensions and protocols, such as DNSSEC, DNS over Transport-Layer
Security (TLS) (DoT), and DNS over HTTP (DoH), could significantly improve the security of loT
communications (Tange et al., 2020). However, adopting these security measures still needs to

be more widespread (Macedo et al., 2019).

The Distributed Denial of Service (DDoS) attack is a notorious and impactful threat that leverages
network layer protocols to flood targets with malicious packets, consuming the target's bandwidth.
In addition to network layer attacks, application layer DDoS attacks focus on depleting the

computing resources of target devices. These attacks aim to overwhelm the target's resources by
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sending a large volume of legitimate traffic, making it difficult for the device to handle legitimate
requests. The attacker can render the device unresponsive or slow by consuming computing
resources, such as the Central Processing Unit (CPU) and memory. These application layer
attacks pose a significant challenge for defending against DDoS attacks, as they can bypass
traditional network-based defenses and require specialised mitigation techniques (Omolara et al.,
2022).

The unpredictability of loT devices from various vendors with unique designs and specifications
poses a challenge in developing a one-size-fits-all security solution (Wijethilaka & Liyanage,
2021). With different devices running on different circuitry, using diverse protocols, and using
various data processing algorithms, it was challenging to implement robust security mechanisms
(Macedo et al., 2019). loT devices limited computational and storage capacities also restrict the
implementation of complex security protocols, requiring lightweight and efficient solutions (Abbood
et al., 2020). The lack of standardised protocols and ad hoc network architectures further
intensified the security vulnerabilities in 10T ecosystems (Sharma et al., 2020). Furthermore, the
large-scale deployment of loT devices without proper security measures, such as default
credentials and lack of timely firmware updates, increased the exposure to attacks. Overall, the
heterogeneity of loT devices and the absence of standardised security frameworks made it
challenging to provide comprehensive security solutions for the diverse loT landscape (Ugwuanyi
et al., 2020).

The inherent nature of IoT demands data and command flow across its layered architecture.
However, any application traffic within this framework is vulnerable. Threats like DDoS attacks
could impede traffic, causing latency and delivery delays. Given these multi-layered issues, there
is a pressing need for rigorous academic exploration to engineer a comprehensive security
framework for the entire 10T ecosystem (Padhy et al., 2023; Sutikno & Thalmann, 2022; Ozalp et
al., 2022; Raj & Shetty, 2022). Researchers have recognised the importance of addressing
security concerns in each layer of the 10T architecture, including the physical layer, data layer,

network layer, and application layer (Swamy & Kota, 2020).

One proposed approach is an encapsulation-aware traffic filtering mechanism that could efficiently
analyse and filter loT traffic without needing de-encapsulation. This mechanism allows for the

classification of packets based on various packet fields and headers, addressing the mobility and
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multitenancy requirements of virtualised 5G networks (Benlloch-Caballero et al., 2023).
Additionally, machine learning-based DDoS detection techniques are explored, utilising features
extracted from loT network traffic to detect and classify attacks (Lee et al., 2022). Leveraging
computational resources at the network's edge is also considered, enabling faster detection and
mitigation of loT-DDoS attacks (Bhardwaj et al., 2018). These innovative strategies aim to bolster
NB-loT networks' resilience against DDoS attacks and ensure their robustness and reliability
(Kamaldeep et al., 2023).

1.8 Problem Statement

The increasing potency of Distributed Denial of Service (DDoS) attacks, particularly those
targeting network layer protocols, has highlighted a significant vulnerability in Narrowband Internet
of Things (NB-IoT) networks. Despite the rapid adoption of NB-loT for various applications, there
remains a gap in the literature concerning effective strategies for enhancing the resilience of these

networks against cyber threats.

Current research in loT security has not fully explored fault-tolerant network designs that leverage
the decentralised processing capabilities of emerging technologies like Edge and Fog computing

to address this vulnerability.

By integrating Edge computing, it is possible to create a distributed, fault-tolerant architecture that
can dynamically counteract security threats. Such an architecture would aim to ensure service
persistence and resilience even in the face of challenges, such as changes in external and internal

conditions, device mobility, connection loss, and prolonged delays (Welsh & Benkhelifa, 2021).

Edge computing, by reducing latency and improving response times through localized data
processing, presents a promising approach to enhance both the security and efficiency of NB-loT
networks (Swamy & Kota, 2020). The proximity of Edge computing resources to loT devices allows
for quicker decision-making and reduced dependency on centralised cloud infrastructures. This
approach not only shortens data transfer times but also enables real-time processing, which is
crucial for applications requiring low-latency communication, such as connected healthcare

systems and industrial loT environments (Mudassar, Zhai & Lejian 2022).

This research addresses the gap in 0T security by proposing a novel fault-tolerant network design
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using Edge computing paradigms. This design seeks to enhance NB-loT networks' resilience
against DDoS attacks, thereby advancing the security and reliability of loT systems in

environments where rapid and secure data processing is critical.

1.9 Aim, Objectives, Research Questions

1.9.1 Aim of the Study

This research aims to design a fault-tolerant architecture to protect Narrowband Internet of Things

(NB-loT) networks against Distributed Denial of Service (DDoS) attacks.

1.9.2 Objectives

From the main aim, several specific objectives emerge, namely:

I.  To identify current challenges of low-cost NB-loT applications.
[I.  To identify the transmission latency of NB-loT real-time applications and various
parameters.
[lI.  To design a narrow-band loT delay-tolerant network (NB-loTDTN) to mitigate DDOS
network-based attacks.
IV.  To evaluate the reliability and performance of the networking layer of the NB-loT DTN

architecture.

1.9.3 Main Research Question

How can a delay-tolerant narrowband loT (NB-loT) network be designed to mitigate Distributed
Denial of Service (DDOS) attacks?

1.9.4 Sub-research Questions

I.  What are the current delays of low-cost loT applications on NB-loT networks?
[I.  What parameters have impact on reducing the transmission delay of NB-1oT real-time
applications??
lll.  How can a delay-tolerant network architecture be designed for NB-loT to mitigate DDOS

network-based attacks?
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V.

How can the reliability and performance of the network layer be improved in the NB-loT

architecture?

This approach provides a comprehensive roadmap to understanding, designing, and enhancing

the security infrastructure for NB-loT networks.

1.10 Purpose and Significance of the Study

In the fast-changing digital world, the Internet of Things (loT) is a crucial driver of change, leading

us towards a future of more excellent connectivity and automation. However, this growth increases

risks, especially from Distributed Denial of Service (DDoS) attacks. Tackling these issues is crucial

for keeping loT devices reliable, building trust with users, protecting their data, and moving

towards a harmonious digital future. This study aims to explore these themes in a clear and

meaningful way.

The aim and significance of this research are explained as follows:

Enhanced Security with Efficient Algorithms: This study tackles the challenge of
DDoS attacks on loT devices, especially those with limited computing power. By using
algorithms that require fewer computing resources, the research aims to strengthen
these devices against such attacks, ensuring data safety and device reliability, thereby
contributing to a more secure loT environment.

Combating Denial of Service Attacks: Denial of service attacks, particularly those
exploiting memory through large packet deliveries, threaten 10T networks. This research
focuses on identifying and mitigating the vulnerabilities these attacks target, aiming to
lessen their frequency and impact. The goal is to maintain smooth operations and protect
the critical services that many sectors rely on.

Layered Approach for Diagnosing Faults: The loT's layered architecture is used
strategically to diagnose and fix faults. By isolating faults in the network layer, targeted
solutions can be applied. This method improves the resilience of the 0T ecosystem,
ensuring quick recovery from faults and consistent service.

Securing Network Layer Packets: Protecting the valuable information in each network

packet is vital. This research addresses the risk of adversaries intercepting these packets
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by implementing rate limiting to prevent unauthorised packet inspection. This secures

data and enhances data transfer efficiency, improving loT network performance.

In summary, this study aims to adopt a secure, reliable, and efficient loT framework, aligning with
the vision of an IoT landscape marked by trust, efficiency, and resilience. The research creates a

robust loT environment by tackling these challenges and leveraging the loT's layered architecture.

1.11 Delineation of the research

1.11.1 Central Focus

This study explores fault-tolerance in networks, specifically emphasising utilising Fog and Edge
computing to secure against DDoS attacks in the loT landscape. The research primarily focuses
on the network layer of 10T, which serves as the primary layer for the experimental study and
analyses. This allows for an in-depth examination of network-related challenges within the vast

loT framework.
1.11.2 Key Constraints

While IoT encompasses various layers, the research focuses on the network layer. Issues
pertinent to other layers, such as perception or application, fall outside the scope of this study.
The investigation is confined to in-band mode regarding Narrow-Band IoT (NB-loT) deployment
methods. While NB-loT can be integrated into multiple modes, the research examines the in-band
deployment mode. Recognising the complexity of real-world l0T nodes, the study uses simplified
nodes equipped only with essential functionalities. This ensures that the study’s testbed focus is

manageable and reproducible.

By defining these boundaries, the research ensures targeted and concentrated exploration within
specific areas, promoting thoroughness and accuracy. Readers need to understand these limits
to contextualise the findings appropriately. While the insights gained are significant, they should

be interpreted within the study's specific focus and constraints.

Although loT and its security challenges are vast, this research deliberately navigates specific
areas. The study aims to uncover deep insights into DDoS threats and the reinforcing capabilities

of Fog and Edge computing within the context of the NB-loT network layer.
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CHAPTER 2 LITERATURE REVIEW

2.1 Introduction

Chapter 2 discusses the systematic review that guides the research and the objectives, and it is

organised as seen below.
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Figure 2-1: Chapter 2 Layout

The Literature Review chapter begins with an Introduction to the Literature Review, which outlines
the scope and objectives of the chapter. It examines the Relationship of the Literature Review to
Research Questions and Objectives, providing context for the research. The chapter then explains

the Organisation of the Chapter and presents a Historical Context of the topics covered.

The review delves into NB-loT Deployment Modes, detailing the evolution through NB-loT Rel14
(NB2) and further enhancements with NB-loT Release 15 Enhancements. It discusses 5G SA
Architecture and its role in advancing connectivity, followed by an exploration of Open5GS for 5G

Core Network, highlighting its open-source implementation for 5G networks.

The chapter presents Theoretical Foundations relevant to the research, followed by a Systematic
Literature Review that synthesises existing studies. It includes Quantitative Content Analysis and
Synthesis, leading to an Identification of Trends in the field. The Results of the Systematic Review
provide insights into emerging patterns, while the Summary and Gap Analysis discusses key

findings and areas where further research is needed. The chapter concludes with a Conclusion
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that wraps up the main points discussed.

The literature review serves as a fundamental component of academic research, mapping the
knowledge pertinent to fog and edge computing in the context of loT security. Its primary role is
to systematically connect empirical research conducted by previous scholars, forming a continuum
of scholarly understanding. This endeavour critically analyses and synthesises existing studies,

findings, and theoretical frameworks rather than merely aggregating previous work.

The literature review focuses on designing fault-tolerant networks using fog and edge computing
for loT security. It methodically examines how previous studies approach the intricacies of network
design, addressing challenges and proposing solutions within the loT security paradigm. By
reviewing the literature, the study identifies patterns, themes, and gaps in the research, thereby

contextualising current understanding within a broader academic landscape.

Central to this review is exploring fog and edge computing dynamics and their role in enhancing
loT network security. It involves critically evaluating the methodologies employed in previous
studies, their findings, and the theoretical underpinnings that inform them. This analysis identifies
the strengths and limitations of existing approaches, offering insights into areas ripe for further

investigation.

The literature review thus acts as a scholarly inquiry into the state of research in IoT security. It
highlights vital contributions while noting areas warranting further exploration. Through this
rigorous examination, the review aims to contribute to the academic discourse by summarising

existing knowledge and setting the stage for future research endeavours in this evolving field.
2.1.1 Purpose of the Literature Review

This study's literature review critically examines and synthesises previous research on fog and
edge computing within the framework of IoT security. It goes beyond merely collecting existing

studies, aiming to achieve several vital objectives through thorough literature analysis.

Firstly, the review identifies gaps in existing knowledge by mapping out the current research
landscape. This process highlights underexplored areas or conflicting viewpoints, revealing further

investigation and exploration opportunities. Addressing these gaps ensures that the study tackles
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relevant questions and challenges, contributing to filling the identified gaps in the field.

Secondly, the review provides context for the present research. In the rapidly evolving domain of
loT security, understanding the historical progression of ideas, technological advancements, and
methodological approaches is essential. This contextual understanding grounds the study in arich

tapestry of scholarly work, ensuring its contributions are both relevant and timely.

Lastly, the review positions the current research within the broader academic dialogue.
Understanding how this research intersects with and contributes to ongoing discourse in the field
involves aligning the study's objectives and findings with existing theories, debates, and empirical

evidence. This situates the research within the continuum of academic scholarship.

Thus, the literature review serves as a foundational pillar for the research, ensuring that the inquiry
is deeply rooted in and contributes to the collective intellectual pursuit of the academic community.

It acts as a bridge, connecting the study to the vast world of scholarly knowledge and dialogue.

2.1.2 Significance of the Literature Review

The literature review isn't just an academic box to tick; it's a symbol of the depth and rigour of the
research process. It's a cornerstone of scholarly work and a crucial tool that enriches and guides
the research journey. Its importance is multifaceted, touching on many aspects of the research

endeavour.

Primarily, the literature review helps gather historical and modern perspectives on the topic. It
provides a broad view of the subject, showing how thoughts, technologies, and methods have
evolved. This big-picture view is essential for placing the current research into the wider field

context, ensuring the study is well-grounded in established academic work.

The literature review also acts as a guide, steering the research away from thoroughly explored
areas and towards new or emerging topics. This direction is vital to keeping the research original

and relevant and ensuring it offers fresh insights or innovative approaches.

Moreover, the literature review lays out a clear and thoughtful path through the complex landscape

of academic literature. It showcases the thoroughness and care put into the research, providing

25



clarity and depth for anyone delving into its contents.

2.2 Relationship of the Literature Review to Research Questions and Objectives

In this scholarly endeavour, the literature review goes beyond the confines of a standard academic
assignment. Instead of merely summarising existing studies, it plays a vital role in shaping the
research direction. The review is a foundational framework guided by the research questions and

objectives.

a) Informing and Refining Research Questions

The literature review is crucial in shaping and refining the research questions. By analysing
existing information and identifying gaps in the current understanding of fog and edge computing
in 10T security, the review helps develop precise and relevant research questions. It allows the
researcher to focus on specific aspects within the broader topic that are ripe for exploration,

ensuring that the research questions are both meaningful and valuable.

b) Guiding Research Objectives

The insights obtained from the literature review influence the research objectives. The review
guides the study, identifying essential themes and areas that need further research. This thorough
understanding of the existing field helps shape the objectives to address gaps and fulfil the

academic goal of advancing knowledge and understanding of 10T security.

The literature review lays the groundwork for the research questions and objectives. It ensures
that the study is not isolated but makes a well-integrated contribution to the existing body of
knowledge. By connecting past research with current inquiries, the review serves as a bridge,

setting the stage for meaningful and impactful scholarly work.

2.2.1 Connection to Research Questions to Study Objectives

Connecting the research questions directly to the study's objectives ensures coherence and
alignment. Each objective corresponds to a specific research question, allowing for a targeted and

systematic approach to the investigation.
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Objective i: Identifying Challenges in Low-Cost NB-loT Applications

¢ Related Research Question: "What are the current delays of low-cost loT applications

on NB-loT networks?"

This objective focuses on understanding the operational challenges in low-cost NB-loT
applications, particularly delays. The study aims to pinpoint specific hurdles and inefficiencies in

NB-loT by answering this research question.

Objective ii: Assessing Transmission Latency in NB-loT Real-Time Applications

¢ Related Research Question: " What parameters have impact on reducing the

transmission delay of NB-loT real-time applications?

This objective aims to identify key parameters that impact transmission latency in real-time
applications. The corresponding research question seeks to uncover specific factors that, when

measured and optimised, can significantly reduce delays, enhancing network performance.
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Objective iii: Designing an NB-loT Delay-Tolerant Network (NB-loTDTN) to Mitigate DDoS
Attacks

¢ Related Research Question: "How can a delay-tolerant network architecture be

designed for NB-loT to mitigate DDoS network-based attacks?"

This objective is focused on designing a network architecture resilient to DDoS attacks. The
research question aligns with this goal by exploring the design aspects of such a network and

examining how a delay-tolerant approach can help mitigate cybersecurity threats.

Objective iv: Evaluating the Reliability and Performance of the Networking Layer in NB-loT

¢ Related Research Question: "How can the reliability and performance of the network

layer be improved in the NB-loT architecture?"

This objective aims to assess and enhance the reliability and performance of the NB-loT's
networking layer. The research question investigates strategies and methodologies to improve

these aspects, ensuring a robust and efficient NB-loT network.

By aligning each research question with a specific objective, the study ensures a focused
investigation that systematically addresses each aspect of the overarching aim. This alignment
reinforces the relevance of each research question and streamlines the process of data collection,

analysis, and interpretation within the context of the study's goals.

2.3 Organisation of the Chapter

This chapter provides a comprehensive literature review that systematically examines the existing
research relevant to this study. The chapter begins with an exploration of the foundational
concepts and historical evolution of the Internet of Things (loT) and Narrowband loT (NB-loT),
highlighting the growing significance of NB-loT in contemporary technological landscapes (Salva-
Garcia et al., 2018; Guo et al., 2019; Macedo et al., 2019). Following this, the chapter addresses
the vulnerabilities inherent in 10T systems, particularly focusing on security challenges such as
Distributed Denial of Service (DDoS) attacks, which continue to pose significant threats to loT
networks (Bhardwaj et al., 2018; Gaurav et al., 2021).
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The discussion then shifts to the roles of Fog and Edge computing in enhancing loT functionalities.
Emphasis is placed on how these paradigms can improve response times and strengthen network
security by processing data closer to the source (Dai et al., 2021; Fazeldehkordi & Grgnli, 2022).
Finally, the chapter reviews various strategies and methodologies currently employed to
safeguard loT networks against security threats, assessing their strengths, limitations, and areas
of application (Ahmad et al., 2019; Chatterjee & Ahmed, 2022; Tariq et al., 2023). This structured
approach ensures a coherent narrative that situates the research within the broader field of loT
security and highlights the importance of fault-tolerant architectures in addressing these

challenges.

Based on the reviewed literature, each theme identified the existing knowledge gaps, highlighting
areas that deserve further evaluation. It also defines how the current study seeks to address these
gaps. A concise review of the chapter's key insights and findings prepares for the subsequent

chapters and a deeper dive into the research methodology and results.

The chapter balances theoretical frameworks, empirical findings, and critical evaluations. Each
segment builds upon the previous one, creating a logical progression that enables understanding

and aids in understanding knowledge.

The Conceptual framework in chapter four, operates as a guiding lens in the context of literature
review, clarifying how past researchers approached similar challenges. By delineating the
research into these structured components, it becomes feasible to dissect existing literature based
on specific elements of the framework. For instance, studies on Edge and fog computing
paradigms can be reviewed under the 'Input' phase, while research focusing on loT vulnerabilities

might be situated under the 'Transformation' phase.

This approach ensures a systematic review of the literature but also aids in identifying gaps in
previous studies. Understanding where past researchers concentrated their efforts and where they
might have been overlooked or underexplored becomes transparent. Such insights are invaluable,
as they steer this research towards areas that can significantly contribute to the existing

knowledge.
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2.4 Historical Context

The historical context has profoundly shaped the current state of research in the field of the
Internet of Things (loT) and Narrowband loT (NB-loT) (Wang et al., 2021). Early scholars and
researchers initially explored fundamental concepts of connectivity and postulated initial theories
that would pave the way for future technological advancements (Piccialli & Jeon, 2021). These
research pioneers provide the rudimentary frameworks that subsequent generations of academics

and industry professionals would elaborate on.

As technology progresses, so does the complexity and scope of research. Discoveries in
telecommunications and data processing, alongside the proliferation of digital devices, catalysed
a paradigm shift in how connectivity was understood and implemented (Koufos et al., 2021).
Researchers built upon the early theoretical underpinnings using analytical tools and
methodologies (Umunnakwe et al., 2022). This evolution is marked by transitioning from basic
wired connections to the intricate wireless networks observed today, encompassing vast arrays of

global interconnected devices.

The introduction of NB-IoT further refined the concept of loT, offering a solution tailored to the
burgeoning demand for low-power, wide-area network connectivity (Murtala Zungeru et al., 2020).
Research in this area continues to be informed by the historical trajectory of technological
innovation and academic inquiry, reflecting a confluence of past insights and contemporary

breakthroughs.

This historical context is not merely a backdrop for current research but a critical component that
informs its direction. Within this continuum, the present study on NB-loT and its security against
DDoS attacks situates itself, drawing from a rich heritage of inquiry and innovation to address the

challenges and opportunities of the modern digital landscape.

2.5 NB-IOT Deployment Modes

Narrowband Internet of Things (NB-loT), a Low-Power Wide-Area Network (LPWAN) standard,
supports loT applications over cellular networks, emphasising low power consumption and broad
coverage. NB-loT can be deployed in three main modes, as illustrated in Figure 2-2: In-Band,

Guard Band, and Standalone.
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Figure 2-2: The Three Modes of NB-loT Deployment

I.  In-Band Deployment: Integrates NB-IoT within existing LTE bands, allowing efficient
use of cellular infrastructure without needing additional spectrum. Experimental studies
conducted in urban environments yield valuable insights into the deployment scenarios of
NB-loT. These studies indicate that the standalone deployment mode offers optimal
performance regarding radio coverage, network capacity, and user experience
(Turzhanova et al., 2022).

[I.  Guard Band Deployment: Utilises unused LTE spectrum guard bands, which reduces
interference and supports additional 0T connectivity while leveraging existing LTE
infrastructure. Studies show that guard-band and in-band modes are viable options.
However, certain conditions and applications may prefer one mode over the other. In
some network configurations, guard-band mode offers more reliable performance.
Additionally, increasing the number of repetitions enhances the performance of the NB-
loT system (Ahmad & Razak, 2019).

lll.  Standalone Deployment: Dedicates a separate spectrum for NB-loT, independent of
LTE, offering improved performance but at a higher cost due to separate infrastructure
requirements. Standalone deployment is less common but is used by some providers to
offer dedicated IoT services. These strategies highlight the diverse approaches to
integrating NB-1oT into existing telecommunications ecosystems, balancing coverage,

efficiency, and market needs.

The deployment strategies of key NB-loT providers indicate a preference for leveraging existing

LTE infrastructure through in-band and guard-band deployments, as shown in Table 2-1.
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Table 2-1: NB-loT Deployment Models of Various Providers

Provider Deployment mode(s) Focus area

Vodafone In-Band Utilises existing LTE network for widespread
NB-IoT coverage.

China Mobile Standalone, In-band Aims for extensive coverage for a range of

loT applications.

Deutsche Telekom

In-Band, Guard Band

Ensures compatibility and efficiency within

its European LTE network.

AT&T In-Band Provides comprehensive |oT connectivity
options in the US.
Telefonica In-Band, Guard Band Enhances loT offerings without additional

spectrum allocations.

China Unicorn

Standalone, In-Band

Focuses on maximizing coverage and

service quality in China.

T Mobile In-Band Leverages existing network for loT
applications in the US and Europe.

Orange In-Band, Guard Band Targets smart city and industrial applications
in Europe and Africa.

Telstra In-Band Aims for nationwide [oT connectivity in
Australia.

Singtel In-Band Focuses on smart nation projects and

industrial loT in Singapore.
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2.6 NB-loT Rel14 (NB2)

Figure 2-3 illustrates that in the 1980s, 1G focuses primarily on voice communication and human-
to-human interaction. The 1990s brought 2G, introducing data services like messaging and global
roaming. Around the 2000s, 3G emerged as an era of telemetry, involving automatic measurement
and wireless data transmission from remote sources. With the advent of 4G, the focus has shifted

to always being connected, and cloud computing and streaming services have been introduced.

Additionally, advancements such as LTE-M and NB-loT are mentioned. Looking towards the
future, 5G aims to provide enhanced mobile broadband and critical communication while also
being associated with the Internet of Things (loT) era, which is expected to occur around 2025.
Each generation is depicted as an ascending step, symbolising progressive improvement and

increased capabilities.

The 5G step is highlighted at the top, suggesting a future direction with technologies like LTE-M
(Long-Term Evolution for Machines) and NB-loT (Narrowband Internet of Things), both specifically

designed for loT applications. Therefore, this study focuses on the 5G network.

Mobile connectivity 56

Evolution of industrial value 4G
Critical
3 G Communication

2 G LTE-M and NB-loT
Always connected - cloud computing - streaming
1 Messaging and global roaming

Human to human Telemetry Machine to Machine Internet of things

1980s 1990s 2000 2010 2025

Figure 2-3: Evolution of IOT (Clark-Massera, 2024)
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2.7 NB-loT Release 15 Enhancements

Narrowband Internet of Things (NB-loT) Release 15 introduces several advancements aimed at

optimizing loT networks for low power consumption, extended coverage, and greater efficiency.

Key features include:

Wake-up Signals (WUS): This feature reduces power usage by keeping devices in a low-
power state until a signal is received, indicating a need to check for paging messages. This
enhances battery life by minimizing unnecessary power consumption during idle periods,
particularly for devices in Discontinuous Reception (DRX) or enhanced Discontinuous
Reception (eDRX) modes (Lingala et al.,2022).

Narrowband Physical Random Access Channel (NPRACH) Range Enhancement: By
extending coverage up to 120 kilometers (km), this feature supports communication over
greater distances. It uses a new NPRACH format with a 1.25 kHz subcarrier spacing and
frequency hopping to improve the reliability of long-range connections compared to the
previous 40 km limit (Ravi et al., 2019).

Scheduling Request (SR): This feature improves the efficiency of uplink resource
requests by allowing devices to signal their needs directly, using methods such as
piggybacking Hybrid Automatic Repeat Request (HARQ) acknowledgments. This reduces

power and resource overhead.

Reduced System Acquisition Time: Devices can now acquire necessary system
information more quickly, which shortens connection times and lowers power
consumption, contributing to longer battery life. This improvement involves increasing

repetitions of System Information Block Type 1 (SIB1-NB) transmissions.

Battery Efficiency Security for low Throughput (BEST): This security enhancement
provides efficient payload encryption suitable for low-throughput, battery-powered devices.
It uses network-based symmetric cryptography based on the 3rd Generation Partnership
Project Authentication and Key Agreement (3GPP AKA) protocol, which minimizes battery

impact.
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These optional enhancements allow for flexible implementation, enabling network operators and
device manufacturers to adopt features based on specific deployment needs, thereby improving

the overall utility and coverage of NB-loT networks for diverse loT applications.
2.8 5G SA Architecture

The New Generation Radio Access Network (NG-RAN), as shown in Figure 2-4, consists of
multiple next-generation NodeBs (gNB) connected to the 5G core through an NG interface. This

design allows the 5G core to provide several services to the user equipment (UE).

/" NGRAN
()

gNB  Tawos ) )

CU-CP

gNB
GNB-DU  frr E1
oNB N2/N3
CU-DP

e/

—

Figure 2-4: NG-RAN Architecture

In a 5G network, base stations known as next-generation NodeBs (gNBs) provide radio access
and connectivity for User Equipment (UE), such as NB-loT modules. The 5G Core manages data
and internet connectivity for these devices, linked to the gNBs via the NG interface. Each gNB
consists of a Distributed Unit (gNB-DU) for real-time radio signal processing and a Centralized
Unit (gNB-CU), which handles both Control Plane (CU-CP) and User Plane (CU-DP) functions.
Key interfaces include F1 (between DU and CU), E1 (within gNB-CU), and N2/N3, connecting the
Next Generation Radio Access Network (NG-RAN) to the 5G Core for control and user plane

interactions, respectively.
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2.9 Open5GS for 5G Core Network

Open5GS introduces 5G core functionalities, allowing deployment of 5G services in Narrowband
Internet of Things (NB-loT) environments. It includes modules like the Access and Mobility
Management Function (AMF), Session Management Function (SMF), and User Plane Function
(UPF), which collectively manage data and connectivity for User Equipment (UE) as shown in
Figure 2-4. While Open5GS supports most 5G functionalities, it requires supplementary tools like
User Equipment Radio Access Network Simulator (UERANSIM) to fully integrate NB-loT,
enhancing testing and validation of 5G-enabled Internet of Things (IoT) networks (Dolente et al.,
2024).
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Figure 2-5: 5G System Architecture (Dolente et al., 2024)
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2.10 Theoretical Foundations

The theoretical foundations of network communication and its associated vulnerabilities are based

on a rich tapestry of established theories and models.

Cybernetics and information theory, for instance, provide fundamental insights into transmitting,
controlling, and processing information across networks. These theories establish the conceptual
groundwork for interpreting the flow of data and the systematic analysis of communication
channels, which are crucial for understanding network vulnerabilities and securing
communications (Bordel et al., 2023; Jaafar et al., 2023; Sahraneshin et al., 2023).

Systems theory offers a holistic view, considering the network as an interdependent structure,
where altering one component can have cascading effects on the entire system. This perspective
is essential for exploring fault tolerance and network strength, especially in designing mechanisms
to mitigate security threats like DDoS attacks (Shah, 2019; Zhao et al., 2022; Gupta et al., 2023).

Integrating these diverse theoretical approaches provides a strong foundation for researching and
developing secure network architectures. As the field advances, it draws from these multi-layered
theoretical foundations, adapting and evolving them to meet the demands of an increasingly

connected and complex digital system.

2.10.1 Critical Theories and Models Explored
2.10.1.1 Information Theory

Information Theory is a field of study that provides insights into the quantification and transmission
of information. Claude Shannon, a mathematician and electrical engineer, historically proposed it,
introducing several fundamental concepts still widely used today. Among these concepts is
entropy, which measures the unpredictability or randomness of information (Young, 2022). By
applying these concepts, researchers and engineers can better understand and optimise

information processing and communication systems.

Information Theory aims to simplify the interaction between different systems by abstracting
complex interactions into the process of transferring information. This abstraction leads to a more

concise and clear understanding of the problem. Information Theory describes the general laws
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governing information transmission and processing. The conveyed message is seen as a
mechanism for reducing uncertainty or negative entropy. In other words, the message carries
information that increases the amount of knowledge and reduces the level of uncertainty. As seen
in equation (5.13), Claude Shannon combined information with probability theory to make
information quantifiable. The more random a string is, the higher its calculation of randomness (or

rather “entropy”). This calculation is often called an entropy score (Jayasree and Amritha, 2015).

Shannon Entropy formula is given where H(X) is the entropy of a random variable X, and P() n is

the number of values, and b is the base of the logarithm, often base 2, reflecting a binary context.

Shannon Entropy plays a fundamental role in understanding data compression in
telecommunications, as shown in Figure 2-6. It helps determine the minimum number of bits
required to encode symbols based on their occurrence probabilities (Gupta et al., 2023). In
cryptography, a system's entropy relates to its unpredictability and security. Higher entropy implies

a more secure system, which is more resistant to brute-force attacks.

/‘b a [ ‘> P
Receiver Decoder Destination
Information Source =———————» Transmitter Encoder ————————» Channel €—Signal Received™ '_"Message—'

~—
Message" Signal Sent

Noise™——» Noise

Figure 2-6: Information Theory Model of Communication (Shannon & Weaver, 1964)

These interferences (noise) can significantly impact the accuracy and reliability of received and
used information. Regarding the conceptual model, the study applies the conceptual model using
the Shannon and Weaver model (Figure 2-6) as a foundational theory for understanding

information transmission and its challenges.

Input (I): By examining algorithms and theories that control the behaviour of loT devices in the

network.

Transformation (T): Study how noise and other forms of interference, like network traffic entropy,

alter the signals as they transmit through the system.
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Narrow Band loT Delay Tolerant Network (NBIoTDTN): Analyse how the network’s delay

tolerance affects transmission and use feedback mechanisms to help correct delays and errors.

Data Generation: Analyse metrics for loT failures, faults, and errors to evaluate the system's
output, reliability, and performance. This structured approach ensures a comprehensive

understanding of the factors influencing loT network performance and security.
2.10.1.2 Systems Theory

System Theory deals with the abstraction of objects and focuses on studying them as a whole or
system. It uses mathematical models to describe and determine the structure and behaviour of
the system. A system comprises several parts that interact and depend on each other.
Additionally, the system itself belongs to a more extensive system. This implies that the function

of complex objects is far greater than the simple sum of all objects in a causal chain.

Ludwig von Bertalanffy encourages researchers to adopt a dynamic and hierarchical view when
examining systems (Bertalanffy, 1967). A system comprises multiple components, whether
physical objects or disparate concepts. Its components have relationships, meaning they
somehow interact or depend on each other. The nature and structure of these interdependencies
can affect the system's behaviour and success. Despite the individual functions of its parts, a
system has an overarching purpose or function that arises from interacting with its parts, which

cannot be understood by looking at the components in isolation.

The study uses systems theory to apply mathematical models, experiment and analyse the
system's behaviour under different scenarios, predict its performance, and identify potential areas

for optimisation.
Integrating models to be used based on the conceptual model are:

I.  Input (I): Apply differential equations to represent how algorithms and theories influence
initial network states and transformations.
[I.  Transformation (T): Apply differential equations to model how noise and network traffic

entropy impact signal transmission.
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lll.  Data Generation and Output (O): Use network models to understand the impact of

network structure on these outputs.
2.10.1.3 Cybernetics

According to Norbert Wiener's definition, the communication problem can be regarded as a control
problem; that is, the communication problem is the orderly and repeatable control of several

dangerous situations (Herring & Kaplan, 2001).

Cybernetics is a theory of self-controlling systems that involves the concept of "feedback" to
control the future behaviour of a system based on information about its past performance (Torday,
2023). It is an abstraction of the information transmission process and is relevant in various fields
such as physical, mechanical, psychological, social, political, pedagogical, and medical (Huang &
Zhang, 2021).

Cybernetics is also used to formalise complex engineering tasks concerning control for groups of
mobile robots, where cyber-physical approach and network-centric methods are employed
(Manole, 2019). Overall, cybernetics is a multidisciplinary field that studies control systems,

information processes, and the circulation of information in various domains.

Cybernetics is an abstraction of the information transmission process. To develop controlled

objects, obtaining information, communicating, and acting on them is necessary.
Integrating models to be used based on the conceptual model are:

e NB-loT Delay-Tolerant Network (NB-IoTDTN): Use Cybernetics to analyse the network's
performance and reliability, incorporating feedback mechanisms to optimise delay

tolerance and error correction.

Feedback is a fundamental concept of cybernetics. It refers to returning a system's output to the
input and changing it somehow, affecting its function. It comprises both negative and positive
feedback.

Negative Feedback aims to minimise deviation from a set goal by correcting errors. It is
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fundamental in stabilising systems and ensuring consistent performance.

Positive Feedback amplifies deviations, leading to exponential growth or decline in a system's

output. It is often associated with system changes, development, or collapse.

The cybernetic strategy incorporates feedback loops, which are critical in the control and
adaptation of the network. Negative feedback mechanisms integrate to rectify deviations from the
desired performance, thus maintaining system stability. Positive feedback loops are established

to reinforce and amplify adaptive responses to dynamic network conditions.

The black box concept allows for a simplified approach to system analysis, focusing on the
interactions between input and output variables without delving into the complexities of the internal
mechanisms. This abstraction proves beneficial in managing the NB-loT network's complexity,
facilitating enhancements in performance without the need for an intricate understanding of its

internal workings.

The uncertainty principle is a crucial aspect of the cybernetic application, acknowledging the
inherent unpredictability within the NB-loT network. This leads to implementing adaptive
algorithms and redundant pathways, significantly supporting the network's resilience to disruptions

and anomalies.

The cybernetic principles provide a robust framework for developing and refining the NB-loT
network, ensuring it efficiently manages current operational demands and is well-equipped to

adapt to future challenges and changes within its ecosystem.

The cybernetic strategy incorporates feedback loops, critical in controlling and adapting the
network. Negative feedback mechanisms integrate to rectify deviations from the desired
performance, thus maintaining system stability. Positive feedback loops are established to

reinforce and amplify adaptive responses to dynamic network conditions.

These theoretical foundations intertwine to inform and shape the research. They offer a broad
perspective, enabling a deeper understanding of network communication, its potential pitfalls, and
strategies for optimisation and reliability. Adapting these theories and models ensures the

research is grounded in established knowledge and offers innovative insights and solutions to
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current challenges.

2.11 Systematic Literature Review

The systematic literature review, a cornerstone of Chapter 2, provides a comprehensive and
objective assessment of the current state of research relevant to the study's focus. Adopting a
rigorous and systematic approach ensures the collection of complete and unbiased data
summarising various sources. This section details the methodology employed for this review,
offering transparent insight into the process undertaken to collate and analyse the existing

literature.
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2.11.1 Review Methodology

Clear and focused research questions are articulated to guide the review process before

investigating the literature.

RQ1 (Overview of loT and NB-loT) What is the historical significance of Narrowband loT (NB-

loT) in the technological landscape, and how does it relate to the Internet of Things (loT)?

RQ2 (Security Concerns in loT) What are loT systems' primary vulnerabilities and security

challenges, focusing on Distributed Denial of Service (DDoS) attacks?

RQ3 (Fog and Edge Computing in loT) How do Fog and Edge computing paradigms enhance

the functionality of IoT and improve security and response times within loT systems?

RQ4 (Previous Approaches to loT Security) How effective are current strategies for securing

loT networks, and what are their limitations?

RQ5 (Gap Analysis) What are the loT security knowledge gaps, and how does the current study

address them?

This protocol ensures a comprehensive and objective assessment of the relevant literature,
providing a solid foundation for the research study. By systematically addressing these research

questions, the systematic literature review aims to:

I.  Identify existing knowledge.
[I.  Highlight significant findings.

[ll.  Pinpoint areas requiring further investigation.

The review procedure follows three distinct steps, namely Step 1 Identification of Database
Selection, Step 2 Refinement and Focus of Search Terms and Strategy and Step 3 Application of

Inclusion and Exclusion Criteria.
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Step 1: Identification of Database Selection

Reputable academic databases are identified for the literature search, ensuring a broad and varied
collection of sources. These include MDPI, IEEE Xplore, ScienceDirect, SpringerLink, Wiley, and

Google Scholar.

The study uses the “Publish or Perish” software program by Harzing, AW. (2007) Publish or

Perish, available from https://harzing.com/resources/publish-or-perish, which retrieves and

analyses academic citations. It engages various data sources to obtain raw citations, then
analyses these and presents a range of citation metrics, including the number of papers, total

citations, and the h-index.

Step 2 Refinement and Focus of Search Terms and Strategy

Combining keywords and Boolean operators refines and focuses the search. Terms related to the

research focus, such as "NB-loT," "DDoS attacks," "network security," and "Edge and Fog

Computing," are used in various combinations to maximise results.

The search uses three different queries or datasets:

e NB-loT + Security + DDoS + Edge Computing: Papers related to Narrowband loT with
a focus on security, particularly DDoS attacks, and the role of Edge Computing.

e NB-loT + Security + DDoS: Papers that discuss Narrowband IoT in the context of
security, emphasising DDoS attacks.

o NB-loT + Security: Papers addressing the general security concerns associated with

Narrowband loT.

The “Publish or Perish” software program creates three different queries. The results are saved in

Excel and as “.ris” reference manager files for further analysis.

The results contained more detailed information, including:

I.  Authors: List of authors for each publication.
II.  Title: Title of the publication.

44


https://harzing.com/resources/publish-or-perish

VL.
VII.
VIII.
IX.

Year: Publication year.

Source: Source/journal/conference where the paper was published.
Publisher: Publisher of the paper.

ArticleURL: URL to access the full paper.

CitesURL: URL pointing to the list of citations.

Abstract: Abstract or a snippet from the paper.

FullTextURL: URL to access the full text.

Step 3 Application of Inclusion and Exclusion Criteria

Step 3 entails the application of various inclusion and exclusion criteria.

The Inclusion criteria include:

Relevance to NB-loT: The paper must primarily focus on Narrowband loT (NB-loT) or its
applications.

Security Emphasis: Given that security is a core aspect of the research, the paper
should discuss security challenges, solutions, or methodologies relevant to loT.

Recent Publications: To ensure current relevance, prioritise papers published within the
last 5-10 years.

Technological Aspects: Consider papers discussing technical aspects, such as Edge
and Fog computing in the context of NB-loT.

Peer-reviewed Sources: Only include peer-reviewed journals, conference papers, or

reputable reports to ensure the source's credibility.

The Exclusion criteria include:

Off-topic: Exclude papers that mention NB-loT only in passing or as a minor point.
Older Publications: Exclude publications older than ten years, unless they are seminal
works, to focus on current trends and technologies.

Non-technical Aspects: While societal, economic, or purely theoretical aspects of NB-
loT are important, exclude them if they do not directly relate to the technical focus of the
study.
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IV. Low Credibility Sources: Exclude papers from non-peer-reviewed sources, non-

reputable journals, or conferences.

By adhering to these criteria, the literature review ensures a focused and credible analysis,
aligning with the study's objectives and providing relevant insights into the current state of research
on NB-loT and loT security.

2.11.2 Iterations

The meta-analysis literature review strategy followed an iterative design informed by PRISMA

guidelines (Moher et al., 2009). Figure 2-4 indicates phases which include;

I.  ldentification.
[I.  Screening.
[ll.  Eligibility.
IV.  Detailed review.

V. Inclusion.

The process linked specific articles to the sub-research questions. Appendix B’s Data Extraction

Table tabulates the outcome of an iterative meta-analysis strategy.
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Identification

Screening Eligibility Detailed Review

Records identified through database searching (n=600 from 3 different datasets)

New Balance: 600

RQ1: Extract and analyse titles and abstracts that discuss foundational concepts of loT and NB-loT.

RQ2: Filter and review titles and abstracts that discuss security challenges, especially focusing on DDoS attacks.

RQ3: Review titles and abstracts that talk about Fog and Edge computing and their roles in loT.

RQ4: Analyse met

mentioned in the papers’ abstracts related to loT security.

RQ5: Based on the insights from the analysed papers, identify potential knowledge gaps.

Identification

Records after duplicates removed (n=262)

Excluded: 338 (Duplicates)
New Balance: 262

Records screened (n=67)

Excluded: 195 (based on titles and abstracts not meeting inclusion criteria)

New Balance: 67

Full-text articles assessed for eligibility (n=67)
Excluded: 49 (not meeting inclusion criteria)
New Balance: 18
Full-text Review (n=18)
Excluded: 7 (based on specific exclusion criteria)
Specific Exclusion Criteria:
1. Lack of Detailed Methodology
2. Insufficient Focus on NB-loT
3. Lack of Empirical Evidence
4. Redundancy
5. Irrelevance to Specific Research Questions
6. Outdated References
7. Low Quality of Writing or Presentation

New Balance: 11

Included

o Studies included in quantitative synthesis (meta-analysis) (n=11)

L6

Screening Eligibility Detailed Review

Figure 2-7 An lterative Meta-Analysis Strategy
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2.11.3 Protocol Execution

With the protocol defined, the execution of the literature search occurs systematically.

RQ1 (Overview of loT and NB-loT) — extract and analyse titles and abstracts that discuss
foundational concepts and historical developments of loT and NB-loT.

RQ2 (Security Concerns in |oT) — filter and review titles and abstracts specifically
discussing security challenges, primarily focusing on DDoS attacks.

RQ3 (Fog and Edge Computing in [0T) — review titles and abstracts about Fog and Edge
computing and their roles in loT.

RQ4 (Previous Approaches to loT Security) — analyse the methodologies, tools, and
strategies related to loT security mentioned in the papers' abstracts.

RQ5 (Gap Analysis) — identify potential knowledge gaps based on the insights from the

analysed papers.

This structured approach ensures the literature review is comprehensive and directly relevant to

the research questions. This method allows us to systematically extract valuable information and

insights that address NB-loT and loT security, providing a solid foundation for the study.

2.11.3.1 Initial Search

An initial purpose-specific sweep of the selected databases using defined search terms occurred,

yielding a preliminary list of potential sources based on a selection of search terms, namely:

A search for articles focusing on NB-loT and security aspects first applying the search
term ("narrowband iot" OR "nb-iot") AND ("security" OR "cybersecurity").

A narrowed search to determine specific security threats related to NB-loT ("narrowband
iot" OR "nb-iot") AND ("security" OR "cybersecurity") AND ("denial of service attacks").

A search introducing edge and fog computing paradigms, modifying the search query
("narrowband iot" OR "nb-iot") AND ("edge computing" OR "fog computing") AND

("security" OR "cybersecurity") AND ("denial of service attacks").

These queries allowed exploration of more articles and narrowed the focus to address specific

interests. A screen of abstracts and titles of the identified sources against the inclusion and

exclusion criteria, is illustrated earlier as Figure 2-4, indicating a significant reduction of the number
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of sources to be considered.

e Step 1: This step led to the identification of 600 records through database searching.

o Step 2A - Exclusion (Duplicates): Across all datasets, 338 records were identified as
duplicates and excluded.

e Step 2B - Exclusion (Title and Abstract Screening): Out of the remaining records,
195 were excluded based on titles and abstracts that do not meet the inclusion criteria.

e Step 3A — Exclusion (Full-text Assessment): During full-text assessment, 49 records
were excluded for not meeting the inclusion criteria.

o Step 3B — Exclusion (Detailed Review): A further 7 records were excluded based on
specific exclusion criteria such as lack of detailed methodology, insufficient focus on NB-
loT, lack of empirical evidence, redundancy, irrelevance to specific research questions,
outdated references, and low quality of writing or presentation.

o Step 4A - Eligibility: eighteen articles remained eligible for the final inclusion.

Tables 2-1 to 2-4 set out the details of the eighteen articles resulting from Steps 1 to Step 4A listed

above. Elicited articles are mapped accordingly to research questions RQ1 to RQ4.

Table 2-2: RQ1 Overview of lIoT and NB-loT

# | Title Authors Year

1 Distributed dual-layer autonomous closed loops in | Benlloch-Caballero, 2023
the Internet of Things Wang and Calero

2 | Artificial intelligence for loMT security: A review Hernandez-Jaimes, and | 2023

Martinez-Cruz

3 Cybersecurity for industrial 10T (lloT): Threats, Mekala, Baig, Anwar 2023
challenges, and solutions and Zeadally

4 Efficient Secure Routing Mechanisms for the Hussain and Hanapi 2023
LoRaWAN

5 Statistical Analysis of Remote Health Monitoring Ashok and 2023
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Based loT Security Models & Deployments From a

Pragmatic Perspective

Gopikrishnan
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Table 2-3: RQ2 Security Concerns in loT

Title Authors Year

Artificial intelligence for loMT security: A review Hernandez-Jaimes and | 2023
Martinez-Cruz

Abnormal traffic detection method of Internet of Qiu and Wang 2023

things based on deep learning in edge computing

environment

Edge computing-enabled secure and energy- Lee, Leng, Habeeb and | 2022

efficient data transmission for Internet of Things Amanullah

Deep reinforcement learning-based computation Ke, Wang, Zhao and 2021

offloading and resource allocation for mobile edge

computing

Sun
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Table 2-4: RQ3 Fog and Edge Computing in loT

# | Title Authors Year

10 | Distributed dual-layer autonomous closed loops in Benlloch-Caballero, 2023
the Internet of Things Wang and Calero

11 | Artificial intelligence for loMT security: A review Hernandez-Jaimes and | 2023

Martinez-Cruz

12 | Cybersecurity for industrial 10T (lloT): Threats, Mekala, Baig, Anwar 2023
challenges, and solutions and Zeadally

13 | Efficient Secure Routing Mechanisms for the Hussain and Hanapi 2023
LoRaWAN

14 | Statistical Analysis of Remote Health Monitoring Ashok and 2023
Data Using Edge Computing: A Case Study Gopikrishnan
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Table 2-5: RQ4-Previous Approaches to loT Security

# | Title Authors Year

15 | A5G NB-loT Infrastructure for Secured Demand- Ramana and 2023
Response Management Systems in Smart Grids Priyadarshini

16 | Edge—Fog—-Cloud Computing Hierarchy for Daraghmi, Daraghmi, 2022
Improving Performance and Security of NB-loT- Daraghma and Fouchal

Based Health Monitoring Systems

17 | Denial-of-sleep attack detection in NB-loT using Bani-Yaseen, Tahat 2022
deep learning and Kastell,

18 | Suitability of NB-loT for indoor industrial Dangana, Ansari, 2021
environments Abbasi and Hussain

Table 2-5 below summarises the outcomes of this iterative process where the final column
tabulates the number of articles selected relative to the three datasets. The study examines eleven
articles from 2021- 2023 from the inclusion criteria datasets concerning the protocol execution

systematic review research questions RQ1-RQ5.

Table 2-6: Number of Articles Meeting Each Dataset's Inclusion and Exclusion Criteria.

8| 5| 5| . 5| .5 .2 5 4
#| Dataset - I Q-5 = @ -3 g = & 35 2
o, o.% o % Q.% o.% o5 2’ 3 ©
o WS 5 5 = 3 x 2= | 200 =
»n = 0 W 0 W o W nuw »nuw nor ic
NB-loT + Security
1 | + DDoS + Edge 200 113 65 12 5 9 1 4
Computing
NB-loT + Security
2| DDoS 200 113 65 20 1 1 1 1
3 | NB-loT + Security 200 112 65 17 1 8 5 6
Total 600 338 195 49 7 18 7 11
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The iterative process concludes with one final exclusion stage, provided here as Step 4B which is
represented as the final column in Table 2-5. This final stage involved a detailed review which led

to the exclusion of seven articles as follows:

e Step 4B - Detailed review: during a final detailed review, an additional seven articles
were excluded leading to a final selection of eleven articles. This reduction comprised:
o NB-loT + Security + DDoS + Edge Computing: - excluded 1 record during detailed
review.
o NB-loT + Security + DDoS — excluded 1 record during detailed review.

o NB-loT + Security — excluded 5 records during detailed review.

e Step 5: The final set included 11 records that were included in the quantitative synthesis

(meta-analysis). Appendix B Data Extraction Table details the final set of articles.

Step 5 entailed a detailed review and the final exclusion of seven articles culminating in the final
set of eleven articles. During the detailed review phase, the exclusion of seven additional articles

was informed by considering, where applicable, the following specific exclusion criteria:

e Lack of detailed methodology.

¢ Insufficient focus on NB-IOT.

e Lack of empirical evidence.

¢ Redundancy.

e Irrelevance to specific research questions.
e Outdated references.

e Low quality of writing or presentation.

This rigorous evaluation ensured that the remaining eleven articles were highly relevant and of
high quality. These studies were selected based on contribution to the research questions and

included in the quantitative synthesis (meta-analysis).

Figure 2-5 shows that dataset number 1 has the highest number of papers that meet the inclusion
criteria. Dataset number 2 has many documents that were excluded based on the requirements.
Dataset 3 has a balanced number of included and excluded papers. As shown in Figure 2-5 , the
black bars represent the number of papers that met the inclusion criteria, and the grey bars

represent the number of papers that met the exclusion criteria.
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Figure 2-8: Screening Results
2.11.3.2 Full-text Review

The remaining eleven sources undergo a full-text review and are assessed in detail for their

relevance and contribution to each research question based on the following criteria.

I.  Relevance to RQ: Ensure that the paper addresses the research question in depth and
is not just indirectly related.
II.  Depth of Analysis: Ensure that the paper provides detailed insights, experiments, or
methodologies contributing to understanding the topic.
[ll.  Quality of Research: Ensure the paper follows rigorous research methodologies, has a
straightforward research design, and presents valid and reliable results.
IV.  Contribution to the Field: Ensure that the paper offers novel insights, methods, or

findings that advance the state of the art in the domain.

This thorough review ensures that only the most relevant, high-quality sources contribute to the

research, providing a robust foundation for addressing the research questions.
2.11.3.3 Data Extraction

Extracted relevant information, such as study methods, main findings, implications, and gaps, from

55



the finalised sources for analysis formed the foundation for analysis. Once the full-text review was

done, the final list of papers materialised based on the following .

I.  Study Methods: Research design (e.g., experimental, observational, simulation), Data
collection methods (e.g., survey, case study, real-world data) Analysis techniques (e.g.,
statistical methods, machine learning algorithms)

II.  Main Findings: Key results or observations from the study. Any proposed solutions,
algorithms, or methodologies

[ll.  Implications: Consequences or significance of the findings. Potential impact on the field
or practical applications
IV. Gaps ldentified: Any limitations of the study areas the authors suggest requiring further

research.
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2.12 Quantitative Content Analysis and Synthesis

The quantitative synthesis involves a thorough narrative summary of the findings from the selected
studies, emphasising their context, methodologies, results, and broader implications. This
approach is crucial in systematic review as it allows for a deep understanding of the research

landscape, even when quantitative synthesis might not be feasible.

For each study, a detailed examination of the context, addresses specific aspects of technology
or problem areas, such as advancements in intelligent grids or security challenges in the Internet
of Medical Things (IloMT). Following this, an analysis of each study's methodology supports the
understanding of how the research is conducted, the data collection methods used, and how

analysis is performed.

To conduct a quantitative content analysis focused on NB-loT networks, edge computing, and
DDoS attack strategies, the study extracts data related to these specific areas from the data

extraction in Appendix B, summarising the papers in table format.

The focus includes studies on NB-loT networks, edge computing, and DDoS attack strategies.
Studies that focus on IoT, NB-loT, edge computing, and cybersecurity. It contains details on the
study type, focus, design, consistency of results, data analysis methods, researcher's
interpretation, relevance to the research question (RQ), depth of analysis, quality of research,

contribution to the field, and other pertinent information.

Valuable insights gained into the research landscape resulted from summarising the studies in a
structured tabular format and conducting a detailed quantitative content analysis. This approach
scaffolded identification of key trends, challenges, and advancements in NB-loT networks, edge
computing, and DDoS attack strategies, providing a solid foundation for further research and

development.

The process incorporated extraction and categorisation of data relevant to NB-loT networks, edge
computing, and DDoS attack strategies from the Appendix B. This involved identifying and coding
the data into predefined categories, such as types of DDoS attacks, network performance metrics,

and design principles for delay-tolerant networks.

57



The study focuses on the following key points from each relevant research:

I.  NB-loT Networks: Studies focusing on NB-loT design, implementation, challenges, and
advancements.
II.  Performance metrics and design considerations: For NB-IoT in various applications.
lll. Edge Computing: Integration of edge computing in 10T systems, focusing on security
and efficiency. Challenges and advancements in implementing edge computing in
various loT environments.
IV. DDoS Attack Strategies: Studies focusing on DDoS attacks in loT environments,
particularly in NB-loT and edge computing contexts. Countermeasures, detection

techniques, and mitigation strategies for DDoS attacks.

After extraction and categorisation of data, a frequency analysis identified prevalent themes and
patterns within each category. Thereafter, the identification of trends and insights, provided a
comprehensive overview of the current state and challenges in NB-loT networks, edge computing,

and DDoS attack strategies.

The study focuses on NB-loT networks, edge computing, and DDoS attack strategies using the

relevant data from Appendix B. Five identified entries align with these topics based on the results.

2.12.1 5G and NB-loT in Smart Grids

A comprehensive 5G NB-loT design for smart grids focused on secure data transmission and
predictive data analysis was developed. It aimed to enhance grid control, market response, and
connectivity. The study type was a technological innovation in smart grids. The data analysis
method integrated and analysed smart grid data with advanced technologies. The Contribution
offered novel insights for advancing intelligent grid technology (Ke et al., 2021; Hernandez-Jaimes
et al., 2023; Ramana et al., 2023).

2.12.2 DDoS Protection in 5G/6G loT Networks

A novel approach to securing 5G and 6G IoT networks against Distributed Denial of Service
(DDoS) attacks is discussed and utilised in a distributed dual-layer autonomous closed-loop
system. They demonstrated the potential of distributed self-protection systems in enhancing loT

network security. The study type was the development and validation of a DDoS mitigation system.
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The main findings were effective real-time detection and mitigation of DDoS attacks in 5G/6G loT
networks. The study's implications showed that cases significantly improved response times and

effectiveness compared to standalone systems (Benlloch-Caballero et al., 2023).

2.12.3 Al in 5G Network Security

The study type was research on implementing Al-based anomaly detection systems specifically
designed to enhance the security of 5G networks. The data analysis methods used sophisticated
Al algorithms to identify unusual patterns or anomalies indicative of potential security threats. The
contributions of this approach significantly improved the ability to detect and prevent threats in 5G
networks, thereby increasing overall network reliability and user trust (Hernandez-Jaimes et al.,
2023).

2.12.4 Edge Computing in loT Networks

The study explored the integration of edge computing within IoT networks to enhance data
processing efficiency. The data analysis methods focused on decentralised data processing
methods, where computations were done closer to the data source (at the network's edge) rather
than in a centralised cloud-based system. This research's contributions highlight the critical role
of edge computing in 10T, particularly in reducing latency and enabling real-time data processing,

which is vital for time-sensitive 0T applications (Daraghmi et al., 2022; Lee et al., 2022).

2.12.5 Hybrid Security Model for loT

The study type was an investigation into the effectiveness of a hybrid security model for loT
networks, particularly in the context of defending against DDoS attacks. The data analysis method
analysed security protocols and architectures that combine the strengths of cloud and edge
computing to create a more robust defense against cyber-attacks. The contributions of this model
demonstrated a novel approach to loT network security, offering enhanced protection against
DDoS attacks. It underscores the potential benefits of integrating cloud and edge computing
capabilities for improved security measures in loT networks (Benlloch-Caballero et al., 2023;
Mekala et al., 2023).
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2.12.6 Key Themes and Trends
Several key themes and trends emerged, namely:

I.  The integration of advanced technologies: There is a significant focus on integrating
technologies like 5G, NB-loT, Al, and edge computing to enhance network efficiency and
security (Bani-Yaseen et al., 2022; Ramana et al., 2023).

[I. DDoS Attack Mitigation: Innovative approaches, including Al and hybrid models, are
being developed for robust DDoS attack mitigation in 10T networks (Bani-Yaseen et al.,
2022).

lll.  Emphasis on Real-Time Processing and Security: Studies highlight the importance of
real-time data processing and security, particularly in loT environments, with a strong
focus on reducing latency and improving response times (Ke et al., 2021; Ashok &
Gopikrishnan, 2023).

2.12.7 Insights

The convergence of NB-loT with emerging technologies like 5G and Al was crucial for advancing
network performance and security. Edge computing is critical for managing the data demands of
loT networks, offering solutions for efficient processing and reduced latency. Addressing DDoS
attacks in 10T networks requires innovative approaches that adapt to the evolving nature of cyber
threats, with a trend towards distributed and hybrid models for enhanced defense (Benlloch-
Caballero et al., 2023; Ramana et al., 2023).

This analysis provided a comprehensive overview of the current state and challenges in NB-loT
networks, edge computing, and DDoS attack strategies, highlighting the importance of

technological integration and innovation.
2.12.8 Coding and Categorising

Coding and categorising involve systematically going through the extracted data and assigning it

to predefined categories based on its content.
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2.12.8.1 Identification of Categories

Based on the research focus, categories are identified as NB-loT networks, Edge Computing, and
DDoS Attack Strategies.

Subcategories such as network performance, security measures, technological integration, and

real-time processing are also identified.

2.12.8.2 Coding the Data

Each relevant article in Appendix B and its information is coded into a category.

For instance, a study discussing the implementation of Al in network security was coded under

'NB-loT networks' and 'Security Measures'.

2.12.8.3 Sub-Categorising

Subcategories are used to classify the data further within each major category.

Under 'DDoS Attack Strategies', data was sub-categorised into 'Mitigation Techniques', 'Real-time

Detection', and 'Hybrid Security Models'.

2.12.8.4 Ensuring Reliability and Validity

The coding process was conducted methodically to ensure consistency and validity of the
categorisation. This included revisiting and re-evaluating the categories and the assigned codes

as new data was reviewed.

2.12.9 Frequency Analysis

After coding and categorising the data, frequency analysis is performed. This quantitative method
identifies patterns and trends by counting the occurrences of each category and subcategory in

the dataset.
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2.12.9.1 Counting Occurrences

The number of times each category and subcategory appear in the data are counted. This

quantified the prevalence of specific themes and topics within the document.

2.12.9.2 Identifying Prevalent Themes

Categories and subcategories with higher frequencies are identified as prevalent themes. For
instance, if 'Real-time Detection' in DDoS attack strategies appears frequently, it is marked as a

key theme.

2.12.9.3 Comparative Analysis

The frequencies of different categories are compared to understand their relative significance in
the study. This helps the study understand which aspects of NB-IoT, edge computing, and DDoS

attacks are most emphasised in the studies.

This detailed analysis, shown in Figure 2-6, provides insights into the studies' emphasis and focus
areas. It reveals vital trends such as the growing importance of Al in network security, the role of
edge computing in inefficient data processing, and innovative strategies in combating DDoS
attacks in loT networks. The researchers can derive meaningful conclusions and insights from the

data through this systematic approach.
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Figure 2-9: Frequency Analysis for Main Categories and Subcategories Related to NB-loT
Networks, Edge Computing, and DDoS Attack Strategies.

2.13 Identification of Trends
2.13.1 Growing Emphasis on 5G and NB-loT Integration

The repeated mention of 5G technology in NB-loT networks indicates a trend towards integrating
these technologies for enhanced network performance and security. 5G networks offer lower
latency, increased system capacity, faster data transmission rates, and energy savings, making
them well-suited for IoT applications. The integration of 5G with NB-loT technologies addresses
the connectivity challenges of loT devices, providing reliable and low-latency connectivity with low
power consumption. This integration enables the expansion of telemedicine applications,
improves patient monitoring, and enhances the user experience. Additionally, using 5G in IoT
networks allows for the implementation of self-managed protection architectures, enhancing
security by combining traditional IDS systems with 5G infrastructure information. The combination
of 5G and NB-loT technologies in 10T networks improves network performance and enhances
security measures, making it a promising trend in the field (Dangana et al., 2021; Daraghmi et al.,
2022; Benlloch-Caballero et al., 2023).
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2.13.2 Rising Importance of Al in Network Security

Al's role in enhancing network security, particularly in the 5G and loT context, is a prominent trend.
Integrating Al algorithms, such as machine learning and deep learning, has proven effective in
detecting and mitigating security threats in these complex and dynamic environments. Al
algorithms can learn and adapt to new attack patterns, making them more effective in detecting
zero-day attacks without compromising performance (Benlloch-Caballero et al., 2023).
Additionally, Other state-of-the-art technologies like Software-Defined Networking (SDN) and
blockchain have been proposed as solutions to strengthen loT security. SDN enables centralised
control and management of network resources, allowing for more efficient security measures
(Hernandez-Jaimes et al., 2023). Conversely, blockchain ensures data integrity and
confidentiality, enhancing authentication and access control in IoT systems. These advancements
in Al-based security solutions signify a shift towards more intelligent and adaptive approaches to

network security in the era of 5G and loT.

2.13.3 Edge Computing as a Key Player in loT

Edge computing has been highlighted as an essential aspect of loT networks, particularly for real-
time data processing and reducing latency. It enables data from IoT devices to be offloaded to
edge servers with lower computational resources and can aggregate and preprocess the data
before forwarding it to central servers (Benlloch-Caballero et al., 2023). This shift of computation
and storage to the edge improves network performance by reducing communication costs,
latency, and energy consumption (Hernandez-Jaimes et al., 2023). Edge computing in loT
architectures can enhance response time, address security challenges, and provide scalability
and reliability for loT applications (Mekala et al., 2023). It also plays a crucial role in enabling
immediate action in emergencies and ensuring minimum latency time in the smart healthcare
industry (Hussain & Hanapi, 2023). Combining edge computing with other technologies like
blockchain and artificial intelligence further enhances the security and intelligence of industrial
environments (Ashok & Gopikrishnan, 2023). Multiple studies focus on edge computing,
underscoring its growing importance for real-time data processing and latency reduction in loT

networks.
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2.13.4 Innovative Approaches to DDoS Attack Mitigation

The entries in the provided contexts indicate a trend towards more sophisticated defense
mechanisms in loT networks to mitigate DDoS attacks. One approach is the use of distributed
systems, where the self-protection loop is installed in multiple management layers of the
stakeholders involved in the network, creating a distributed dual-layer self-protection loop
(Benlloch-Caballero et al., 2023). Another strategy is adopting hybrid security models, which
combine techniques such as SDN, NFV, and Cloud-Fog-Edge computing to improve detection
performance and efficiency, secure different levels of the loT architecture, and leverage the
advantages of novel paradigms (Hernandez-Jaimes et al., 2023). These hybrid models have
shown promising results in detecting attacks at different network layers and securing loT devices
from internal and external cyber-attacks without imposing significant resource consumption
overhead (Mekala et al., 2023). Overall, these novel strategies demonstrate the industry's efforts
to enhance the security of IoT networks and protect against DDoS attacks (Ashok & Gopikrishnan,
2023; Hussain & Hanapi, 2023).
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2.13.5 Interpretation and Insights

This section sets out interpretation and associated insights gleaned from literature sources.

I.  Integration for Enhanced Efficiency and Security: The convergence of NB-loT with
5G and Al technologies was about enhancing network capabilities and fortifying security
measures against modern cyber threats. This integration was crucial for supporting the
complex demands of modern |oT applications, particularly in sectors like smart grids.

[I. Edge Computing's Critical Role: The studies' emphasis on edge computing revealed
its critical role in managing the high data demands of loT networks. Edge computing
addresses bandwidth, latency, and real-time analysis challenges by bringing data
processing closer to the source.

lll.  Adaptive and Distributed Security Measures: The trend towards adopting distributed
and hybrid models for DDoS attack mitigation reflects the need for more adaptive and

resilient security measures in loT networks.

These approaches are vital in tackling the evolving nature of cyber threats and ensuring robust
network security. The analysis revealed significant trends in integrating advanced technologies
like 5G, NB-loT, and Al for network performance and security enhancement, focusing on edge
computing for loT efficiency and innovative strategies for DDoS attack mitigation. These trends
and insights, derived from the data in Appendix B, underscore the ongoing evolution and

advancement in loT, NB-loT networks, and cybersecurity.

2.14 The Results of the Systematic Review
2.14.1 Synthesis of Findings

I.  Integration of Technologies (5G, NB-loT, Al)

Studies by Ramana et al. (2023) showcased the potential of integrating 5G and NB-IoT to enhance
network performance, particularly in smart grids. Implementing Al in network security suggested
a trend toward intelligent, self-learning systems capable of addressing evolving cyber
threats(Mekala et al., 2023). However, more practical challenges and scalability issues must be

explored when deploying these integrated technologies in diverse real-world environments.
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Il. Edge Computing in loT Networks

As highlighted in the study on edge computing in loT by Lee et al. (2022), the focus on edge
computing demonstrates its importance in real-time data processing and reducing latency. This is

crucial for applications requiring immediate data analysis and response.

The research needs more depth in exploring the potential security vulnerabilities introduced by

edge computing and how they can be effectively mitigated.

lll. DDoS Attack Mitigation Strategies

Innovative approaches to DDoS attack mitigation, such as distributed systems and hybrid security
models, indicate advancements in securing lIoT networks against sophisticated cyber-attacks
(Bani-Yaseen et al., 2022; Ramana et al., 2023). However, more needs to be understood about
the long-term effectiveness of these strategies against rapidly advancing and changing attack

methodologies.

2.14.2 Cross-References and Connections

Integrating 5G, NB-IoT, and Al technologies directly correlates with the evolving nature of cyber
threats, particularly DDoS attacks. The studies indicated a need for advanced security measures,

but they also hint at potential new vulnerabilities that could arise from this integration.

The emphasis on edge computing for efficiency intersects with the need for robust security
strategies. This connection highlights a dual focus on performance and security in 10T networks

and raises questions about balancing these aspects without compromising.

Different studies might perceive the trade-offs between advanced technology integration and
network security differently. While some focus on the benefits of technology convergence, others

may emphasise the emerging security risks associated with such integrations.

2.15 Summary and Gap Analysis
2.15.1 Summary of Main Findings and Insights

A significant focus was on integrating technologies like 5G, NB-loT, and Al to enhance loT network

performance and security. Studies by Ramana et al. (2023) illustrated how this integration could
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improve efficiency and capabilities, particularly in smart grids and network security.

Edge computing was recognised as a critical component in loT networks because it reduced
latency and processed data in real-time. The research emphasised its importance for loT

applications that required immediate data analysis and response.

Studies on DDoS attack strategies, such as those exploring distributed systems and hybrid
security models, indicated an evolution in approaches to mitigate cyber threats in loT networks.

These innovative strategies were crucial in combatting sophisticated cyber-attacks.

The literature revealed an ongoing effort to balance enhanced network efficiency with robust
security measures. This balance is pivotal in ensuring the reliability and safety of loT networks in

various applications.

2.15.2 Gaps and Limitations in Existing Research

I.  Practical Inplementation Challenges

While extensive research is on theoretical models and technological integrations, more studies
must address real-world implementation challenges, scalability, and practicality in diverse
environments. The current research focuses on developing frameworks and algorithms for loT
systems. Still, there is a need for more practical studies that consider the limitations and
constraints of real-world deployments. Additionally, scalability is a significant challenge in loT
networks, and future research should focus on designing architectures and protocols that can
quickly adapt and scale to accommodate the growing number of devices. Furthermore, the
practicality of loT solutions in diverse environments, such as smart factories and healthcare
systems, must be thoroughly investigated to ensure their effectiveness and security (Ashok &
Gopikrishnan, 2023; Benlloch-Caballero et al., 2023; Hernandez-Jaimes et al., 2023; Hussain &
Hanapi, 2023; Mekala et al., 2023).

Il. Long-Term Effectiveness and Adaptability

The long-term effectiveness of current cybersecurity strategies in the face of rapidly evolving cyber
threats is limited and needs further exploration(Benlloch-Caballero et al., 2023). Research on the

adaptability of these strategies over time is necessary to ensure their continued effectiveness
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(Hernandez-Jaimes et al., 2023). Understanding how these strategies can evolve and adapt to
new and emerging threats is essential to protect against cyber-attacks effectively (Mekala et al.,
2023). Additionally, evaluation of the performance and effectiveness of these strategies should be
ongoing to identify any gaps or weaknesses that may arise over time (Hussain & Hanapi, 2023).
By researching the long-term effectiveness and adaptability of current cybersecurity strategies,
the enhancement of the understanding of protecting against evolving cyber threats is achieved
(Ashok & Gopikrishnan, 2023).

lll.  Security Risks in Edge Computing

Despite the advantages of edge computing, there is a need for more comprehensive research on
the potential security vulnerabilities it introduces. Studies focusing on mitigating these risks have
yet to be available (Benlloch-Caballero et al., 2023). The reliance on edge computing devices in
intelligent factories can introduce security concerns such as limited storage capacities and
bandwidth (Hernandez-Jaimes et al., 2023). Additionally, the wireless connection between loT
smart devices and the gateway node in edge computing introduces a wide range of potential
vulnerabilities, including replay attacks, man-in-the-middle attacks, impersonation, distribution of
malicious devices, and physical acquisition of devices (Mekala et al., 2023). It is crucial to address
these security challenges and develop practical solutions to ensure the secure implementation of
edge computing in IoT environments. Further research and studies are needed to explore and
mitigate the security risks associated with edge computing to enhance the overall security of loT

systems (Hussain & Hanapi, 2023).

IV. Interdisciplinary and Cross-Domain Studies

There is indeed a need for more interdisciplinary and cross-domain research that combines
insights from different fields, such as network engineering, data science, and cybersecurity, to
address the complexities of loT networks. Integrating these diverse disciplines can provide a
holistic approach to tackling the challenges associated with 0T networks. Network engineering
expertise is crucial for designing and optimising the infrastructure of IoT networks, ensuring
efficient data transmission and connectivity. Data science plays a vital role in analysing the
massive amounts of data generated by IoT devices, extracting valuable insights, and enabling
intelligent decision-making. Cybersecurity is essential to protect loT networks from potential

threats and vulnerabilities, safeguard sensitive data, and ensure the privacy and integrity of loT
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devices and systems. By bringing together these different fields, researchers can develop
comprehensive solutions that address the unique complexities and requirements of loT networks
(Ashok & Gopikrishnan, 2023; Benlloch-Caballero et al., 2023; Hernandez-Jaimes et al., 2023;
Hussain & Hanapi 2023; Mekala et al., 2023).

The systematic literature review uncovers a rapidly evolving field marked by technological
advancements and innovative approaches to network security. However, it also highlights
significant gaps in practical implementation, adaptability of security measures, and a need for
more interdisciplinary research to tackle emerging challenges in loT networks. Addressing these
gaps will be crucial for the continued development and secure implementation of loT technologies

in various domains.
2.15.3 Significance of the Research

The systematic review informed the research methodology by highlighting the importance of
integrating advanced technologies like Al and deep learning for loT security. It underscores the
necessity of real-world testing and scalability in IoT security solutions, shaping the research

questions and conceptual framework.

The gaps identified in the review, such as the need for more empirical research and addressing

scalability, directly align with the research objectives, providing a clear direction for the work.

By understanding these findings and gaps, the research can contribute to addressing these critical

issues in loT security, potentially leading to more robust, scalable, and effective security solutions.
2.16 Conclusion

In conclusion, this systematic literature review has made several pivotal contributions to loT

security and technology research. It has:

I.  Highlighted Advanced Technological Integrations: The review shed light on cutting-
edge integrations in the loT domain, particularly in 5G technology, smart grids, loMT, and
lloT. These insights underscore the rapid evolution of 10T and its potential impact on

various sectors.
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Identified Key Security Challenges: By examining the latest research in 10T security,
the review has brought forward crucial challenges, including cyber threats in loMT and
IloT and the need for robust, scalable security solutions.

Revealed Gaps in Current Research: The review highlighted significant gaps, such as
the need for real-world application and empirical testing of theoretical models and the
challenges of scalability and standardisation in loT security solutions.

Informed Research Direction: These findings and identified gaps have directly
informed the study's research methodology, research questions, and theoretical
framework. They provided a solid foundation for addressing unmet needs in the field,

particularly in developing practical, scalable, and adaptable IoT security solutions.
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Table 2-7: Encapsulating the Findings from the Literature Review

RQ Theme Title Year | Key Findings Implications Gaps ldentified
1 Distributed dual- | 2023 | Enhances control and Significant Needs real-world
layer autonomous connectivity in smart grids potential in smart application and
closed loops in the through dual-layer autonomous | grid management. | long-term
Internet of Things systems. effectiveness

Overview of loT exploration.

RQ1 and NB-loT
2 Atrtificial 2023 | Reviews Al's role in loMT Emphasizes the More research on
intelligence for security, highlighting intrusion importance of Al in | Al integration and
IoOMT security: A detection systems and enhancing loMT emerging cyber
review cyberattacks. security. threats needed.

3 Cybersecurity for | 2023 | Analyzes cybersecurity threats Highlights evolving | Needs
industrial loT and solutions in lloT, including lloT cybersecurity | development of
(lloT): Threats, DDoS and phishing. measures. more robust
challenges, and security solutions.
solutions
4 Abnormal traffic 2023 | Develops deep learning-based Demonstrates the Further research
detection method abnormal traffic detection for need for advanced | on effective
of Internet of loT. detection methods | deployment and
RQ2 Security Concerns | things based on in 1oT security. long-term

in loT deep learning in performance
edge computing needed.
environment
5 Edge computing- | 2022 | Highlights edge computing's Discusses Needs real-world

enabled secure
and energy-
efficient data
transmission for
Internet of Things

role in improving security and
energy efficiency in loT.

potential impact on
urban
infrastructure and
smart city
development.

application and
scalability
research.




RQ Theme Title Year | Key Findings Implications Gaps ldentified
6 Deep 2021 | Proposes a DRL-based scheme | Shows potential of | Requires further
reinforcement for computation offloading and DRL in enhancing | research in real-
learning-based resource allocation, showing MEC systems' world deployment
computation improved efficiency and performance and and long-term
offloading and adaptability. security. evaluation.
resource allocation
for mobile edge
computing

RQ3 Fog and Edge

Computing 7 Edge—Fog— 2022 | Proposes a hierarchical Combines edge, Further research in

Cloud Computing
Hierarchy for
Improving
Performance and
Security of NB-loT-
Based Health
Monitoring
Systems

architecture for health
monitoring, reducing
transmission delay and
execution time, enhancing
security.

fog, and cloud
computing to
enhance NB-loT
performance and
security.

real-world
implementation
and long-term
performance
needed.




RQ Theme Title Year | Key Findings Implications Gaps Identified
8 Denial-of-sleep 2022 | Demonstrates high accuracy of | Highlights deep Needs real-world
attack detection in LSTM and GRU models in learning's potential | deployment and
NB-loT using deep detecting DoS attacks in NB-loT | in loT security. model adaptation
learning networks. research.

9 Efficient Secure 2023 | Analyzes security issues in Emphasizes need | Further research
Routing WSN-IoT, evaluates RPL's for effective on security
Mechanisms for security mechanisms. security measures and
the LoRaWAN mechanisms in protocol efficiency
low-powered loT needed.
networks.
10 Statistical 2023 | Comprehensive analysis of loT | Provides Needs real-world
Previous Analysis of security models in health framework for application and
RQ4 Approaches to loT | Remote Health monitoring, evaluating evaluating loT long-term
Security Monitoring Based performance metrics like security models effectiveness
loT Security latency, energy consumption, based on empirical | research.
Models & and scalability. survey.
Deployments From
a Pragmatic
Perspective
11 Suitability of 2021 | Reviews state-of-the-art NB-loT | Highlights NB-loT's | Needs further

NB-loT for indoor
industrial
environments

research and applications in
industrial environments,
highlighting challenges and
technological advancements.

potential in
industrial settings,
emphasizing need
for robust
communication
systems.

research to
address real-world
application and
long-term
effectiveness.




Based on the literature review, data extracted from the authors summarises the key findings,
implications, and gaps identified in the literature review and emphasises the importance of
continued research and development in NB-loT networks, edge computing, and DDoS attack

strategies to enhance the security and efficiency of loT systems.

It is organised by the research questions (RQs) and themes. This systematic review, therefore,
served as a cornerstone for the research, offering a comprehensive understanding of the current
state of loT security and technology and setting a clear direction for future work in this rapidly

evolving field.

This research contributes significantly to this domain by addressing these identified gaps and

pushing the boundaries of what is currently known and practiced in loT security.
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CHAPTER3 RESEARCH PARADIGM, METHODOLOGY AND
DESIGN

3.1 Introduction

Chapter 3 of this research details the methodology of the study (Figure 3-1). This chapter gives a
comprehensive overview of the methodological framework, describing the systematic approach to
address the research objectives identified in Section 1.9.2. It is important to note that this chapter
demonstrates how the research methodology is aligned with and directly reflects the philosophical
foundations of positivism that guide this study (Park et al., 2020).

Crapteiasy = (S O T S S S S R -

Figure 3-1: Chapter 3 Outline

The Introduction of this chapter outlines the scope and purpose of the research methodology. It
sets the foundation by defining the Research Design, detailing the approach and methods utilized
in the study. The chapter then delves into the Research Philosophy, examining philosophical
positions that influence the research, including ontological, epistemological, and axiological

perspectives.

Following this, the Discussion of the Existing Methodologies provides a review of methodologies
relevant to the study, highlighting their strengths and limitations. The chapter then moves on to
the Evolution of Design Methodology, exploring significant contributions like Archer's Model of the

Design Process, Morris Asimov's Life Cycle of a Product, and methodologies proposed by French,
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Pahl, and Beitz, concluding with March’s Diagram.

The Scientific Method and Engineering Design Process section integrates scientific principles into
the design process, ensuring rigor and structure in the approach. The chapter then presents The
Conceptual Framework, which organizes the theoretical foundation and guides the study’s
analytical perspective. The Integration of Theoretical Foundations discusses how these theoretical
elements come together to inform the research process. Finally, the chapter concludes with a
Conclusion that summarizes the key elements of the research paradigm, methodology, and

design.

The study's methodology is aligned with a positivist philosophy, which focuses on empirical data
collection and quantitative analysis (Hu et al., 2017). As Junjie & Yingxin (2022) highlight,
positivism emphasises the importance of objectively observable phenomena and data gathered,
utilising measurable variables in conjunction with statistical and numerical analysis (Sprague Joey
and Kobrynowicz, 2006).

The research's ontological position reflects realism, proposing an objective reality that can be
studied through empirical observations and measurements (Chia, 1996; Morton, 2006;
Danermark, 2002). This objective stance differs from objectivism, representing the researcher's
epistemological position, emphasising reliance on observable and measurable facts to uncover

the truth, with experiments designed to be objective and unbiased (Reber & Bullot, 2019).

The chapter outlines the engineering design process with scientific methods, demonstrating how
this approach is well-suited for empirical investigation in 0T security and technology (Wieringa,
2014; Robinson, 2016; Hoadley, 2004). The methodology conforms to the positivist paradigm,
underscoring the significance of observable, empirical evidence acquired through quantitative
methods (Alakwe, 2017). This approach highlights the study's dedication to objectivity, ensuring
that the findings are grounded in measurable, observable realities and devoid of subjective biases
(Castle, 1968).

3.2 Research Design

The mono-method, quantitative research design adopted in this study is rooted in empirical data
collection and statistical analysis, aligning with positivist principles (Park et al., 2020). Firestone

(1987) explains that quantitative methods embody the assumptions of a positivist paradigm,
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suggesting that behaviour can be understood through objective facts.

This aligns with positivism's principles, which advocate reliance on observable, measurable
phenomena as the basis of scientific knowledge. Christofi et al. (2021) paper details how mono-
method quantitative research designs in management research encompass surveys, experiments,
structured observations, and panel studies. These methods are vital for objective measurement

and empirical evidence, as they facilitate data analysis via regression and path analysis.

This approach was evident in the study's structured quantitative methods, such as experiments,
which are essential for collecting numerical data that can be quantitatively analysed. Park et al.
(2020) note that such methods are crucial in ensuring objective measurement and empirical

evidence, as abilities of positivist research.

Further, the design reflects an objectivist stance, resonating with the perspectives of phenomena
independent of individual beliefs or perceptions (Lim, 2023). This objectivist viewpoint is crucial in
treating research variables as objective realities, measurable through systematic methods. This
study's quantitative approach, characterised by controlled experimental conditions, aligns with the
objectivist emphasis on consistency and objectivity in data collection, as highlighted by (Creswell
& Creswell, 2018).

This approach is beneficial in addressing issues of generalisability and representativeness in
research, which are crucial for findings beyond the specific study context (Blalock, 1967). Morgan
et al. (1999) emphasise that treating variables as objective realities aids in making logical,

consistent, and conceptually significant distinctions among different research methodologies.

This aspect is particularly critical in quantitative research, where clarity and precision are
paramount. Nassaji (2017) notes that this perspective emphasises objectivity, control, and
detachment from the research subject. Under controlled experimental conditions, this ensures that
the findings reflect the variables under study rather than being influenced by the researcher's
subjective biases. Furthermore, (Lee, 2006) points out that treating variables as objective realities
in quantitative research focuses on objectivity and facilitates the generalisation of findings to other

situations, essential in minimising biases in experimental research.

The mono-method quantitative approach is justified by its ability to provide precise measurement

and enable statistical generalisation. This approach is efficient in loT security, where empirical
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validation and measurable outcomes are crucial (Lau et al., 1997). Frost & Nolas (2011) note that

treating variables as objective realities in quantitative research aligns with the objectivist stance.

This approach emphasises the importance of maintaining objectivity and control in research, which
is essential in experiments and studies within structured scientific fields (Shah, 2021). It also
emphasises that adherence to positivist principles in research, particularly in fields like loT
security, enhances the study's credibility and relevance (Johnson, 1999). This approach ensures
the research is anchored in established scientific practices and methodologies. Panarello et al.
(2018) demonstrate how integrating positivism in loT security research addresses significant

security challenges and highlights open issues and future research directions.

This integration ensures that the research remains relevant to current technological challenges
and contributes effectively to the field. Adam (2014) discusses how adherence to methodological

and epistemic frameworks like positivism can guide research in complex areas like 10T security.

This adherence structures the research process and ensures the findings are empirically sound
and methodologically solid. Furthermore, Niemann et al. (2000) argue that adhering to positivist
principles enhances the reliability and validity of the findings, promoting scientific accountability.

This is especially critical in rapidly evolving and highly technical fields like IoT security.
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3.3 Research Philosophy
3.3.1 Philosophical Position

The research is anchored in the positivist philosophy. This study's philosophical positions
influenced the methods based on observable, empirical evidence attainable through scientific
methods. This position emphasises objectivity and quantitative measurements (Renaud et al.,
2021). It aligns with the research aim to empirically test and validate a fault-tolerant network for
NB-loT against DDoS attacks.

Positivist philosophy stresses objectivity and scientific inquiry, grounded in the belief that
knowledge should be derived from observable, measurable facts. This approach is particularly
relevant in fields like network security, where empirical evidence and quantitative analysis are
essential (Park et al., 2020).

Positivism focuses on phenomena that can be observed and measured. This study involves
observable metrics related to network performance and security, such as data throughput, latency,
and the number of successfully repelled DDoS attacks. The study uses statistical tools to analyse
network traffic data, identify patterns of DDoS attacks, and measure the effectiveness of fault-

tolerant mechanisms in NB-loT networks (Hu et al., 2017).

By using these methods, the research systematically assesses the performance of the NB-loT
network under various DDoS scenarios. The goal is to objectively measure the network's fault

tolerance, identifying its defense mechanisms' strengths and weaknesses.

3.3.2 Ontological Position

The realist ontological position in loT network security suggests that objective reality,
encompassing the fundamental aspects of 10T networks, Distributed Denial of Service (DDoS)
attacks, and network performance metrics, is evident through empirical observation and analysis
(Brown et al., 2017).

This standpoint assumes these elements have an existence and properties that are not dependent

on subjective perceptions or beliefs (Creswell & Creswell, 2018). Instead, they are considered
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objective entities that can be empirically studied and understood, contributing to a robust and
factual understanding of 10T network security. This approach is critical in developing effective
security strategies and technologies for IoT networks rooted in observable and verifiable realities
(Brown, 1981).

3.3.3 Epistemological Position

In adhering to a positivist epistemological framework, the researcher's role is meticulously defined
as an objective observer, a principle central to the positivist paradigm (Park et al., 2020). This
necessitates an approach where the researcher's interactions with the study environment are
carefully managed to prevent any subjective influence on the outcomes. The tools and methods
employed for data collection and analysis are selected for their ability to provide quantifiable,

empirical evidence, ensuring the integrity of the research process.

Furthermore, this objective approach is instrumental in maintaining the credibility and
reproducibility of the study's findings. By avoiding personal biases and ensuring a detached
observation, the study aims to produce results that could be universally accepted and verified
within the scientific community. This commitment to objectivity forms the basis of the fundamental
principles of the positivist tradition, where empirical evidence is paramount, and knowledge is

acquired through observable and measurable phenomena.

Adopting this epistemological stance reinforces the study's scientific foundation (Carlson, 2022).
It emphasises the importance of using empirical research to comprehend intricate concepts and
underscores the researcher's role as an impartial conduit for factual exploration. This approach
ensures that the conclusions drawn from the study reflect the observed reality, free from individual

interpretations or theoretical predispositions.

The study adheres to a positivist epistemology, which suggests that knowledge about phenomena
such as loT network security can be objectively obtained through empirical scientific methods.
This perspective aligns with the hypothetico-deductive science model, highlighting the importance
of verification through experimentation, operationalising variables, and utilising quantitative

approaches.

The paradigm supports empirically based findings, preferring large sample sizes for generalisable

inferences and controlled experimentation. This approach ensures that the findings and
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conclusions are grounded in observable and measurable data, independent of the researcher's

subjective beliefs.

3.3.4 Axiological Position

The research values objectivity, transparency, and ethical integrity. Ethical considerations include
ensuring the privacy and security of any data used and maintaining the impartiality of the research
process. The research adheres to ethical guidelines for scientific inquiry, ensuring that all

experimental and data collection methods are conducted responsibly and ethically.

I.  Objectivity

Empirical studies in technology-related fields often adhere to the positivist paradigm. This
approach quantitatively identifies explanatory associations or causal relationships (Park et al.,
2019). Large-scale empirical data is fundamental to this approach as it allows for generalisable
inferences, replication of findings, and controlled experiments. One example is a study that relies
on collecting and evaluating empirical data in a positivist manner using a causal-comparative
research design (Alakwe, 2017). Moreover, positivist and deductive case study research is
prominent in information systems. This method involves clear definitions and structured
approaches to ensure objective analysis and verifiable conclusions. However, positivist
epistemology in technology research can sometimes overshadow broader epistemological and

methodological considerations (Shanks, 2002).

ll.  Transparency

The concept of replicability and its relationship to transparency in research is the subject of
extensive academic discussion. Replication crisis has been observed across various academic
disciplines, particularly in biomedical and social sciences. This crisis arises from the inability to
replicate a significant number of studies, thereby challenging the validity of the original findings
(Peels, 2019). In response, there are endeavours to enhance research integrity, such as
establishing various codes of research integrity and conducting studies on reproducibility and

replicability by esteemed scientific bodies like the National Science Foundation.

The significance of replicability in academic research can be attributed to four crucial aspects:
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a) Results that can be consistently replicated are more likely to be accurate.
b) Replicability prevents the wastage of resources.
¢) Non-replicable results can cause harm.

d) A multitude of non-replicable results undermines public trust in the scientific community.

Transparency is intricately linked to replicability. Studies can only be replicated if researchers are
transparent regarding their data, methodologies and conclusions (Peels, 2019). The absence of
transparency often leads to non-replicability, as studies fail to provide clear definitions,
inadequately describe their methods, lack transparency in their discussions, or do not present raw

data.

A replication study aims to reproduce the original findings. Successful replication occurs when the
new study's results align with the original studies to a significant extent. Instead of requiring

identical outcomes, the agreement of results is assessed on a gradient scale (Peels, 2019).

lll.  Ethical Integrity

Ethical breaches in research can have substantial repercussions. Over 70 cases have been
meticulously recorded in diverse domains such as journalism, scientific research, and sports,
magnifying ethical quandaries, biases, and ramifications. Prominent instances include the
Wakefield study, which disseminated erroneous information and disclosed conflicts of interest
relating to the Measles, Mumps, and Rubella (MMR) vaccine, thereby fostering significant vaccine
hesitancy (Motta & Stecula, 2021). Acquisti et al. (2019) delve into cybersecurity, privacy, and

ethics in information systems, emphasising the cruciality of ethical integrity in the digital era.

In summary, the axiological stance ensures that the research on designing a fault-tolerant
architecture for NB-loT networks strongly emphasises professionalism, ethical considerations,
and scientific rigour. This alignment with the study's overall positivist approach enhances its

academic credibility.
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3.4 Discussion of the Existing Methodologies:

The scientific method and Engineering Design Process (EDP) differ significantly in their
approaches to problem-solving. The EDP is design-driven, focusing on creating innovative

solutions to practical issues (Feldman, 2017).

While interdependent, these two fields have distinct methodologies. The EDP is more practical
and solution-oriented, while the scientific method is theoretical and geared towards discovery
(Eekels & Roozenburg, 1991). In engineering education, there is a strong emphasis on creativity
and innovation within the design process. This starkly contrasts the more structured and

methodical scientific inquiry approach, where creativity plays a lesser role (Bruhl, 2020).

Design in engineering is considered more of a technology than a science, as it focuses on applying
knowledge rather than just engaging in scientific inquiry (Cross et al, 1981). Incorporating
engineering design into education can enhance scientific reasoning, highlighting the interplay
between these disciplines (Silk et al., 2009). Furthermore, integrating scientific methods into the
design process can improve the effectiveness of designs, while applying design approaches to

science can lead to more efficient and effective scientific outcomes (Verkerke et al., 2013).

In conclusion, the Scientific Method and Engineering Design Process, with their unique focuses,
methodologies, and applications, offer complementary approaches to problem-solving and

knowledge creation. Their integration can provide significant benefits in both fields.

3.5 The Evolution of Design Methodology

This study's evolution of design methodology aims to develop an iterative and reflective approach
that addresses real-world engineering challenges while deeply rooted in empirical evidence and
scientific principles. This methodology is designed to promote innovative and user-oriented
solutions that are reliable, valid, and sustainable in the long term. By bridging the gap between
the scientific method and the engineering design process, the study seeks to enhance the

effectiveness and applicability of solutions in loT network security.

The scientific method has historically been the cornerstone of discovery and validation,
emphasising testing, systematic data collection, and iterative analysis. Concurrently, the

engineering design process has excelled in translating abstract ideas into practical, user-focused
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innovations. However, an evident divide has continued between these two realms, particularly in
their different approaches to navigating challenges and fostering breakthroughs (Chang & Yen,
2023).

The following sections explore various design methodology models and their relevance to this

study.

3.5.1 Archer's Model of the Design Process

Archer's model of the design process (Figure 3-2) is divided into three main phases: The analytical
phase includes programming and data collection. This phase might involve defining the problem,
gathering relevant data, and preparing for the design process. Creative phase - where analysis,
synthesis, and development occur. This consists of interpreting data, conceptualising solutions,
and creating design proposals. The executive phase is focused on communication. This phase
relates to delivering the design solution, including communicating the design to stakeholders and
preparing for its implementation. This model provides a structured approach to the design process,
emphasising the different stages of thinking and activity from initial analysis through creative

development to final execution (Cross, 2021).

Programming

Analytical Dbservation
phase Measurement
. Inductive
Data collection Reasoning
Analysis
i Evaluation
oy Synihesis s
Sl Reasoning
Decision
Development
Executive i g Description
phase Communication Translationr

Transmission

Figure 3-2: Archer's Model of the Design Process (Cross, 2021)
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The design process model proposed by Archer suggests using different approaches at different
stages. In the analytical phase, systematic observation and inductive reasoning are needed, while
in the creative phase, subjective and deductive reasoning should be applied. However, this model

did not meet the criteria for the study methodology used in the current study.

3.5.2 The life cycle of the product by Morris Asimow

Asimow's method, Figure 3-3, presents a structured approach to design, encompassing several
distinct phases that guide a product from inception to disposal. The process begins with identifying
the primary need, which is the fundamental requirement the design aims to satisfy. This is followed
by Phase I, the Feasibility Study, where initial research is conducted to assess the viability of the

design.

Asimow's method ensures that all aspects of a product's journey are thoughtfully considered. It
provides a comprehensive framework for design, covering not only the design stages from
conception to detailed planning but also extending to encompass the entire product lifecycle. This
systematic approach ensures that all aspects of a product's journey, from identifying a need to its

eventual disposal, are thoughtfully considered (Asimow, 1962).
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Figure 3-3: Asimow’s Method (Asimow, 1962)
3.5.3 French’s, Pahl and Beitz’s Methods

French's method, Figure 3-4, initiates with identifying a need, followed by problem analysis,
statement of the problem, and conceptual design. The subsequent steps involve selecting
schemes, embodiment of schemes, detailing, and producing working drawings. Pahl and Beitz's
method allows for more iteration and feedback throughout the process, especially in the

conceptual and embodiment design phases (Roozenburg & Eekels, 1995).
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Figure 3-4: French’s and Pahl and Beitz’s methods (in Roozenburg & Eekels, 1995)

3.5.4 March's Diagram

March’s design process model, Figure 3-5, emphasises design's complex, iterative, and
interconnected nature. Central to the model is achieving a certain level of performance in the final
product or solution. The model portrays design as a dynamic and cyclical activity where theory,
practice, and empirical data continuously interact to refine and enhance both the process and the

final design outcomes.
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Table 3-1 outlines a comparison of differing iterative design methods determined by their

characteristics.

~

Deduction

Figure 3-5: March's Diagram (Cross, 2021)

Table 3-1: Comparison of Different Iterative Design Methods based on their Characteristics.

Linear/Non-
Method . Objective Reasoning
linear
Archer’s Model Non-linear Problem-solving Abduction
Asimow’s Method Linear Full lifecycle design Abduction
French and Pahl and Beitz | Non-linear Comprehensive solution development Abduction
Double Diamond Non-linear Divergent and convergent thinking Abduction
March; s Design Non-linear Theoretical and practical application Abduction

The objectives of the methods in Table 3-1 are diverse. They address immediate problem-solving,

consider the broader design scope, including the entire product or service lifecycle, and focus on
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human-centred design principles. This ensures that the end-user's needs and experiences are at

the forefront of the design process, leading to more empathetic and user-friendly outcomes.

The Scientific Method and Engineering Design Process (SMED) is a novel framework that
integrates the empirical discipline of scientific research with the creative problem-solving approach
of engineering design and seeks to bridge the longstanding gap between these two fields, thereby
enhancing solutions' accuracy, dependability, and applicability across diverse domains. SMED
promotes a comprehensive, integrated methodology that facilitates the creation of intricate,
multifaceted solutions to complicated problems, fostering interdisciplinary collaboration that

combines scientific rigour with design ingenuity.

3.6 The Scientific Method and Engineering Design Process

As shown in Table 3-1, choosing the ideal model to integrate with the scientific method hinges on
each project's unique demands and objectives. The scientific method is lauded for its structured
and empirical approach to knowledge acquisition. It is characterised by systematically gathering

data through observation or experimentation, and iteration based on new evidence.

Archer's Model offers phases parallel to the scientific method's steps. It is a potentially good fit for
scientific projects that benefit from a solid analytical foundation (Cross, 2021). Asimow's Method
provides a comprehensive, phase-by-phase progression that might be more sequential than the
scientific method's iterative nature. However, it can still be adapted to fit the circularity of scientific

investigations (Asimow, 1962).

French's Pahl and Beitz's Methods supply detailed, stepwise frameworks that reflect the scientific
method's organised approach, especially in problem-solving and testing solutions (Pahl & Beitz,
1996). The Double Diamond model, with its divergent and convergent phases, could enhance the

scientific method's exploratory aspects, particularly in the initial and final stages of research.

March's Diagram underscores the interplay between design processes, propositions, and the
theoretical underpinnings that inform data production. This model's focus on prediction and

empirical testing aligns closely with the scientific method's core principles (Cross, 2021).

This study's methodology is based on the Engineering Design (ED) process and the scientific

method (SM). Figure 3-6 shows a systematic method for solving technical problems by considering
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requirements and constraints to create new systems, products, and artefacts. This process draws
inspiration from (Asimov, 1962; Pahl & Beitz, 1996; Cross, 2021).
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Figure 3-6: The Scientific Method and Engineering Design Process (SMED)

The engineering design process is a structured and systematic approach essential for addressing
complex engineering challenges. This process is characteristically iterative and cyclical, often
necessitating multiple rounds of refinement to reach a satisfactory solution. This approach ensures
empirical validation for any new methodology or technological innovation, enhancing the

research's credibility and grounding the solutions in observable reality, which aligns with the
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positivist philosophy.

Therefore, the engineering design process benefits from the scientific method by providing a
structured approach from problem identification to solution development and testing. This method
leverages the strengths of scientific inquiry to tackle engineering challenges, ensuring that the
final designs meet the necessary criteria and are replicable and sustainable in real-world

applications.

The scientific method is characterised by its systematic and iterative nature as part of the
embodiment design phase of the engineering design process. The scientific inquiry process is

fundamental to engineering design.

The study's methodology showcases a strong parallel between these two domains, with each step
demonstrating the application of the rigorous scientific method within the engineering design

framework, as seen in Figure 3-6.

I.  Defining the Problem

The process begins with clearly defining the problem within the context of NB-loT network security,

focusing on the scope, objectives, and specific challenges posed by DDoS attacks.

Il.  Analysing the Problem

After defining the problem, an analysis is conducted to determine its validity. If additional

information is needed, background research is conducted to collect necessary data and insights.

lll. Conceptual Design

This phase involves creating a conceptual framework that outlines foundational design aspects. It

incorporates findings from the initial analysis and research.

IV.  Embodiment Design

This phase involves selecting computational and experimental tools, which are used to build a

mathematical model simulating NB-loT network performance under various DDoS scenarios.

Engineering Design: Develops and tests prototypes based on the conceptual framework.
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Scientific Method: Empirically tests whether validation has been achieved.

V.  Applying the Scientific Method

Conceptual Framework: After the computational tools and experimental tools are selected based
on input , process and output, if the results are not ready for the Engineering Process this leads
back to the scientific method which integrated throughout the first iteration, ensuring a
experimental approach. This includes experimentation and result analysis to validate the design's

effectiveness.

VI.  Applying the Engineering Process

Engineering Design: If ready for the Engineering process this stage leads to the analyses design

performance and iteratively refines the prototype that leads to evaluating the solution.

Scientific Method: If the Design and Develop Prototype stage have passed on to the Evaluate
solution stage and the solution needs changes or does not meet the criteria, a new engineering
process will start and if the observed results are not met, this stage moves back to the Scientific
method process to conduct further testing for more iterations. Apply the scientific method to re-

examine the conceptual framework.

VIl.  Prototype and Testing

The prototype is designed and developed and rigorously tested under simulated conditions real-
world DDoS attacks.

Engineering Design: Assesses if the solution fulfils the requirements, including fault tolerance

and resilience against DDoS attacks.

Scientific Method: Only if the prototype process after the evaluation solution does not meet the
criteria, the new engineering process decision would go back to the scientific process to analyse

data to draw conclusive evidence about validity.

Viil. Iteration

If deficiencies are found, the process repeats, merging new results and data from the first
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experimental stage to refine the design and development of the prototype. Iteration 1..n: Make
necessary changes and iterate the design and development process based on empirical results
and feedback.

IX.  Meets Criteria (NO)

Determine if a new engineering process is needed. This iterative cycle is essential, allowing for

continuous refinement and enhancement based on empirical evidence and performance metrics.

Engineering Design: Make changes and iterate the prototype design and development process
until the solution meets the criteria. Integrates feedback into the design process for continuous

improvement.

Scientific Method: Apply the scientific method and update the conceptual framework. Uses

experimental data to inform future research and refine scientific theories.

X.  Meets Criteria (YES)

The process concludes with a detailed design phase, finalising the refined model, resulting in a

robust, tested, and validated solution for securing NB-IoT networks against DDoS attacks.

Xl. Results and Findings

The findings are communicated to stakeholders, including comprehensive documentation of the

process and outcomes for transparency and potential replication.

Engineering Design: Documents the design process and communicates the findings.

Scientific Method: Publishes detailed experimental results for peer review and replication.

By merging the engineering design process principles with an emphasis on experience and
iteration, the study presents a novel methodology for network security. This process effectively
bridges theoretical research and practical application, providing a systematic framework for

tackling complex security challenges in NB-loT networks.
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3.7

The Conceptual framework

Chapter 4 Figure 4-2 mentions that the conceptual framework provides a structured approach to

tackling challenges in Narrowband Internet of Things (NB-loT) networks. It focuses on enhancing

their resilience against faults, failures, and errors that may arise during data transmission. These

issues often manifest as noise and entropy within the network, significantly impacting

performance.

The conceptual framework for addressing challenges in Narrowband Internet of Things (NB-loT)

networks is structured to enhance resilience against faults, failures, and errors during data

transmission. The framework components include:

VL.

VII.

Information Source: The origin of the data to be transmitted through the NB-loT
network.

Transformation Process: This encompasses the transmission and encoding of data.
Faults, failures, and errors can occur during this stage, introducing noise and reducing
the clarity of the information. The process considers network traffic entropy, randomness
or disorder in network data that can indicate underlying issues.

NB-loT Delay-Tolerant Network (NB-loTDTN): A proposed version of the NB-loT
network designed to withstand delays and handle the variability in network traffic
resulting from the transformation process. It includes nodes that adapt to environmental
factors and provide feedback on network performance.

Environmental Factors (E): External influences can impact network performance, such
as physical conditions, network congestion, or malicious attacks like DDoS. The
framework considers these factors to ensure the model reflects real-world scenarios.
Input (I): The algorithms and theories applied to manage and mitigate the impact of the
transformation process on network performance. This could involve error correction
algorithms, network optimisation strategies, or security protocols.

Output (O): The measurable outcomes from the network post-processing the inputs,
including metrics like delays, jitter, latency, Packet Delivery Ratios (PDRs), and
bandwidth.

Data Generation: Analysing the metrics for faults, failures, and errors to generate data

that informs improvements and adjustments in the network.
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VIIl.  Feedback (FB): Utilising information from the output to refine and improve the network's

performance continuously.

The framework aims to fulfil the study's objectives by identifying and analysing current challenges

in NB-loT networks. The process includes:

l. Examining the network's impact of faults, failures, and errors.
[I.  Utilising a delay-tolerant network architecture to mitigate adverse effects.
lll.  Integrating environmental factors into the analysis to enhance realism.
IV.  Applying theoretical inputs and algorithms to enhance network reliability and

performance.
3.8 Integration of the Theoretical Foundations

In Chapter 2, an extensive review of Cybernetics, System Theory, and Information Theory was
provided to establish a foundational understanding of these frameworks. This section now adapts
these theories to the specific context of enhancing the resilience and security of Narrowband

Internet of Things (NB-IoT) networks through fault-tolerant architecture.

I.  Cybernetics: Cybernetics, with its focus on systems control and communication, is
particularly relevant to this study as it provides a framework for understanding how NB-
loT architecture can be dynamically regulated to respond to external threats such as
Distributed Denial of Service (DDoS) attacks. By leveraging feedback loops and control
mechanisms, the proposed network architecture can maintain stability and ensure
service continuity even in the presence of attacks.

II. System Theory: System Theory underpins the study’s approach to designing a fault-
tolerant network by treating NB-loT architecture as interconnected systems with various
subsystems, such as edge computing nodes. This holistic perspective enables the
design of an architecture that optimises data flow and minimises points of failure,
ensuring that each component contributes to the overall resilience and functionality of the
network.

lll.  Information Theory: Information Theory informs the data processing and
communication strategies used within the NB-loT architecture, particularly in relation to

optimising bandwidth and managing data integrity. Concepts such as entropy and
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redundancy are utilised to enhance the reliability of data transmission across network

nodes, which is crucial in mitigating the impact of potential disruptions.

By applying these theoretical frameworks, the study aims to create a resilient and adaptive NB-
loT architecture that not only addresses current vulnerabilities but also leverages the strengths of

each theory to enhance the network's overall security and performance.
3.9 Conclusion

This chapter discussed the Engineering Design Process and the Scientific Method. Both
processes emphasise research and testing but diverge in their initial approach and ultimate goals.
The study proposes a new combined (SMED) Scientific Method with The Engineering Design
Process, which focuses on practical problem-solving and iterative improvement, while the
Scientific Method is about understanding phenomena. The engineering design method, along with
the theoretical underpinning theories, are embedded in the conceptual design of the NBloT Delay-
Tolerant Network (NBIoTDTN), which leverages edge computing to enhance security against

DDoS attacks. The following chapter introduces the design of the prototype system.
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CHAPTER 4 DESIGN OF THE MODEL

4.1 Introduction
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Figure 4-1: Chapter 4 Outline

The Design of the Model chapter begins with an Introduction that outlines the goals and structure
of the chapter as shown in Figure 4-1. The Design Objective section clearly outlines the goals and
purpose of the model being designed. This is followed by The Conceptual Framework, which
includes a conceptual dependency graph specific to the NB-loT delay-tolerant network design,

establishing the theoretical foundation for the model.

The chapter then discusses the User Equipment Radio Access Network Simulator (UERANSIM),
which is crucial for simulating the user equipment’s interactions with the network. This section
includes details on Mapping to the 5G Protocol Stack, highlighting the integration of UERANSIM

with the 5G architecture.

Next, the Testbed Overview Network Topology section describes the physical and logical setup
used for testing and validating the model. The chapter proceeds to cover the Simulation of DDoS
Attack and Data Collection, detailing the process and tools used to simulate attacks and gather
relevant data. Finally, the Modelling of the Narrow Band IoT Delay-Tolerant Network section
provides insights into various theories applied in network management, including Systems Theory

and Information Theory, to assess and enhance network performance.
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4.2 Design Objective

The study adapted Cilium Container Network Interfaces (CNI) as container runtime a open-source
networking and security tool designed for cloud-native environments, providing powerful and
flexible connectivity, security, and observability for Kubernetes clusters. Unlike traditional
Container Network Interfaces (CNIs), like Flannel, Calico, WeaveNet, Multus , Cilium leverages
eBPF (extended Berkeley Packet Filter) technology to implement networking, load balancing, and
security policies directly at the kernel level. This approach allows for dynamic, real-time policy
enforcement and deep visibility into network traffic, making it ideal for modern microservices

architectures.

In the study experimental setup, Cilium CNI plays a crucial role in managing and securing the
network communications within a Lightweight Kubernetes (K3s) edge cluster composed of
Raspberry Pi 5 nodes. By using Cilium, the study can not only ensure efficient and secure data
flow between the different components of the study’s 5G core network but also monitor and control
network behavior with fine-grained policies. This is particularly important in the study’s scenario

where the study will simulate various network conditions, including malicious IP flooding attacks.

The iterative process of integrating Cilium CNI into the study involves several stages, starting from
initial setup and basic configuration to advanced testing and optimisation. Initially, Cilium is
deployed as the primary CNI, replacing traditional CNlIs to take advantage of its eBPF-based data
plane at the kernel level, upgrade the kernel if needed and reinstall the CNI when needed. The
subsequent iterations also involve rigorous testing using CUBIC network congestion avoidance
algorithm for TCP the default Linux transport algorithm, adding and enabling and fine-tuning the
bandwidth manager, upgrading the Linux kernel to the latest version to measure performance,

and applying rate limiting to manage network traffic effectively.

Monitoring and observability are integral parts of this setup, facilitated by Hubble, a component of
Cilium CNI, along with Prometheus and Grafana for data collection. These tools allow the study
to visualise network traffic, identify and block malicious activities, and measure performance
metrics. The iterative enhancements, including switching from CUBIC to BBR a new algorithm for
TCP Congestion Control, will demonstrate Cilium's flexibility and effectiveness in maintaining

network stability and performance under various conditions.

Overall, Cilium's integration into our K3s edge cluster not only enhances security and performance
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but also provides valuable insights through comprehensive observability features, making it a

cornerstone of our network management strategy in this experimental setup.

4.3 The Conceptual Framework

The foundation of this research is structured around a conceptual model that draws from traditional
communication theory merged with modern computational theories. As depicted in the diagram
provided in Figure 4-2, the foundational premise is rooted in the standard communication process,
comprising the following essential elements: Information Source, Transmitter, Receiver, and
Destination. However, integrating advanced computational and networking components,
specifically narrow-band loT delay-tolerant networks (NB-loTDTN) and Edge and fog networking

paradigms, differentiates this model.

This conceptual model emphasises enhancing the traditional communication framework by
incorporating elements that address loT security and performance challenges. The addition of NB-
IoTDTN aims to provide a robust solution for mitigating delays and improving the reliability of loT
applications. Similarly, integrating Edge and fog networking paradigms enhances the model by
bringing computational resources closer to the data source, thereby reducing latency and

improving real-time data processing capabilities.

By leveraging these novel components, the conceptual model offers a comprehensive approach
to addressing the specific challenges associated with [0T security and performance. It builds upon
the established principles of communication theory and incorporates innovative technologies to

ensure a resilient and efficient loT network infrastructure.
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Figure 4-4-2: Conceptual Model

As shown in Figure 4-2 above, the proposed framework explains the complex relationship between
various components. It begins with an 'Input' phase, representing the algorithms and theories that
inform the transmission. The 'Transformation' phase embodies the network's dynamic nature,
influenced by environmental factors and potential threats like network traffic entropy. The 'Output’
phase identifies the results of these interactions, signifying measurable metrics like delays, jitter,
latency, and bandwidth. A 'Feedback’ loop is incorporated to ensure continuous improvement and
adaptation based on real-time data and analysis.

The conceptual framework involves NB-loT network testing from the input phase to data
generation and analysis while considering the impacts of delays and latency due to DDOS attacks.
The input phase selects algorithms and theories that will be tested on the edge computing network

and feeds these algorithms into the network as input. The transformation phase encodes the input
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signals at the transmitter. Here, the study introduces controlled noise and interference to

reproduce real-world conditions and monitor the network traffic entropy.

The feedback loop mechanism reproduces real-world scenarios in which the network adjusts to
environmental factors. The feedback informs the input algorithms and adjustment theories. The
output phase receives the signals at the designation and decodes them to analyse the output in

terms of time, iterations, reliability, and performance.

The data generation and analysis collect data on delays, jitter, latency, PDUs, and bandwidth. NB-
loT modes, such as in-band, guard band with an LTE 5G network, and standalone mode network

layer, are inspected to assess the metrics of latencies, faults, and errors.

4.3.1 Conceptual Dependency Graph for NB-loT Delay-Tolerant Network Design

This dependency graph, Figure 4-2, visually represents the main design modules involved in a
NarrowBand Internet of Things (NB-loT) delay-tolerant network. This graph aims to illustrate the

flow of data and the interdependencies between various components within the network.
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4.3.2 Modules and Their Roles

Modules are associated with several roles, namely:

VL.

VII.

VIII.

Information Source: The origin of raw data that needs to be transmitted through the
network.

Transmitter and Encoder: Processes and encodes the raw data from the Information
Source for transmission.

Transformation (Noise/Disturbance): Represents environmental factors that introduce
noise and disturbances, affecting the data transmission.

Receiver and Decoder: Receives and decodes the transmitted data for further
processing.

NB-loT Delay-Tolerant Network (NB-loT DTN): The core network module handles
communication among NB-loT nodes, ensuring reliability and delay tolerance.

Edge & Fog Network: Provides additional computational and storage resources close to
the data source, reducing latency and improving processing efficiency.

Environment Factors: External conditions that impact the network, introducing faults,
failures, and errors.

NB-loT Nodes: Individual IoT nodes within the network that communicate with each
other and the core network.

Data Generation: Analyses network performance metrics, including delays, errors,
latency, and bandwidth.

Output: The final metrics indicating the network's performance, including time, reliability,

and overall efficiency.

4.3.3 Flow and Dependencies

Data originates from the Information Source and is processed by the Transmitter and
Encoder.

The encoded data is affected by environmental noise and disturbances, modelled by the
Transformation module.

The Receiver and Decoder then process this data and feed it into the NB-loT Delay-

Tolerant Network.
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4.4

The core network interacts with NB-loT Nodes, Edge & Fog Network, and Environment
Factors.
The Data Generation module analyses the metrics from the network and provides the

Output, indicating the network's performance.

User Equipment Radio Access Network Simulator (UERANSIM)

User Equipment Radio Access Network Simulator (UERANSIM) is a tool used to simulate the

behaviour of 5G user equipment (UE) and its interactions with the radio access network (RAN).

Here is a breakdown of what the provided information means:

441

No Implementation Below RRC Layer: UERANSIM does not simulate the 5G radio
protocols below the Radio Resource Control (RRC) layer. This means it does not
implement the Physical (PHY), Medium Access Control (MAC), Radio Link Control
(RLC), and Packet Data Convergence Protocol (PDCP) layers.

Partial Simulation over UDP: The 5G radio interface is partially simulated using the
UDP protocol over port 4997. This allows some level of communication and interaction
simulation between the UE and the RAN without fully implementing the lower layers of
the 5G radio protocol stack.

Main RRC Procedures: UERANSIM includes the main RRC procedures, which are
responsible for controlling the connection between the UE and the network, such as
establishing, maintaining, and releasing the RRC connection, security handling, and

mobility management.

Mapping to the 5G Protocol Stack

In the context of 5G, the protocol stack can be mapped to the TCP/IP model as follows:

Application Layer: 5G applications and services.

Transport Layer: Protocols like Stream Control Transmission Protocol (SCTP), UDP, and
TCP.

Internet Layer: IP for routing and addressing.

Network Interface Layer: PHY, MAC, RLC, and PDCP protocols in the 5G stack,

Since UERANSIM does not implement PHY, MAC, RLC, and PDCP, it directly interacts at the
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higher layers (RRC and above), using UDP to simulate the lower-layer interactions. This means
that while UERANSIM can simulate the control and signaling aspects of 5G (handled by RRC), it
does not simulate the actual data transmission mechanisms (handled by PHY, MAC, RLC, and
PDCP).

It is based on one of the study objectives, namely, to evaluate the reliability and performance of
the networking layer of the NB-loT IoT architecture. The Ueransim context of 5G is the Internet

layer, which delineates this objective.
4.5 Testbed Overview Network Topology

The lightweight Kubernetes (K3s) cluster consists of three server nodes with the control plane and
the distributed reliable key-value store (etcd), storing cluster information and components
managed by K3s, as shown in Figure 4-7. The K3s cluster runs three agent nodes that do not
have the control plane and datastore components. The three server nodes are set up to achieve

high availability and continue to work as one in case one server node fails.

K3s Servers K3s Agents
Embedded
— etcd Agent Node
Database
Server Node Load . °
t Balancer
Load / Embedded External
Balancer eted Al Tratfic
Database
K3s User
ubecll get pods Server Node I
4
Embedded Agent Node
e eted
Database
Server Node L J

Y

Example configuration for nodes
running your apps and services

Figure 4-4: K3s Cluster (K3s Project, 2024)
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Each K3s Kubernetes cluster node is installed on Ubuntu Server 22.04.3 LTS with the following

server specifications:

e Broadcom BCM2712 2.4GHz quad-core 64-bit Arm Cortex-A76 CPU.
e 8GB LPDDR4X-4267 SDRAM.
e 16 GB Micro SD.

K3s Edge Cluster

Server Edge Nodes

Raspberry Pi 5 Master Node 1 Raspberry Pi 5 Master Node 2 Raspberry Pi 5 Master Node 3
v v v
Raspberry Pi 5 Node 1 Raspberry Pi 5 Node 2 Raspberry Pi 5 Node 3

\ Component% /

Malicious Pod - IP Flooding Attacks

v

Blocked Traffic

v
Nginx Web Server

/

Open5GS - 5G Core Network

S~

Cilium - Network Rate Limiting

.

Hubble - Network Observability

Figure 4-5: K3s Cluster for Edge Computing Testbed

The configuration in Figure 4-8 involves an architecture that utilises multiple Raspberry Pi nodes

to create a lightweight Kubernetes (K3s) cluster. The cluster is integrated with Cilium for network
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security and observability and Open5GS for 5G core network functionalities.

Cluster >
Workloads > State Name Chart Upgradable Resources Age
Apps -
Charts Namespace: default
Installed Apps =12 3
(_Deployed ) my-open5gs-amf open5gs-amf:2.2.2 5 50 days
Repositories 2
Recent Operations =0 ( Deployed ) my-open5gs-ausf open5gs-ausf:2.2.2 4 50 days
Service Discovery > e
(_Deployed ) my-open5gs-bsf open5gs-bsf:2.2.2 4 50 days
Storage >
Policy > ( Deployed ) my-open5gs-nrf open5gs-nrfi2.2.2 4 50 days
Longhorn P ~ 3 :
(_Deployed ) my-open5gs-nssf open5gs-nssf:2.2.2 4 50 days
More Resources >
((Deployed ) my-openSgs-pef openSgs-pcf2.2.2 4 50 days
(Deployed ) my-openSgs-scp openSgs-scp:2.2.2 9 50 days
(Deployed ) my-open5gs-smf open5gs-smf:2.2.2 9 50 days
(Deployed ) my-openSgs-upf open5gs-upf:2.2.2 6 50 days
(Deployed ) my-open5gs-webui openS5gs-webui:2.2.2 4 50 days
(Deployed ) open5gs open5gs:2.2.2 59 50 days
2 Cluster Tools . ’
(_ Deployed ) ueransim-gnb ueransim-gnb:0.2.6 & 49 days

Figure 4-6: Open5g SA on K3s with Rancher

Longhorn Ul is used to manage Kubernetes' persistent storage. It displays the status and
readiness of nodes within a K3s cluster. Each node, identified by its name and IP address, has
various attributes such as status (Schedulable or unschedulable), readiness (all showing as
Ready), the number of replicas, allocated and used storage, and the total storage size available.
The nodes listed include k3s-node1, k3s-node2, k3s-node3, k3s-worker1, k3s-worker2, and k3s-
worker3. The storage usage varies among nodes, with the "Used" column indicating the amount
of storage currently in use out of the total available. Nodes marked as unschedulable will not

accept new workloads, while those marked as Schedulable are available for new tasks.
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Figure 4-7: Longhorn Ul Console

Three central K3s server nodes manage the cluster (Figure 4-11), which oversees the entire
Raspberry Pi node network. Each node in the cluster hosts different components that are essential

for the system's operation.

Figure 4-8: Raspberry Pi Nodes with SIM7020 Module
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4.6 Simulation of DDOS Attack and Data Collection

The goal of this objective was to evaluate the performance of the network layer. The study utilised
UERANSIM v3.2.6 to simulate UE (User Equipment) behaviour within a 5G network environment
supported by Open5GS as pods on the k3s architecture. The primary aim was to investigate the
network's resilience and capacity to manage high signalling loads induced by a sudden increase
in active User Equipment (UEs). This setup simulated real-world network conditions, allowing for

an assessment of the Radio Access Network (RAN)'s performance under stress.

The method involved establishing Stream Control Transmission Protocol (SCTP) connections to
the core network and initiating Next Generation Application Protocol (NGAP) sessions, which are
crucial for communication between User Equipment (UE) and the network's core. The study
deliberately increased the number of UEs to simulate a DDoS attack scenario, focusing on the
network’s ability to handle high-volume signalling traffic and maintain service continuity across
different network slices. A significant observation was the network's failure to support specific
network slices, evidenced by a "slice-not-supported" error, pointing to potential limitations or

misconfigurations in the network’s slice management capabilities.

Further findings included intermittent signal detection and loss across multiple UEs, indicating
possible issues with signal stability and network capacity during high-load conditions. These
outcomes underscore the need for robust network infrastructure and effective slice management
to ensure network reliability and performance, particularly under DDoS attack scenarios, which

are becoming increasingly common in modern telecommunications environments.

DDoS attacks were simulated by artificially generating high signalling requests from the UEs to
the network. This was achieved by modifying the Open5GS-populate script to register the UEs
and make them simultaneously attempt to connect to and engage with the network services. The
intensity of the attack was controlled by the number of subscribers activated concurrently and the

frequency of their connection requests.
The simulated DDoS attack involved:

I.  High Frequency of Registration Requests: Each UE repeatedly attempted to register with
the network at a high frequency, overwhelming the network’s ability to process these

requests.
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II.  Simultaneous Service Requests: UEs concurrently requested multiple services to

maximise stress on the network resources.

By integrating these simulated DDoS conditions into the test scenarios, the model aimed to
evaluate how well the Radio Access Network (RAN) and core network components of Open5GS,
when adapted for the proposed NB-loT-DTN, can withstand and adapt to extreme and malicious
traffic patterns, which are representative of potential real-world cyber threats. This approach
specifically tests the NB-loT-DTN's capacity to maintain service continuity and data integrity under
adverse conditions. The methodology not only provides insights into the resilience and scalability
of the 5G network infrastructure but also highlights the effectiveness of the NB-IoT-DTN in

mitigating the impact of DDoS attacks, thereby validating its fault-tolerant design.

The monitoring of metrics was conducted using Prometheus and Grafana, with the installation and

configuration details provided in Appendix A.1.

To add subscribers in Open5GS using a Kubernetes pod, the model incremented the number of
UEs from 1,000 to 10,000 and 10,000,000. The model observed an increase in resources and
network traffic. However, this highlights that the DDOS attack was already in progress, and this

study aimed to prevent a DDOS attack by designing a delay fault-tolerant system.
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4.7 Modelling of the Narrow Band loT Delay Tolerant
4.7.1 Systems Theory in Network Management

Systems Theory in network management aims to understand and model the complex interactions
within a network. This involve analysing how various components, such as nodes, routers, and
protocols, interact and influence each other to achieve desired network behaviours and

performance metrics.

4.7.1.1 Mathematical Framework

State-Space Representation: Step 1:

Identify all components involved in the network the components are:

¢ Node: k3s-Mnode1
e Node: k3s-Mnode2
e Node: k3s-Mnode3
e Node: k3s-Wnode4
e Node: k3s-Wnode5
e Node: k3s-Wnode6

Next, the state-space representation was defined after identifying the network's components.

xc(t) = lelcpu ®); (4.1)

1

xr(t) = RAM (t); (4.2)
k=1

e State Vector xc(t): Represents the state of the system CPU usage at time t.

o State Vector xr(t): Represents the state of the system CPU usage at time t.
The total CPU(4.1) and RAM(4.2) are calculated per node as the state variables over time.

The state-space representation is a mathematical model used to describe the dynamics of a

system. It provided a compact and structured way to represent the relationships between the state
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variables, inputs, and outputs of the system. The state equations(4.3) showed how the system
evolve over time, given its current state and the external inputs. The output equation(4.4) showed

how the outputs of the system are determined by both its current state and the external inputs.

O _ a0 + Bu® (4.3)
dt '
y(6) = Cx(t) + Du(t) (4.4)
u(t) = zl TRAFFIC (b); (4.5)
k=1
y(t) = Zl Throughput (t); (4.6)
k=1

e Input Vector u(t): Represents external inputs like traffic patterns, user requests, and
configuration changes in the system.

e Output Vector y(t) , Represents performance metrics like latency, throughput, and error
rates, which are the system outputs.

e System Matrices A4, B, C, D the relationships between the state, input, and output vectors.

In the context of the study Kubernetes-based K3s |loT network:

e The state equation helped the study understand how the CPU and RAM usage across
nodes evolved over time, influenced by both internal network dynamics and external
traffic patterns and configurations.

e The output equation helped the study relate these internal states to observable
performance metrics, which allowed the study to monitor and manage the network's

performance effectively.

4.7.1.2 Feedback Control

Feedback control is essential to the NB-IoT-DTN as it ensures network stability and optimises
performance by dynamically adjusting system parameters in response to real-time changes. In
this context, the feedback control mechanism continuously monitors key performance metrics

such as CPU usage, RAM usage, latency, and throughput and makes adjustments to the input
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vector These adjustments help the network adapt to varying traffic loads and external disruptions,
such as Distributed Denial of Service (DDoS) attacks, thereby maintaining service continuity and

minimizing delays.

By implementing feedback control, the NB-loT-DTN can achieve the desired fault tolerance.

Specifically, it helps to:

I.  Regulate Resource Utilisation: By monitoring CPU and RAM usage, the system can
prevent resource overutilisation and maintain efficient operation.

[I.  Optimize Network Response: Feedback control fine-tunes the system response to
manage traffic and reduce latency under different load conditions, which is critical for NB-

IoT applications that require reliability and quick response times.
4.7.1.3 System Simulation with Feedback Control

The code in Appendix A.2 defines a simple linear system using System Matrices A4,B,C,D
representing a state-space model where A governs the state transitions and B represents how the

input affects the states.

The three matrices as presented in Equations (4.7)(4.8)(4.9) was carefully chosen to influence
the system to achieve specific performance goals, such as minimising latency, balancing load, or
optimising throughput. As the state xc(t) and xr(t) changed over time, the control input u(t) (4.5)
was continuously adjusted to maintain or achieve the desired system performance. This real-time

adjustment helped in maintaining system stability and optimal performance.
Three different gain matrices,

Feedback Gain K1

02 0 0 0 0 0 0 0 0 0 0O

0 02 0 0 0 0 0 0 0 0 O O

0 0 02 0 0 0 0 0 0 0 0 O 4.7)
0 0 0 02 0 0 0 0 0 0 O0 O '
0 0 0 0 02 0 0 0 0 O OO

0 0 0 0 0 02 0 0 0 0 0 O
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Feedback Gain K2

05 O 0 0 0 0O 0 0 0 0 0 O

0 05 0 0 0 0 0 0 0 0 0O

0 0 05 0 0 0 0 0 0 0 0O (4.8)
0 0 0 05 0 0O 0 0 0 0 o o0 )

0 0 0 0O 05 0 O 0 O O 0 O

0 0 0 0 0 05 0 0 0 0 0 O

Feedback Gain K3

01 0 0 0 0 0O 0 0 0 0 0O

0O 01 o0 0 0 0O 0 0 0 0 0 o

0 0O 01 O 0 0O 0 0 0 0 0 o (4.9)
0 0 0 01 O 0O 0 0 0 0 0O

0 0 0 0 01 0 O 0 O O0 0 O

0 0 0 0 0O 01 0 0 0 0 0 O

By using feedback control(4.10)(4.11), the study adjusted the input vector u(t) based on the
current state xc(t) and xr(t) to achieve desired performance outcomes, ensuring the network

operates efficiently and resiliently.

u(t) = —Kxc(t) (4.10)

u(t) = —Kxr(t) (4.11)

Three different gain matrices, K1, K2, and K3, are defined to explore how varying levels of

feedback affect system behaviour.
I.  K1(4.7): Provides a stronger gain of 0.2, which likely leads to a faster response.
. K2(4.8): A weaker gain of 0.05, potentially leading to a slower and more stable response.

M. K3(4.9): Uses mixed gains, with different values for each component, to balance

responsiveness and stability.

The system’s response (state variables over time) is plotted to illustrate how each gain matrix

affects the dynamics. Each subplot represents a state variable for the six-node system.
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Prometheus was used as the data collection tool to retrieve the CPU usage sum of nodes by
summarising(4.1) the rates except for the idle per instance. The RAM usage was calculated
by(4.2) calculating the fraction of the available memory. The simulation simulated the system

using different feedback gains K1, K2, K3 to simulate the values of the system.
4.7.1.4 Real-Time Data Retrieval from Prometheus

The code in Appendix A.2 connects to a Prometheus server at http:/k3s-node:9090 to retrieve

metrics on CPU and RAM usage. The Prometheus queries are designed to:

I.  CPU Usage: Fetch the total CPU utilization, excluding idle time, averaged over the
instances.
[I.  RAM Usage: Compute the proportion of available memory relative to the total memory for
each instance.
lll.  Prometheus Query Execution: The get_prometheus_metrics function fetches data using
custom_query_range, allowing you to specify a time range and resolution for the data.
IV.  Plotting the Metrics: The plot_metrics function visualises the time series data for CPU

and RAM usage, helping to monitor real-time resource utilisation on each node.

By querying real-time metrics, the study can compare the simulated performance with actual data,
helping validate the NB-loT-DTN model. Monitoring CPU and RAM usage helps understand if the

network can handle loads and maintain fault tolerance.
4.7.1.5 Procedure for Correlation and Trend Analysis

Using Prometheus as the monitoring tool, CPU and RAM usage metrics are retrieved at 30-second

intervals. PromQL queries are used:

I.  CPU Usage: sum by (instance) (rate(node_cpu_seconds_total{mode!="idle"}[1m]))
1. RAM Usage: sum by (instance) (node_memory_MemAuvailable_bytes /

node_memory_MemTotal_bytes)

These metrics are gathered for each instance in the network to analyze real-time resource

utilisation.
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a) The raw metric data is converted into pandas DataFrames for easy manipulation. Each
metric's data is timestamped and labeled by instance, which corresponds to each node in
the network.

b) CPU and RAM usage data are merged into a single DataFrame based on the timestamp
and instance. This combined DataFrame allows for parallel analysis of both metrics.

c) The correlation between CPU and RAM usage is calculated for each instance using the
Pearson correlation coefficient. This reveals how strongly CPU and RAM usage are
related over the observed time.

d) A time series plot is generated to visualise the trends in CPU and RAM usage over time
for each node. This helps in identifying patterns, such as periods of high or low usage

and synchronised behavior across nodes.
4.7.1.6 Stability Analysis Under Normal Conditions

Lyapunov’s direct method was used to determine the stability of an equilibrium point in the system
to ensure the network's stability. The method involved constructing a Lyapunov function (4.12)

with the following properties:
V(x) = xTPx (4.12)

Lyapunov’s direct method involved finding a Lyapunov function (V(x)) to determine the stability of
an equilibrium point in the system. A common choice for the Lyapunov function is (V(x) = xTPx),

where (P) is a positive definite matrix. The function should satisfy:

1. (V(x) > 0)for all (x # 0) (positive definite).

av(x)
dt

2. ( < 0) (negative definite along trajectories of the system).
If such a function (V(x)) can be found, the equilibrium at (x = 0) is stable.

4.7.1 Information Theory in Network Management

Shannon's Information Theory is a powerful tool for analysing the capacity and performance of
communication networks, especially when the study considered the impact of legitimate versus

malicious traffic.
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Entropy (4.13)(H) measures uncertainty or randomness in the system. In the context of network
traffic, entropy was used to calculate the unpredictability of traffic patterns. High entropy indicated

a high level of uncertainty, while low entropy indicated more predictable patterns.

HOX) == ) plx) logp (x) (4.13)
i=1

Where H(X) is the entropy of the traffic source (X) and p(x;) is the probability of the probability of

occurrence of event x;.

Mutual Information (4.14) (I) quantifies the amount of information obtained about one random
variable through another random variable. Mutual information was used to measure the amount

of legitimate information to be extracted from the network traffic in the presence of malicious traffic.
IX;Y)=HX)-H(X1Y) (4.14)

o Where I(X;Y) is the mutual information between legitimate traffic X and observed network
traffic Y .
¢ H(X) was the entropy of legitimate traffic.

¢ H(X]Y) was the conditional entropy of legitimate traffic given the observed traffic.

Given the entropy values, the study needed the conditional entropy H(XIY) to compute the mutual
information. If the study assumed that the entropy values provided were the total entropies of the

system, the study would consider these in the mutual information context.

The study used the Equation (4.14) as formula to compute the mutual information.
Where:

H(X) is the entropy of legitimate (normal) traffic.

H(XIY) is the conditional entropy given the observed network traffic.

Channel Capacity (4.15) is the maximum rate at which information is reliably transmitted over the

communication channel.
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C = maxI(X;Y) (4.15)
p(x)

Where C Is the channel capacity, and I(X; Y) is the mutual information between the transmitted

signal X and the received signal Y.

To find the channel capacity C the study took the maximum of the mutual information values for

both receiving and sending network traffic.

N
C = Blog, (1 + §) (4.16)

Where C is the channel capacity, B is the bandwidth, S is the power of the signal (legitimate traffic),

and N is the power of the noise (malicious traffic).

4.7.1.1 Evaluating the malicious pod with cilium rate limiting applied

This part of the evaluation introduced a rate limiter that operates at the BPF (Berkeley Packet
Filter) level within Cilium to prevent high CPU utilisation by the Cilium agent. This was particularly
beneficial for smaller nodes like the Raspberry Pl, where excessive CPU usage by the cilium-

agent cloud starved other processes.
4.7.1.2 CUBIC to BBR algorithm for Linux Kernel

The study used Ansible playbooks to connect through a bootstrap node to remotely enable the
BBR algorithm see Figure 4-12, this was done after all the nodes kernel Linux was upgraded to

the latest.
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PLAY [Check if BBR -+is enabled]

TASK [Get TCP congestion control algorithm]
[ rker2

TASK [Print TCP congestion control algorithm]
ok: [k3s-worker2] => {
"msg": "TCP Congestion Control Algorithm: net.ipv4.tcp_congestion_control = bbr"

ok: [k3s-node2] => {
"msg": "TCP Congestion Control Algorithm: net.ipv4.tcp_congestion_centrol = bbr"

ok: [k3s-node3] => {
"msg": "TCP Congestion Control Algorithm: net.dipv4.tcp_congestion_coentrol = bbr"

ok: [k3s-workerl] => {
"msg": "TCP Congestion Control Algorithm: net.dipv4.tcp_congestion_centrol = bbr"

ok: [k3s-nodel-master] => {
"msg": "TCP Congestion Control Algorithm: net.dipv4.tcp_congestion_control = bbr"

ok: [k3s—worker3] => {
"msg": "TCP Congestion Control Algorithm: net.dipwv4.tcp_congestion_control = bbr"

Figure 4-9: BBR Congestion Algorithm

4.7.1.3 Deployment for test evaluation CUBIC with BPF

In the study’s Cilium setup on the K3s cluster, the configuration successfully enabled the BPF
bandwidth manager (Figure 4-13), and the cubic congestion control algorithm. The initialisation
process confirmed that the system met the baseline requirements for parameters. This setup,
combined with Cilium's BPF-based data path, aimed to optimise traffic management and improve
network performance. However, while enabling Big TCP for IPv6 was successful, an error ("invalid
argument") prevented its activation for IPv4 on the ens32 device. Despite this, Cilium continued
to function effectively, demonstrating robust handling of network policies, endpoint restoration,
and Hubble observability integration. The use of EDT (Earliest Departure Time) scheduling with
BPF further enhanced the precision of bandwidth management, ensuring that traffic was managed

efficiently and in a timely manner.
root@k3s-nodel-master: /home/system# kubectl -n kube-system exec ds/cilium -- cilium-dbg status | grep BandwidthManager
Defaulted container "cilium-agent" out of: cilium-agent, config (init), mount-cgroup (init), apply-sysctl-overwrites (i
ate (init), install-cni-binaries (init)

BandwidthManager: EDT with BPF [CUBIC] [ens32]
root@k3s-—nodel-master: /home/system#

Figure 4-10: Bandwidth Manager with CUBIC enabled
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Enforced rate-limiting to individual Pods

Figure 4-11: Flow of Network Traffic Using eBPF

The diagram, Figure 4-14, represents the flow of network traffic using Extended Berkeley Packet
Filter (eBPF) technology for efficient packet processing and enforcement of rate-limiting on a host
with individual Pods. Initially, the eBPF component processed the network packets by hooking
them into various points in the kernel to monitor, filter, and manipulate them. These packets were
then sent to the Multi-Queue (MQ), which distributed them to multiple Fair Queuing (FQ)
schedulers (FQ1, FQ2, FQ3, FQ4) to ensure fair bandwidth distribution. Different queues (Q1 and

Q4) temporarily stored the packets before they were sent out through the network interface ethO.

The network packets passed through Cilium Bandwidth Manager enforced rate-limiting on the
traffic going to individual Pods, ensuring each Pod received a limited amount of bandwidth to
prevent any single Pod from consuming too many network resources. The traffic was then
forwarded through virtual Ethernet interfaces (veth1 and veth2), which were used in containerised
environments to connect Pods to the host network. Eventually, the traffic reached the Pod. Inside
the Pod, the traffic finally reached the application running within a container. This flow ensured

efficient handling and fair distribution of network traffic, leveraging the capabilities of eBPF.
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CHAPTER 5 RESULTS AND PERFORMANCE EVALUATION

5.1 Introduction
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Figure 5-1: Chapter 5 Outline

The Introduction section of this chapter provides an overview of the methodology and objectives
of the results and performance evaluation. It is followed by the Scope, which defines the
boundaries and focus areas of the evaluation, ensuring clarity on what aspects of the Narrow Band
loT Delay-Tolerant Network (NB-loT DTN) are being assessed as shown in Figure 5-1. The
chapter then delves into the Narrow Band loT Delay-Tolerant Network (NB-loT DTN) Results. This
section presents various aspects of the network’s performance, starting with Systems Theory in
Network Management, which applies systems theory principles to assess the network’s behavior.
The Information Theory in Network Management subsection explores information theory metrics

to understand network data flow and efficiency.

Subsequent sections include Normal Traffic Analysis and Anomaly Detection, where the network's
regular traffic patterns are analysed and potential anomalies are identified. Flooding Attack
Analysis and Anomaly Detection investigates the network’s response to simulated flooding attacks
and the mechanisms for detecting such anomalies. The chapter continues with the Mutual
Information Formula for evaluating dependencies in network traffic, Malicious Pod using Hping3,
which simulates attacks, and finally, Fortio Results, which provide a detailed performance analysis

using Fortio, a load-testing tool.
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5.2 Scope

The scope of this evaluation encompasses a comprehensive analysis of the networking layer of
the NB-loT architecture under edge computing using the k3s architecture. The key objectives are
to assess the reliability and performance of the network in supporting loT applications, identify

potential bottlenecks, and propose improvements. This evaluation will cover the following aspects:

I.  Network Reliability: Analysing the ability of the edge computing network to deliver data
packets consistently under various conditions. This includes assessing packet loss, error
rates, and network availability.

[I.  Network Performance: Measuring key metrics such as latency, throughput, jitter, and
data integrity. These metrics will provide insights into the efficiency and effectiveness of
the network in handling loT traffic.

[ll.  Simulation: Utilising the simulation tool UERANSIM to model the edge computing

network and perform controlled tests.

5.3 Narrow Band loT delay-tolerant network (NB-loTDTN) Results
5.3.1 Systems Theory in Network Management

The feedback control (4.7)(4.8)(4.9) was used to dynamically adjust the system inputs based on

the current state of the system by adjusting the feedback gain.

Figure 5-2, highlighted the differences in system behaviour depending on adjusting the feedback
gain from Equation (4.5) configuration. K1 provided higher responsiveness but more oscillations,

indicating potential instability. K2 and K3 provided more stable and smoother responses.
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The CPU utilisation, Figure 5-3 for usage over time identified the instances; the feedback usage

Figure 5-2: System States with different feedback gains

identified some instances had experienced higher spikes than others.
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Figure 5-3: CPU usage Overtime
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The RAM usage Figure 5-4, highlighted the memory utilisation for the different instances over

time, and the usage was relatively stable with minor fluctuations.

RAM Usage Over Time
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Figure 5-4: RAM usage overtime
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¢ Normal Traffic analysis

Stability analysis ensured that the system behaved predictably over time. Equation (4.12) was
used to verify that the network met the stability conditions. The output below suggested that the

system passed the stability check.

1. 1Initial state vector (CPU and RAM usage percentages): [14.67777778 32.38280798 7.67962963
25.10711249 30.76296296 39.99070837

2. 13.24814815 35.68590626 14.24259259 33.32946379 19.31203704 35.49955268]

3. System stability: True

¢ |IP Flooding analysis

(5.12) was used to verify that the network met the stability conditions. The output below suggests

the system passed the stability check during the IP flooding attack.

1. Initial state vector (CPU and RAM usage percentages): [13.68055556 32.61660462 64.67777778
25.53653758 32.96666667 41.5339872

2. 21.90740741 36.83893069 18.85925926 35.67974509 15.33148148 35.78737583]

3. System stability: True
5.3.2 Information Theory in Network Management

The PromQL query fetched the rate of network traffic received in bytes over a 5-minute window,

grouped by instances (Figure 5-6).

The entropy values and traffic distribution shown in the Figure 5-6, reflect normal, balanced
network conditions. Under these conditions, each node handles a relatively similar amount of
traffic, suggesting that the network is functioning without strain. During a DDoS attack, this
balanced state will likely be disrupted. Entropy values can significantly change as certain nodes

become overwhelmed with excessive traffic, leading to an uneven load distribution.
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Receiving Network Traffic Rate by Node
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Figure 5-5: Normal Network Traffic Data

To calculate the entropy for both receiving and sending network traffic, we first need to determine
the probability distribution for each node's traffic rate. This involves dividing each node's traffic
rate by the total traffic rate. Then, we apply Shannon's entropy formula (4.13):

Where p(x; ) is the probability of each node’s traffic rate.

Receiving Traffic Rates (bytes/second):

k3s-Mnode3: ~50,000

e k3s-worker1: ~50,000

e k3s-Mnode1: ~200,000

e k3s-worker3: ~50,000

e k3s-worker2: ~50,000

e k3s-Mnode2: ~100,000
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5.3.2.1 Analysis of the Given Entropy Values

Total Receiving Traffic:

Total Traffic = 50,000 + 50,000 + 200,000 + 50,000 + 50,000 + 100,000 = 500,000 bytes/second

P(k3s-Mnode3) = 20,000 =0.10
SHnoges) = 500,000~
P(k3 kerl) = 20090 _ 910
S-WOorker —500,000— .
P(k3s-Mnodel) = 200,000 _ 0.40
S-Hmodet) = 500,000~
P(k3 ker3) = 20090 _ 910
S-WOrker —500,000— .
P(k3 ker2) = 50,000 =0.10
S-Worker —500’000— .
P(k3s-Mnode2) = 100,000 _ 0.20
SHnodes) = 500,000

Calculate Shannon Entropy using the entropy formula (4.13)

HOO = = ) (p() - loga(p()))
—0.10 - log,(0.10) ~ 0.332
—0.10 - log,(0.10) ~ 0.332
—0.40 - log,(0.40) = 0.529
—0.10 - log,(0.10) ~ 0.332
—0.10 - log,(0.10) ~ 0.332

—0.20 - log,(0.20) ~ 0.464
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H(X) = 0.332+40.332 + 0.529 + 0.332 + 0.332 + 0.464 = 2.32

The calculated entropy for the receiving network traffic is approximately 2.32. Indicated that the
network traffic received by the nodes was evenly distributed, but there were still some variations.
This indicated a moderate level of traffic distribution across the nodes, suggesting a reasonably

balanced load under normal traffic conditions.
Total Sending Traffic:
Given traffic rates (in bytes/second):
e k3s-Mnode3:75000
o k3s-worker1:25000
e k3s—-Mnode1:225000
o k3s—worker3:25000
o k3s—worker2:75000
e k3s-Mnode2:150000
Total Traffic: 75,000 + 25,000 + 225,000 + 25,000 + 75,000 + 150,000 = 575,000 bytes/second

Probability for each node:

P(k3s-Mnode3) = 75,000 0.1304
STHmOGes) = 575000
P(k3 kerl) = 25,000 0.0435
S-WorKker = 575’000 =~ U.
P(k3s-Mnod 1)—225’000 0.3913
STHmOe) = 575000~
P(k3 ker3) = 25,000 0.0435
S-WorKer = 575’000 =~ U.
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75,000

P(k3s-worker2) = 575,000 ~ 0.1304
P(k3s-Mnod 2)—150’000 0.2609
STHmodes) = 575000

H = —(0.1304log, 0.1304 + 0.0435log, 0.0435 + 0.3913 log, 0.3913 + 0.0435 log, 0.0435
+0.13041log, 0.1304 + 0.2609 log, 0.2609) ~ 2.20

The calculated entropy of sending network traffic is approximately 2.20.This value was slightly
lower than the entropy of receiving traffic, which suggested that the distribution of outgoing traffic
was a bit more skewed than the incoming traffic. Nodes send more data than others, leading to a

less even distribution than receiving traffic.

Interpretation of Normal Traffic Results

The entropy values close to 2 suggested that the network traffic (both receiving and sending) was
evenly distributed among the nodes. This was a good sign as it indicated that no single node is
overwhelmingly burdened, which could help maintain network stability and performance (Devi,
Dalal & Solanki 2024). This balance was crucial for maintaining network stability and performance,
as it ensured no single node was overwhelmed, that could have potentially led to bottlenecks or
failures. The observed network traffic patterns and entropy values are influenced by the
deployment of the proposed Narrowband Internet of Things Delay-Tolerant Network (NB-loT-
DTN) within the network. By integrating NB-loT-DTN, the system is designed to balance traffic
across nodes effectively and improve resilience against potential Distributed Denial of Service
(DDoS) attacks.

In this setup, the entropy values of 2.32 for receiving traffic and 2.20 for sending traffic reflect how
the network distributes traffic more evenly across nodes due to the DTN'’s architecture. This even
distribution is an indicator of the DTN's ability to mitigate abnormal traffic spikes that could
otherwise overwhelm individual nodes. As such, the entropy values serve as evidence of the
DTN's effectiveness in maintaining balanced and stable network conditions, which directly

contributes to the network’s fault tolerance and reliability.
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5.3.3 Normal Traffic Analysis and Anomaly Detection

There was noticeable variability in CPU usage across the nodes. Some nodes showed higher
spikes in CPU usage compared to others. RAM usage appeared more stable and showed less

variability compared to CPU usage.

Nodes Mnode1 and Wnode3 showed higher CPU usage spikes compared to other nodes. RAM
usage remained relatively consistent across nodes with small fluctuations, indicating less

variability than CPU usage.

CPU and RAM Usage Anomalies

2.0
@ CPU Anomalies ™
& RAM Anomalies
1.8 4 ®
)
1.6 4
°®
g .
1.4 . .
¢ * L] o °?®
& 12 ] . . . ™ e o%
3 .
=2
1.0+ b
0.84 ©0 eoza . [ con - o .
LA ) L -
0.6
o . e =]
.
o8 L] ™ L
0.4 4 ° ~* L]

11 22:10 11 22:20 11 22:30 11 22:40 11 22:50 11 23:00
Time

Figure 5-6: Normal Traffic CPU and RAM anomalies

The CPU anomalies were concentrated at higher usage levels, illustrated in Figure 5-5, indicating
spikes that deviated significantly from the norm. RAM anomalies were fewer and occurred at lower

usage levels compared to CPU anomalies.

Nodes with higher CPU spikes, Mnode1 and Wnode3, handled more intensive tasks and
processes. RAM usage showed more stability across nodes, but any anomalies, though fewer,

indicated moments where memory usage deviated from normal patterns.
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5.3.4 Flooding Attack Analysis and Anomaly Detection

CPU and RAM Usage Over Time
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Figure 5-7: CPU and RAM Usage During Flood Attack

The CPU anomalies showed periods in Figure 5-7 where the CPU usage for Mnode2 was
consistently high, hovering around 4-6 units; the malicious pod was running on this Mnode2. There
were fluctuations but no drastic spikes or drops. The RAM usage is consistent, around 1 unit, with

very slight variations.
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Figure 5-8: CPU and RAM Anomalies During Flood Attack
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There were several spikes in CPU usage in Figure 5-8 across different timestamps. The anomalies
were scattered and did not follow a consistent pattern. The highest anomalies were observed
around 4.5 units of usage. The RAM anomalies were fewer in number compared to CPU
anomalies. The anomalies were below 1 unit of usage, indicating less frequent but significant
deviations. High CPU usage anomalies indicated periods of intensive processing due to the

malicious pod running on the node leading to excessive resource consumption (Figure 5-9).
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Figure 5-9: Network Traffic Data During Flood Attack

To calculate the entropy for both receiving and sending network traffic, we first need to determine

the probability distribution for each node's traffic rate.
Calculate Total Traffic for Each (Receiving and Sending):
Total Receiving Traffic = 3.0 + 2.0 + 3.0 + 0.5 + 1.5 = 10.0 million bytes/second

Total Sending Traffic = 4.0 + 2.0 + 2.0 + 0.5 + 1.5 = 10.0 million bytes/second

134



For each node, we calculate the probability by dividing the traffic for that node by the total traffic.

I.  Receiving Probabilities for Each Node:

3.0
P(k3s-Mnode2) = 100" 0.3

2.0
P(k3s-Mnode3) = 00 - 0.2

3.0
P(k3s-worker3) = 100 - 0.3

0.5
P(k3s-worker2) = 00 - 0.05

1.5
P(k3s-Mnodel) = 100 - 0.15

II.  Sending Probabilities for Each Node:

4.0
P(k3s-Mnode2) = 100 - 0.4

2.0
P(k3s-Mnode3) = 100" 0.2

2.0
P(k3s- ker3) =——=0.2
(k3s-worker3) 100

0.5
P(k3s-worker2) = 100" 0.05

1.5
P(k3s-Mnodel) = 100 - 0.15

lll.  Calculate Shannon Entropy (4.13) for Each (Receiving and Sending):

HX) = = ) (p() - 1oga(p()))
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H(Receive) = —(0.3log,(0.3) + 0.21og,(0.2) + 0.3log,(0.3) + 0.0510g,(0.05) + 0.15log,(0.15))

H(Receive) = —(—0.5211 — 0.4644 — 0.5211 — 0.2161 — 0.4105) = 2.13 ~ 2.11

H(Transmit) = —(0.41log,(0.4) + 0.210og,(0.2) + 0.210og,(0.2) + 0.051og,(0.05) + 0.151l0og,(0.15))

H(Transmit) = —(—0.5288 — 0.4644 — 0.4644 — 0.2161 — 0.4105) = 2.08 = 1.94

I.  Entropy of Receiving Network Traffic: 2.11

The value was lower than the previous 2.32, indicating that the distribution of receiving network
traffic has become less even. The flood attack caused a few nodes to receive a disproportionately

high amount of traffic compared to the rest, leading to a more skewed distribution.

Il.  Entropy of Sending Network Traffic: 1.94

This value was lower than the previous 2.20, showing that the distribution of sending network
traffic has also become more uneven. This was due to the attack causing certain nodes or pods

to send a lot more traffic, while others send little.

Both entropy values have decreased, highlighting that the network traffic is now more
concentrated on specific nodes rather than being evenly distributed. This is typical during an attack
where targeted nodes withstand the worst of the traffic. The flood attack caused a significant
imbalance, putting excessive load on the targeted nodes. This would lead to performance

degradation, potential denial of service, and overall instability in the network.
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5.3.5 Mutual Information Formula

Given the entropy values, the study needed the conditional entropy H(X|Y) to compute the mutual
information. If the study assumed that the entropy values provided were the total entropies of the

system, the study would consider these in the mutual information context.
The study used the (4.14) formula to compute the mutual information.
IX;Y)=HX)—-H(X1Y)
Where:
H(X) is the entropy of legitimate (normal) traffic.
H(XIY) is the conditional entropy given the (flooding attack) network traffic.
For Receiving Network Traffic:
H(X) = 2.32
H(XIY) = 2.20
For Sending Network Traffic:
H(X) = 2.11
H(XIY) = 1.94
Ireceive(x;v) = HX) — H(X |Y) = 232- 211 = 0.12

Isenacx;y) = H(X) — H(X 1Y) = 2.20 - 1.94 = 0.17
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5.3.5.1 Interpretation on Mutual Information

I.  Mutual Information for Receiving Traffic (0.12)

A low mutual information value here (0.12) indicates that the observed IP flooding attack traffic
has a weak dependency on the expected normal traffic patterns. This weak dependency suggests

that the attack introduces a higher level of unpredictability or deviation from normal patterns.

ll.  Mutual Information for Sending Traffic (0.17)

The slightly higher mutual information value of 0.17 for sending traffic suggests a moderate
dependency on the normal traffic pattern, indicating that there may be a structured element in the
attack traffic. However, it is still relatively low, implying that the attack has introduced significant

irregularities in the traffic, differing from normal patterns.

The mutual information values, especially in the context of an IP flooding attack, reveal that the
attack traffic (both receiving and sending) significantly deviates from expected normal traffic
patterns. The attack likely increases entropy and unpredictability in traffic flows, as reflected by
these lower mutual information values, highlighting the abnormal and disruptive nature of the IP
flooding attack on the NB-IoT-DTN.

Where C Is the channel capacity, and I(X; Y) is the mutual information between the transmitted

signal X and the received signal Y.

To find the channel capacity C the study took the maximum of the mutual information values for

both receiving and sending network traffic (4.15):

C= max{ Ireceive (X; Y): [send(X; Y)}

Substitute the values: C = max{0.12,0.17}

¢ = 0.17

The channel capacity C was 0.17. This meant that the maximum rate at which information can be

reliably transmitted over this communication channel was 0.17 bits per unit time.
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Malicious traffic functioned as noise in the communication channel, reducing the network's
adequate capacity. The ratio of legitimate traffic (signal) to malicious traffic (noise), was used by

Equation (4.16) to analyse the impact on channel capacity.

Where C is the channel capacity, B is the bandwidth, S is the power of the signal (legitimate traffic),

and N is the power of the noise (malicious traffic).

[.  Bandwidth (Mbps): 15.7436.

[I.  SNR (Receive): 0.0053.
[ll.  SNR (Send): 0.0075.
V. Channel Capacity (Receive): 0.1200 bits per unit time.
V.  Channel Capacity (Send): 0.1700 bits per unit time.
VI.  Maximum Channel Capacity: 0.1700 bits per unit time.

Channel Capacity (Receive): 0.1201 Mbps
Channel Capacity (Send): 0.1697 Mbps
Maximum Channel Capacity: 0.1697 Mbps
5.3.5.2 Results
I.  Bandwidth: The measured bandwidth of the network was approximately 15.7436 Mbps.

This indicates the network's capability to handle data up to approximately 15.7436 Mbps.
Bandwidth remains unchanged by the type of traffic (legitimate or malicious) but

determines the overall capacity for data transmission.

[I.  SNR Values: The low SNR values indicated that the signal power was only slightly
higher than the noise power, which was consistent with the presence of noise (malicious

traffic) in the network.

SNR is the ratio of signal power to noise power. Here, the very low SNR values imply

that the signal (legitimate traffic) is only slightly more powerful than the noise (malicious
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traffic). This suggests a significant level of interference or disruption, which is consistent

with an IP flooding attack.

The higher SNR for sending traffic compared to receiving indicates that the network is
slightly more capable of handling outgoing traffic, even under noisy conditions. However,

both values are still low, showing that the network is heavily impacted by the noise.

Channel Capacity: The channel capacity for sending traffic was slightly higher than for
receiving traffic, suggesting that the network could transmit data more reliably in the

sending direction.

Receive Capacity (0.1201 Mbps): This is the maximum rate at which data can be reliably
received under current conditions. Given the low capacity, receiving traffic is heavily

impacted by the noise, reducing the effective data throughput.

Send Capacity (0.1697 Mbps): This slightly higher capacity compared to receiving
suggests that outgoing traffic is slightly less affected by the interference. The network

can transmit data at a marginally higher rate in the sending direction.

Maximum Channel Capacity: The maximum rate at which information can be reliably
transmitted over the communication channel is 0.1700 bits per unit time. This represents
the overall highest achievable rate under the given noisy conditions. It sets the limit for
data transmission reliability.

Overall Interpretation:

The low channel capacities indicate that the network is significantly constrained by the
malicious traffic (IP flooding attack), resulting in limited reliable data transmission. Even
though the sending direction has a slightly higher capacity, both directions have

extremely low maximum achievable rates due to the high levels of noise.

Maximum Channel Capacity (0.1697 Mbps): This reveals that the network's maximum
potential for reliable data transfer is quite low under attack conditions, suggesting that the

system is under stress and cannot handle much legitimate traffic reliably.
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5.3.6 Malicious Pod using Hping3

To confirm the Mutual information (4.14) and conditional entropy of legitimate traffic, the study
deployed a malicious pod in the controlled environment to ensure that the pod didn’t cause any
harm or violate any policies. The study created a Kubernetes pod to simulate an attack on the
openb5gs-webui service using a container image (Debian). They had to grant the container
additional capabilities “NET_RAW?” for raw network packet access but limited the container to only
perform a flood attack to a chosen node where the webui pod was running on using “hping3” on
port 9999. The pod was chosen to run for 20 minutes to gather data on the network. The malicious
pod created an “Internal Server Error” for the open5gs-webui external IP during the flood attack.

This also caused the database MongoDB to close connections to the pod.

During this evaluation, a malicious pod Figure 5-10, was created to simulate IP flooding. This pod
sends a high volume of IP packets to target a service which was the AMF pod of the Open5G

network within the cluster.

£U.£G—0 /Y0 | LB:140: 50, 51403883 /L Preparing TO UNPacK .../Vo—L1DPCapy.s_Ll.10.3—1_amdod.deD ...
2024-07-06T18:40:50.861634795Z Unpacking libpcap@.8:amd64 (1.18.3-1) ...
2024-07-06T18:40:51.300695083Z Selecting previously unselected package libtcl8.6:amd64.
2024-87-06T18:40:51.303953470Z Preparing to unpack .../@9-libtclB.6_8.6.13+dfsg-2_amd64.deb ...
Unpacking libtcl8.6:amd64 (8.6.13+dfsg-2) ...

2024-07-06T18:4@:51.9082992817 Selecting previously unselected package hping3.

Preparing to unpack .../10-hping3_3.a2.ds2-10_amd64.deb ...
2024-07-06T18:40:51.976926071Z Unpacking hping3 (3.a2.ds2-10) ...

Setting up libexpatl:amd64 (2.5.0-1) ...

2024-97-06T18:40:52.664636757Z Setting up libapparmorl:amd6d4 (3.0.8-3) ...
2024-87-06T18:4@:53.037011460Z Setting up libdbus-1-3:amd64 (1.14.18-1~debl2ul) ...
2024-07-06T18:40:53.293820493Z Setting up libtclB8.6:amd64 (8.6.13+dfsg-2) ...
2024-07-06T18:4@:53.5333485347 Setting up dbus-session-bus—common (1.14.10-1~debl2ul) ...
2024-07-06T18:40:53.726596674Z Setting up dbus-system-bus—common (1.14.18-1~debl2ul) ...
2024-07-06T18:4@:54.845913318Z Setting up dbus-bin (1.14.10-1~debl2ul) ...
2024-07-06T18:40:55.193810010Z Setting up dbus-daemon (1.14.10-1~debl2ul) ...
2024-07-06T18:4@:55.955198691Z Setting up libpcap®.8:amd64 (1.10.3-1) ...
2024-07-06T18:40:56.613232811Z Setting up dbus (1.14.10-1~debl2ul) ...
2024-87-06T18:408:57.612740990Z invoke-rc.d: could not determine current runlevel
2024-07-06T18:40:57.623182757Z invoke-rc.d: policy-rc.d denied execution of start.
2024-07-06T18:40:57.725879758Z Setting up hping3 (3.a2.ds2-10) ...
2024-07-06T18:4@:58.1042292847 Processing triggers for libc-bin (2.36-9+debl2u7) ...
2024-07-06T18:40@:58.963234331Z hping in flood mode, no replies will be shown

Figure 5-10: Malicious Pod Running hping3

Cilium detected the malicious pod traffic and blocked it. This was observed in Hubble web Ul with
a “dropped” verdict that indicated the rate-limiting correctly identified and stopped the SYN packets
sent to port 80 on the target pod AMF. However, the malicious pod also caused the AMF pod to
stop all traffic Figure 4-10 which didn’t allow the AMF to receive any more updates from other pods

in the open5gs network.
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Figure 5-11: Open5gs Network Pods with AMF port 80 TCP stopped
5.3.6.1 Applying the Cilium Intrusion Detection Before Running the Malicious Pod

The evaluation of the network policy allowed Cilium to be an intrusion prevention and detection
system for the open5gs network. This allowed a pod egress traffic for the specific port with an
intrusion detection rule. This configuration effectively managed traffic rates to protect the services

from being overwhelmed while allowing legitimate traffic to pass through at controlled rates.

Figure 4-11 illustrates the pods are all connected, and that the AMF can receive packets and
forward packets. This was set up to allow traffic to TCP port 7777.
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Figure 5-12: Hubble Ul with Cilium Applied on the TCP Layer
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5.3.6.2 Evaluating the malicious pod with cilium rate limiting applied

This part of the evaluation introduced a rate limiter that operates at the BPF (Berkeley Packet
Filter) level within Cilium to prevent high CPU utilisation by the Cilium agent. This was particularly
beneficial for smaller nodes like the Raspberry Pl, where excessive CPU usage by the cilium-

agent cloud starved other processes.
5.3.6.3 Deployment for test evaluation CUBIC with BPF

In the study’s Cilium setup on the K3s cluster, the configuration successfully enabled the BPF
bandwidth manager (Figure 5-13), and the cubic congestion control algorithm. The initialisation
process confirmed that the system met the baseline requirements for parameters. This setup,
combined with Cilium's BPF-based data path, aimed to optimise traffic management and improve
network performance. However, while enabling Big TCP for IPv6 was successful, an error ("invalid
argument") prevented its activation for IPv4 on the ens32 device. Despite this, Cilium continued
to function effectively, demonstrating robust handling of network policies, endpoint restoration,
and Hubble observability integration. The use of EDT (Earliest Departure Time) scheduling with
BPF further enhanced the precision of bandwidth management, ensuring that traffic was managed

efficiently and in a timely manner.
root@k3s—nodel-master: /home/system# kubectl -n kube-system exec ds/cilium —- cilium-dbg status | grep BandwidthManager
Defaulted container "cilium-agent" out of: cilium-agent, config (init), mount-cgroup (init), apply-sysctl-overwrites (i
ate (init), install-cni-binaries (init)

BandwidthManager: EDT with BPF [CUBIC] [ens32]
root@k3s-nodel-master: /home/system#

Figure 5-13: Bandwidth Manager with CUBIC enabled
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Enforced rate-limiting to individual Pods

Figure 5-14: Flow of Network Traffic Using eBPF

The diagram, Figure 5-14, represents the flow of network traffic using Extended Berkeley Packet
Filter (eBPF) technology for efficient packet processing and enforcement of rate-limiting on a host
with individual Pods. Initially, the eBPF component processed the network packets by hooking
them into various points in the kernel to monitor, filter, and manipulate them. These packets were
then sent to the Multi-Queue (MQ), which distributed them to multiple Fair Queuing (FQ)
schedulers (FQ1, FQ2, FQ3, FQ4) to ensure fair bandwidth distribution. Different queues (Q1 and

Q4) temporarily stored the packets before they were sent out through the network interface ethO.

The network packets passed through Cilium Bandwidth Manager enforced rate-limiting on the
traffic going to individual Pods, ensuring each Pod received a limited amount of bandwidth to
prevent any single Pod from consuming too many network resources. The traffic was then
forwarded through virtual Ethernet interfaces (veth1 and veth2), which were used in containerised
environments to connect Pods to the host network. Eventually, the traffic reached the Pod. Inside
the Pod, the traffic finally reached the application running within a container. This flow ensured

efficient handling and fair distribution of network traffic, leveraging the capabilities of eBPF.
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5.3.6.4 Analysing Fortio Results for Rate Limiting Effectiveness

Fortio is an open-source load testing and benchmarking tool that provided HTTP/gRPC load

testing and was deployed within the Kubernetes cluster.

The study used Fortio as a load tester for the Nginx webserver with rate limiting applied at 10MB
on egress and ingress. The Nginx webserver had 3 replicas and during the load test with Fortio

could oversee the traffic and rate limit the requests on all 3 replicas (Figure 5-15).

(4) Fortio - hittp//nginx-service:80 - 2024-07-14 01:43:25
Response time histogram at 100 target gps (96.8 actual) 100 connections for 30s (actual time 31s), jitter: false, uniform: true, 69% errors
min 0.492 ms, average 1.725 ms, p50 1.77 ms, p75 2. 2.4ms, p99 3.57 ms, p99.9 5.33 ms, max 12.879 ms

[ cumulative % [ Error Histogram I Histogram: Count

Response time in ms.

Figure 5-15: CUBIC Folio with 100 Connections to nginx

In the Fortio web U, the study could configure the load test parameters. For testing with CUBIC
and EDT:

I.  Target URL: http://nginx-service:80.
[I. ~ Number of Threads: 4.
[ll.  Connections: 100.
V. Duration: 30s.

The study collected and monitored the metrics with Prometheus and Grafana to scrape the Fortio

metrics.
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1. Request Distribution and Response Codes:

I.  Total Requests: 3000.
[I.  HTTP 200 (Success): 930 (31.0%).
[ll.  HTTP 503 (Service Unavailable): 2070 (69.0%).

The high number of HTTP 503 status codes indicated that the rate limiting effectively rejected

excess requests, which aligned with the configured rate limit 10 Mbps.

2. The response time(latency) distribution is as follows:

I.  Average Response Time: 1.724 ms.
II.  Min Response Time: 0.000491849 ms.
lll.  Max Response Time: 0.030567705 ms.

3. Response Time Percentiles are:

I.  50th percentile (median): 1.74 ms.
[I.  75th percentile: 2.13 ms.
lll.  90th percentile: 2.44 ms.
IV.  99th percentile: 3.86 ms.
V.  99.9th percentile: 5.5 ms.

4. The connection timings are as follows:

I.  Average Connection Time: 0.042251463 s.
Il Min Connection Time: 0.004854113 s.
. Max Connection Time: 0.065911116 s.

5. The total error and average error response time are:

l. Total Errors: 2070.

[I.  Average Error Response Time: 1.722 ms.

Given the above data, the study could verify the rate-limiting effectiveness through the following

steps:
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Step 1: Analysing HTTP 503 Responses

The high percentage of HTTP 503 responses (69.0%) indicated that the NGINX rate limiting
configuration is rejecting excess requests as expected. This was a clear sign that rate limiting was

being enforced effectively.

Step 2: Response Time Distribution

The response time distribution, especially the percentiles, indicated the latency experienced by
requests. The median (50th percentile) response time was around 1.74 ms, which was within an
acceptable range. However, as the study approached the higher percentiles (99th and 99.9th),

the response times increased, showing the impact of rate limiting and queuing delays.

Step 3: Connection Timing

The connection timing data showed the time taken to establish connections, which was crucial for
understanding the overall request handling efficiency. The average connection time was about

0.042 seconds, with most connections being established within this timeframe.

Step 4: Error Analysis

Analysing the errors provided insights into the response times for requests that were rejected due
to rate limiting. The error response times were consistent with the overall average response time,
indicating that the rate limiting mechanism was operating efficiently without introducing significant

delays.
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5.3.6.5 Deployment for Test Evaluation Bottleneck Bandwidth and Round-trip propagation
time (BBR) with Berkeley Packet Filter (BPF)

(6) Fortio - hitp://ngink-senvice:80 - 2024-07-14 04:52:37
Response time histogram at 100 target qps (36.8 actual) 100 connections for 30s (actual time 31s), jitter: false, uniform: true, 63% emors
min 0.525 ms, average 1.745 ms, p50 1.8 ms, p752.13 ms, pd0 2.41 ms, p98 3.71 ms, p99.9 5.67 ms, max 20.628 ms

I Curnuative % [ Error Histogram [N Histogram: Count

Count

Response time in ms

Figure 5-16: BBR Folio with 100 Connections to nginx
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In the Fortio web Ul, the study configured the load test parameters. For testing with BBR and EDT
(Figure 5-17):

root@k3s-nodel-master: /home/system# kubectl -n kube-system exec ds/cilium —- cilium-dbg status | grep BandwidthManager
Defaulted container "cilium-agent" out of: cilium-agent, config (init), meunt-cgroup (init), apply-sysctl-overwrites (
ate (init), install-cni-binaries (init)

BandwidthManager: EDT with BPF [BBR] [ens32]

root@k3s-nodel-master: /home/system#

Figure 5-17: Bandwidth Manager with BBR Enabled
1. The load test configuration for BBR with BPF is detailed as follows:

I.  Target URL: http://nginx-service:80.
. Number of Threads: 4.
lll.  Connections: 100.

V. Duration: 30 seconds.
Metrics Collected is as follows:

I.  Total Requests: 3000.
II.  HTTP 200 (Success): 930 (31.0%).
.  HTTP 503 (Service Unavailable): 2070 (69.0%).

Analysis of Responses is as follows:
HTTP 503 Responses:

1. Observation: The high number of HTTP 503 responses indicated that the rate limiting is
effectively rejecting excess requests.
2. Implication: With 69.0% of requests resulting in HTTP 503, the rate limiting configuration

was clearly functioning as intended, preventing the server from becoming overloaded.
2. The response time(latency) distribution is as follows:

I.  Average Response Time: 1.724 ms.
[I.  Min Response Time: 0.000525031 ms.
[ll.  Max Response Time: 0.020627767 ms.
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3. Response Time Percentiles are:

I.  50th percentile (median): 1.74 ms.
II.  75th percentile: 2.13 ms.
lll.  90th percentile: 2.44 ms.
IV.  99th percentile: 3.71 ms.
V. 99.9th percentile: 5.67 ms.

Implication: The median response time of 1.74 ms indicated efficient request handling under
normal conditions. The increase in response times at higher percentiles suggested the impact of

rate limiting and queuing delays for some requests.

3.The connection timings are as follows:

I.  Average Connection Time: 0.013179296 seconds.
. Min Connection Time: 0.002806871 seconds.
M. Max Connection Time: 0.022499908 seconds.

Implication: The average connection time of 0.013 seconds was within a reasonable range,

indicating that the server is managing connections efficiently.

4. Error Analysis

l. Total Errors: 2070.

[I.  Average Error Response Time: 1.759 ms.

Implication: The average response time for errors was consistent with the overall response time,
indicating that the rate limiting mechanism was efficient and did not introduce significant delays

when rejecting requests.

5. Response Time Distribution

Observation: The median response time was 1.74 ms, with response times increasing at higher

percentiles.

The server maintained low latency for most requests, with higher latency at the upper percentiles
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due to the rate limiting mechanism and queuing delays.

6. Connection Timing

Observation: The average connection time is about 0.013 seconds.

The server establishes connections efficiently, with most connections being made within this

timeframe.

7. Error Analysis

Observation: The average error response time is 1.759 ms.

The rate limiting mechanism was operating efficiently, rejecting excess requests without

introducing significant delays.

The Fortio load test results confirmed that the rate limiting configuration on the NGINX service
was working effectively. The high percentage of HTTP 503 responses demonstrated that excess
requests are being rejected as expected. The response time distribution and connection timing
data indicated efficient handling of accepted requests, while the error analysis showed that the

rate limiting mechanism does not introduce significant delays.
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5.3.7 Fortio Results
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Figure 5-18:TCP Algorithm Results

The plots in Figure 5-18, for CUBIC and BBR showed similar trends, but BBR has a wider spread

and more extreme values in response duration, especially beyond 0.0025 ms.

The visual comparison also highlighted that BBR handles higher burst of requests but at the cost

of longer delays for some requests.

This analysis suggested that while both CUBIC and BBR performed similarly under typical
conditions, BBR may encounter more extreme delays under certain circumstances, which could

be critical depending on the application's sensitivity to latency.
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Throughput Over Time for CUBIC and BBR
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Figure 5-19: CUBIC and BBR Throughput Over Time

The mean difference between the CUBIC and BBR throughput was exceedingly small see Figure
5-19, indicating that the average throughput values for both algorithms were quite close to each
other.

The standard error was also small, reflecting that there was not much variability in the throughput

measurements.
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CHAPTER 6 DISCUSSIONS, CONCLUSIONS AND
RECOMMENDATIONS

6.1 Introduction to the Discussion of Objective 1

This chapter revisits the primary objectives of this research and synthesises the essential findings
and discussions derived from in-depth analysis of Narrowband Internet of Things (NB-1oT) and 5G
technologies. The key aim of this study has been to identify and address the challenges faced by
low-cost NB-loT applications and provide a comparative analysis with 5G to determine the optimal
network protocol for various loT applications. By evaluating critical factors such as data rate,
latency, scalability, energy efficiency, and coverage, the study aims to offer a comprehensive
understanding that guides stakeholders in making informed decisions. This chapter concludes the
investigation by summarising the outcomes of each research objective, discussing the implications

of these findings, and proposing directions for future research.
6.1.1 Objective 1

e To identify the challenges of low-cost NB-loT applications, discussing the differences

between 5G and NB-loT for choosing a suitable protocol.

This objective is essential as it addresses the critical need to understand the practical and
technical limitations of NB-1oT in comparison to 5G, particularly for cost-sensitive 10T applications.
The findings from this objective guide stakeholders in selecting the appropriate network protocol

for their specific use cases.
6.1.2 Summary of Key Findings
The main findings regarding the current challenges of low-cost NB-IoT applications are as follows:

I. Data Rate and Bandwidth: NB-loT supports low data rate transmissions, which limits its
applicability in high-speed data transfer scenarios. 5G, with its higher data rates and
broader bandwidth capabilities, is more suitable for such applications.

II.  Latency: NB-loT has higher latency than 5G, making it less suitable for real-time

applications requiring instant data exchange.
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Scalability and Energy Efficiency: NB-IoT excels in energy efficiency and scalability,
making it ideal for large-scale, low-power applications. In contrast, 5G provides higher
performance but may not match NB-IoT in terms of energy efficiency.

Coverage: NB-IoT provides excellent coverage in challenging environments, such as
underground or deep indoor locations, which is a significant advantage over 5G in these
scenarios.

Cost Considerations: NB-loT's cost efficiency makes it a more viable option for budget-

constrained projects than 5G.

6.1.3 Detailed Analysis and Interpretation

1.

1.

V.

Data Rate and Bandwidth

The low data rate of NB-loT, while beneficial for conserving energy and reducing costs,
limits its use in applications requiring high-speed data transfer. This finding aligns with
existing research highlighting 5G's bandwidth and data rate capabilities advantage,

making it suitable for applications such as video streaming and large data transfers.

Latency

The higher latency of NB-loT is a significant drawback for real-time applications. This is
consistent with theoretical expectations and previous studies showing 5G's ability to
support Ultra-Dependable Low-Latency Communications (URLLC), making it preferable

for applications like autonomous driving and remote surgery.

Scalability and Energy Efficiency

NB-loT's low power consumption and scalability design are advantageous for 0T
deployments involving numerous low-power devices. This supports the literature on NB-

loT's suitability for large-scale IoT deployments where energy efficiency is critical.

Coverage

NB-loT's greater coverage capabilities validate its deep indoor and underground
penetration design objectives, especially in challenging environments. This finding

verifies studies highlighting NB-loT's extended coverage benefits over 5G.
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V.

Vil

Cost Considerations

The lower cost of deploying NB-loT solutions is a significant advantage for cost-sensitive
projects. This finding aligns with economic analyses that emphasise NB-loT's cost-

effectiveness compared to 5G.

Link to Theoretical Framework

These findings are interpreted within the framework of Information Theory as proposed
by Claude Shannon, which emphasises the importance of efficient and reliable
communication (Shannon & Weaver, 1964). According to Shannon's theory, the capacity
of a communication channel and its efficiency in transmitting information are critical for
optimal performance. The study’s results align with this theoretical model, advocating for
a strategic approach to protocol selection based on specific application needs and
constraints. NB-loT and 5G represent different points on the spectrum of Shannon's
theory, with NB-1oT focusing on efficiency and extended coverage (low capacity, high
reliability) and 5G emphasising high capacity and low latency (high capacity, lower

energy efficiency).

Discussion of Anomalies or Unexpected Results

An unexpected result was the extent of NB-loT's coverage advantages in highly
challenging environments. This suggests that NB-loT's design may offer benefits beyond
those documented in existing literature, warranting further investigation (Yau et al.,
2022).

6.1.4 The Context within the Broader Field

This study's findings on NB-IoT and 5G align with and extend previous research by providing a

detailed comparative analysis based on empirical data. While other studies have highlighted 5G's

strengths in data rate and latency, this research emphasises NB-loT's unique coverage and cost-

efficiency advantages.

The study contributes new insights by offering a comprehensive framework for evaluating the

suitability of NB-loT and 5G for different applications. It provides practical guidelines for
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stakeholders, helping them make informed decisions based on empirical evidence and theoretical

considerations.

Counterarguments and Rebuttals

Potential counterarguments suggest that the rapid evolution of 5G could diminish NB-loT's

advantages in the future (Attaran, 2023).

While technological advancements in 5G are ongoing, NB-loT's specific design and deployment
contexts ensure its relevance for certain applications, particularly those requiring extended
coverage and low cost. The unique strengths of NB-IoT in these areas remain significant and are

unlikely to be entirely surpassed by 5G in the near term.

6.1.5 Addressing the Implications

The findings suggest that NB-loT remains the preferred choice for cost-sensitive and large-scale
deployments due to its energy efficiency and coverage capabilities. For applications requiring high

data rates and low latency, 5G is the optimal solution.

The study underscores the importance of a nuanced approach to network protocol selection,
reinforcing theoretical models that advocate for application-specific evaluations. By applying
Shannon's Information Theory, a better understanding of the trade-offs between capacity,

reliability, and efficiency in selecting communication protocols is achieved.

6.1.6 Acknowledging Limitations

This study's limitations include the rapidly evolving nature of loT technologies, which may affect
the generalisability of the findings over time. Additionally, the analysis is based on currently

available data and may need updates as modern technologies and data emerge.

6.1.7 Suggestions for Future Research

Future research should explore integrating hybrid network solutions that leverage the strengths of
both NB-loT and 5G. Additionally, longitudinal studies could provide insights into how these

technologies evolve and their long-term performance in various applications.
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6.1.8 Concluding Remarks

In conclusion, this study has identified key challenges and comparative advantages of NB-loT and
5G, providing valuable insights for stakeholders in selecting the appropriate network protocol for
their loT applications. The research offers a solid foundation for future work in this rapidly evolving

field by aligning the findings with theoretical frameworks and practical considerations.

6.2 Introduction to the Discussion of Objective 2

6.2.1 Objective 2

This objective aimed to analyse how different environmental settings (rural, indoor, urban, outdoor)
impact key performance metrics such as latency and channel capacity for NB-loT applications. In
this case, we focused on channel capacity as an indicator of the system's potential throughput

and overall network efficiency.

Objective 2: To identify the transmission latency of NB-loT real-time applications and various

parameters.

The detailed comparative analysis results presented in below, provide a foundational
understanding of how channel capacity varies in different environmental settings. This information
is crucial for guiding network deployment decisions, optimising infrastructure placement, and
developing adaptive network management strategies to ensure consistent and reliable

communication performance in varying scenarios.

The data was collected to assess the impact of different signal qualities on network performance,

particularly focusing on latency.

The figure below illustrates the differences in channel capacity observed in these varied
environmental settings. The plot highlights the disparities in signal strength and channel capacity,
which are critical factors in determining latency and overall network reliability. These visual insights
support the findings discussed in the main report, emphasising the significant influence of

environmental conditions on network performance.

Including this comparative analysis helps to understand the behavior of network performance

metrics such as channel capacity in different scenarios, providing a basis for future research into
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optimising NB-loT network deployment strategies based on environmental factors.

Channel Capacity (Mbps)

Channel Capacity (Mbps)

Table 6-1: Observations on Channel Capacity

Location Mean Channel Capacity Maximum Capacity Observations
(Mbps) (Mbps)

Rural 1.43 2.86 Substantial variability:
fewer obstructions lead to
stable but lower channel
capacity overall.

Indoor 0.97 1.26 Lowest capacity on
average; significant
attenuation due to
obstacles and structural
elements.

Urban 1.88 3.12 High peak capacity;
potential interference but
also more infrastructure
support.

Outdoor 1.85 3.12 High average capacity;
good conditions for line-
of-sight communication;
less interference.
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Figure 6-1: Comparative Channel Capacity
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6.2.2 Summary of Key Findings from Comparative Analysis

The main findings regarding the transmission latency of NB-loT real-time applications are as
follows:

1e6 Mean Channel Capacity by Area Type Standard Deviation of Channel Capacity by Area Type
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Figure 6-2: statistical summary for Channel Capacity across different area types

1. Channel Capacity Variability Across Environments:

I.  Urban and Outdoor Environments had significantly higher channel capacity compared
to indoor and rural environments, with mean capacities around 1.88 Mbps and 1.85
Mbps, respectively.

II.  Indoor Channel Capacity was the lowest on average, which was attributed to
interference from structural elements and indoor obstacles. The statistical summary
shows a mean channel capacity of approximately 0.97 Mbps.
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The Rural Environment showed substantial variability in channel capacity but achieved

lower values overall compared to urban areas, with a mean of around 1.43 Mbps.

Maximum Capacity Differences:

Urban and Outdoor Environments achieved peak channel capacities above 3 Mbps,
indicating the potential for higher data throughput. This was due to fewer obstructions

and better line-of-sight conditions for the signal.

The Indoor Environment had a maximum capacity of around 1.26 Mbps, highlighting

limitations caused by interference from walls and other obstacles.

Implications for Network Planning:

The variability in channel capacity across different environments highlighted the need for
environment-specific network optimisations.

Indoor deployments could benefit from additional infrastructure such as repeaters or
indoor base stations to overcome signal attenuation.

In urban and outdoor environments, the high peak capacity suggested an opportunity to
support high-throughput applications, provided the network can effectively manage the

interference and mobility challenges.

6.2.3 Detailed Analysis and Interpretation

Indoor Channel Limitations

As expected, indoor location consistently had lower channel capacity due to interference
from walls and other physical obstructions. These factors lead to limited signal strength
and a reduced channel capacity, making indoor conditions the most challenging for

reliable communication in NB-loT applications.
Urban Performance

The results demonstrated that urban areas, while more complex and subject to higher
variability, have the potential for high channel capacities due to increased base station
density. This allows urban areas to provide the highest capacity, but the variability

indicated challenges related to mobility and interference.
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1.

Rural Strength

Interestingly, rural environments offered relatively high and stable channel capacities.
The lack of interference and obstructions contributes to a more stable signal, making
rural deployments promising for certain NB-loT applications that require consistent

communication quality.

Link to Theoretical Framework

The findings align with Shannon's Information Theory, which emphasises the impact of
signal quality and bandwidth on the capacity of communication channels. The higher
channel capacity in less obstructed environments (urban and outdoor) supports the

theoretical model that optimal channel conditions yield better communication efficiency.

Discussion of Anomalies or Unexpected Results

An unexpected result was the extent of latency reduction achievable in rural
environments, where fewer obstructions and less interference contributed to more stable
and lower latency. This suggests that rural deployments of NB-loT may inherently offer
better performance for specific applications, warranting further exploration. This is also

supported by the findings in Appendix C.

6.2.4 Contextualisation Within the Broader Field

Rural Environments

In the context of NB-loT, rural deployments may benefit from higher potential channel
capacity, making them suitable for applications requiring larger bandwidth, such as

remote sensing or agriculture.

However, the high variability observed in rural channel capacity suggests that network
planning must consider additional factors such as terrain and distance to ensure

consistent performance.
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Il. Indoor Environments

The reduced but stable channel capacity in indoor settings points to the need for
increased infrastructure support, such as repeaters or distributed indoor base stations, to

ensure sufficient connectivity.

This environment is better suited for applications where consistent, moderate capacity is
needed, such as smart homes or health monitoring, where the environment is less

dynamic.
Counterarguments and Rebuttals

Potential counterarguments might suggest that the variability in latency makes NB-loT unsuitable
for specific real-time applications. However, while variability in latency is a challenge, the study
demonstrates that with proper network management and optimisation strategies, NB-1oT can still
meet the requirements of many real-time applications. Using edge computing and adaptive

network configurations can help mitigate these issues.
6.2.5 Addressing the Implications

The findings suggest that NB-loT deployments should prioritise environments with fewer
obstructions and stable signal quality for applications requiring consistent low latency.
Enhancements in handover mechanisms and network management strategies are critical for

maintaining low latency in mobile and urban scenarios.

The study underscores the relevance of Information Theory in understanding and optimising
communication networks. By applying Shannon’s principles, the study addresses the trade-offs
between latency, signal quality, and network reliability, guiding the design of more efficient NB-

loT systems.
6.2.6 Acknowledging Limitations

This study's limitations include focusing on specific geographical areas and using a single network
operator. These factors may affect the generalisability of the findings. Additionally, the rapid
evolution of loT technologies suggests that ongoing research is necessary to keep findings current

and applicable.
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6.2.7 Suggestions for Future Research

Future research should explore integrating advanced handover mechanisms and edge computing
solutions to reduce latency in NB-loT networks. Longitudinal studies across diverse geographical
areas and network configurations would provide more comprehensive insights into NB-loT
performance. Additionally, investigating the impact of emerging technologies on the latency

variability observed in the comparative analysis would be valuable.

6.2.8 Concluding Remarks

In conclusion, this study has identified key factors affecting the transmission latency of NB-loT
real-time applications and provided practical insights into optimising network deployments. By
aligning the findings with theoretical frameworks and practical considerations, the research offers

a strong foundation for future work in enhancing NB-loT performance and reliability.

The comparative analysis results presented serve as a basis for understanding the diverse
environmental impacts on channel capacity and latency, thereby informing effective strategies for

future NB-loT deployments.

6.3 Introduction to the Discussion of Objective 3

This objective is of paramount importance as it addresses the pressing need to enhance the
resilience and security of NB-loT networks against Distributed Denial of Service (DDoS) attacks.
In rapidly expanding loT deployments, where NB-IoT is a key enabler for connecting many low-
power devices, ensuring robust, fault-tolerant communication becomes crucial. DDoS attacks
pose significant threats to the reliability and functionality of loT networks by overwhelming network

resources and causing service disruptions.

Integrating NB-loT with edge computing platforms presents a promising approach to mitigate
these threats. Edge computing brings computational power closer to the data source, reducing
latency and bandwidth usage. It also provides an additional layer of defense against cyber threats
by enabling real-time data processing and security monitoring. This discussion undertakes an
exploration into the key findings related to the design of a delay-tolerant network architecture for
NB-loT, analyse the challenges and solutions identified in the integration with edge computing,

and highlight the implications of these findings within the broader field of 10T security.
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By focusing on this objective, the study aims to provide a comprehensive framework that
addresses the specific vulnerabilities of NB-loT networks, offering practical solutions to enhance
their resilience against DDoS attacks. This discussion will demonstrate the analytical depth of the
research, contextualise the findings within existing theoretical frameworks, and emphasise the

significance of the proposed solutions in advancing the field of 10T security.
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6.3.1 Objective 3

e To design a Narrow-Band loT Delay-Tolerant Network (NB-loTDTN) architecture to

counteract DDoS attacks.

This objective was to enhance the resilience of NB-loT networks against DDoS attacks using a
Delay-Tolerant Network (DTN) architecture. This objective explored how integrating NB-loT with
edge computing and lightweight security measures can secure communication, particularly in

resource-constrained environments.

6.3.2 Summary of Key Findings

e The findings related to the security aspects include:

I.  Lightweight Security Policy

Implemented using Cilium CNI on a K3s cluster, this policy involved simple encryption
and authentication protocols tailored for low-power, resource-limited NB-loT devices. The
policy was designed to operate within these constraints, minimising computational load
while ensuring secure data transmission. Cilium provided network security by leveraging
eBPF (extended Berkeley Packet Filter) for efficient packet processing, which helped in
enforcing policies with minimal computational overhead. For resource-constrained NB-
loT devices, the policy involved basic encryption and authentication protocols, ensuring
that security measures are balanced with the need to minimise computational load. This
approach allowed secure data transmission while accommodating the limited processing

and energy capacities of these devices.
II.  Evidence of Attack Mitigation

By filtering traffic based on defined policies, Cilium effectively controlled and limited
malicious traffic, which is particularly important during IP spoofing characteristic of DDoS
attacks. This helped in maintaining service continuity by ensuring that essential network
functions such as the nginx webserver pods remained operational even under attack
conditions. Cilium’s use of eBPF allowed these security measures to be applied with low

overhead, making it well-suited for resource-constrained environments like the Delay-

166



Tolerant Network (NB-IoT-DTN). Experimental results demonstrated that the network
successfully mitigated DDoS attacks, maintaining service continuity and showing
resilience during an IP spoofing attack. The Cilium CNUI’s built-in security features, like

policy-based traffic filtering, played a crucial role in reducing attack impact.

6.3.3 Detailed Analysis and Interpretation

The lightweight security policy integrated with Cilium CNI on a K3s cluster provided specific attack

mitigation mechanisms as follows:

1. Resource Constraints and Edge Computing

.  Analysis

By offloading processing tasks to edge devices, the architecture improved the
computational burden on edge cluster nodes. During normal conditions, the system
displayed balanced resource usage across nodes, as indicated by CPU and RAM
utilisation data (Figure 5-3 and Figure 5-4). However, even during the flood attack, where
certain nodes experienced increased CPU load, the network maintained overall stability

without significant resource exhaustion.

Il. Interpretation

This demonstrated that edge computing cloud effectively manage resource constraints
within the Delay-Tolerant Network (NB-loT-DTN), enabling the deployment of lightweight
devices that may otherwise struggle under direct attack. The load distribution achieved
through edge processing ensured that even under adverse conditions, the system could

preserve its core functions.

2. Latency Management Through Delay-Tolerant Networking

. Analysis

The entropy values observed during both normal (2.32 for receiving and 2.20 for
sending) and attack conditions (2.11 for receiving and 1.94 for sending) showed that the

DTN architecture maintained balanced traffic distribution, though it was slightly less even
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during the attack. Despite this, the system effectively handled latency, preserving data
transmission continuity without significant delays, as evidenced by response times in the

Fortio results.
ll. Interpretation

These results highlighted the role of DTN principles in managing latency by distributing
traffic load across nodes, even during disruptions. The ability to maintain stable latency
levels, despite uneven traffic distribution, underscored the DTN architecture's

effectiveness in providing robust data transmission under high-stress conditions.
3. Real-Time Intrusion Detection and Traffic Filtering
l.  Analysis

Cilium’s integration allowed for real-time monitoring and filtering of traffic, as shown
during the flood attack when the malicious pod was identified, and its traffic was dropped
(Figure 5-10). By utilising policy-based traffic filtering, Cilium effectively blocked
unauthorised traffic, maintaining network integrity. This was supported by mutual
information values (0.12 for receiving and 0.17 for sending), which reflected minimal
dependency on normal traffic patterns, indicating that the attack introduced significant

deviation without causing complete disruption.
Il. Interpretation

The real-time intrusion detection and traffic filtering capabilities of Cilium were crucial in
minimising the attack surface. By identifying and blocking malicious traffic promptly, the
Delay-Tolerant Network (NB-loT-DTN). was able to sustain operations, demonstrating
the potential of containerised networking solutions to provide scalable, real-time security
in the NB-1oT-DTN.

4. Congestion Control and Network Performance with CUBIC and BBR
Algorithms
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. Analysis

While both CUBIC and BBR algorithms managed overall throughput effectively, there
were notable differences in handling latency. The Fortio results for BBR, for instance,
displayed longer delays under higher burst loads compared to CUBIC (Figure 5-18). The
99th percentile response times for BBR showed increased latency, suggesting that BBR

is more sensitive to congestion when handling burst traffic.

. Interpretation

These differences highlight the trade-offs involved in selecting congestion control
algorithms for DTN architectures. While BBR may offer advantages in burst handling, it
may not be as suitable for latency-sensitive applications. CUBIC'’s relatively stable
latency profile suggests it may be better suited for scenarios where minimising delay is

critical to maintaining performance.

5. Link to Theoretical Framework

.  Analysis

Using Shannon’s entropy formula, the study quantitatively assessed traffic distribution
across the network. During the attack, the reduced entropy values indicated a shift
towards a more concentrated load on specific nodes. The low mutual information values
further reflected this deviation from expected patterns, underscoring how attacks disrupt

the predictability and balance of network traffic.

Il. Interpretation

These findings align with Shannon’s Information Theory, which emphasises the need for
efficient and reliable communication. By maintaining traffic predictability and mitigating
disruptions, the DTN architecture meets Shannon’s principles, providing a theoretical

basis for its resilience against attacks.

I.  Discussion of Anomalies or Unexpected Results

An unexpected result was the extent to which delay-tolerant architectures could manage latency
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and maintain data transmission continuity during DDoS attacks. This suggests that DTN principles
offer more significant benefits for NB-loT than previously anticipated, warranting further
investigation. llha et al. (2021) discussed a real-time DDoS attack detection and mitigation
approach using P4-based, in-network solutions, highlighting the benefits of testbed

experimentation for software-defined network security.

6.3.4 The Context Within the Broader Field

This study's findings align with and extend previous research on NB-loT and edge computing by
providing a detailed analysis of how delay-tolerant architectures can mitigate DDoS attacks. While
other studies have focused on general security and performance improvements, this research
emphasises the specific benefits of DTN principles in enhancing network resilience. Bakhshi
Kiadehi et al. (2021) presented a fault-tolerant architecture for loT based on Software-Defined

Networks, highlighting its potential to improve resilience and reduce latency in loT systems.

Benhamida et al. (2017) discussed the opportunities and challenges of using delay-tolerant

networks in loT applications, providing a comprehensive overview of potential solutions.

The study contributes new insights by proposing a delay-tolerant network architecture for NB-loT.
It offers practical guidelines for integrating these networks with edge computing to enhance fault
tolerance. It provides valuable recommendations for stakeholders looking to improve the security

and resilience of their loT deployments.

Counterarguments and Rebuttals

Potential counterarguments suggest that the overhead associated with implementing delay-

tolerant architectures could offset their benefits.

While implementing DTN principles involves some overhead, the increased resilience and security
benefits far outweigh these costs. Integrating with edge computing helps distribute the

computational load, minimising the impact on individual NB-loT devices.

6.3.5 Addressing the Implications

The findings of this study carry significant implications for the design and deployment of NB-loT

networks, particularly in terms of enhancing resilience against DDoS attacks. By integrating delay-
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tolerant network (DTN) architectures with edge computing, the research demonstrated a practical
approach to improving network robustness, thereby addressing a critical vulnerability in loT
networks. This approach was especially relevant for large-scale NB-loT deployments, where

security and reliability are paramount due to the vast number of interconnected devices.

By leveraging edge computing, the study illustrated a scalable solution that not only reduces
latency but also enables real-time threat detection and mitigation. This added a critical layer of
defense, as edge devices could act as intermediaries that filter and process data locally, reducing
the load on central network resources and minimising the impact of DDoS attacks. This edge-
based strategy reflected a broader industry shift toward decentralising security processes to
enhance response times and provide localised protections, which is especially beneficial in

distributed loT deployments.

6.3.6 Acknowledging Limitations

This study's limitations include the rapidly evolving nature of 10T technologies, which may affect
the generalisability of the findings over time. Additionally, the analysis is based on currently

available data and may need updates as innovative technologies and data emerge.

While the study’s experiments focused on DDoS attacks, they were limited to specific attack
vectors and scenarios. loT networks face a variety of other cyber threats, including man-in-the-
middle attacks, malware, and data breaches, which were not addressed in this study. Therefore,
the effectiveness of the proposed DTN architecture and security policy may vary when applied to

other types of attacks or in more complex threat landscapes.

Although the lightweight security policy was designed to accommodate the limited processing
capabilities of NB-loT devices, scaling the solution to larger networks with thousands of devices
may present additional challenges. The computational and storage requirements for edge devices
could increase with network scale, potentially impacting the solution’s feasibility in expansive NB-

loT deployments.

6.3.7 Suggestions for Future Research

Future research should explore the integration of more advanced security protocols and machine

learning techniques to further enhance NB-loT networks' resilience. Additionally, empirical studies
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are needed to validate the effectiveness of delay-tolerant architectures in diverse real-world

scenarios.

While this study implemented a lightweight security policy, future research could explore the
integration of more security protocols, such as zero-trust architectures, multi-factor authentication,
and encryption algorithms tailored for lIoT environments. Investigating the balance between
protocol complexity and resource efficiency in NB-loT devices would be valuable, as this could

further mitigate DDoS attacks without overburdening device resources.

While this study demonstrated the architecture's effectiveness in a controlled environment, future
research should test the proposed solution’s scalability and performance under real-world
conditions. This includes deployments in diverse physical settings and with varying network
densities. Real-world testing would help validate the solution's practicality and identify potential

operational challenges in a live IoT environment.

Given the resource constraints of NB-loT devices, examining the energy efficiency of various
security protocols and architectures could be an important area for future research. Developing
security solutions that minimise power consumption while maintaining robust protection would be
particularly valuable for large-scale loT deployments that operate on battery-powered or low-

energy devices.

6.3.8 Concluding Remarks

In conclusion, this study has highlighted the importance of integrating delay-tolerant network
(DTN) architectures and edge computing to enhance the resilience of narrow-band loT (NB-loT)
networks against Distributed Denial of Service (DDoS) attacks. By addressing the critical
vulnerabilities of resource-constrained NB-loT devices, the proposed architecture demonstrated

a viable approach for improving both the security and robustness of 0T networks.

The integration of a lightweight security policy, facilitated by Cilium CNI within a K3s cluster,
illustrated how containerised networking solutions can effectively counteract DDoS threats. This
approach not only leverages DTN principles to manage latency and maintain data transmission
continuity but also underscores the potential of edge computing to decentralize processing, reduce
latency, and enhance real-time threat mitigation. The study’s findings align with Claude Shannon’s

Information Theory, providing a theoretical foundation that underscores the importance of reliable
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communication protocols in maintaining network integrity under duress.

While the research has addressed key aspects of securing NB-IoT networks, it also acknowledges
certain limitations, such as the need for scalable solutions, the dependence on specific
technologies, and the evolving nature of l0T security requirements. These limitations highlight
areas for future exploration, particularly in the integration of advanced security protocols and

machine learning for adaptive threat detection.

Overall, this study contributes to the broader field of 0T security by offering a practical, adaptable
framework for mitigating DDoS attacks in NB-loT environments. By proposing a robust delay-
tolerant architecture that incorporates edge computing and lightweight security measures, it
provides a foundation upon which further research and development can build. Future
advancements in this field hold promise for even greater resilience and adaptability, ultimately

paving the way for more secure and sustainable IoT deployments.

In advancing the discourse on IoT resilience, this work also invites further inquiry into how
emerging technologies and innovative security strategies can continue to evolve and enhance the
protections necessary for today’s interconnected world. As the loT landscape continues to grow,
the insights gained from this study can inform both academic research and practical

implementations, fostering a more secure and resilient digital future.

6.4 Introduction to the Discussion of Objective 4

The study addressed the research objective of applying systems theory to understand and
optimise the performance to simulate NBIOT-DTN with edge computing conceptual framework.
This objective was crucial within the broader scope of the research as it aimed to provide a robust
theoretical framework for analysing complex interactions within IoT networks and to develop

strategies for dynamic performance optimisation.

The primary objective of this study was to evaluate the reliability and performance of the transport
layer within the NB-loT architecture, focusing on the proposed fault-tolerant network's

effectiveness in supporting dependable and efficient loT applications.

In the rapidly evolving field of loT, ensuring the reliability and performance of communication

networks is crucial. NB-loT has gained prominence due to its low power consumption and
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extensive coverage. However, evaluating its transport layer's capabilities under various conditions

is essential for its practical deployment in real-world loT applications.
6.4.1 Objective 4

The study aimed to evaluate the reliability and performance of the NB-loT network layer,
focusing on enhancing resilience against DDoS attacks. Experiments assessed metrics such
as packet loss, latency, throughput, and network availability under both normal and attack

conditions.
6.4.2 Summary of Key Findings
The findings underscored significant performance gains in reliability and fault tolerance:
I. Improved Reliability and Performance

The fault-tolerant NB-loT architecture demonstrated reduced packet loss and enhanced network
availability, with data showing a decrease in latency by an average of 20-30% under typical

conditions.
ll. Effective DDoS Handling

During simulated IP flooding, the system-maintained stability, as confirmed by Lyapunov's
method, showing only minor variations in throughput and latency despite high signaling loads.

Consistent packet loss remained below 5%, indicating effective mitigation.
lll. Key Data Points

Stability was confirmed under both normal operations and attack conditions, with Lyapunov’s
method results indicating stable CPU and RAM utilization (average 25% CPU, 30% RAM).

Adjustments through feedback control reduced error rates and optimised performance, with Figure

5-3 highlighting CPU and RAM usage stabilising over time under varying loads.
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6.4.3 Detailed Analysis and Interpretation

The feedback control mechanisms helped with dynamic adjustments, which stabilised resource

usage and optimised performance:

I. CPU and RAM Usage

Figures 5.3 and 5.4 showed reduced fluctuations and lower average usage, indicating efficient

load management. Over time, CPU spikes decreased from an initial 35% to under 15%.

ll. Latency and Throughput

The model's adaptive mechanisms sustained high throughput during attacks, as illustrated in
Figure 5.6, where packet loss remained low, and latency significantly improved, supporting smooth

traffic flow.

I Link to Theoretical Framework

The findings aligned well with Systems Theory principles, as the feedback control system provided
a dynamic balance within a complex loT network. Tahiliani, Misra, and Ramakrishnan (2020)
discussed the importance of feedback in congestion control for achieving low latency and high
throughput in networked systems. This outcome reflected queueing theory’s insights, where

optimised queue management led to improved latency and throughput.

ll. Anomalies and Unexpected Results

a) Initial Error Rate Spike

The error rate at the start of the experiment peaked at approximately 8-10% within the first five

minutes of deployment.

This spike was observed due to transient states as the system initialised and adjusted its
parameters in response to the feedback control settings. For instance, the gain setting K1 in the

feedback control led to higher responsiveness

b) Error Rate Stabilization Over Time
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Following the initial spike, error rates stabilised to around 2-3% within the next 10-15 minutes. The

data showed a steady decline in error rates as the system adapted to the feedback control inputs.

By minute 20, error rates had leveled off, consistently staying below 2%, indicating that the
adaptive feedback mechanism effectively reduced fluctuations and restored normal operating

conditions.

c) Adaptive Feedback Mechanism's Role

When the feedback control gain was adjusted from K1 to K2, system stability improved. K2 led to
smoother responses, bringing error rates below the 2% threshold more quickly, within 10 minutes

of the adjustment.

The adjustments to K2 and K3 further highlighted the system’s adaptability, as these
configurations minimised error rate fluctuations by 30-40% compared to K1, underscoring the

importance of selecting appropriate gain settings.

d) Continuous Monitoring and Adaptive Strategies

The feedback control mechanism's ability to adapt to changing conditions over time was quantified
by observing CPU and RAM usage patterns, which initially spiked but gradually stabilised. For
example, CPU usage spikes dropped from 35% initially to below 15% once adaptive controls were

fully engaged.

This stabilisation reflected the effectiveness of continuous monitoring, as real-time adjustments

allowed the system to dynamically manage resources and mitigate transient states quickly.

6.4.4 The Context Within the Broader Field

The study’s results strongly align with previous applications of Systems Theory in network
management, particularly in the context of feedback control for performance optimisation (Sato et
al., 2015). By applying these concepts to Kubernetes-based loT networks, an area that has seen
limited exploration, the research provides fresh insights into how feedback control can optimise

performance in this specific environment.

This study contributes to the field by demonstrating the practical application of Systems Theory to
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manage and optimise |oT networks. It provides a detailed methodology for integrating real-time
metrics into state-space models and applying feedback control to achieve desired performance
outcomes, thereby extending the applicability of Systems Theory to modern network management

scenarios.

Unexpected signal detection losses were observed intermittently, due to temporary network
congestion or misconfigurations. Further investigation into these anomalies is necessary to

enhance network reliability.

Compared to prior research, this study provides a more comprehensive evaluation of network
reliability and performance metrics. It highlights the transport layer's potential for robust loT
applications, underscoring its relevance to stakeholders aiming to enhance NB-IoT reliability in
adverse conditions. By proposing a fault-tolerant network model, the research establishes a new
benchmark for NB-loT performance evaluation under challenging scenarios, reinforcing its value
in the field (Bouacida, 2017).

6.4.5 Ethical Considerations in Network Security and User Privacy
1. Data Privacy and Security
.  Encryption and Authentication

The study integrated lightweight encryption and authentication protocols tailored for resource-
constrained NB-loT devices. This ensured that data transmitted within the network was protected

from unauthorized access, safeguarding user information against potential security breaches.
Il. Protection Against DDoS Attacks

The fault-tolerant network architecture was specifically designed to enhance resilience to DDoS
attacks, which are a major threat to user privacy and data integrity in loT networks. By mitigating
such attacks, the architecture helped prevent unauthorised access and disruption, which could

expose sensitive user data.
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1. Data Minimization

In line with privacy best practices, the study minimised data collection to only those metrics
essential for performance evaluation. Real-time metrics on CPU, RAM usage, and network traffic

were collected without storing personally identifiable information, thereby reducing privacy risks.

2. Transparency in Methodology

l. Clear Documentation and Citation

All data sources and theoretical frameworks were properly cited, ensuring that the study was
transparent about the origins of information used. The methodology was thoroughly documented
to allow for reproducibility, enabling other researchers to independently verify and extend the work

without ethical ambiguities.

. Simulation Environment

The study used a simulated environment, which meant that no real user data was collected or
processed. This approach minimised risks associated with user privacy while providing a safe

testing ground for the proposed architecture.

3. Consideration of Ethical Implications:

I. Impact on User Privacy and Data Security

The study recognised that the deployment of NB-IoT networks can have significant implications
on user privacy and data security. The proposed architecture was designed to address these
concerns by implementing fault-tolerant mechanisms that reduce the likelihood of data breaches

and unauthorised access.

ll. Compliance with Ethical Standards

The work adhered to ethical standards by ensuring that all data used in the simulations was
anonymised and by prioritising user data security in the design of the architecture. Future iterations
of the architecture could incorporate privacy-by-design principles, further strengthening its

alignment with professional ethics.
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4. Suggestions for Future Ethical Considerations:

I. Enhanced Data Security Protocols

Future research could explore more advanced encryption methods and compliance with

frameworks such as GDPR and POPI ACT to further safeguard user privacy.

Il. Ethical Implications of Real-World Deployment

As the architecture moves from simulation to potential real-world applications, ongoing
assessments of its impact on user privacy and data security will be essential. This includes
considering how data collected from loT devices could be protected from unauthorised access at

every stage of transmission and storage.

Counterarguments and Rebuttals

Potential counterarguments might suggest that the initial configuration spikes indicate a limitation

in the feedback control mechanism.

The study addressed this by showing that transient spikes are common in dynamic systems as
they adjust to new control inputs and by demonstrating the adaptability of the model to stabilise
and optimise performance over time. Further, an emphasis on the specificity of the model to

Kubernetes-based loT networks, suggests areas for adaptation and application to other network

types.

While simulations provide controlled environments for testing, the methodology included realistic

traffic patterns and network conditions, ensuring the validity of the findings.

6.4.6 Addressing the Implications

The findings suggest that deploying NB-loT networks with the proposed fault-tolerant mechanisms
can significantly enhance service reliability for managing Kubernetes-based IoT networks. The
feedback control mechanisms can be implemented to dynamically adjust network configurations,
improving overall performance and stability, thus providing a practical tool for real-time network

management.
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This study advances the theoretical understanding of l0T's transport layer capabilities, providing
a foundation for future research on network reliability and performance under extreme conditions.
It demonstrates the viability of state-space models and feedback control in real-world applications,

thus contributing to the theoretical development of network management strategies.

6.4.7 Acknowledging Limitations

The primary limitation of this study is the reliance on simulated environments, which may not

capture all real-world variables.

The study's limitation is its focus on a specific type of network (Kubernetes-based IoT). While the
model showed promising results, its applicability to other types of networks remains to be
evaluated. Additionally, the transient spikes in error rates indicate a need for further refinement in

the initial configuration phase of the feedback control system.

The observed anomalies in signal detection require further investigation to fully understand their

causes and implications.

6.4.8 Suggestions for Future Research

Future research should focus on real-world deployment scenarios to validate the simulation

results.

Future research should explore the application of the model to diverse types of IoT networks to
validate its universality. Refining the initial configuration phase to minimise transient spikes and
extending the feedback control mechanisms to incorporate additional performance metrics could

further enhance the model's robustness and applicability.

6.4.9 Concluding Remarks

In conclusion, the research demonstrated the successful application of systems theory to manage
and optimise the dynamic performance of Kubernetes-based loT networks. By leveraging state-
space models and feedback control, the study significantly improved key performance metrics and
confirmed system stability through Lyapunov’s direct method. This study validates the practical
utility of theoretical constructs and provides a solid foundation for future research in dynamic

network management.

180



In summary, the evaluation of the transport layer's reliability and performance in the loT
architecture demonstrated the effectiveness of the proposed fault-tolerant network. These findings
confirm its potential to support reliable and efficient loT applications, contributing valuable insights

to the field and paving the way for future advancements in NB-loT technology.

6.5 Theoretical Contribution

This thesis significantly contributes to the theoretical understanding of edge communication
networks by leveraging foundational principles from cybernetics, information theory, and systems
theory. Despite advancements in the field, theoretical challenges remain in optimising network
performance, ensuring robust security, and managing variability in signal quality. This research
bridges these gaps by developing new theoretical frameworks that integrate these foundational
theories, offering new insights and perspectives that challenge the conventional understanding of

loT communication.

This thesis significantly contributes to the theoretical understanding of edge network reliability and
performance. Despite advancements, the field has grappled with theoretical challenges such as

understanding the impact of high signaling loads and DDoS attacks on edge computing networks.

Cybernetics and information theory provide critical insights into network communication
vulnerabilities and system fault tolerance. These theories contribute to measuring information
content and apply these concepts to complex systems like networks, drawing parallels with the
nervous system (Duffy, 1984; Zimmermann, 1989). They emphasise the importance of feedback

mechanisms, which are crucial for regulating complex systems (Mobus & Kalton, 2015).

The theoretical improvements presented in this thesis revolve around the development of a fault-
tolerant network model for NB-loT. These contributions provide a fresh perspective on network
reliability and performance, traditionally understood through conventional network management
and security frameworks. By introducing a fault-tolerant approach that incorporates advanced
simulation techniques and real-time monitoring, this research expands the theoretical boundaries
of loT network management, offering a more nuanced understanding of how to maintain network

integrity under adverse conditions.
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Systems theory enables a holistic view of networks as interdependent structures. It recognises
that changes in one part can have extensive effects, which is crucial for understanding network
robustness (Shah, 2019; Xiao & Zhao, 2022; Krishnamoorthy et al., 2023;). Systems theory has
identified fault lines in the long chains of information, such as financial networks, highlighting the
importance of understanding interconnectedness and failure propagation (Campbell-Verduyn et
al., 2019).

In the context of this study, these theories offer a comprehensive perspective essential for
understanding network vulnerabilities and designing robust security measures against DDoS
attacks. The synergy between these theories ensures that the research is rooted in established

scientific principles and anticipates the dynamic nature of network security threats.

The development of these theoretical contributions was grounded in a robust methodology
involving extensive literature review, empirical data collection, and statistical analysis. This
process enabled a deep dive into existing theories while identifying their limitations in explaining
the impact of high signaling loads and DDoS attacks on edge networks. Through comparative
analysis and theoretical modelling, the research was able to construct a more integrative
framework that better accounts for the complexities of real-time loT applications and the specific

challenges of low-power, wide-area networks.

The study applied these theoretical models to real-world scenarios using NB-loT devices and
analysed their performance in simulated environments. Validation involved rigorous testing,

iterative refinement, and comparison with existing models to ensure robustness and applicability.

The implications of these theoretical contributions are essential. They advance academic
discourse in loT communication and intersect with network security and mobile computing. These
contributions provide new vantage points for exploring network resilience and efficiency,
challenging and enriching current academic debates. In practical terms, they could inform the
development of more robust and adaptable NB-loT solutions, offering innovative approaches to

managing network performance and security in real-world scenarios.

These theoretical contributions can influence loT deployment and cybersecurity policymaking,
guiding more informed and effective decisions. Integrating these theories sets a new precedent in

network management, paving the way for more resilient and adaptable systems.
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In practical terms, they could inform the development of more robust network infrastructures,
offering novel approaches to maintaining service continuity in the face of cyber threats and high

traffic volumes.

While the theoretical contributions of this thesis mark a significant advancement in understanding
NB-loT and edge computing communication networks, they are not without limitations. Notably,
the dependence on specific hardware configurations and the variability of environmental

conditions may limit the generalisability of the theoretical models.

Future theoretical research could build on these foundations by incorporating real-world
deployment scenarios and further exploring the observed anomalies in signal detection.
Additionally, integrating more advanced machine learning techniques into the theoretical models
could further enhance their robustness and applicability, potentially leading to even more

groundbreaking insights in loT communication.

6.6 Practical Contribution

This thesis makes substantial practical contributions to the field of NB-1oT, addressing critical real-
world challenges in 0T network performance and security. Despite significant advances in loT,
technological hurdles remain in optimising network latency, ensuring robust security against DDoS
attacks, and managing the variability of signal quality in different environments. The research
offers tangible solutions and insights, bridging the gap between theoretical knowledge and

practical application in real-world NB-loT deployments.

The core practical innovation of this research lies in its application of Delay-Tolerant Network
(DTN) principles and adaptive network management strategies to mitigate DDoS attacks and
optimise transmission latency in NB-loT networks. This approach contrasts markedly with existing
practices, which often involve static configurations and reactive security measures that do not
adequately address IoT environments' dynamic and diverse nature. These innovative strategies
showed significant network efficiency, security, and reliability improvements in real-world

applications, including smart metering, remote health monitoring, and industrial automation.

The practical applications of this research were implemented through a series of experiments. A
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notable implementation involved deploying the proposed methodologies in urban and rural
environments to assess their impact on transmission latency and network resilience. Secondly,
this research was implemented through a series of controlled simulation scenarios using
UERANSIM and Open5GS network on edge computing. A notable implementation involved
simulating high signaling loads and DDoS attacks to test the network's resilience. The results from
these implementations demonstrated a substantial reduction in packet loss and latency, along with
consistent throughput, affirming the efficacy of the approach in maintaining network performance
under adverse conditions. Feedback from these implementations highlighted the practicality and

robustness of the proposed model in real-world settings.

The implications of these practical contributions extend well beyond the immediate applications.
They can change practices in the loT industry, setting new standards for network efficiency and
security. Additionally, they offer valuable insights for policymaking in loT deployment and
cybersecurity, potentially guiding more informed and effective decisions. The long-term benefits
of these applications could be substantial, particularly in improving the reliability and security of
critical infrastructure, reducing operational costs, and enhancing the overall user experience in

loT applications.

While the practical applications developed in this thesis represent a significant advancement,
there are avenues for further development. Future work could explore the integration of the fault-
tolerant model with emerging technologies such as 5G and edge computing. Additionally, while
the approach has proven effective in current applications, it would be valuable to assess its
applicability and adaptability to other contexts, such as autonomous vehicles and smart cities.
Addressing the limitations related to real-world deployment and scalability will be crucial in these
future endeavors, potentially leading to even more robust and versatile 10T network management

solutions.

Additionally, assessing the applicability and adaptability of the proposed methodologies in other
contexts, such as underwater and underground loT deployments, would provide valuable insights.
Addressing the scalability of these solutions for large-scale 0T deployments will be crucial in
future endeavours, ensuring that the benefits of this research can be widely adopted and

sustained.

6.7 Conclusion and Future Suggestions
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Based on the findings from the objectives, the following conclusions and future suggestions are

made:

6.7.1

Objective 1: The study identified key challenges faced by low-cost NB-loT applications
regarding security and performance, emphasising the need for robust security protocols
and efficient network management strategies to address these challenges.

Objective 2: The investigation into transmission latency revealed significant variability
across different environments, highlighting the importance of optimising signal quality
and implementing efficient handover mechanisms to ensure low latency and reliable
performance in real-time applications.

Objective 3: The design of a delay-tolerant network architecture for NB-loT showed
promise in mitigating DDoS attacks by leveraging edge computing and adaptive network
strategies, providing a robust framework for enhancing network resilience and security.
Objective 4: The evaluation of the transport layer's reliability and performance in the NB-
loT architecture demonstrated the effectiveness of the proposed fault-tolerant network,

confirming its potential to support reliable and efficient 0T applications.

Future Suggestions and Recommendations

Future research should focus on developing and testing advanced security protocols
tailored to the specific needs of NB-loT applications, ensuring robust protection against
cyber threats.

Further studies should explore innovative handover techniques and algorithms that can
minimise latency and improve connectivity in mobile and urban environments, enhancing
the overall performance of NB-loT networks.

Continued research into integrating NB-loT with edge computing platforms is essential to
optimise network performance, reduce latency, and enhance security, particularly in
delay-tolerant applications.

Expanding the scope of empirical testing to include a broader range of environments,
such as underground and underwater settings, will provide a more comprehensive
understanding of NB-loT performance and inform better deployment strategies.
Conducting longitudinal studies to monitor the performance and reliability of NB-loT
networks over extended periods will offer valuable insights into long-term trends and help

refine network management practices.
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VI.  Comparing the performance of NB-loT across multiple network operators and
configurations will help identify best practices and optimise network deployments for

various applications.

These conclusions and suggestions guide future research and development efforts, ensuring that

NB-loT can evolve and effectively meet the growing demands of real-time |oT applications.
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Appendix A Monitoring Setup with Prometheus and Grafana

A.1 Installation of Prometheus with Helm

The following code snippet demonstrates the installation of Prometheus using Helm, a
package manager for Kubernetes. This setup enables Prometheus to monitor and capture

metrics from MongoDB.

# Add the Prometheus Helm chart repository
helm repo add prometheus-community https://prometheus-community.github.io/helm-charts

helm repo update

# Install the MongoDB Exporter to collect MongoDB metrics
helm install mongodb-exporter prometheus-community/prometheus-mongodb-exporter \
--set 'mongodb.uri=mongodb://10.43.46.255:27017" \

--namespace monitoring \

O 00 N O U1 A W N B

--set serviceMonitor.enabled=true \

[ay
[

--set serviceMonitor.additionallabels.release="prometheus"

The commands above configure Prometheus to monitor MongoDB by installing the MongoDB
Exporter, which captures relevant metrics and makes them available for visualization in

Grafana.
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A. 2 System Simulation with Feedback Control

The code defines a simple linear system using matrices A, B, C, and D, representing a state-

space model where A governs the state transitions and B represents how the input affects the

states.
1. import numpy as np
2. import matplotlib.pyplot as plt
3. from prometheus_api_client import PrometheusConnect
4. from datetime import datetime, timedelta
5.
6. # Define the system parameters
7. n_nodes = 6 # Number of nodes in the system
8. A = np.zeros((2 * n_nodes, 2 * n_nodes))
9. for i in range(n_nodes):
10. A[2%1, 2*i+1] = 1
11.
12. B = np.zeros((2 * n_nodes, n_nodes))
13. for i in range(n_nodes):
14. B[2*i+1, 1] = 1
15.
16. C = np.eye(2 * n_nodes)
17. D = np.zeros((2 * n_nodes, n_nodes))
18.
19. # Initial state
20. x0 = np.ones(2 * n_nodes)
21.
22. # Simulation parameters
23. dt = 90.01
24. t = np.arange(0, 10, dt)
25.
26. # Function to simulate the system
27. def simulate_system(K):
28. X = X0
29. X_history = [x0]
30.
31. for _ in t:
32. u=-K@x
33. X =x+dt * (A@x + B @ u)
34. X_history.append(x)
35.
36. return np.array(x_history)
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37.
38.
39.
40.
41.
42.
43.
a4,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.

# Feedback gains

K1
K2
K3

0.2 * np.eye(n_nodes, 2 * n_nodes)

0.05 * np.eye(n_nodes, 2 * n_nodes)

np.diag([@0.1] * n_nodes + [0.05] * n_nodes)[:n_nodes,

# Simulate the system with different gains

x_historyl = simulate_system(K1)

x_history2 = simulate_system(K2)

X_history3 = simulate_system(K3)

# Plot the results

plt.figure(figsize=(12, 8))

for i in range(2 * n_nodes):

plt.subplot(n_nodes, 2, i + 1)

plt.plot(t, x_historyl[:-1, i], label='K1')
plt.plot(t, x_history2[:-1, i], label='K2')
plt.plot(t, x_history3[:-1, i], label='K3")
plt.title(f'State {i + 1}")
plt.xlabel('Time (s)')

plt.ylabel('State Value')

plt.legend()

plt.tight_layout()
plt.show()

# Connect to Prometheus

:2 * n_nodes]

prom = PrometheusConnect(url="http://k3s-nodel:9090", disable_ssl=True)

# Function to get Prometheus metrics

def get_prometheus_metrics(query):

end_time = datetime.now()
start_time = end_time - timedelta(hours=1)
metric_data = prom.custom_query_range(
query=query,
start_time=start_time,
end_time=end_time,
step="'30s"
)

return metric_data

# Get CPU and RAM usage metrics
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80. cpu_usage_query = 'sum by (instance) (rate(node_cpu_seconds_total{mode!="idle"}[1m]))"
81. ram_usage_query = 'sum by (instance) (node_memory_MemAvailable_ bytes /
node_memory_MemTotal_bytes)'
82.
83. cpu_usage = get_prometheus_metrics(cpu_usage_query)
84. ram_usage = get_prometheus_metrics(ram_usage_query)
85.
86. # Function to plot Prometheus metrics
87. def plot_metrics(metric_data, title):
88. for metric in metric_data:
89. timestamps = [datetime.fromtimestamp(value[@]) for value in metric['values']]
90. values = [float(value[1l]) for value in metric['values']]
91. plt.plot(timestamps, values, label=metric['metric'].get('instance', 'node'))
92. plt.title(title)
93. plt.xlabel('Time")
94. plt.ylabel('Value')
95. plt.legend()
96. plt.show()
97.
98. # Plot the metrics
99. plot_metrics(cpu_usage, 'CPU Usage')
100. plot_metrics(ram_usage, 'RAM Usage')
101.
A. 3 Traffic data from Prometheus to calculate Shannon entropy
1. import requests
2. import math
3. import pandas as pd
4. import matplotlib.pyplot as plt
16. # Function to fetch data from Prometheus
17. def get_prometheus_data(query):
18. url = "http://k3s-node:9090/api/vl/query"' # Replace <prometheus-server> with your Prometheus
server URL
19. response = requests.get(url, params={'query': query})
20. if response.status_code == 200:
21. result = response.json().get('data’', {}).get('result’, [])
22. if not result:
23. print("No data found for the query.")
24, return result
25. else:
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26. print(f"Error fetching data: {response.status_code}")
27. return []

28.

29. # Function to calculate Shannon entropy

30. def calculate_entropy(data):

31. total_count = sum([float(value) for _, value in data])

32. if total_count ==

33. return 0

34. probabilities = [float(value) / total_count for _, value in data]
35. entropy = -sum([p * math.log2(p) for p in probabilities if p > 0])
36. return entropy

37.

38. # Define Prometheus queries

39. query_receive = 'sum(rate(node_network_receive_bytes_total[5m])) by (instance)'’
40. query_transmit = 'sum(rate(node_network_transmit_bytes_ total[5m])) by (instance)’
41.

42. # Fetch and process the data

43. data_receive = get_prometheus_data(query_receive)

44. data_transmit = get_prometheus_data(query_transmit)

45.

46. if data_receive and data_transmit:

47. # Prepare data for entropy calculation and plotting

48. receive_values = [(ip_to_node.get(item[ 'metric']["instance'].split(':")[@0],
item[ 'metric']['instance']), item['value'][1]) for item in data_receive]

49. transmit_values = [(ip_to_node.get(item[ 'metric']["instance'].split(':")[0],

item[ 'metric']['instance']), item['value'][1]) for item in data_transmit]

50.

51. entropy_receive = calculate_entropy(receive_values)

52. entropy_transmit = calculate_entropy(transmit_values)

53.

54. print(f'Entropy of receiving network traffic: {round(entropy_receive, 2)}')
55. print(f'Entropy of sending network traffic: {round(entropy_transmit, 2)}')
56.

57. # Convert data to DataFrame for plotting

58. df_receive = pd.DataFrame(receive_values, columns=[ 'Node', 'Receive'])

59. df_receive[ 'Receive'] = df_receive[ 'Receive'].astype(float)

60.

61. df_transmit = pd.DataFrame(transmit_values, columns=['Node', 'Transmit'])
62. df_transmit['Transmit'] = df_transmit['Transmit'].astype(float)

63.

64. # Merge data on Node

65. df = pd.merge(df_receive, df_transmit, on='Node')

66.
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67.
68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
83.
84.
85.
86.
87.
88.
89.
920.
91.
92.

# Plotting the data

plt

.figure(figsize=(14, 8))

# Plot receiving traffic

plt

plt.
plt.
plt.
plt.
plt.
plt.

.subplot(2, 1, 1)

bar(df[ 'Node'], df['Receive'], color="blue', label='Receive')
xlabel( 'Node")

ylabel('Rate (bytes/second)')

title('Receiving Network Traffic Rate by Node')
xticks(rotation=45)

legend()

# Plot sending traffic

plt

plt.
plt.
plt.
plt.
plt.
plt.

plt.
plt.

else:

.subplot(2, 1, 2)

bar(df[ 'Node'], df['Transmit'], color='green', label='Transmit')
xlabel( 'Node')

ylabel('Rate (bytes/second)")

title('Sending Network Traffic Rate by Node')
xticks(rotation=45)

legend()

tight_layout()
show()

print("No data available to calculate entropy or plot results.")
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Appendix B Data Extraction Table

Paper

AUTHORS

FINDINGS

STUDY DETAILS

STUDY QUALITY

FULL-TEXT REVIEW

DATA EXTRACTION

Dr. K Seshadri
Ramana

Y. Indira
Priyadarshini

H J Jambukesh

Rajesh Singh

Manivel Kandasamy

Bura Vijay Kumar S

Developed a comprehensive 5G NB-loT design for
smart grids, focusing on secure data transmission

and predictive data analysis.

Proposed solution enhances grid control, market
response, and connectivity between 5G and
national grids.

Aimed to facilitate electronic innovation in modern
grids, integrating services and software for a
smarter network.

Contributed to the "dual carbon" goal of the energy
network by improving cognitive networks and data
analysis.

Study
innovation and application in smart

Type: Technological

grids.

Focus: Integration of 5G and NB-
loT technologies for secured
information  transmission  and
predictive analyses in smarter

grids.

Study
application-centric rather than experimental or

Design:  Technological  design,

observational.

Consistency of Results: Consistent with current
trends in smart grid technologies.

Methods:
integrating and analysing smart grid data with

Data  Analysis Emphasis on

advanced technologies.

Researcher's Interpretation: Focused on

practical ~application in smarter grids,

consistent with the technological framework
proposed.

Relevance to RQ: Directly addresses the
integration of 5G and NB-loT technologies in

smart grids.

Depth of Analysis: Provides detailed insights
into technological applications for smarter grids.

Quality of Research: Demonstrates a clear
design of technological application with a focus
on innovation and practical implications.

Contribution to the Field: Offers novel insights
and methods for the advancement of smart grid
technology.

Study Methods: Technological application with
a focus on secure data transmission and

predictive analysis in smart grids.

Main Findings: Development of a 5G NB-loT
design for enhanced grid control and market

response.

Implications: Potential significant impact on
smart grid management and energy network

goals.

Gaps Identified: Further exploration needed in

real-world application and long-term

effectiveness.

Mireya Lucia

Hernandez-Jaimes

Alfonso  Martinez-
Cruz
Kelsey Alejandra

Ramirez-Gutiérrez

Claudia Feregrino-
Uribe

Presented a novel taxonomy for intrusion detection
in 1oMT, including Al methods, datasets, and
cyberattack classifications.

Highlighted the use of Al in enhancing IDS
performance for loMT security.

Discussed various cyberattacks on IoMT, such as
DoS, DDoS, and

implications.

ransomware, and their

Analysed Cloud-Fog-Edge

architectures' role in loMT security.

computing

Emphasized the legal and ethical aspects of loMT

security.

Study Type: Literature review and
analysis.

Focus: Review of IDS,
cyberattacks, and Al applications in

loMT security.

Study Design: Comprehensive literature

review with taxonomy development.

Consistency of Results: Consistent with

existing research in loMT security.

Data Analysis Methods: Analysis of existing

literature and categorisation of findings.

Researcher's Interpretation: Focused on
implications of Al in loMT security and

challenges in this field.

Relevance to RQ: Directly addresses Al
applications in loMT security.

Depth of Analysis: Extensive review and

categorization of current literature and

methods.

Quality of Research: Thorough and methodical

in reviewing and categorizing existing research.

Contribution  to the Field: Offers a
comprehensive understanding of Al's role in

loMT security and future research directions.

Study Methods: Literature review focusing on
Al methods, IDS, and cyberattacks in loMT.

Main Findings: Identification of key Al
strategies, intrusion detection systems, and

prevalent cyberattacks in loMT.

Implications: Emphasizes the importance of Al
in enhancing loMT security and identifies future

research areas.

Gaps Identified: Calls for more research on

effective Al integration and addressing

emerging cyber threats in loMT.




Paper

AUTHORS

FINDINGS

STUDY DETAILS

STUDY QUALITY

FULL-TEXT REVIEW

DATA EXTRACTION

Demonstrated that the proposed DRL-based

scheme outperforms conventional methods in

terms of efficiency and adaptability.

Highlighted the scheme's ability to learn and adapt

in real-time to changing network conditions and

workload demands.

Data Analysis Methods: Utilized DRL for
dynamic and efficient resource management in
MEC.

Researcher's Interpretation: Focused on the
practical application and benefits of the

proposed scheme in MEC environments.

Quality of Research: Methodical in the
development and evaluation of the DRL-based
scheme.

Contribution to the Field: Introduces a novel
approach to MEC optimization, advancing the

field's understanding of DRL applications.

3 Sri Harsha Mekala Detailed analysis of security threats in lloT, Study Type:  Comprehensive Study Design: Review and analysis of existing Relevance to RQ: Directly addresses Study Methods: Analysis and review of existing
including DDoS, phishing, and man-in-the-middle analysis and review. literature, security threats, and cybersecurity in the Industrial Internet of research on lloT cybersecurity.
attacks. countermeasures. Things.

Zubair Baig
Focus: Cybersecurity challenges, Main Findings: Identification of key threats and
Evaluation of various countermeasures like threats, and solutions in the Consistency of Results: Aligns with known Depth of Analysis: Provides an in-depth review countermeasures in |loT security.
Adnan Anwar intrusion detection systems, machine learning Industrial Internet of Things. cybersecurity challenges in IloT. of current threats, solutions, and challenges in
techniques, and securing SCADA networks. I1oT security.
Implications: Highlights the importance of
Sherali Zeadally Data Analysis Methods: Analysis of literature evolving cybersecurity measures in lloT.
Discussion on challenges in |loT cybersecurity, and current cybersecurity practices in lloT. Quality of Research: Methodical and
such as scalability, security and privacy, and comprehensive in its approach to analyzing lloT
standardization. cybersecurity. Gaps Identified: Suggests areas for further
Researcher's Interpretation: Focuses on the research, including the development of more
practical implications and future directions in robust security solutions.
Future directions in lloT cybersecurity, highlighting IloT cybersecurity. Contribution  to  the Field: Enhances
areas needing further research and development. understanding of cybersecurity in IloT and
points towards future research needs.

4 H. C. Ke Developed a deep reinforcement learning-based Study Type: Technological Study Design: Development and evaluation of Relevance to RQ: Directly addresses the Study Methods: Development and evaluation of
scheme for computation offloading and resource development and performance a DRL-based optimization scheme for MEC optimization of computation offloading and a DRL-based scheme for optimizing MEC
allocation in MEC environments. evaluation. systems. resource allocation in MEC using DRL. systems.

H. Wang
Focused on security-aware scenarios, considering Focus: Optimization of Consistency of Results: Results demonstrate Depth of Analysis: Provides comprehensive Main Findings: The DRL-based scheme
H. W. Zhao the dynamic nature of wireless networks and computation offloading and consistent improvements over traditional insights into DRL applications in dynamic and significantly improves computation offloading
security threats. resource allocation using DRL in methods. complex MEC environments. and resource allocation efficiency.
W. J. Sun security-aware MEC systems.

Implications: Demonstrates the potential of
DRL in enhancing the performance and
security of MEC systems.

Gaps ldentified: Further research needed in

real-world  deployment  and long-term

performance evaluation.




Paper

AUTHORS

FINDINGS

STUDY DETAILS

STUDY QUALITY

FULL-TEXT REVIEW

DATA EXTRACTION

Jose M. Alcaraz

Calero

The system includes fine-grained detection of
malicious flows, analysis of attacks, decision-
orchestration  for

making, planning, and

intervention.

Features dual concurrent closed control-loops: one
for ISPs focusing on their infrastructure and another
for DSPs managing virtualized infrastructure

services.

Offers distributed DDoS mitigation across multiple
locations, contrasting the traditional centralized
approach.

Demonstrated a 78.12% effectiveness in large-
scale attack scenarios, significantly outperforming

the standalone system's 4.73% effectiveness.

Achieved a response time optimization of 316%,
with a response time of 18 seconds compared to 57

seconds in standalone systems.

Focus: Distributed self-protection
system for 5G/6G loT networks
against DDoS attacks.

consistent effectiveness in threat mitigation.

Data Analysis Methods: Utilized a distributed

dual-layer closed-loop system.

Researcher's Interpretation: Focused on the
practical application and benefits of the
proposed system in real-time loT network

security.

design and validation of a self-protection
system.

Quality of Research: Methodical in the
development, implementation, and testing of

the self-protection system.

Contribution to the Field: Provides a novel
approach to real-time loT network security,
field's

advancing the understanding  of

distributed defense mechanisms.

5 Tahani Bani-Yaseen Developed deep learning models, particularly Study Type: Technological and Study Design: Technological development with Relevance to RQ: Directly addresses the Study Methods: Utilized deep learning
LSTM and GRU, to detect DoSI attacks in NB-loT methodological development with simulation-based evaluation of models. detection of DoSl attacks in NB-loT using deep techniques, particularly LSTM and GRU
networks. simulation-based evaluation. learning. models, in a simulated NB-loT environment.

Ashraf Tahat
Consistency of Results: Demonstrated
Demonstrated  LSTM  classifier's  superior Focus: Deep learning-based consistent performance across deep learning Depth of Analysis: Offers in-depth analysis and Main Findings: Demonstrated high accuracy
Kira Kastell performance with an accuracy of up to 98.99% and detection of DoSl| attacks in NB-loT models. evaluation of LSTM and GRU models for attack and efficiency of LSTM and GRU models in
detection time of 2.54 x 10"-5 seconds/record. networks. detection. detecting DoSl attacks.
Talal A. Bdwan Data Analysis Methods: Employed deep
Highlighted that RNN models outperform traditional learning techniques, particularly RNN models. Quality of Research: High, with methodical Implications: Highlights the potential of deep
machine learning algorithms like SVM, Gaussian development and testing of deep learning learning in enhancing loT network security.
Naive-Bayes, and logistic regression in detecting models.
DosS| attacks. Researcher's Interpretation: Focused on the
practical application of deep learning in Gaps |dentified: Need for further research in
cybersecurity for loT networks. Contribution to the Field: Provides valuable real-world deployment and adaptation of
Generated a novel dataset through ns-3 simulation insights and methods for detecting DoS| attacks models.
to represent DoSl attacks in NB-loT, crucial for in NB-loT, advancing cybersecurity in loT.
training and testing the models.
6 Pablo Benlloch- Developed an autonomous DDoS mitigation Study Type: Technological Study Design: Technological innovation and Relevance to RQ: Directly addresses DDoS Study Methods: Development and validation of
Caballero system for 5G/6G networks, significantly reducing development and experimental experimental validation. attack protection in 5G/6G loT networks. a distributed dual-layer autonomous closed-
collateral damage. validation. loop system.
Qi Wang Consistency of Results: Demonstrated Depth of Analysis: Offers comprehensive

Main Findings: Effective real-time detection
and mitigation of DDoS attacks in 5G/6G loT
networks.

Implications: Demonstrates the potential of
distributed
enhancing loT network security.

self-protection  systems in

Gaps Identified: Need for further research in
diverse real-world loT network environments

and attack scenarios.
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Raed Daraghma

Haceéne Fouchal

Marwane Ayaida

transmission delay (59.9%) and average execution
time (38.5%).

Investigated and  validated various  loT
authentication protocols, identifying Light-Edge as

the most efficient.

Utilized machine learning algorithms for efficient

data classification and analysis at each layer.

and security of NB-loT-based
health monitoring systems using
edge-fog—cloud computing.

consistent improvements in performance and

security.

Data Analysis Methods: Used machine
learning for data analysis and simulation tools

for evaluation.

Researcher's Interpretation: Focus on practical
application of the proposed architecture in

improving NB-loT performance and security.

design, simulation, and validation of the

architecture.

Quality of Research: Methodical development
and testing of the hierarchical computing

framework.

Contribution  to  the Field: Advances

understanding of integrating edge, fog, and
loT-based  health

cloud computing in

monitoring.

7 Cheng Pin Lee Highlighted the integration of edge computing in Study Type: Review and analysis. Study Design: Review of existing literature on Relevance to RQ: Directly addresses the role of Study Methods: Review of literature on smart
smart parking systems for improved security and smart parking systems and edge computing. edge computing in enhancing smart parking parking systems, loT components, and edge
energy efficiency. systems. computing.

Fabian Tee Jee Focus: Integration of edge
Leng computing in  smart parking Consistency of Results: Consistent with current
Reviewed various loT components, sensors, and systems for enhanced security and trends in loT and smart parking research. Depth of Analysis: Provides in-depth review of Main Findings: Importance of edge computing
communication protocols used in smart parking. energy efficiency. loT components and their integration with edge in enhancing security and energy efficiency in
Riyaz Ahamed . .
computing. smart parking systems.
Ariyaluran Habeeb Data Analysis Methods: Analysis of literature
Identified and categorized different security threats on loT components, security threats, and edge
in smart parking systems. computing in smart parking. Quality of Research: Comprehensive and Implications:  Potential impact on urban
Mohamed  Ahzam methodical review of current literature and infrastructure and future development of smart
Amanullah . -
technologies. cities.
Emphasized the role of edge computing in Researcher's Interpretation: Focused on the
. enhancing data privacy, reducing latency, and practical application and benefits of edge
Muhammad - Habib improving energy efficiency. computing in smart parking systems. Contribution to the Field: Offers insights into the Gaps Identified: Need for further research in
ur Rehman A " . : . s
application of edge computing for improving real-world application and scalability of edge
security and energy efficiency in smart parking. computing in smart parking.
Addressed the challenges in implementing edge
computing in smart  parking, including
interoperability and the maintenance of high data
quality.
8 Yousef-Awwad Proposed a hierarchical architecture for remote Study Type: Technological Study Design: Development of a hierarchical Relevance to RQ: Directly addresses improving Study Methods: Development of a hierarchical
Daraghmi health monitoring combining edge, fog, and cloud framework  development  and computing architecture with simulation-based NB-loT performance and security in health computing architecture and use of simulation
computing. simulation-based evaluation. evaluation. monitoring. tools for evaluation.
Eman Yaser
Daraghmi Demonstrated significant reduction in NB-loT Focus: Enhancing performance Consistency of Results: Demonstrated Depth of Analysis: Provides comprehensive Main  Findings: Effective reduction in

transmission delay and execution time, and

efficient authentication in NB-loT systems.

Implications:  Highlights the
combining edge, fog, and cloud computing in

network

potential  of
enhancing  loT security and

performance.

Gaps Identified: Further research needed in

real-world implementation and long-term

performance evaluation.
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9 Muhammad Presented a critical analysis of security issues in Study Type: Literature review and Study Design: Comprehensive review of Relevance to RQ: Directly addresses the Study Methods: Literature review focusing on
Zunnurain Hussain WSN-IoT and applications of WSN-loT. analysis. existing literature on WSN-loT security security mechanisms in WSN-loT networks. security issues and advancements in WSN-loT.
mechanisms.
Zurina Mohd Hanapi Evaluated RPL’s security mechanisms Focus: Security mechanisms in Depth of Analysis: Provides an extensive Main Findings: Critical analysis of security
implemented in the Contiki operating system. low-powered loT networks and Consistency of Results: Consistent with the review of existing literature on WSN-loT mechanisms, evaluation of RPL's security in
critical evaluation of RPL's security trends and challenges in WSN-loT security. security. Contiki, and assessment of loT-LPN
in Contiki OS. architecture.
Explored IoT-LPN  architecture, research
challenges, and network attacks in WSN-loT Data Analysis Methods: Analysis of literature Quality of Research: Thorough in reviewing and
infrastructures. on security mechanisms in WSN-loT and categorizing existing research and Implications: Highlights the need for effective
evaluation of loT protocols. methodologies. security mechanisms in WSN-|oT, especially in
low-powered networks.
Discussed various applied WSN-loT security
mechanisms and recent contributions. Researcher's Interpretation: Focused on the Contribution to the Field: Offers insights into the
analysis and evaluation of security methods in security challenges and advancements in Gaps Identified: Suggests areas for further
low-powered |oT networks. WSN-IoT, particularly in low-powered networks research in enhancing security measures and
Assessed the performance of various low-powered protocol efficiency in WSN-loT.
loT protocols and their limitations.
Conducted a comparative analysis to evaluate the
proposed work’s performance against existing
research.
10 Kanneboina Ashok Comprehensive analysis of loT security models for Study Type: Empirical survey and Study Design: Empirical survey and Relevance to RQ: Addresses loT security Study Methods: Empirical survey and statistical

S. Gopikrishnan

remote health monitoring.

Discussion on the integration of various security
models at multiple levels and their performance

implications.

Inclusion of blockchain, —encryption, hashing
models, privacy preservation techniques, and

machine learning-based security methods.

Assessment of models' performance in terms of
computational latency, energy consumption, and
scalability.

Proposal of the IoT Security Performance Rank
(ISRP) to aid in selecting optimal security models.

statistical analysis of loT security

models.

Focus: Security models and
deployments in the context of
remote health monitoring using

loT.

comparative analysis of various loT security

models.

Consistency of Results: Provides a

comprehensive  comparison of different

models.

Data Analysis Methods: Empirical analysis and
comparative evaluation of loT security models.

Researcher's Interpretation: Focuses on
providing a pragmatic perspective on loT

security model selection.

challenges in remote health monitoring.

Depth of Analysis: Extensive analysis of various
security models and their performance metrics.

Detailed  and
methodological in assessing the performance

Quality of  Research:

of various loT security models.

Contribution to the Field: Provides a framework
for evaluating and selecting loT security models
based on an empirical survey and statistical
analysis.

analysis of loT security models.

Main Findings: Evaluation of various loT
security models and their performance in

remote health monitoring contexts.

Implications: Assists in selecting appropriate
security models for loT deployments in
healthcare.

Gaps Identified: Further research may be
needed in real-world application and long-term
effectiveness of these security models.




Muhammad

Dangana

Shuja Ansari

Qammer H. Abbasi

Sajjad Hussain

Muhammad Ali

Imran

NB-loT Technology Review: The paper reviews
state-of-the-art research in NB-loT and related loT
technologies, focusing on their technical features,
industrial

applications, and challenges in

environments.

WSN Technology Overview: Wireless Sensor
Networks (WSN) are explored, detailing their
structure,  network

architecture,  operational

challenges, and their integration into loT.

loT and lloT Advancements: The paper discusses
the advancements in loT and IloT, highlighting how
they reduce human intervention in industries,

particularly in manufacturing.

Challenges in lloT: Various challenges of lloT, such
as scalability, latency, energy consumption, and
security are addressed, underscoring the critical
nature of these technologies in industrial

applications.

NB-loT Features: NB-loT's main features include

enhanced coverage range, low  energy

consumption, and the ability to support a massive

number of device connections.

The study is a survey and review
that  systematically analyzes
existing literature in the field of NB-
loT technology, particularly its
application in industrial

environments.

Research Design: Survey and analysis of

existing literature and case studies.

Data Collection: Extensive review of recent and

relevant research papers, articles, and reports.

Analysis Techniques: The data analysis
involved categorizing the selected papers
based on their review areas and focusing on
the challenges related to communication
characteristics supported by network layers.
This involved theoretical and experimental

content analysis

Researchers' Interpretation

The researchers interpreted their findings
within the context of current technological
capabilities and challenges of NB-loT in
industrial environments. They acknowledged
the potential of NB-loT technology, its low-cost
deployment, long-range coverage, and ability
to support a massive number of device

connections.

The relevance to the research question (RQ) is
maintained throughout the study, with a specific
focus on understanding the impact of NB-loT
and related technologies on industrial
environments. The study's findings and
discussions are aligned with addressing the
challenges and future directions of NB-loT in
industrial wireless communication.

The study methods are not explicitly detailed in
the provided excerpts. The paper is a
comprehensive review and analysis of existing
literature, including technological features,
applications, and challenges associated with
Narrow-Band Internet of Things (NB-loT) and
its industrial applications.

Main Findings:

NB-IoT offers enhanced coverage and better
connectivity in challenging environments like

industries.

It supports low power consumption, enabling

longer battery life for devices.

There are significant challenges for wireless
communication in industrial environments due
to factors like noise, interference, and high
demand for reliability and latency.

NB-loT is positioned as a technology that could
meet these industrial demands through its
integration with LTE and self-organizing
network capabilities.

Implications:

The adaptation of NB-loT in industrial settings
could potentially revolutionize industrial

processes  through  improved  wireless

communication systems.

There are opportunities for the development of
self-organizing networks that can meet the

rigorous demands of industrial environments.

The application of edge computing could

enhance scalability and network management.

Ensuring the security of industrial data and
providing a reliable propagation model are
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crucial for the successful deployment of NB-loT

Gaps Identified:

Further research is necessary to address the

real-world application and long-term
effectiveness of NB-1oT, particularly in ensuring
network self-organization, scalability, data
security, and the development of a suitable

propagation model for industrial environments.
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Dr. K Seshadri
Ramana

Y. Indira
Priyadarshini

H J Jambukesh

Rajesh Singh

Manivel Kandasamy

Bura Vijay Kumar S

Developed a comprehensive 5G NB-loT design for
smart grids, focusing on secure data transmission
and predictive data analysis.

Proposed solution enhances grid control, market
response, and connectivity between 5G and
national grids.

Aimed to facilitate electronic innovation in modern
grids, integrating services and software for a
smarter network.

Contributed to the "dual carbon" goal of the energy
network by improving cognitive networks and data
analysis.

Study
innovation and application in smart

Type: Technological

grids.

Focus: Integration of 5G and NB-
loT technologies for secured
information  transmission  and
predictive analyses in smarter

grids.

Study
application-centric rather than experimental or

Design:  Technological  design,

observational.

Consistency of Results: Consistent with current
trends in smart grid technologies.

Methods:
integrating and analysing smart grid data with

Data Analysis Emphasis on

advanced technologies.

Researcher's Interpretation: Focused on

practical ~application in smarter grids,

consistent with the technological framework
proposed.

Relevance to RQ: Directly addresses the
integration of 5G and NB-loT technologies in
smart grids.

Depth of Analysis: Provides detailed insights
into technological applications for smarter grids.

Quality of Research: Demonstrates a clear
design of technological application with a focus
on innovation and practical implications.

Contribution to the Field: Offers novel insights
and methods for the advancement of smart grid

technology.

Study Methods: Technological application with
a focus on secure data transmission and
predictive analysis in smart grids.

Main Findings: Development of a 5G NB-loT
design for enhanced grid control and market

response.

Implications: Potential significant impact on
smart grid management and energy network
goals.

Gaps Identified: Further exploration needed in

real-world application and long-term

effectiveness.

Mireya Lucia

Hernandez-Jaimes

Alfonso  Martinez-
Cruz
Kelsey Alejandra

Presented a novel taxonomy for intrusion detection
in 1oMT, including Al methods, datasets, and
cyberattack classifications.

Highlighted the use of Al in enhancing IDS

performance for loMT security.

Discussed various cyberattacks on IoMT, such as

Study Type: Literature review and
analysis.

Focus: Review of IDS,
cyberattacks, and Al applications in

loMT security.

Study Design: Comprehensive literature

review with taxonomy development.

Consistency of Results: Consistent with

existing research in loMT security.

Data Analysis Methods: Analysis of existing

Relevance to RQ: Directly addresses Al
applications in loMT security.

Depth of Analysis: Extensive review and

categorization of current literature and

methods.

Quality of Research: Thorough and methodical

Study Methods: Literature review focusing on
Al methods, IDS, and cyberattacks in loMT.

Main Findings: Identification of key Al
strategies, intrusion detection systems, and

prevalent cyberattacks in loMT.

Implications: Emphasizes the importance of Al
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Ramirez-Gutiérrez

Claudia Feregrino-
Uribe

DoS, DDoS, and

implications.

ransomware, and their

Analysed Cloud-Fog-Edge

architectures' role in loMT security.

computing

Emphasized the legal and ethical aspects of loMT
security.

literature and categorisation of findings.

Researcher's Interpretation: Focused on
implications of Al in loMT security and

challenges in this field.

in reviewing and categorizing existing research.

Field: Offers a
comprehensive understanding of Al's role in

Contribution  to  the

loMT security and future research directions.

in enhancing loMT security and identifies future

research areas.

Gaps Identified: Calls for more research on

effective Al integration and addressing

emerging cyber threats in loMT.

Demonstrated that the proposed DRL-based
scheme outperforms conventional methods in

terms of efficiency and adaptability.

Highlighted the scheme's ability to learn and adapt
in real-time to changing network conditions and

workload demands.

Data Analysis Methods: Utilized DRL for
dynamic and efficient resource management in
MEC.

Researcher's Interpretation: Focused on the
practical application and benefits of the

proposed scheme in MEC environments.

Quality of Research: Methodical in the
development and evaluation of the DRL-based

scheme.

Contribution to the Field: Introduces a novel
approach to MEC optimization, advancing the

field's understanding of DRL applications.

3 Sri Harsha Mekala Detailed analysis of security threats in IloT, Study Type:  Comprehensive Study Design: Review and analysis of existing Relevance to RQ: Directly addresses Study Methods: Analysis and review of existing
including DDoS, phishing, and man-in-the-middle analysis and review. literature, security threats, and cybersecurity in the Industrial Internet of research on |loT cybersecurity.
attacks. countermeasures. Things.

Zubair Baig
Focus: Cybersecurity challenges, Main Findings: Identification of key threats and
Evaluation of various countermeasures like threats, and solutions in the Consistency of Results: Aligns with known Depth of Analysis: Provides an in-depth review countermeasures in |loT security.
Adnan Anwar intrusion detection systems, machine learning Industrial Internet of Things. cybersecurity challenges in IloT. of current threats, solutions, and challenges in
techniques, and securing SCADA networks. I1oT security.
Implications: Highlights the importance of
Sherali Zeadally Data Analysis Methods: Analysis of literature evolving cybersecurity measures in lloT.
Discussion on challenges in IloT cybersecurity, and current cybersecurity practices in lloT. Quality of Research: Methodical and
such as scalability, security and privacy, and comprehensive in its approach to analyzing lloT
standardization. cybersecurity. Gaps Identified: Suggests areas for further
Researcher's Interpretation: Focuses on the research, including the development of more
practical implications and future directions in robust security solutions.
Future directions in lloT cybersecurity, highlighting IloT cybersecurity. Contribution to the Field: Enhances
areas needing further research and development. understanding of cybersecurity in lloT and
points towards future research needs.

4 H. C.Ke Developed a deep reinforcement learning-based Study Type: Technological Study Design: Development and evaluation of Relevance to RQ: Directly addresses the Study Methods: Development and evaluation of
scheme for computation offloading and resource development and performance a DRL-based optimization scheme for MEC optimization of computation offloading and a DRL-based scheme for optimizing MEC
allocation in MEC environments. evaluation. systems. resource allocation in MEC using DRL. systems.

H. Wang
Focused on security-aware scenarios, considering Focus: Optimization of Consistency of Results: Results demonstrate Depth of Analysis: Provides comprehensive Main Findings: The DRL-based scheme
H. W. Zhao the dynamic nature of wireless networks and computation offloading and consistent improvements over traditional insights into DRL applications in dynamic and significantly improves computation offloading
security threats. resource allocation using DRL in methods. complex MEC environments. and resource allocation efficiency.
W. J. Sun security-aware MEC systems.

Implications: Demonstrates the potential of
DRL in enhancing the performance and

security of MEC systems.

Gaps Identified: Further research needed in

real-world  deployment  and long-term

performance evaluation.
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Jose M. Alcaraz

Calero

The system includes fine-grained detection of
malicious flows, analysis of attacks, decision-
orchestration  for

making, planning, and

intervention.

Features dual concurrent closed control-loops: one
for ISPs focusing on their infrastructure and another
for DSPs managing virtualized infrastructure

services.

Offers distributed DDoS mitigation across multiple
locations, contrasting the traditional centralized
approach.

Demonstrated a 78.12% effectiveness in large-
scale attack scenarios, significantly outperforming

the standalone system's 4.73% effectiveness.

Achieved a response time optimization of 316%,
with a response time of 18 seconds compared to 57

seconds in standalone systems.

Focus: Distributed self-protection
system for 5G/6G loT networks
against DDoS attacks.

consistent effectiveness in threat mitigation.

Data Analysis Methods: Utilized a distributed

dual-layer closed-loop system.

Researcher's Interpretation: Focused on the
practical application and benefits of the
proposed system in real-time loT network

security.

design and validation of a self-protection
system.

Quality of Research: Methodical in the
development, implementation, and testing of

the self-protection system.

Contribution to the Field: Provides a novel
approach to real-time loT network security,
field's

advancing the understanding  of

distributed defense mechanisms.

5 Tahani Bani-Yaseen Developed deep learning models, particularly Study Type: Technological and Study Design: Technological development with Relevance to RQ: Directly addresses the Study Methods: Utilized deep learning
LSTM and GRU, to detect DoSI attacks in NB-loT methodological development with simulation-based evaluation of models. detection of DoSl attacks in NB-loT using deep techniques, particularly LSTM and GRU
networks. simulation-based evaluation. learning. models, in a simulated NB-loT environment.

Ashraf Tahat
Consistency of Results: Demonstrated
Demonstrated  LSTM  classifier's  superior Focus: Deep learning-based consistent performance across deep learning Depth of Analysis: Offers in-depth analysis and Main Findings: Demonstrated high accuracy
Kira Kastell performance with an accuracy of up to 98.99% and detection of DoSl| attacks in NB-loT models. evaluation of LSTM and GRU models for attack and efficiency of LSTM and GRU models in
detection time of 2.54 x 10"-5 seconds/record. networks. detection. detecting DoSl attacks.
Talal A. Bdwan Data Analysis Methods: Employed deep
Highlighted that RNN models outperform traditional learning techniques, particularly RNN models. Quality of Research: High, with methodical Implications: Highlights the potential of deep
machine learning algorithms like SVM, Gaussian development and testing of deep learning learning in enhancing loT network security.
Naive-Bayes, and logistic regression in detecting models.
DosS| attacks. Researcher's Interpretation: Focused on the
practical application of deep learning in Gaps |dentified: Need for further research in
cybersecurity for loT networks. Contribution to the Field: Provides valuable real-world deployment and adaptation of
Generated a novel dataset through ns-3 simulation insights and methods for detecting DoS| attacks models.
to represent DoSl attacks in NB-loT, crucial for in NB-loT, advancing cybersecurity in loT.
training and testing the models.
6 Pablo Benlloch- Developed an autonomous DDoS mitigation Study Type: Technological Study Design: Technological innovation and Relevance to RQ: Directly addresses DDoS Study Methods: Development and validation of
Caballero system for 5G/6G networks, significantly reducing development and experimental experimental validation. attack protection in 5G/6G loT networks. a distributed dual-layer autonomous closed-
collateral damage. validation. loop system.
Qi Wang Consistency of Results: Demonstrated Depth of Analysis: Offers comprehensive

Main Findings: Effective real-time detection
and mitigation of DDoS attacks in 5G/6G loT
networks.

Implications: Demonstrates the potential of
distributed
enhancing loT network security.

self-protection  systems in

Gaps Identified: Need for further research in
diverse real-world loT network environments

and attack scenarios.
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Zunnurain Hussain

Zurina Mohd Hanapi

WSN-IoT and applications of WSN-loT.

Evaluated RPL’'s security mechanisms

analysis.

Focus: Security mechanisms in
low-powered loT networks and

critical evaluation of RPL's security

existing literature on WSN-loT security

mechanisms.

Consistency of Results: Consistent with the

security mechanisms in WSN-loT networks.

Depth of Analysis: Provides an extensive

review of existing literature on WSN-loT

7 Cheng Pin Lee Highlighted the integration of edge computing in Study Type: Review and analysis. Study Design: Review of existing literature on Relevance to RQ: Directly addresses the role of Study Methods: Review of literature on smart
smart parking systems for improved security and smart parking systems and edge computing. edge computing in enhancing smart parking parking systems, loT components, and edge
energy efficiency. systems. computing.

Fabian Tee Jee Focus: Integration of edge
Leng computing in  smart parking Consistency of Results: Consistent with current
Reviewed various loT components, sensors, and systems for enhanced security and trends in loT and smart parking research. Depth of Analysis: Provides in-depth review of Main Findings: Importance of edge computing
communication protocols used in smart parking. energy efficiency. loT components and their integration with edge in enhancing security and energy efficiency in
Riyaz Ahamed . .
computing. smart parking systems.
Ariyaluran Habeeb Data Analysis Methods: Analysis of literature
Identified and categorized different security threats on loT components, security threats, and edge
in smart parking systems. computing in smart parking. Quality of Research: Comprehensive and Implications:  Potential impact on urban
Mohamed  Ahzam methodical review of current literature and infrastructure and future development of smart
Amanullah . -
technologies. cities.
Emphasized the role of edge computing in Researcher's Interpretation: Focused on the
. enhancing data privacy, reducing latency, and practical application and benefits of edge
Muhammad  Habib improving energy efficiency. computing in smart parking systems. Contribution to the Field: Offers insights into the Gaps |dentified: Need for further research in
ur Rehman A " . : - o
application of edge computing for improving real-world application and scalability of edge
security and energy efficiency in smart parking. computing in smart parking.
Addressed the challenges in implementing edge
computing in smart  parking, including
interoperability and the maintenance of high data
quality.
8 Yousef-Awwad Proposed a hierarchical architecture for remote Study Type: Technological Study Design: Development of a hierarchical Relevance to RQ: Directly addresses improving Study Methods: Development of a hierarchical
Daraghmi health monitoring combining edge, fog, and cloud framework  development  and computing architecture with simulation-based NB-loT performance and security in health computing architecture and use of simulation
computing. simulation-based evaluation. evaluation. monitoring. tools for evaluation.
Eman Yaser
Daraghmi Demonstrated significant reduction in NB-loT Focus: Enhancing performance Consistency of Results: Demonstrated Depth of Analysis: Provides comprehensive Main  Findings: Effective reduction in
transmission delay (59.9%) and average execution and security of NB-loT-based consistent improvements in performance and design, simulation, and validation of the transmission delay and execution time, and
time (38.5%). health monitoring systems using security. architecture. efficient authentication in NB-loT systems.
Raed Daraghma .
edge-fog—cloud computing.
Investigated and  validated various  loT Data Analysis Methods: Used machine Quality of Research: Methodical development Implications:  Highlights the potential of
Hacéne Fouchal authentication protocols, identifying Light-Edge as learning for data analysis and simulation tools and testing of the hierarchical computing combining edge, fog, and cloud computing in
the most efficient. for evaluation. framework. enhancing loT  network security and
Marwane Ayaida performance.
Utilized machine learning algorithms for efficient Researcher's Interpretation: Focus on practical Contribution to the Field: Advances
data classification and analysis at each layer. application of the proposed architecture in understanding of integrating edge, fog, and Gaps Identified: Further research needed in
improving NB-loT performance and security. cloud computing in loT-based health real-world implementation and long-term
monitoring. performance evaluation.
9 Muhammad Presented a critical analysis of security issues in Study Type: Literature review and Study Design: Comprehensive review of Relevance to RQ: Directly addresses the Study Methods: Literature review focusing on

security issues and advancements in WSN-loT.

Main Findings: Critical analysis of security
mechanisms, evaluation of RPL's security in

Contiki, and assessment of IoT-LPN
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implemented in the Contiki operating system.

loT-LPN
challenges, and network attacks in WSN-loT

Explored architecture, research

infrastructures.

Discussed various applied WSN-loT security
mechanisms and recent contributions.

Assessed the performance of various low-powered

loT protocols and their limitations.

Conducted a comparative analysis to evaluate the
proposed work’s performance against existing

research.

in Contiki OS.

trends and challenges in WSN-IoT security.

Data Analysis Methods: Analysis of literature
on security mechanisms in WSN-loT and
evaluation of loT protocols.

Researcher's Interpretation: Focused on the
analysis and evaluation of security methods in
low-powered |oT networks.

security.

Quality of Research: Thorough in reviewing and

categorizing existing research and

methodologies.

Contribution to the Field: Offers insights into the
security challenges and advancements in
WSN-loT, particularly in low-powered networks

architecture.

Implications: Highlights the need for effective
security mechanisms in WSN-|oT, especially in
low-powered networks.

Gaps Identified: Suggests areas for further
research in enhancing security measures and
protocol efficiency in WSN-loT.

Kanneboina Ashok

S. Gopikrishnan

Comprehensive analysis of 10T security models for

remote health monitoring.

Discussion on the integration of various security
models at multiple levels and their performance

implications.

Inclusion of blockchain, —encryption, hashing
models, privacy preservation techniques, and

machine learning-based security methods.

Assessment of models' performance in terms of
computational latency, energy consumption, and
scalability.

Proposal of the IoT Security Performance Rank
(ISRP) to aid in selecting optimal security models.

Study Type: Empirical survey and
statistical analysis of loT security

models.

Focus: Security models and
deployments in the context of
remote health monitoring using

loT.

Study

comparative analysis of various loT security

Design: Empirical survey and

models.

Consistency of Results: Provides a

comprehensive  comparison of different

models.

Data Analysis Methods: Empirical analysis and

comparative evaluation of loT security models.

Researcher's Interpretation: Focuses on
providing a pragmatic perspective on loT

security model selection.

Relevance to RQ: Addresses loT security

challenges in remote health monitoring.

Depth of Analysis: Extensive analysis of various

security models and their performance metrics.

Detailed  and
methodological in assessing the performance

Quality of  Research:

of various loT security models.

Contribution to the Field: Provides a framework
for evaluating and selecting loT security models
based on an empirical survey and statistical
analysis.

Study Methods: Empirical survey and statistical

analysis of loT security models.

Main Findings: Evaluation of various loT
security models and their performance in

remote health monitoring contexts.

Implications: Assists in selecting appropriate
security models for loT deployments in

healthcare.

Gaps Identified: Further research may be
needed in real-world application and long-term
effectiveness of these security models.

Muhammad
Dangana

Shuja Ansari

Qammer H. Abbasi

NB-loT Technology Review: The paper reviews
state-of-the-art research in NB-loT and related loT
technologies, focusing on their technical features,
industrial

applications, and challenges in

environments.

WSN Technology Overview: Wireless Sensor
Networks (WSN) are explored, detailing their

The study is a survey and review
that  systematically  analyzes
existing literature in the field of NB-
loT technology, particularly its
application in industrial

environments.

Research Design: Survey and analysis of
existing literature and case studies.

Data Collection: Extensive review of recent and
relevant research papers, articles, and reports.

Analysis Techniques: The data analysis

involved categorizing the selected papers

The relevance to the research question (RQ) is
maintained throughout the study, with a specific
focus on understanding the impact of NB-loT
industrial

and related technologies on

environments. The study's findings and
discussions are aligned with addressing the
challenges and future directions of NB-loT in

industrial wireless communication.

The study methods are not explicitly detailed in
the provided excerpts. The paper is a
comprehensive review and analysis of existing
literature, including technological features,
applications, and challenges associated with
Narrow-Band Internet of Things (NB-loT) and

its industrial applications.
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Sajjad Hussain

Muhammad Ali
Imran

structure, network architecture, operational

challenges, and their integration into loT.

loT and lloT Advancements: The paper discusses
the advancements in loT and lloT, highlighting how
they reduce human intervention in industries,
particularly in manufacturing.

Challenges in lloT: Various challenges of IloT, such
as scalability, latency, energy consumption, and
security are addressed, underscoring the critical
nature of these technologies in industrial
applications.

NB-loT Features: NB-loT's main features include
enhanced coverage range, low energy
consumption, and the ability to support a massive

number of device connections.

based on their review areas and focusing on
the challenges related to communication
characteristics supported by network layers.
This involved theoretical and experimental

content analysis

Researchers' Interpretation

The researchers interpreted their findings
within the context of current technological
capabilities and challenges of NB-loT in
industrial environments. They acknowledged
the potential of NB-loT technology, its low-cost
deployment, long-range coverage, and ability
to support a massive number of device

connections.

Main Findings:

NB-IoT offers enhanced coverage and better
connectivity in challenging environments like
industries.

It supports low power consumption, enabling
longer battery life for devices.

There are significant challenges for wireless
communication in industrial environments due
to factors like noise, interference, and high
demand for reliability and latency.

NB-loT is positioned as a technology that could
meet these industrial demands through its
integration with LTE and self-organizing
network capabilities.

Implications:

The adaptation of NB-IoT in industrial settings
could potentially revolutionize industrial
processes wireless

through  improved

communication systems.

There are opportunities for the development of
self-organizing networks that can meet the
rigorous demands of industrial environments.

The application of edge computing could
enhance scalability and network management.

Ensuring the security of industrial data and
providing a reliable propagation model are
crucial for the successful deployment of NB-loT

Gaps |dentified:

Further research is necessary to address the

real-world application and long-term

effectiveness of NB-1oT, particularly in ensuring
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network self-organization, scalability, data
security, and the development of a suitable

propagation model for industrial environments.
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