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Abstract

This research investigates the communication of photovoltaic (PV) inverters to Power
Plant Controllers (PPC). Currently, the only communication option is to use the
Modbus protocol, as all inverter manufacturers provide Modbus-compatible
communication modules to the PV inverters. With the worldwide adoption of the
International Electrotechnical Committee (IEC) 61850 standard, the MMS protocol is
compared to the Modbus protocol. This investigation involves a simulation of PV
systems compiled on a real-time digital simulator (RTDS) NovaCor machine. This
simulation can interact with external Intelligent Electronic Devices (IEDs) through a
communication card called GTNETx2. The PPC is configured using the SEL 3555
RTAC as the device and interacts with the simulation. The first iteration of the
investigation is compiled using Modbus, and the second iteration modifies the
communication integration with the IEC 61850 MMS protocol. Data is captured and
transmitted between the RTDS NovaCor GTNETx2 card (simulation) and the SEL
3555 RTAC (PPC). This data provides insights analysed using packet analyzer
software called Wireshark and IED Explorer. Interpreting the data is based on
comparing the two protocols and identifying the efficiencies and functionalities of each
protocol. The IEC 61850 MMS protocol displays advanced functionality such as
timestamping, quality data bits, reporting, and complex adoption towards the power
systems use case. However, larger packet files and more complicated configuration
causes distinct disadvantages. The investigation extends to the implementation of
data monitoring to develop the interpretations used for comparison.
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Nomenclature

AC — Alternating Current

Bit — Single binary number (smallest unit of data a computer can store)
Byte — Consists of 8 bits of data

CDC — Common Data Classes

CSI — Current Source Inverters

DA — Data Attributes

DC — Direct Current

DER - Distributed Energy Resources

DO - Data Objects

DPC — Double Point Controllable

DPS — Double Point Status

GCC — Grid Code Compliance

GTNET — Real-time Communication Card for RTDS
GUI — Graphical User Interface

HIL — Hardware-In-The-Loop Simulation

IEC — International Electrotechnical Commission
IED — Intelligent Electronic Device

IGBT — Insulated Gate Bipolar Transistor

IP — Internet Protocol

LAN — Local Area Network

LCOE - Levelized Cost of Energy

LN — Logical Nodes

MMS — Manufacturing Message Specification
Modbus — Modbus Communication Protocol
MPPT — Maximum Power Point Tracking

OSI — Open Systems Interconnection

PLL — Phase Lock Loop



POI — Point of Interconnection

PPC — Power Plant Controller

Protocol — A set of formal rules describing how to transmit and exchange data
PV — Photovoltaic

RMU — Ring Main Unit

RTAC — Real-Time Automation Controller

RTDS — Real Time Digital Simulator

SAS - Substation Automation System

SCADA - Supervisory Control and Data Acquisition
SPC - Single Point Controllable

SPS - Single Point Status

TCP — Transmission Control Protocol

VAR — Reactive Power

VSI — Voltage String Inverters
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Chapter 1: Introduction

1.1 Introduction

The power grid consists of three primary components: generating plants, the transmission
grid, and the distribution network. Traditionally, power is generated in large quantities and
flows from generation through transmission before reaching consumers via distribution. With
the increasing adoption of renewable energy, power is now commonly injected at various
stages of the power grid, leading to distributed energy resources (DERS). In recent years,
there has been a significant focus on power quality and the integration of renewable energy
technologies onto power grids (Santiago Benavides-Cordoba, 2019), (Ashutosh Kumar Tiwari,
2021). These renewable plants must contribute to a stable and healthy grid by providing active
power control, reactive power control, frequency control, and voltage regulation (Kumar,
2021). Therefore, local utilities enforce grid code requirements to ensure renewable energy
plants can maintain grid stability (Santoshi B, 2019). For these plants to provide support, they
must communicate effectively with the utility, responding promptly to operational commands.

The flow of information used to control and monitor data is referred to as supervisor control
and data acquisition (SCADA). The grid operators are based in a central headquarters and
monitor the status of the national grid. Communication between various stages of the power
grid and the systems connected to it is done via defined protocols. Protocols provide the
structure for how messages interact with data. These messages are to be encoded and
decoded by the transmitting and receiving devices accordingly. (Adamiak, 2009). The
development and implementation of the IEC 61850 standard globally has been noted in
(Apostolov, 2006) and (Yang C. &., 2024). However, the communication between the PV
inverters to date are only compatible with Modbus. PV plants utilise a device referred to as the
Power Plant Controller. This device is responsible for coordinating the production of the PV
plant. Therefore, the PPC receive setpoints from the grid and provide control through
communicating with the PV inverters to obtain the desirable performance.

This study looks at providing a comparison between two protocols. Firstly, the protocol
currently implemented in utility PV plants worldwide is Modbus. The second protocol is the
Manufacturing Message Specification (MMS), defined by the IEC 61850. The MMS protocol
was selected due to the Substation Automation System (SAS) often using MMS protocol for
bay level communication. MMS protocol is used in bay-level communication due to the client-
server model it is built upon. This is very similar to that seen in Modbus and therefore, the
comparison is not based on the model of the two protocols but the structure that each protocol
is built upon. To achieve a comparison study between the two protocols, a simulation including
PV systems connected to a power grid is compiled on RSCAD FX (a software developed by
RTDS for simulations running on the NovaCor). A simulation based on the Modbus protocol
is then modified to be executed with the MMS protocol. The NovaCor and the SEL RTAC
communication packets are captured and analysed. The literature is focused on the
communication protocols Modbus and MMS as well as providing insight into the
implementation of PPC in utility-scale PV systems.

1.2 Awareness of the problem

Modbus protocol was designed in 1979 to use programmable logic controllers (PLCs). Modbus
gained popularity and familiarity in the automation industry and has been successfully
developed by many manufacturers. However, the IEC 61850 standard released a list of
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protocols implemented in Intelligent Electronic Devices that comprise the substation
automation system. The IEC 61850 is designed for use within the electricity and energy
industry. Therefore, the structure of the standard hints towards having the foundation for a
more suitable protocol to be implemented in inverter communication to the PPC. Thus, this
research investigates the differences between these protocols in monitoring PV inverter output
communication to a PPC.

1.3 Problem statement

Currently, all PV inverter equipment manufacturers, such as Sungrow, Huawei, and SMA, only
implement Modbus communication modules to interact with the inverter controller. Modbus
lacks certain functionality identified in IEC 61850 standard protocols that would hint that the
application of the IEC 61850 MMS protocol is suited for the application of communication
between a PPC and PV inverter.

Research Question: How can Modbus and MMS communication protocols for power plant
controllers be optimized to improve real-time data exchange, operational efficiency, and
system reliability, particularly as plant operations become more complex, PV renewable
energy sources are integrated, and advanced control systems are used?

1.4 Research aims and objectives.

This research aims to develop a comparison study between the application of Modbus and
the IEC 61850 MMS protocol in the communication between the inverter and the PPC. The
comparative study details the advantages and disadvantages of each and provides details of
the protocol features in the context of PV inverter control.

A PV systems simulation using a SEL 3555 RTAC as a PPC be configured for both the Modbus
and IEC 61850 protocols. In completing and compiling the simulation, it is possible to analyze
packets of data used to communicate between the PPC and the NovaCor running the real-
time simulation model of the PV systems. Using Wireshark packet analyzer software to dissect
the Modbus and MMS packets transmitted and received during the simulation.

1.4.1 Aim
Aim to investigate Modbus & MMS communication protocols in power plant control systems
that improve data transmission rates, minimize latency, and maintain dependability,
particularly for PPC real-time control and monitoring.

1.4.2 Research objectives
By achieving the research objectives listed below, this study aims to contribute to developing
advanced protocols for interacting with PV inverters.

e Develop a comprehensive understanding of the application of both Modbus and IEC
61850 MMS protocols

¢ Review the literature regarding implementing Power Plant Controllers integrating with
utility-scale PV inverters.

o Grid Code Compliance: Understand the requirements for PV systems to achieve grid
code compliance as the grid and the PV inverters must be coordinated to reach
setpoints in given time integrals.



Simulation and experimentation: Utilizing RSCAD Fx software linked to the RTDS
NovaCor machine to compile the PV model connected to the grid with a communication
module configured for either protocol.

Configure the SEL 3555 RTAC to communicate with the PV simulation in Modbus and
IEC 61850 MMS.

Comparative analysis: Conduct a comparison between the two protocols. Create
distinguished advantages and disadvantages that, when applied to the scenario, can
conclude the preferred protocol.

Evaluate existing communication protocols (Modbus and IEC 61850 MMS) to
determine their suitability for different use cases in power plant operations, such as
SCADA systems and distributed energy resource management.

Investigate communication protocols that can scale as power plants expand (e.g.,
integrating renewable energy) and adapt to dynamic operational needs.

Guidelines and recommendations regarding the existing implementation of the
Modbus protocol are based on the completed comparative analysis.

Future direction: Provide suggestions for potential areas of further research.

1.5 Deliverables

The project deliverables are guided by the research objectives and are categorised into the
sections listed below:

Literature review on the current state of technological developments. Technological
developments include hardware such as PV inverters and electronic devices and the
software configuration required to control PV systems coupled to the power grid.
Modelling a PPC that communicates with a simulated PV system using Modbus
Protocol.

Configuring the PPC to communicate to the simulated PV system in IEC 61850 MMS
protocol.

Simulation of the PV system configured to communicate with the PPC in Modbus
protocol.

Adjusted simulation of the PV system configured to communicate with the PPC using
the IEC 61850 MMS protocol.

Simulation and testing of both communication protocols for the PPC. This data will be
used to investigate the possible adoption of the IEC 61850 MMS protocol for advanced
communication between PPC and PV inverters.

Compose a report based on the research findings and suggest recommendations
based on the data collected.

Compose a dissertation that covers the project scope.

Produce publications that summarise the project and contribute to the existing body of
knowledge. These publications include a conference paper submitted to SAUPEC and
a journal article submitted to IEEE Explorer.

1.6 Hypothesis

With the increasing adoption of solar power grids, it is paramount to ensure that these systems
contribute to the reliability and stability of the grid. Communicating with the PV inverters
provides the basis for connecting PV systems to respond to grid requirements. All inverter
manufacturers have implemented the Modbus protocol extensively in the automation industry.



However, the IEC 61850 standard developed a suite of protocols that was explicitly designed
to implement IEDs in smart grid evolution. Therefore, the IEC 61850 standard provided
rigorous development for the suite of protocols for applying data transfer-related devices
managing power transmission. This study aims to investigate the IEC 61850 MMS protocol as
a replacement for the current implementation of Modbus in communication with inverter
controllers. The functionality of IEC 61850 protocols lists specific data attributes that are not
available in the Modbus protocol. The availability of these additional data attributes provides
valuable information and suggests that IEC 61850 MMS would be a better-suited protocol for
the communication between the PPC and PV inverters.

RTDS provides a suite of software compatible with their real-time digital simulators. Compiling
a PV system running on the simulation and communicating with an external PPC in a
hardware-in-the-loop configuration enables a benchmark to evaluate the effectiveness of each
protocol. The simulation is configured once with the Modbus protocol and then again with the
MMS protocol. Capturing packets from each simulation provides data to be analysed for the
impact of implementing the IEC 61850 MMS protocol to replace Modbus due to performance
and availability of additional data.

1.7 Motivation of the research project

The IEC 61850 standard has been implemented by IEDs in substations. It has been
specifically designed for the implementation of control and monitoring power through the
power grid. The standard has received much attention, and the further development of IEC
61850-7-420 specifies the application of integrating distributed renewable energy resources.
Research suggests that the IEC 61850 suite of protocols provides functionality and
performance that enhance communications capabilities between the PPC and PV inverters.
However, all PV inverters have only been manufactured using Modbus communication
protocols.

Simulating and modelling PV systems compiled on RSCAD Fx and run on the NovaCor RTDS
machines allows for testing the advantages and disadvantages associated with each protocol.
If the results clearly indicate the IEC 61850 MMS protocol and further research provides
assurance, then inverter manufacturers can be guided toward developing updated
communication modules that are compatible with IEC 61850.

1.8 Assumptions
Modbus protocol is well established and implemented in PV inverters that are already
successful in meeting grid code requirements. However, this familiarity and already
established assurance of compatibility is overseeing the opportunity to develop an updated
version of communication utilizing the IEC 61850 standard. MMS and Modbus use the TCP/IP
protocols for networking and transmission. This research provides insight into the message
structure of each protocol itself. The extensive development of the IEC 61850 standard is
specifically designed for the complex functionality required for power systems in monitoring
and controlling throughout the transmission systems. This intentional design results in
additional functionality such as timestamping, quality bits, and interoperability, which is
impossible using the Modbus protocol. Capturing the data exchanged between the PPC and
simulated PV systems, firstly in a Modbus compatible configuration and then, secondly, in an
IEC 61850 MMS configuration, allows the interpretation of the effectiveness of each protocol.



e The Modbus master-slave protocol streamlines network architecture and
communication flow but limits scalability and flexibility, particularly in complex,
distributed networks.

o Modbus typically assumes a small data payload, usually between 256 and 512 bytes
per message. This limits the complexity of the transferred data and may not be suitable
for high-bandwidth or large datasets, making it less ideal for modern, data-intensive
applications.

e Compared to Modbus, the MMS client-server approach enables more complicated
interactions and dynamic communication, with numerous devices possibly submitting
requests simultaneously.

e MMS is suited for dynamic applications requiring real-time feedback and control, but it
requires a more complex and high-performance communication infrastructure than
simpler protocols like Modbus.

1.9 Chapter breakdown

Chapter 1: Introduction

Chapter 1 introduces the role of the PPC in PV systems. Modbus is the current protocol used
for communication between the PPC and PV inverters. Introduce the IEC 61850 standard and
proposal for replacing the Modbus protocol with the IEC 61850 MMS protocol.

Chapter 2: Literature Review

The literature review is conducted to gain insight into implementing the PPC connecting utility-
scale inverters to the power grid. Understanding the knowledge and implementation of both
Modbus and MMS is imperative to providing a comparative study. The research literature looks
at the message structure defined by both protocols and provides a comprehensive
understanding that enables the implementation and analysis of each protocol.

Chapter 3: Lab-Scale Implementation

A simulation is being computed using the RTDS NovaCor machine to run while interfacing it
with a PPC. The simulation needs to be conducted in two separate cases, the first compatible
with Modbus and the second compatible with MMS. Therefore, the lab-scale implementation
details the configuration of the SEL 3555 RTAC to act as a PPC for both Modbus and MMS.
The RTDS simulation is adopted from the example cases provided and modified to interact
with an IEC 61850 MMS communication module.

Chapter 4: Results and Analysis

Communication data is exchanged between the RTDS NovaCor GTNETx2 card and the SEL
3555 RTAC. Capturing these data packets and using Wireshark to analyse them provides
detailed insight into the messages used to implement each protocol. The packets intercepted
during the Modbus simulation are compared to packets captured during the second case with
the MMS configuration. Furthermore, additional software is used to validate the data displayed
to ensure consistency and accuracy. The previous chapter captured all the data from running
the two simulations. Data is shown in the Wireshark, and the ability to dissect the information
provides insight into the functionality and performance of each protocol. The research
literature from Chapter 2 is used to understand and interpret the data for each protocol.



Chapter 6: Conclusion

The results provide a detailed view of the application of each protocol in the context of
communication between PPC and PV inverters. The functionalities provided by MMS that
Modbus lacks are clearly stated. Further research is suggested to understand the full scope
of the functionalities required for inverter control. An additional comparison is also made to
utilising the IEC 61850 GOOSE protocol for its faster response time for improved performance
in reaching the setpoint.

1.10 Conclusion of Chapter 1

A summary of Chapter 1 covers the introduction to the PV systems communicating with the
PPC. It is noted that Modbus is the only protocol currently implemented for communication to
inverter controllers. The introduction provides a brief background on the role of the PPC in
ensuring that utility PV plants are grid code compliant and contribute to a stable power grid.
The introduction introduces the communication protocol Modbus and the IEC 61850
implemented within the substation automation systems. Awareness of the problem is covered
in Chapter 1.2 and explains the potential advantage of replacing the inverter communication
from Modbus with the IEC 61850 MMS protocol. Chapter 1.3 defines the problem statement
that inverter manufacturers have not developed a communication module compatible with IEC
61850 standard protocols, and research suggests the functionality and performance are better
suited to the application of inverter controller communication than the legacy protocol,
Modbus. Chapter 1.4 provides the research aims and objectives. It lists the objectives that the
research covers. Chapter 1.5 expresses the hypothesis that is based on the IEC 61850 MMS
protocol being better suited for the application due to enhanced functionality and performance
due to the nature of the IEC 61850 standard being explicitly designed for the electrical power
grid. The motivation for the research is explained in Chapter 1.6, which introduces the IEC
61850-7-420 chapter of the standard that focuses on integrating DERs. The design of the IEC
61850 standard provides an extensive foundation for communication between devices within
the substation. Looking at this successful integration of the IEC 61850, the motivation is to
examine the application within PV inverters connecting to the power grid.

Chapter 2 examines the research literature surrounding the key aspects of this research
project. These include PV inverters, PPC, the Modbus protocol, and the IEC 61850 MMS
protocol.



Chapter 2: Literature Review

2.1 Inverter Topologies

The literature review creates an in-depth review of the method of communicating to utility PV
inverters through a PPC to connect to a power grid. Therefore, subsections to the literature
review include Inverter Topologies, PPC, Modbus, and IEC 61850. Each of these chapters
includes sub-headings that cover specifics that are important in implementing the research
project. These sub-headings are listed in the diagram below, noted in Figure 2.1, for further
explanation and links to be visualized. Furthermore, simulating a PPC communicating with PV
inverters via either Modbus or MMS, as seen in Chapter 3, requires the implementation of
RSCAD Fx software running on the NovaCor from RTDS. Utilizing this software enables the
opportunity to create a real-time simulation of a PV system that can be linked to an SEL 3555
RTAC in a Hardware-in-the-Loop configuration. Therefore, the literature review also focuses
on relevant manuals related to the RSCAD Fx software, the RTDS NovaCor machine, and the
SEL 3555 RTAC.
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Figure 2.1: Structure of Chapter 2 Flowchart

2.2 Inverter Topologies
Silicon cells in the photovoltaic modules produce a DC output, so the initial input to the PV
inverter is always going to be DC. In the case of utility grid-connected PV plants, the output
required is AC. However, the inverter topologies differ significantly to achieve this, as seen in
the various studied configurations.

2.2.1 Single-Stage vs Two-Stage
The two-stage inverter consists of a DC-to-DC booster converter for the first phase (Huijuan
Li, 2012). This focuses on boosting the PV array output DC voltage to achieve the required



level for the second stage and performs MPPT. The second stage of the inverter functions to
convert DC-to-AC that is compatible with the grid. It also provides volt/var control on the AC
output.

Single-stage inverters do not have the DC-to-DC boost converter and only consist of the
inverter that controls the real and reactive output as well as generating the AC grid-compatible
voltage. Typically, with one less stage, the single-stage inverters are more cost-effective;
however, they require a higher voltage to provide volt/var control. The single-stage inverters
also face the challenge of more complex control algorithms because of the varying DC voltage
due to the nature of photovoltaic generation.

Two-stage inverters is advantageous in the characteristics that it has the additional DC-DC
converter that allows better performance of the MPPT. Two-Stage inverters also have a wider
tolerance for DC input as well as handle grid-tied control operations more precisely. This
comes at a cost of being more complex in build at higher in price. Another disadvantage to the
two-stage inverters in comparison to the single-stage inverters is the additional DC-DC
converter creates additional energy losses.

An example of the two-stage inverter is shown on the right-hand side of Figure 2.2 below,
labelled “b.” The single-stage inverter can be seen on the left of Figure 2.2, noted as “a.”

Filter Filter

DC-AC
Inverter

| DCAC
Inverter

(@) ()

Figure 2.2: Inverter Configuration a) Single Stage & b) Two Stage (Muhammad Yasir Al
Khan, 2020)

2.2.2 Single-Phase vs Three-Phase

The primary function of a PV inverter is to provide AC output. With the worldwide adoption of
PV as a generation technology, the applications for PV inverters stretch from residential
systems to large utility systems. In residential PV applications, the inverter configuration often
provides a single-phase output. In general, for large utility applications, PV inverters have a
three-phase output that is synchronized with the grid. (Ana Cabrera-Tobra, 2016). The
architecture of the IGBT is arranged in such a manner that provide single-phase or three-
phase AC output. Figure 2.3 below shows a general three-phase topology.
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Figure 2.3: Three-phase inverter topology (Santiago Benavides-Cordoba, 2019)
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2.2.3 VSl vs CSI (voltage source inverter vs current source inverter)

In terms of inverter classification, according to (Muhammad Yasir Ali Khan, 2020) the most
common is the Voltage Source Inverter (VSI). This stems from the Self self-commuted inverter
and has two operational modes: Voltage Control Mode and Current Control Mode. This can
be seen in the flow chart presented below in Figure 2.4. Line Commutated Inverters (LCI) have
been replaced by advanced semiconductor switches such as IGBT as stated by (Ankit, 2018).

Self Commutated Voltage Source Voltage Control P
> > —— 1 QO
Inverter Inverter Mode ;I 9,{.‘.‘.
Inverter
Line Commutated Current Source Current Control F
R 00
Inverter Inverter Mode ;8| ’E';

Figure 2.4: Classification of Inverters (Muhammad Yasir Ali Khan, 2020)

2.2.4 Multilevel Configuration

According to (Muhammad Yasir Ali Khan, 2020) The advancements in multi-level inverter
configuration in grid-tied inverters have resulted in very efficient performance and
advantageous features. Amongst these features include the as the levels increase, the output
waveforms also increase.

Multilevel Grid Connected PV Inverter Topologies
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Figure 2.5: Classification of multi-level grid connected Inverters based on power circuit
structures (Muhammad Yasir Ali Khan, 2020)



The ability to obtain a pure sinusoidal waveform and has a superior harmonic spectrum. The
previous generation is classified as 02-Level Inverters, and the comparison between them and
the various topologies that have been introduced by research is displayed in Figure 2.5 above.
These classifications each provide various advantages versus disadvantages based on the
performance of the proposed architecture.

Important performances that are used to analyse the inverter's capabilities and efficiencies
are auxiliary functionalities, efficiency, anti-islanding detection, leakage current, power density
and capacity, DC-Link capacitor, switching frequency, and semiconductor devices. The
development of the inverter topologies has been at improving these areas of performance so
that the connected renewable energy sources can operate efficiently and with superior power
quality.

2.2.5 Central, String and Multi-string Inverters

The topology of the PV inverter can further be analysed in terms of central, string, or
multistring. These topologies refer to how the inverter collects the DC power from the PV array
and converts it to AC output. According to (Ana Cabrera-Tobra, 2016) These topologies must
be examined carefully to select the correct one that provides the optimal power in terms of
performance under shading, available solar irradiation, and cost impact. The topologies are
briefly described below, and Figure 2.6 displays a comparative single-line block diagram.

Central Inverter

The central inverter is often placed centrally with respect to the connected PV arrays that
provide all the DC input. These central inverters are often constructed as a single unit along
with a transformer and ring main unit (RMU) to connect the AC output cables. The power
ratings of the central inverter are the highest available and make use of the cost benefits in
large-scale power plants by having a good economy of scale according to (Ana Cabrera-
Tobra, 2016). The DC power from the PV strings is normally combined in string combiner
boxes to produce fewer inputs to the central inverter. This means that it has lower MPPT
across the strings, which could mean lower efficiency on cloudy days. The available level of
control is limited to one inverter that comprises a large portion of DC power. This results in
less accuracy of control; however, due to their economy of scale, they can produce a better
LCOE and are the most common inverter topology used in utility-scale PV power plants
currently being developed.

String Inverter

A string inverter connects strings of PV arrays into an MPPT channel. This allows for the most
optimal performance in power conversion from the PV array. It requires an inverter per string,
and therefore, the effect of implementing this configuration at a utility-scale is costly.

Multi string Inverter

The multi-string inverter uses a DC-to-DC converter for each string and connects multiple
strings to the DC-to-AC inverter. Each string can still be connected to an MPPT channel that
provides the best performance output.
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Figure 2.6: Inverter Topologies Single Line Block Diagram (Ana Cabrera-Tobra, 2016)

The performance of these inverter topologies is displayed below in the chart extracted from
(Ana Cabrera-Tobra, 2016). This chart divides the main characteristics into categories nested
under costs, general characteristics, power losses, and power quality. It is interesting to note
that the chart even calculates the costs of cables required to connect the PV arrays to the
inverter and the inverter output AC cable. It also considers the installation of the equipment,
and although the price for labour varies from country to country, the benchmark for work can
be considered. The general characteristic group focuses on robustness, reliability, and MPPT
efficiency. Power losses are present in switching, AC, and DC losses, which are undesirable
as energy lost cannot generate power. On the other hand, power quality is desirable, and the
better the performance of the inverter, the more suitable it is for being grid-tied.
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Figure 2.7: Comparison of Characteristics for Inverter Topologies: Central, String, and
Multistring taken from (Ana Cabrera-Tobra, 2016)

Based on the literature review, there are a vast number of technological variations in inverter
topologies as seen in Figure 2.7 above. To create a model, these technologies must be
selected according to the most suitable performance. Since the research is based on reactive
power control and the impact of large-scale utility PV plants, a common inverter topology is
the multi-string central inverter due to its efficiency and the cost of implementation.

2.2.6 RSCAD FX Simulation for PV Inverters

To simulate a PV system connected to the grid using RSCAD, Fx research is conducted to
examine the existing databases already established by RTDS. Navigating to ‘Examples’ in the
RSCAD FX software opens a library of ready to use systems already drafted and tested. The
example case under Renewables, Power Plant Controller created by Christian Jegues from
RTDS, has two PV systems connected to the Grid via a High Voltage (HV) transformer. They
are focusing on the PV systems and the configuration required for accurate simulation using
the RSCAD Fx model. A screenshot below shows the details of PV System 1 of the model.
According to the author, each PV system is scaled down to a single power station. However,
this represents multiple power stations simplified for simulating purposes. Each power station
includes a combination of a boost converter, inverter, transformer, and switchgear. The PV
characteristics are not seen due to space requirements, and it must be noted that the actual
PV modules would be on the right of the current snipscreen. The PV characteristics are
dependent on irradiation and temperature setpoints. These values then provide the DC power
output from the PV modules into the power station. From the previous research, the author
has selected the use of a boost converter prior to the inverter stage in his power station
configuration. Implementing a transformer after the inverter increases the voltage to reduce
energy losses when transmitting power to the grid.
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2.3 Power Plant Controller (PPC)

The power plant controller (PPC) provides the controllability required to ensure renewable
energy plants perform as local grid codes require. Variable renewable energy generation can
pose challenges to the utility specifically concerning frequency and voltage according to
(Ashutosh Kumar Tiwari, 2021). Active and reactive power control is critically important to
ensure the safe and reliable operation of the grid. The PPC coordinates the control of active
and reactive power from the PV inverter. Active and reactive power is generated in the
conversion from DC to AC power, and grid-tied inverters must be capable of supporting both
lagging and leading reactive power. The PPC is linked to the utility at the point of
interconnection (POI); from here, the measured values from the PV plant's output are
compared to the desired setpoints defined by the local dispatch center. A basic block diagram
inserted from (Ashutosh Kumar Tiwari, 2021) In the attached Figure 2.9, the PV plant's
connection with the utility grid is shown below. The PPC communicates the setpoints to the
inverters from the measured values at the POI or provided via SCADA from the local dispatch
centre.

|‘ ------- Communication Channel _— . . .
PPC dl?::-‘.:lraq_pmm Power Plant L EEETrE
oM y] Controller (PPC) |7 »

Solar PV Solar PV

e
Inverer :

e ‘,',‘j,; ”g | I P, Q, V, L f, PF values

Measurement
q - | Device
| 3 | Utility
~ POI | 3 | Grid

Figure 2.9: Single Line Diagram of Solar Plant with PPC (Ashutosh Kumar Tiwari, 2021)

An algorithm showing the basic functionality parameters for monitoring and controlling a PV
plant can be seen below. It is noted the operator provides the setpoints that must be followed.
The PPC then monitors the measured values from the POI and the inverters. The PPC then
executes a calculation to provide the required functionality for the PV plant to meet the
necessary setpoints defined by the utility. This would then require a checkpoint to determine
if the grid code constraints have been met. If not, the PPC gets feedback that corrections are
needed. Once the grid code constraints have been met, the PPC sends the calculated
setpoints to each PV inverter. This happens continuously as power is being generated. The
flowchart extracted from (Ashutosh Kumar Tiwari, 2021) is attached below in Figure 2.10.
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Figure 2.10: Flowchart of PPC Operation at System Level (Naji Rajai Nasri Ama, 2014)

2.3.1 Measure inputs at Point of Interconnection (POI)

The PV plant's performance is consistently analysed to ensure the performance is
synchronized with the requirements of the power grid. A Phase Lock Loop (PLL) is an essential
block in grid-connected renewable generating inverters, as mentioned in (Naji Rajai Nasri
Ama, 2014). As seen in the previous Figure 2.10, the measurement devices are placed at the
interconnection (POI) point. The PV plant's performance at the node is analysed to ensure the
power gquality is suitable for a reliable grid operation. The PLL plays an important role in
synchronizing the inverter's output with the grid’s voltage and frequency. The PLL achieves
this by monitoring the voltage waveform from the grid to determine its frequency and phase
angle. The PLL continuously compares these grid parameters to the inverter’s output voltage.
If required, the PLL commands the inverter to adjust its voltage and or phase angle to match
the grid's. Components used in PLL are phase detectors, voltage-controlled oscillators, low-
pass filters, reference signals, and control loops.

2.3.2 Reactive Power Control Algorithms

The PV inverter provides reactive power. Various algorithms are presented in the literature
that provide solutions for optimizing the reactive power provided by renewable energy plants
onto the power grid. Since renewable energy sources are taking up a growing portion of the
power generation percentage, their ability to provide active and reactive power is imperative.
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The distributed nature of renewable energy sources provides a unigue perspective on injecting
active and reactive power through multiple nodes within the utility grid. The is a contract to the
legacy grid with a very small number of generation plants and, therefore, only a few nodes to
provide this control. However, the variable nature of renewable energy sources presents
alternative challenges that must be considered, such as reactive power support at night for
PV plants.

The droop control has received various adaptations to improve the precise challenges of
adopting renewable energy sources onto the power grid. From literature (Gildas Tapsoba,
2018) The applications of droop control can be seen from the control perspective of the PV
inverter. Further advancements to Droop Control have been studied, providing mathematical
models for each inverter's reactive and active power capabilities. From this model, the reactive
or active power source can be derived in a ratio aligned with inverters with higher capacity,
providing a higher ratio than those inverters with smaller capacities. Further details regarding
the distributed droop control algorithm can be referenced in (Yao Zhang, 2022).

Reactive power control can be divided into two categories. A leading or lagging power factor
often defines the categories. A lagging power factor expresses that the current lags the voltage
phase and is indicative that capacitive reactive power support is required to balance the
system. A leading power factor expresses that the current leads the voltage phase, and
inductive reactive power support is needed to balance the system. Due to the nature of
industrial and commercial operations, it is typical for the power factor to be lagging due to the
inductive motors used.

Initially, reactive power control was provided by ‘classic control’; however, computer
advancements provided a new closed-loop control method often termed ‘embedded control'.
The differences between classic and embedded control techniques and applications are
described in their respective headings.

2.3.3 Classic Control
Classic control for reactive power support can often be described as open-loop control. Some
examples of classic control are:

Volt-Var (V-V)

Voltage-Var control operates on the principle of adjusting the PV inverter's reactive power
output based on changes in the grid voltage. Modulating the reactive power output maintains
a constant voltage profile and regulates the voltage within acceptable limits.

Power Factor Control

PF control adjusts the PV inverter's reactive power output to achieve a target power factor. It
ensures that the PV inverter supplies or consumes the required reactive power to maintain the
desired power factor, the ratio of real power to apparent power.

Current Control

Current control adjusts the inverter's output current to regulate the reactive power flow. The
inverter adjusts its output by monitoring the grid current and comparing it with a reference
value to provide the necessary reactive power support.

Droop Control
Droop control is a decentralized control algorithm commonly used in grid-connected inverters.
It enables multiple inverters to share the responsibility of reactive power control. Each inverter
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adjusts its reactive power output based on local voltage and frequency measurements,
following a droop characteristic. This allows for better sharing of reactive power control among
multiple distributed energy resources.

2.3.4 Embedded Control (Closed-Loop)

Embedded control gains its name from a computational process consisting of complex
algorithms based on mathematical models and available data. A few examples of embedded
control algorithms are provided below.

Model Predictive Control (MCP)

MPC is an advanced control algorithm that utilizes a mathematical model of the inverter and
system constraints to optimize the reactive power output. It predicts the system's future
behavior and calculates the optimal reactive power setpoints to minimize a defined cost
function, such as voltage deviation or power losses. Using the feedback mechanism, it has a
better ability to face uncertainties and disturbances according to (Carlos Bordons, 2018).

Fuzzy Logic Control

Concerning (Oscar Castillo, 2016) fuzzy logic control can be described as a rule-based control
algorithm that uses linguistic variables and fuzzy rules to adjust the reactive power output
based on inputs such as voltage and frequency measurements. It provides a flexible and
adaptive control approach that can handle uncertainties and nonlinearities.

2.3.5 Advanced Communication for Inverter Control

PV inverters use advanced communication for monitoring and control. This communication is
based on information technology (IT) and operational technology (OT). It allows the inverter
to receive communication from the PPC and respond to setpoints defined by the system
operator. Since the inverter is the equipment responsible for frequency, current, voltage,
reactive, and active power, control and monitoring are imperative for effective operation.
Figure 2.11 below shows the monitoring and control nodes in the PV inverter.

Working with Figure 2.11 below, the diagram displays the PV arrays connecting to the DC
capacitor link from left to right. This capacitor is essentially inside the frame of the inverter. At
the input to the capacitor, the current and voltage values are monitored, and Ipv and Vpv are
denoted. These values are used for MPPT control, and the output reference voltage from the
MPPT is monitored for Active Power Control. The DC voltage from the DC link capacitor is
also used as a reference for the Active Power Control. The abbreviation LS-PVPP stands for
Large-Scale-Photovoltaic Power Plant and the control block represented in the diagram would
be very similar to the function of the PPC previously discussed. The active power setpoint is
provided to the Active Power Control block as a third input. The active power control then
provides voltage and power output to the inverter control block. The inverter Control block then
has inputs of reactive power value, as well as an AC voltage and current value monitored from
the output of the inverter. The Inverter Control block then uses these inputs to calculate the
modulation required in switching the DC to AC inverter.
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Figure 2.11: Typical Structure of a Three-Phase Grid Connected PV unit in a Utility Scale PV
Plant (Ana Cabrera-Tobar, 2017)

2.3.6 SEL 3555 RTAC

A dedicated device must be configured to take on the responsibility of the PPC. A SEL 3555
RTAC (Real-Time Automation Controller) has built-in functionality supporting PPC acting.
Referencing the SEL RTAC Manual on page 137, the table listed under “Communication
Protocol Device Support Cout” lists the number of Modbus and IEC 61850 MMS devices that
could be configured as either ‘Clients’ or ‘Servers.’ For Modbus, the total count is 256 devices
of ‘Clients’ or ‘Servers’ or a combination of both. Concerning IEC 61850 MMS, the table
stipulates that there can be 256 ‘Servers’ and only 10 ‘Clients’. The following subsections of
the Modbus and IEC 61850 protocols provide further background to the ‘Client/Server’ models,
but for the context of the PPC, it is important to establish that since the PPC is requesting
information from the PV inverters, the PPC is therefore playing the role of the ‘Client.” The PV
inverters respond both in information and performance according to what the PPC initiates,
and thus, the PV inverters are classified as the ‘Servers.’

The configuration of the SEL 3555 RTAC acting as a PPC with Modbus configuration to PV
Simulation on RSCAD Fx is completed in the example provided by RTDS author Christian
Jeguers. This example provides the configuration of the GTNETx2 card, the communication
module for the NovaCor simulation as a Modbus server. The example also provides the
configured SEL files that, once loaded to the SEL 3555 RTAC, the RTAC behave as a PPC to
the simulation running on the NovaCor. This can be used as a control case for the Modbus
simulation. Editing this control base to have an IEC 61850 MMS communication between the
NovaCor and the SEL RTAC provides an opportunity to create a comparison study between
the implementation of Modbus and IEC 61850 MMS in applying a PPC. To achieve the IEC
61850 MMS comparison, the GTNETx2 card of the NovaCor and the SEL RTAC client must
be configured according to the IEC 61850 standard.

2.4 Modbus

Modbus was developed in 1979 by Modicon. (Incorporated, 2005) states that Modbus was
designed for industrial automation systems running on programmable controllers. Commonly
referred to as a Master-Slave protocol, Modbus uses a structure that allows a master to poll
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data from the slave. This is also known as a client-server protocol, where the client requests
data from the server. Therefore, if a master wishes to obtain data from a particular device
(slave), the master must include the slave’s address.

Modbus was widely adopted, but every manufacturer created its own proprietary version of
the protocol, resulting in zero compatibility between devices from different vendors.

2.4.1 Modbus Packet Frame

Concerning the Open System Information (OSI) model that describes data and data transfer
using the seven-layer system. Modbus protocol is an application layer protocol as it defines
rules for organizing and interpreting data as stated by (Incorporated, 2005). The message
structure is, therefore, what Modbus protocol stipulates. However, the transmission medium
is still required to get the data from one device to another. Two versions of Modbus emerged
from the two different transmission methods used to achieve this. Firstly, Modbus RTU is
referred to when Modbus protocol relies on serial communication as a physical medium
connecting the two devices. Secondly, with the rise of the internet, ethernet has become a
very successful method of transporting data without needing to be physically connected via a
cable. The transmission control protocol (TCP) provides a structure for transferring data over
a network. Thus, it gave rise to the Modbus TCP/IP protocol. Modbus RTU and Modbus
TCP/IP packets can be analysed from the image below in Figure 2.12. The original message
structure of Modbus is encapsulated into a TCP frame. However, the need for the checksum
that is part of the Modbus RTU is irrelevant due to the nature of the TCP/IP protocol already
ensuring that the data of the message is received correctly.

Application Data Unit (ADU)

A
/ N
Functi Traditional
CONSTRUCTION OF A Agiszs| Frcton [ pta | Chsokelm | padonal
MODBUS TCP DATA PACKET ¥ Y
Function Dat Function Code & Data
Code ata Are Not Modified

v

Modbus Application Protocol (MBAP) Header .
(7 Bytes) Protocol Data Unit (PDU)
Transaction | Protocol Length Unit ID Function Data Modbus Frame With
Identifier Identifier Field Code TCP/IP Transmission
(2 Bytes) (2 Bytes) (2 Bytes) (1 Byte) (1 Byte) Varies
J

s
Modbus TCP/IP ADU
(This information is embedded into the data portion of the TCP frame)

Figure 2.12: Modbus RTU and TCP/IP Frame (W. You, 2019)

2.4.2 Modbus Registers

Memory registers configure, control, and monitor devices in Modbus. Each vendor has a
specific register map that details the list of signals for that device. The registers for Modbus
are referred to by their function code, and primary registers are defined in the GTNET Modbus
V2 Manual as Discrete Inputs, Coils, Input Registers, Holding Registers, and Exception Status.
The Modbus Protocol Data Unit contains a function code corresponding to the register. For
example, controlling a breaker status sends a binary state to the Coil register, which is listed
in the signal list. The order of registers and their assigned function codes may vary depending
on the manufacturer, as seen below in the table extracted from the RSCAD Fx GTNET
Modbus manual. The GTNET Modbus manual details the working functionality of the GTNET

19



communication module when the Modbus firmware is loaded. This is essentially the

communication portal to simulation running on the NovaCor machine.

Table 2.1: Modbus Function Codes, Registers, and Data Types (RSCAD Fx GTNET Modbus

Manual)

Function Modbus Register

Code Description Read/Write Data Type
01 (0x01) | Read Coils Read Boolean
02 (0x02) | Read Discrete Inputs Read Boolean
03 (0x03) | Read Holding Registers Read 16-bit word
04 (0x04) | Read Input Registers Read 16-bit word
05 (0x05) | Write Single Coil Write Boolean
06 (0x06) | Write Single Register Write Boolean
07 (0x07) | Read Exception Status Read Boolean
15 (OXOF) | Write Multiple Coils Write Boolean
16 (0x10) | Write Multiple Registers Write 16-bit word
22 (0x16) | Mask Write Register Write 16-bit word
23 (0x17) Read/Write Multiple Read/Write | 16-bit word

Regsiters

2.4.3 Modbus Client/Server Model
As of 2024, all major inverter manufacturers (Sungrow, SMA, Huawei, etc) still use Modbus
communication protocols for inverter control. This can be seen in their respective manuals for
their inverters. MODBUS communication protocol was developed in 1979 and soon became
the industrial control and monitoring standard. Since the protocol was open source, the
development continued to be reached in many application areas. Modbus makes use of the
Master/Slave relationship. The Master can also be known as the client and is the device
responsible for requesting information. There is only one master or client in a Modbus network.
The Slave is also known as the server and is the device responsible for providing the
information requested by the master. There can be multiple servers in a Modbus network.
Figure 2.13 displays the data exchange between the client and the server for the PV network.

Monitoring
System Request
. >
MODBUS Client
(Master)
%
Response

MODBUS Server

PV Inverter

(Slave)

Figure 2.13: MODBUS TCP Protocol Between Monitoring System and PV Inverter (Shinyuk
Kang, 2019)

20



A study conducted by (Thunchanok Kaewnukultorn, 2022) Displays the Hardware-In-The-
Loop (HIL) configuration of using a grid emulator to monitor the grid impact of voltage
stabilization using PV inverters. The simulators and power quality meter devices interact with
the Control PC via GPIB Bus (IEEE-488). Two different inverters (Fronius and SMA Inverters)
are connected to the Control PC via the MODBUS TCP/IP Bus. The Control PC then uses a
local server to connect to a remote-control centre via the Internet. This HIL shows the Control
PC providing the control and monitoring of the inverters via Modbus as displayed in Figure
2.14 below.

HIL Lab
Local server
socket
=t API interface GET/POST ¢ | (.}

requests i

i
L] . ;
Grid simulator foes g
.
' B - Windows PC
— — i B —1 H H 3

PV simulator 2

ELIOCOLE
TCP/IP

‘S”nq GId..D“
¥

Remote

= V.LPQ...; =] connection
——— Fronius SMA
Power meter inverter inverter

Note: Power flow is not shown here

Figure 2.14: Communications Diagram of the HIL Laboratory conducted by (Thunchanok
Kaewnukultorn, 2022)

2.4.4 Modbus Implementation for RTDS NovaCor Simulation

The HIL must be configured with the devices connected to create a test bed environment, as
described in Chapter 3: Lab Scale Implementation. According to the RSCAD Fx manual for
the GTNET Modbus V2 configuration, the implementation of the lab scale must follow the
diagram below in Figure 2.15. The GTNETx2 card must be configured with the Modbus V2
firmware and connected to the NovaCor via two fiber optic ports. The GTNETxX2 card is then
connected to a central switch that routes traffic from peripheral devices such as the operator
PC running the RSCAD Fx software and Modbus Client Stations. Modbus Client Station
includes the SEL 3555 RTAC configured as the PPC.
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Figure 2.15: GTNETx2 Modbus Lab-Scale Implementation (RTDS GTNETx2 Modbus
Manual)

MODBUS has been used for many decades across industries. However, concerning the
SMART grid, a new standard, IEC 61850, has provided the format for new protocols that offer
various advantages over MODBUS. The next heading focuses on IEC 61850 and compares
it to the application of inverter communication in monitoring data shared with the PPC.

2.5 |[EC 61850 MMS

2.5.1 IEC 61850 Overview

According to the SEL 3555 RTAC Software’s Manual, the Electric Power Research Institute
(EPRI) and the Institute of Electrical and Electronics Engineers, Inc (IEEE) started developing
a Utility Communications Architecture (UCA) in the early 1990s. This resulted in the Inter-
Control Center Communications Protocol (ICCP) specification. This specification was later
adopted by the IEC as 60870-6 TASE 2. Later, in 1997, the combined efforts with the Technical
Committee 57 of the IEC resulted in a common international standard known as the IEC 61850
standard. Below in Figure 2.16 is an extract from the SEL 3555 Manual that breaks down the
chapters of the IEC 61850 standard for an overview.
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IEC 61850 Sections |Definitions

IEC 61850-1 Introduction and overview

IEC 61850-2 Glossary

IEC 61850-3 General requirements

IEC 61850-4 System and project management

IEC 61850-5 Communication requirements

IEC 61850-6 Configuration description language for substation IEDs
IEC 61850-7-1 Basic communication structure for substations and feeder

equipment- principles and models

IEC 61850-7-2 Basic communication structure for substations and feeder
equipment- Abstract communication service interface (ACSI)

IEC 61850-7-3 Basic communication structure for substations and feeder
equipment- Common data classes

IEC 61850-7-4 Basic communication structure for substations and feeder
equipment- Compatible logical node (LI) classes and data classes

IEC 61850-8-1 SCSM-Mapping to Manufacturing Messaging Specification
(MMS) (ISO/IEC 9506-1 and ISO/TEC 9506-2 over ISO/
IEC 8802-3)
IEC 61850-9-1 SCSM-Sampled values over serial multidrop point-to-point link
IEC 61850-9-2 SCSM-Sampled values over [ISO/TEC 8802-3
IEC 61850-10 Conformance testing

Figure 2.16: Overview of the IEC 61850 standard (SEL 3555 RTAC Manual)

2.5.2 |EC 61850 Object-Oriented Model

The IEC 61850 standard provides an object-oriented model to which a list of protocols
adheres. A significant function of the IEC 61850 standard is to ensure interoperability between
different vendor devices. The standard provided a message structure for IEDs to communicate
regardless of who manufactured them—a breakthrough in the SAS architecture. The SAS
architecture can be seen from the extract of the IEC 61850-1-6 ‘Configuration Description
Language for Substation IEDs’ below in Figure 2.17. The different levels within the SAS are
listed in the figure left as station level, bay level, and process level. Within each of these levels,
multiple IEDs are utilized. The IEDs at the process level interact with devices such as
breakers, relays, current transformers, etc. Information regarding the equipment of the High
Voltage (HV) yard is then communicated via the Process Level to the Bay Level. Bay Level
IEDs communicate with the Process Level and other IEDs within the Bay Level and with
station-level devices. This enables an operator to be positioned remotely and still have access
to control and monitoring the entire SAS.
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Figure 2.17: Substation Automation System Diagram (IEC 61850-1-6)

2.5.3 |EC 61850 Common Data Classes

The communication structure defined by the IEC 61850 works on a very well-established
server model. The server model breaks the IED functions into Logical Nodes (LNs). These
LNs include Common Logical Node Information, Status Information, Settings, Measured
Values, and Controls. Within each of these LN is a list of Data Objects. Within each Data
Object (DO), there is a list of Data Attributes (DA). The DA contains the actual data, whether
it be the position of a breaker, a measurement of reactive power, or even the quality of
established communication. Logical Nodes are then the building blocks for communication
between IEDs. Figure 2.18 below shows an expanding tree diagram of a circuit breaker LN
(XCBR). The DO is the position, and the DA is a list of data related to the position of the XCBR
LN. It is important to note that a DA called “Operate Time” creates a time-stamped log of
various changes in data. Another DA is “quality,” and this provides a “valid” or “invalid” signal
that states if the communication between the devices for that Data Object is achieved for any
given instance. DA is defined by an attribute name (stVal for status value) and an attribute
type (double point controllable — DPC).
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Figure 2.18: Conceptual Information regarding Circuit Breaker Logical Node (IEC 61850-7-1)

The IEC 61850 standard is divided into seven parts, each containing specific information to
achieve the structure for establishing various protocols. For this research, the focus was on
the Manufacturing Message Specification (MMS). The MMS protocol operates on a client-
server method and is translated into a TCP/IP frame to transmit across networks.

(Apostolov, 2006) Figure 2.19 shows the object models used in the IEC 61850 standard and
describes the classification of an Intelligent Electronic Device (IED) as an example. The IEC
61850 object model starts by defining the physical device and then goes into the logical nodes
for that device.

Physical Device
Logical Device
LD1 LLNO
LPHD |,
: T
External Functional | Ok gnd | PIOCT _ Logical
Group Name 1" | Nodes
(Overcurrent | PToc! )
Protection function) PTOCZ2
RDIR1
4 Phsi| PlIOC1
Internal Functional __—+—1" f '
Group Name | PTOCH |
(Phase Overcurrent PTOC2
Protection sub-function) ; 1Y
RDIR1 |y
[ rRREC1 |”
[ mxu1

Figure 2.19: Object Model of IED as a Single Logical Device (Apostolov, 2006)
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The hierarchy of accessing this information can be seen in the diagram below in Figure 2.20,
extracted from (Apostolov, 2006). From this diagram the logical device is the main access gate
and then the information flowchart moves from external functions, internal functions, data
objects (DO) and data attributes (DA). The data attributes are considered the core
fundamental elements of the communication.

IED Logical LNO
(Server) Device —| Function | | Sub-Function
' (LD) LNPD Control Control
X | Sub- || | Function _-_ Setting
Function Function Element Attribute
External Internal Logical DO DA
FGN FGN node Sefti
L] etting
Attribute
Sub- Function . | Setting
I Sett .
Function ﬂ{ Element eTing Attribute
. Sub- Function ;
~‘ Funct L .| Sett )
unction Function ﬂ{ Element || Setting
Function _ Attribute

Figure 2.20: Object Hierarchy (Apostolov, 2006)

To understand how the data communication can perform in such a manner, the breakdown of
the object model can be seen in code form as extracted from (Mark Adamiak, 2012) in Figure
2.21 below. As noted in the hierarchy, the logical device is kept on the left; in this case, the
logical node is referenced as “XCBR,” which is translated to a switchgear circuit breaker using
the IEC 61850 table. The functional constraint is denoted as “ST” and is separated from the
logical node and the data through a “$” symbol. The “ST” stored as the functional constraints
refers to status information. The Data object is classified as “Loc” and is the group of data
attributes for this specific device. The data attribute is then denoted “stVal” and contains
information about the status as addressed in the data object.

Relay1/XCBR1$ST$LocSstval
—

;Y_)
L +— Attribute
Data

Functional Constraint
Logical Node
Logical Device

Figure 2.21: Anatomy of an IEC 61850-8-1 Object Name (Mark Adamiak, 2012)

2.5.4 IEC 61850-7-420

The successful adoption of the IEC 61850 for substation automation created further
development to create a subsection around integrating the growing population of renewable
energy resources. The continual growth of renewable energy penetration onto the power grid
replaces the general term from bulk generation to distributed generation. This distributed
generation refers to multiple nodes in the power grid that generation plants are connected to
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and is referred to as Distributed Energy Resources (DERS). The subsequent IEC 61850-7-
420 focuses on integrating the DERs onto the power grid since the PV plant is defined as
falling under the DERSs using the IEC 61850-7-420 to look at the communication protocols for
inverter control and monitoring.

Part of the IEC 61850 works on defining the logical nodes and creating a standard that can be
used for interoperability, as mentioned above. The extract below in Figure 2.22 is taken from
the IEC 61850-7-420 standard and is specific to photovoltaic integration. The legend notes
that the logical node classes are in red text. It can be seen in the diagram that the DER unit
controller, as the production side of the PV plant, is decoupled from the DER Electrical
Connection Point (ECP) to connect the DER to the grid. Using the actual tables provided in
the IEC 61850-7-420 standard, shifting from the traditional communication from MODBUS to
IEC 61850 is possible.

Photovoltaics System Logical Devices and Logical Nodes
= | S DER Plant Electrical
— C— a— 3 -
s DER Unit Controller | — ~ | Connection Point (ECP)
- - ~ ECP
- DRCT, DRCS, DRCC, FSEQ, \ DCRP, DOPA, DOPR, DOPM,
Y/ MMXU < DPST, DCCT, DSCC, DSCH,
/ ECP CSWI, XCBR, MMXU
DVPM, DPVA, - J
. ZRCT,
Photovoltaics ppyic’ pTRC ZINV cswi MMTR *
Energy CSWI, M0 XCBR MMTR .
Converter XSwi DC Converter | = CSwWi
DER XCBR
{ DC Switch 'l—_i H Circuit }
e ——— | Breaker| Utility 2 Electric Power
! W VAL Circuit p—-ro »r—— System
~ <v Breaker j
ZBAT,ZBTC I / / ~ ~ * 5 PBRO  PCDL
PBTC
gaﬂuy MMXU ‘—CD_ ~ % DER Protective PTUF | Generation
ystem Power System Redaying Protection
Measurements P d PTOF
Physical Measurements » -
STMP MHET Y Load Circuit .
- \A L Breaker(s) [ locdlloads
CsSwi
XCBR
MMTR - Station
MMET — Service
Meteorolog»call IEC 61850-7-420 Logical Nodes
Existing Logical Nodes
Logical Device
IEC 113/09

Figure 2.22: IEC 61850-7-420 Logical Nodes for PV System (Taha Selim Ustun, 2011)

2.5.5 IEC 61850 Implementation for RTDS NovaCor Simulation

Implementing IEC 61850 communications to the RTDS NovaCor requires ensuring the
firmware of the GTNETX2 card has been configured with the GSEv7 firmware. This enables
successful collaboration between using the GTNETx2 GSEv7 communication module in
RSCAD Fx while drafting the simulation. Using the RTDS user’'s manual for the ICT (IED
Configurator Tool), a software used to configure the GTNETx2 GSEv7 IEC 61850 mapping.
Figure 2.23 from the ICT manual guiding the updating of firmware is attached below, guiding
the updating of the relevant communication module GSEv?7.
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Figure 2.23: RSCAD Fx ICT User’s Manual Firmware Configuration for GTNETx2 GSEv7

Referencing the GSEv7 manual provided by RTDS as seen in Figure 2.24, the network
architecture can be observed to connect all the devices coherently. This network architecture
is shown in an extract from the GSEv7 manual below. A noticeable difference between the
network architecture observed for the Modbus GTNETXx2 application is the addition of a GPS
clock providing inputs to both the GTSYNC card connected to the NovaCor RTDS and the
connection of the GPS clock to external IEDs. The external IED with the connection from the
GPS clock for this research is the SEL 3555 RTAC.
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Figure 2.24: RSCAD Fx GTNETx2 GSEv7 Manual Diagram of Network Architecture (RTDS
GNTETx2 GSE Manual)
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2.6 Review and Conclusion

From the various chapters exploring the design and functionality of PV inverters for large
utility-scale applications, it is intriguing to see their increased penetration in the generation
portfolio. The energy conversion of the inverter is explored in the inverter topology, and this
chapter shows a tremendous amount of research for many designs and performances. The
control of the PV inverter is achieved through integrating a PPC. Communication between the
PPC and the inverters must still be converted to Modbus, as none of the inverter
manufacturers have implemented the IEC 61850 standard protocol. An exciting gap in the
application of a widely adopted standard.

1) Inverter Topologies

The research and development of PV inverters have seen significant advancements in recent
years. The VSI inverter seems to be the dominant technology utilizing multilevel-modular
topology. Central-string inverters and string inverters are used in utility-scale PV systems. The
constant amongst the PV inverters has been the adoption of the IGBT switching. The focus of
this research highlights utility-scale grid-connected PV inverters; although there are various
options, the most practical one to use on a large scale is the three-phase inverters. The PV
inverter's operation creates the required functionality, such as reactive and active power,
frequency control, voltage, and current control.

2) PPC
The PPC controls the PV system. It measures the PV system's output performance at the
POC and interacts with the Control Operator via SCADA for setpoints. The PPC then links to
the inverters and provides control and communication to optimize performance. Various
algorithms have been developed to increase the effectiveness of reactive power control, and
the embedded advancements have resulted in complex models that affect how the technology
is implemented.

3) Reactive Power Control
The classic versus embedded reactive power control strategies are explored. It is noted that
the development of inverters to provide reactive power support for the grid has improved their
adaptability and ability to take up a more significant percentage of the generation portfolios.

4) Advanced Inverter Communications

Inverter communications still rely on MODBUS protocol. This is defined as the inverter
manufacturers providing the specifications in the manuals, and it is noted that none of them
provide the option to use the IEC 61850 standard protocols. The IEC 61850 standard is
examined for its effectiveness in replacing the MODBUS protocol for inverter control and
monitoring. The subsequent IEC 61850-7-420 provides the logical nodes for DER, and the
data objects for PV systems are suggested as the formal communication version. The
characteristics of both Modbus and MMS protocol are tabulated below in Table 2.2 for a side-
by-side comparison of the information extracted from the research literature.
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Table 2.2: Comparison between Modbus Protocol and IEC 61850 MMS

Aspect Modbus Protocol MMS Protocol
Communication . Client-Server (More dynamic,
unicat Master-Slave (Client-Server) ! : S V ( y I
Model multiple clients)
Data Structure Slmple (C0|I§, Discrete Inputs, Complex (.Object-onented,
Holding Registers) supports rich data types)
Real-Time Moderate (Polling Mechanism) High (Re.al-tl.me
Performance communication supported)
. . Advanced (Acknowledgments,
Error Handling Basic (CRC Checksum) v ( . wedd
error codes, retries)
. Limited (Fixed addressing, small . .
Scalability ( : g High (Scalable, extensible)
payload size)
Securit Minimal (Depends on physical Includes mechanisms for
y layer security) encryption, authentication
Limited (Older and modern :
: High (supports complex,
Integration systems may struggle to .
. modern automation systems)
integrate)
Simple control, monitoring, Advanced control, power
Use Cases . . .
lower-cost systems plants, industrial automation

5) Summary
The summary of the research literature guides the implementation of the lab-scale work
required to provide an investigation between the effectiveness of each protocol. This lab-scale
work is based on the findings in the research literature and is detailed in the following Chapter
3.
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Chapter 3: Lab-Scale Implementation

This chapter provides a detailed explanation of the lab-scale implementation completed at
Cape Peninsula University of Technology (CPUT) Centre for Substation Automation and
Energy Management Systems (CSAEMS). Concerning the literature and manuals provided in
Chapter 2, the successful compilation of the simulations is achieved. It has already been
established that an example case from RTDS can be used for the simulation running on
Modbus communication between the NovaCor and the SEL 3555 RTAC (PPC). This example
must be configured into the local network and compiled successfully to get packets detailing
the data transmitted in the Modbus protocol. However, before establishing the necessities that
provide a compilation with the Modbus protocol, the example detailed below in Chapter 3.1
should be held constant between both simulations. The following subsections, 3.2 for Modbus
Protocol and 3.3 for IEC 61850 MMS protocol provide the detailed configuration that produces
unique communication between the simulation running on the RTDS NovaCor and the SEL
3555 RTAC acting as the PPC. The purpose of this lab-scale implementation is to capture the
data transmitted between the devices so that a comparative study of the effectiveness of each
protocol is investigated. It is noted that the extent of this research only focuses on the
implementation of the protocols for monitoring purposes. The theory of control for each
protocol is still discussed in the research literature as it provides fundamental parts of each
protocol and can be used in comparing the protocols.

In summary, the lab-scale implementation successfully compiles two simulations of the PPC
communicating with a simulated PV system. The iteration for the simulation allows the second
configuration to implement the newly proposed IEC 61850 protocol in replacement of the
Modbus configuration seen in the first simulation. The PV systems remain identical in both
simulations, and the configuration of the communication modules is adjusted to each protocol.
This allows the data captured and analysed to be comparable and the functionality of each
protocol examined. The simulations are compiled on RSCAD Fx software and simulated on
the RTDS NovaCor machines.
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Figure 3.1 PV System Model on RSCAD Fx
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3.1 PV PPC modelling in the power system simulation tool

The simulation of the PV system with the SEL 3555 RTAC is loaded from the RTDS library for
examples of renewable plants. Credit goes to the original author, Christian Jeguers, for
providing the composed simulation that established an HIL simulation in which a SEL 3555
RTAC is configured as a PPC and communicated with the PV system simulation running on
the RTDS NovaCor. Various steps are still required to complete the simulation on the local
area network (LAN) at the CPUT lab. A step-by-step approach is provided to show the details
of the example and configuration of the LAN. The primary focus is on establishing the
communication modules configured to Modbus protocol.

3.1.1 RSCAD Fx Draft Case:

Loading the RSCAD Fx project file is achieved by opening the
PPC_PVPowerPlant_ SELRTAC_RO01 RSCAD FX File provided by the RTDS library. The draft
case shows an overview of the two PV systems connected to an HV transformer before
connecting to a busbar and a variable load consisting of a resistance and inductance that
enables the simulation of the grid. The two PV systems are placed inside the green hierarchy
boxes on the far right of the draft case. The orange hierarchy boxes labelled ‘System
parameters and Pl settings’ provide logic for controlling the PV inverters connecting the grid.
Furthermore, additional hierarchy boxes are used for the high voltage side settings,
measurement for plots, PPC interface, and PV Farm PVF1 Fault Control Logics. It is essential
to understand the compilation of the draft to extract meaningful data once the simulation runs
accurately. These hierarchy boxes can be seen in Figure 3.1 below. Modifying the correct
components to keep the control variable in the experiment constant with the variation under
investigation focused on the communication data is equally important. Therefore, the PPC
Interface is the only hierarchy box that can be modified. However, certain hierarchy boxes are
examined to provide an understanding of the compilation of this simulation. The PV System 1
hierarchy box extract has already been studied in Chapter 2.1.6 Figure 2.8. The provided
manual for operating the example explains that the PV systems attached in the simulation are
scaled to produce power at a different scale. This scaling results in PV System 1 producing a
maximum output of 1 MVA, and the production of PV System 2 is 2 MVA. This simulates two
separate PV systems being controlled by a single PPC.

3.1.2 RSCAD Fx Draft Case — Hierarchy Boxes:

For the lab-scale implementation, it is essential to understand the start-up control logic
required to close the breakers so that the PV inverters can inject power into the grid. The start-
up logic for PV system one is examined below in Figure 3.2. Starting in the top left corner of
the draft window are two push buttons for ‘PV1DBIkLocal’ and ‘PV1BIkLocal’. The ‘DBIk’ refers
to unblocking the breaker so that it operates, and the ‘BIk’ function is to reset the breaker to
its initial position. Below the push buttons are toggle switches for ‘PV1LocalOrPPC’; one toggle
switch is focused on ‘DBIk’ whereas the second toggle switch is focused on ' ‘Blk.” Each toggle
switch provides an option between the ‘DBIK’ or ‘BIk’ function to be controlled remotely (via
the PPC) or locally (via the Runtime simulation). In the middle of the draft window, it shows
‘AND’ Boolean logic for ‘MainBrk’ and ‘PV1DBIK’; provided both these conditions are true, the
Set-reset flip flop function block is triggered. This is triggered on the rising edge of the ‘AND’
function, resulting in a signal called ‘PV1DBIk1'. This signal then uses another ‘AND’ logic to
deblock breaker 2 called ‘PV1DBIk2 automatically’
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Figure 3.2: PV System 1 — Start-up Logic
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There are two methods of operation for the simulation to close the PV inverter breakers to
allow them to produce power onto the grid. The two options are seen as ‘Local’ or ‘PPC’. The
decision between using the RSCAD FX simulation to operate the breakers in ‘Local’ mode or
the SEL 3555 RTAC to operate the breakers in ‘PPC’ mode must be determined initially.
Operating the breakers in ‘Local’ mode requires buttons and sliders provided by RSCAD FX
to actuate the control. This is detailed in the RSCAD Runtime window and is still to follow. The
‘PPC’ mode requires the operator to log into the SEL 3555 RTAC and send commands from
the PPC. The status of the breakers should always be communicated via monitoring the
signals. Following the control logic provided for the ‘PPC’ control, the signal ‘PV1DBIKPPC’
deblocks the PV system one breaker one and allows the close command to be accepted. The
respective deblock signal in the ‘Local’ mode is ‘PV1DBlklocal. Once the simulation has
received either of these signals, the logic follows that a signal named ‘PV1DBIk’ will be
produced. This signal is then used as an input along with the ‘MainBrk’ signal to initiate the
‘PV1DBIk2’ signal. These two signals, ‘PV1DBIk’ and ‘PV1DBIk2', are used in Boolean logic
as an ‘and’ function to produce the output ‘PV1Deblocked’ signal. In reviewing this control
logic provided for PV System 1, two breakers are required to close the PV inverters onto the
grid, and they require a deblocked function before operating. There is also an additional
breaker called ‘MainBrk’ that is separate from the PV System and is a priority for closing PV
System 1 for producing power. For this research, the signal names for the breakers are
essential to register as they are used in the communication mapping, which is still to be
defined.

A similar investigation looks at the Start-Up logic for PV System 2. Concerning Figure 3.3
below, it is noted that the same logic is applied for PV system 2. However, although the same
start-up logic is used, there is a difference in the denotation of the signal names. Signs relating
to PV system 1 begin with ‘PV1’, and signals relating to PV system 2 begin with ‘PV2’. The
signal ‘MainBrk’ is independent of either PV system as it connects both PV systems to the
grid.

Following the logic displayed in Figure 3.3, the output of the ‘PV1DBIk1 and ‘PV2DBIk1’
produces a cascading effect for generating other signals. This is seen as the input to the ‘AND’
logic in the center of the window requires both the ‘MainBrk’ and the ‘PV1DBIk’ or ‘PV2Dblk’
for PV System 2 to be true. The output of the flip flop function block generates a ‘DBIk’ function
for the first circuit breaker in the PV systems. This PV1DBIk1 or PV2DBIk1 then results in the
PV1DBIk2 or PV2DBIk2 to be triggered. These signals all influence the output of the PV
systems, as seen by the ‘OR GATE’ logic and the ‘Integer to decimal’ conversion function
block. These output signals are relevant for the initialization of the grid side converter and PV
side converter.
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Concerning Figure 3.1: PPC_PVPowerPlant_SELRTAC_RO01, another hierarchy box that is
important to note is the ‘Measurement for Plots’, which is shown below in Figure 3.4.
Concerning the signals displayed in the Measurement for Plots hierarchy, a three-phase meter
for reactive and active power has been used to interpret the voltage and current outputs. The
measurement of the signal’s logic is explained further. The output of this three-phase meter
uses a ‘gain function block’ to provide filtered values for the active and reactive power readings
produced from the combined PV systems performance. These values are provided by signal
names ‘PVF1PGfil' for the active power and ‘PVF1QGfil' for the reactive power. The input to
the Three-Phase meter on the left-hand side is based on Voltage as seen in the notation of
the signals PVF1VGA, PVF1VGB, and PVF1VGC for a three-phase voltage system A, B, and
C. The second three-phase meter is similar but uses current inputs instead of voltage inputs.
A list of signal names noted as PVF1ltrSecPhA, PVF1ItrSecPhB, and PVF1ItrSecPhC are
determined by combining an addition and subtraction logic of other phase currents. This
‘PVF1I' annotation refers to the current output phases A, B, and C measured at the transformer
(noted ‘tr’). A special focus is also placed on the ‘Per Unitization’ signals. Both the previous
signals, ‘PVF1PGfil' and ‘PVF1QGfil', are exposed to open-loop control to provide a per unit
signal referred to as ‘PVF1PGPUfil' and ‘PVF1QGPUfil’, respectively. The open-loop control
circuit can calculate the power factor denoted as ‘PVF1PF’ using these per-unit signals for
active and reactive power. The inverters can match the frequency and voltage level of the grid
using a ‘PLL Control Block’ with the inputs configured as the voltage from the combined PV
systems and the base frequency matched to the grid frequency. The output is noted by the
signal name ‘PVF1fGPPLLfilt'" for the phase-lock loop; the importance of this has been
described in Chapter 2.1 and is related to controlling the output of the PV system to be
synchronized with that of the grid.
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Figure 3.4: RSCAD FX Measurement for Plots
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3.1.3 RSCAD Fx Runtime View:

The configuration of the RSCAD Fx draft components previously seen in the chapter above is
linked to plots and graphical user interfaces (GUIs) in the RSCAD Runtime window. The
RSCAD Runtime is a separate project file used to interact with the draft case that is loaded for
real-time simulation on the RTDS NovaCor. The Runtime window, therefore, displays
essential information regarding the simulation and can be used to interact with the simulation.
Using the Runtime GUIs to interact with the simulation is considered ‘Local’ control. The status
of breakers can be viewed and easily interpreted via indication lights. The green indication
represents that the breakers are open, and the red indication light indicates the breakers are
closed and the PV system is live. Additional plots are provided for a detailed view of the
waveforms and per-unit signal plots. The Runtime window for the initial state before any
simulation can be seen in Appendix A: RSCAD FX Runtime Initial State.

3.2 Modbus Protocol Simulation

The previous section focused on components of the simulation that remain constant between
the compilation of the two different case scenarios, Modbus and IEC 61850 MMS. This section
focuses on the detailed configuration of the simulation, which is specifically designed for
successful communication between RTDS NovaCor and SEL 3555 RTAC using the Modbus
protocol.

3.2.1 Lab-Scale Setup for Modbus Simulation:

The RSCAD Fx simulation requires that the communication module GTNETX2 card is loaded
with the latest Modbus V2 firmware. Therefore, the appropriate LAN configuration must follow
the LAN configuration discussed in Chapter 2.3 Figure 2.14. Concerning that diagram, a list
of IP addresses is provided for the devices connected to the lab. These IP addresses can be
referenced below in Table 3.1

Table 3.1: Modbus Protocol Simulation — IP Addresses

Item Device Description IP Address

1 RTDS NovaCor 192.168.1.105
2 GTNETx2 Modbus 192.168.1.205
3 SEL 3555 RTAC (PPC) 192.168.1.170
4 Operator PC 192.168.1.199
5 Ethernet Switch 192.168.1.15

3.2.2 Modbus RSCAD FX Draft PPC Interface Hierarchy:

The draft case, as examined in the previous subsection, contains multiple hierarchy boxes.
These hierarchy boxes are extensions to the draft case and are categorized accordingly. The
hierarchy box containing the Modbus communication configuration is placed within the ‘PPC
Interface’ box. This section examines the configuration and establishes a successful
configuration for the LAN available at the lab. Below is an extract from the PPC Interface
hierarchy. Noting the Modbus Register Table 2.1 in Chapter 2.2. The signal list is mapped in
a draft case before configuring the GTNETx2 Modbus V2 component. Discrete Inputs and
Coils are listed straight as inputs from the RSCAD draft. They include the signals for
monitoring and controlling the breakers for each PV system and the ‘MainBrk’. The Input
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Registers required using the ‘Float to Binary’ function block to transmit the data from the
simulation into two 16-bit registers that are interpreted as a 32-bit floating point. These signals
include the per-unit data examined in the previous subsection and represent the active power,
reactive power, and grid voltage levels. The Holding Registers have a reversed function block
to that seen in the Input Register because the signals coming into the simulation from the
Modbus need to be converted from Binary to Float, hence the ‘Binary to Float’ function block.
The two 16-bit registers are seen as inputs to each function block, and the outputs computed
by the simulation are the active and reactive power per unit setpoints for each PV system. It
is clearly labelled in the draft case demonstrating which signals are coming from the PPC and
which signals are going to the PPC.

A summary of Modbus registers with respect to the signal lists is provided below and shown
in Figure 3.5 below.

Discrete Input

Discrete inputs are single-bit registers with either 0 or 1 binary states. They only have read
functionality attached to them. In the context of the signal names listed under discrete inputs,
it is stated that the breaker status for ‘MainBrk’, ‘PV1DBIk1’, ‘PV1DBIk2’, ‘PV2DBIk1’ and
‘PV2DBIk2’ are to be read in terms of open or closed.

Input Registers

Input registers are data that can be 16-bit integer or float. For RSCAD Fx, the requirement to
use a float-to-integer conversion function block is met in the RSCAD Fx draft. Input registers
are also limited to read functionality. Therefore, the data provided in the signal names
‘PVF1PGPUfilt’, 'PVF1QGPUfilt', and ‘PVF1VGPULLrmsfilt'" are divided into two separate
signals, each as the data is 32-bit long. Respective 16-bit signal names are ‘PVF1PGPUfilt_O-
15’ and ‘PVF1PGPUfilt_16-31'.

Coils

Coils are single-bit Boolean data like the Discrete Inputs, except that Coils have read and write
functionality. Therefore, a command could be sent to change the status. For this research
project, the investigation is limited to monitoring purposes.

Holding Registers

Holding registers are like Input Registers but with additional control functionality, such as being
read and write capable. As mentioned with Colil registers, this research project is focused on
monitoring for its investigation.
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3.2.4 GTNETx2 Modbus V2 Configuration:

The GTNETx2 Modbus v2 component configures the Modbus communication module that
interacts with the GTNETX2 card connected to the RTDS NovaCor. Therefore, it is essential
to configure the GTNETx2 component according to the current setup in the lab. This involves
editing the component name to ‘GTNETModbus’ and the fiber port to 3, as seen in Figure 3.6
below. The reason for the fiber port being selected as ‘3’ can be covered in the following
subsection in the RSCAD Fx configuration.

@ Component Parameters for _rtds_GTNET_MODBUS_v2.def O X

_rtds_GTNET_MODBUS_v2.def \q)

Name Description Value Unit Min  Max
CONFIGURATION
MName GTMET_MODBUS component name GTNETModbus

AUTO-NAMING SETTINGS

Port GTIO Fiber Port Number 3 20
Card GTMET-MODBUS Card Number

ctriGrp Assigned Control Group 1

Pri Priority Level 252
Fname Point list file name points omitaxml
MODBUSy  GTNET-MODBUS Version 20 -

gtnettype  GTMET Type GTNETx2 ot

Cancel Cancel All

Figure 3.6: RSCAD FX GTNETx2 Modbus v2 Configuration

After the GTNETx2 component has been configured, the actual signal mapping is done using
the plugin software ‘MODBUS Database File'. Detailed instructions on accessing the plugin
software are provided in the GTNETx2 User Manual supplied by RTDS. An extract of the
Modbus Database File software is provided below, showing the mapping to each function code
register required for Modbus communication. These are mapped to the same registers as
seen in the draft case above in chapter 3.2.3. However, the ‘Outstation’ tab displayed in Figure
3.7 requires configuring the outstation name, remote IP address, and GTNET TCP/UDP Port
number. The outstation name is ‘IED1’, and the remote IP address is 192.168.1.170 (SEL
3555 RTAC). The GTNET TCP/UDP port is set to 502, as this is designated for Modbus
devices to send and receive data. Figure 3.8 shows the signal mapping for the Discrete Inputs.
Figure 3.9 shows the signal mapping for Input Registers. Figure 3.10 shows the Discrete
Registers. Figure 3.11 shows the signal mapping for the Holding Registers. These figures
conclude the signal mapping for the Modbus registers used to communicate data exchange
between the RTDS simulation of the PV plant to the PPC.
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i{ MODBUS Editor, version:1.00-b48 2023-05-25 10:56:55 - O X

Type: 2.0 maximum 10 outstations. Close database to change type!

¥ Clients: c\users\rayjo\onednveidocumentsirscad\examplesiv2. 1. 1\example cases\03 renewables\power plant control\ppc_pvpowerplant...
IED1

192,168.1.170 502

503
502

502

R o e (o

Figure 3.7: RSCAD FX Modbus Database File — Outstation

m MODBUS Editer, version:1.00-b48 2023-05-25 10:56:55 - O X
Type: 2.0 maximum 10 cutstations. Close database to change type!

0 PVIDEBIK1

1 PVIDBIk2

2 PV2DEIk1

3 PV2DBIk2

4 MainBrk

< >

LS
o ° 0 New CQutstation @ Copy 1 Delete m Save

Figure 3.8: RSCAD FX Modbus Database File — Discrete Inputs
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MODBUS Editor, version:1.00-b48 2023-05-25 10:56:55

Set Type | Type: 2.0 maximum 10 outstations, Close database to change type!

Input Registers

[i] PVFIPGPUfilt_0-15

1 PVFIPGPUfilt_16-31

2 PVFIQGPU{ilt_D-15

3 PVFIQGPUfilt_16-31

4 PVFIVGPULLrmsFilt_0-15
5 PVFIVGPULLrmsFilt_16-31

E— (O

™ ==
@ | 0 Mew Cutstation ‘: E Copy _} Delete m Save

Figure 3.9: RSCAD FX Modbus Database File — Input Registers

MODBUS Editor, version:1.00-b48 2023-05-25 10:56:55 - a * I

Type: 2.0 imum 10 outstati Close database to change type!

MainBrkPPC
1 PVIDBIKPPC
2 PVIBIKPPC
3 PV2DBIKPPC
4 PV2BIKPPC

#Points | 35 .
Y
OO o

(J Copy _} Delete m Save

Figure 3.10: RSCAD FX Modbus Database File — Coils
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m MODBUS Editor, version:1.00-b48 2023-05-25 10:56:55 - O x

_ Set Type | Type: 2.0 maximum 10 outstati Close datal to change type!

Holding Registers
0 0

PVIPPUPPCRef1_0-15 not_used

1 PVIPPUPPCRef1_16-31 0 not_used
2 PVIQPUPPCRef1_0-15 0 not_used
3 PVIQPUPPCRefl_16-31 0 not_used
4 PV2PPUPPCRefl_0-15 0 not_used
5 PV2PPUPPCRef1_16-31 0 not_used
6 PV2QPUPPCRef1_0-15 0 not_used
7 PV2QPUPPCRef1_16-31 0 not_used

#Points 8 .
_ @ @ O New Cutstation {\.-} Copy } Delete | G Save

Figure 3.11: RSCAD FX Modbus Database File — Holding Registers

Using the above configuration of the Modbus Database File and consolidating it into a signal
list, as seen in the definition of the Modbus Registers from Chapter 2.3.2, we edit the table to
contain the mapped data for each register, as seen below in Table 3.2 Modbus Signal List.
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Table 3.2: RSCAD FX GTNETx2 Modbus Signal List

Modbus Signal List: Discrete Input

Item
Description Register Address Comment
1 PV1DBIk1 BIT O O=open; 1=close
2 PV1DBIk2 BIT 1 O=open; 1=close
3 PV2DBIk1 BIT 2 O=open; 1=close
4 PVv2DBIk2 BIT 3 O=open; 1=close
5 MainBrk BIT4 O=open; 1=close
It Modbus Signal List: Input Registers
em
Description Register Address Comment
1 PVF1PGPUfilt_0-15 0 u16
2 PVF1PGPUfilt_16-31 1 u16
3 PVF1QGPUfilt_0-15 2 u16
4 PVF1QGPUfilt_16-31 3 u16
5 PVF1VGPULLrmsFilt_0-15 4 U16
6 PVF1VGPULLrmsFilt_16-31 5 U16
It Modbus Signal List: Coils
em
Description Register Address Comment
1 MainBrkPPC BIT O O=open; 1=close
2 PV1DBIK1PPC BIT1 0=open; 1=close
3 PV1DBIK2PPC BIT 2 0O=open; 1=close
4 PV2DBIK1PPC BIT 3 0=open; 1=close
5 PV2DBIk2PPC BIT 4 O=open; 1=close
6 PV1DBIK1PPC BIT 5 0=open; 1=close
. Modbus Signal List: Input Registers
em
Description Register Address Comment
1 PV1PPUPPCRefl 0-15 0 U16
2 PV1PPUPPCRefl_16-31 1 U16
3 PV1QPUPPCRefl_0-15 2 u16
4 PV1QPUPPCRefl_16-31 3 u16
5 PV1PPUPPCRefl_0-15 4 ulé
6 PV1PPUPPCRefl_16-31 S u16
7 PV1QPUPPCRefl_0-15 6 u16
8 PV1QPUPPCRefl_16-31 7 u16
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3.2.5 SEL 3555 RTAC (PPC) Configuration:

The configuration is simplified since the example case composed by Christian Jeguers
provides the SEL RTAC project file. It is using the SEL AcSELerator RTAC software to load
the software onto the SEL 3555 RTAC. The successful loading of the example case onto the
SEL 3555 RTAC is shown below in Figure 3.12. It is noticed that the under devices in the left
windowpane show the GTNETx2_MODBUS server that is created on the SEL RTAC. As
described in Chapter 2.2, the Modbus Server would be the simulation, and the SEL 3555
RTAC take on the role of the Client. Therefore, the IP address provided in the ‘Settings’ tab
displayed below shows the IP address of the GTNETx2 card attached to the RTDS NovaCor.

B 4 BB
Home: Insert View @ v
QD Delete & @ Go Online e

B 1

Tools  Comm Monitor

[ Copy  [# Rename € Replace @
<& Find 7 Password ¥ | (&) Clean Project

Clipboard Edit Online
Project [ || cneT*2_MoDBUS.
g E =
SEL-3555/3560 - R144 PrajectPraperis | GTNET«2_MODEUS
& #) PPC_PVPowerPlant_SELRTAC
i Other, Client - Ethernet [Modbus Protocol] Advanced Settings [~
&% se_RTAC
& ] Devices Settings Setting Value Range Description Comment
BLE] ez ropeus [IIRSES »| (& Communications
- Tag Processor p— Intermessage Transmit Del . 40 10-1000 {milise... The delay between messages sent from the dient to the server.
> iscrete Inpu
-3 Tags Poling period between req... 300000 250-100000000... Poling period between requests to locate a new event when event collection is enabled.
stem CrTIREEEE ASCII SER Logging Poling . 3600000 250-100000000... Interval at which to poll for new ASCII SER messages to be logged.
# Main Controller Input Registers Adjust ASCII SER Logging ... False True,False Convert SER timestamps from the IED's time reference to the RTAC's ime reference b
# System_Tme L0 || gond coil Polls Server I Part 502 Less3 The IP port of the Modbus IED being polled.
4 zl::’::;g; TN Slow Pol Mode Multpler 5 165535 Multplication factor used to incresse period tmes when the dient enters Sow Poll Mod
S 12 MODBUS
% visualizationMana... ||| Read Holding Register Polls
el Server MODBUS Address 1 1255 MODBUS address of IED being palied.
- (] Access Poin
L e ool Fols Server IP Address 192.158.1.206 Valid Pv4 Addr . 1P Address of the MODBUS IED being polled.
(] Access Point Routers
ey Report Server ID Poll Poll Timeout 2000 100-65535 (milli.  Time allowed for attached server to respond to a message.
=l . POU Pin Settings Pol Retries 1 0255 The number of message retries before the connected server is considered offine.
(] virtual Tag Lists
B s Tage Virite Multple Coils Suppor... True True False Write Multple Coils Supported
B HMI_Tags e Viite Multile Holding Regi... True True False Wirite Multile Holding Registers Supparted
=) rTDSUts Number Max Of Cient Tra... 1 1 NumberMaxOfclientTransaction as defined in Mocbus/TCP. The RTAC llows one conc.
1of13 DD
{ud | nformation ]

5/22/2024 2:21:35 PM: Opening project

@) AcsELerator RTAC Ready ‘ @ LogicEngine (@ Offine @ «f Passmord OFf :

Figure 3.12: SEL 3555 RTAC Modbus Server Settings

Below the ‘Settings’ tab is a tab that lists each of the registers and provides a signal list for
each signal. These are all compiled in the tab ‘Tags’ shown below in Figure 3.13. The SEL
RTAC includes functionality to monitor these ‘Tags’ in real-time. Depending on the data type,
controlling these tags is also possible with the SEL RTAC.
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Clipboard Edit Online A
Project (™ Jl| smeT*2_MopBUS
SEL-3555/3560 - R144 i

Project Properties | GTNETx2_MODBUS

) PRC_PVRowerPlant_SELRTAC .. | e N S B PR e

&% seL_RTAC

&1 Devices Settings | Drog a column heat — _
‘; L Coils Tag Name Tag Type
3 Tag Processor [ — » | GTNETx2_MODEBUS.COLL_00000 MDEC
) Tags
4. syetem Holding Regsters GTNETx2_MODBUS.COIL_00001 MDBC
3 > GTNETx2_MODBUS.COLL_00002 MDBC
i £52 Main Controller Input Registers - -
% ystem Time C GTNET2_MODBUS.COIL_00003 MDBC
i~ i3} System_Time_Co
2 ysteniToge = GTNETx2_MCDEBUS.CCIL_00004 MDBC
[ —— Read Discrete Input Polls GTNETx2_MODELS.DI_00000 sps
L £ visusizationMana Read Holding Register Palls || | GTNETx2_MODBUS.DI_00001 sPs
(] Access Points Read Input Register Polls GLERE T LRI £
] AccessPontRouters E— ol GTHETx2_MODBUS.DI_00003 s
(] User Logic T GTNET2_MODBUS.DI_00004 sPs
in Settings
(] Virtual Tag Lists i GTNET2_MODBUS.HREG_00000 APC
F<| PPC_ROD T GTNET2_MODBUS.HREG_00001 APC
[ HMI_Tags Controller GTMNETx2_MODBUS.HREG_00002 APC
=] RTDSUtE GTNET2_MODBUS.HREG_00003 APC
GTNET2_MODBLS.IREG_00000 My
GTNET2_MODBUS.IREG_00001 My
GTHETx2_MODBUS.IREG_00002 My
GTNET2_MODBUS.Run_Indicator_Status NS
GTNETx2_MODBUS Server_ID s
GTNETx2_MODBUS. Server_ID_Data SR
|l | Information %]
9/22/2024 2:21:35 PM: Cpening praject
@ AcSELerator RTAC Ready ‘ @ LogicEngine (@ Offine @ «F Password OFf _:

Figure 3.13: SEL 3555 RTAC Modbus Server Tags

3.2.6 RTDS Firmware Configuration and Initialising the Simulation - Modbus:

To capture data between the RTDS NovaCor and the SEL 3555 RTAC, a successful
simulation is required on both devices. Now that the initial configuration is complete, it is
essential to establish that they can simulate the PV system and interact with one another. This
section looks at the RSCAD Fx Draft panel after a design has been compiled. Once the draft
has been compiled, it can be loaded onto the RTDS NovaCor for real-time simulation. The
simulation will be in the initial state with all breakers open and no readings in the measurement
plots. The SEL AcSELerator RTAC software project file is then loaded onto the SEL 3555
RTAC and made to go ‘Online’. The successful configuration is verified by monitoring the
‘Controller;’ tab in the RTAC.

Firstly, the RSCAD Fx draft case is achieved before looking at the compiling. Ensuring the
appropriate firmware is loaded on the GTNETx2 card is required. To achieve this, the
‘Firmware Upgrade Utility’ scans for the existing firmware. The existing firmware can then be
modified to a list of firmware available. Concerning Figure 3.14 below, the latest firmware for
Modbus protocol is selected and is seen by the denoted firmware ‘MODBUS 1.24'. In the
‘Firmware Utility’, the IP address is provided for the GTNETx2 card connected on Rack 5: Port
3. This is the same IP address configuring the Modbus Server in the SEL RTAC under
Settings.
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Firmware Upgrade

NOVACOR1.0 [ GTNETx2

Rack 5, Port 3: 192.168.1.206(Primary) : Module A Protocol: G... 108529430 b=
L Protocol: MODB... 173647088
Current Protoc... |MODEIUS 1.24| v| Edit Licens... ‘ Pratocol .. 119382373 L
Installed Protocols: Add Protocol |v| 1|
Protocol: GSE
Version: 7.15 (Checksum.75E0D816) Installed | Remove
Version: 6.16 (Checksum:9C2D6D62) Installed | Remave
Version: 7.18 (Checksum:478B643F) Installed | Remave
Version: 6.27 (Checksum:BD188E39) Installed | Remove
Version: 7.22 (Checksum:95FB3031) Installed | Remove
Protocol: MODBUS
Version: 1.12 (Checksum:DFOESESA) Installed | Remove -
Firmware Update Complete X

Firmware Update Complete.
Please re-scan to update the list of installed firmware/licenses.
See below for results.

racks

Command assumed to be executing ...

Waiting for response message on control socket

WIF Response code: '0', as expected

Command 37, C\Program Files\RTDS\RSCAD FX 2 1 1\FIRMWARE\gtnet-modbus_v1.24 bin complete
RSCAD WifProg v13.0.1 - 2022-01-24

command: 192.168.1.105 C:\Program Files\RTDS\RSCAD FX 2.1.1\FIRMWARE\gtnet-modbus_v1.24.bin 0 4 boot

Rackname/|P: '"192.168.1.105"

Filename: 'C\Program Files\RTDS\RSCAD FX 2.1.1\FIRMWARE'\ginet-modbus_v1.24 bin'
Parsed Command line

Opening control socket ...

. Sending command .

= q Command sent = F
Control socket intentionally left open

Command assumed to be execuling .

Waiting for response message on control socket .

WIF Response code: '0', as expected
Command 37, C:\Program Files\RTDS\RSCAD FX 2.1.1\FIRMWARE\gtnet-modbus_v1.24.bin complete

No messages to display.

Figure 3.14: RSCAD Fx Modbus Firmware Utility Upgrade

After the appropriate protocol and latest firmware version are loaded onto the GTNETX2 card,
ensuring this firmware has been successfully updated is good practice. A method to validate
this is to use the ‘Config File Editor’. On the top right of the ‘Config File Editor’ is an icon that
comments state it is used to get rack/switch configuration. Using this icon to initiate a scan, a
list of available devices appears. The RTDS NovaCor (IP address 192.168.1.105) is
connected to Rack 5, as noted below in Figure 3.15. Analyzing the input and output (10) ports,
we see an IO Card on ports 3 and 4. This 10 card is loaded with GTNETx2_MODBUS
firmware.

49



B Cankig File Editor (CAUsers\rayjo\OneDrivel Documents\ RSCADVHOWR\ config_file_03.50) (2024-09-22 01:55:14)
Heip

]| |8

Bl Pumpers BackiSwitch Fiber Connections

Racks | WRC Switches

Figure 3.15: RSCAD Fx Modbus Config File Editor for NovaCor

The 10 card is attached after the appropriate configuration is applied to the GTNETx2 card's
firmware, and the port of the RTDS NovaCor is confirmed. The IP addresses have been
confirmed and fit within the LAN established at the lab. The compilation of the RSCAD Fx draft
case is completed using Rack 5. A verification message appears in the message pane at the
bottom of the draft window, as seen in Figure 3.16 below.
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With the draft case compiled, the simulation can be started using the ‘Run Case’ icon. Once
the simulation is ‘live,” the RTDS NovaCor processes the data in real time. Therefore, the initial
state can be observed in the RSCAD Fx Runtime window. Since the initial state of the breakers
is configured to be ‘open,” no power flows from either of the PV systems into the HV
transformer. Reference Appendix: A RSCAD Fx Runtime Initial State. Notice that the breaker
indicator lights are ‘green’, stating that the breakers are in the ‘open’ state.

With the simulation running and real-time data being monitored on RSCAD Fx Runtime, the
next step is get the PPC ‘online. To achieve this, the SEL AcSELerator RTAC software is
used. The project file discussed in Chapter 3.2.5 is then selected to ‘Go Online’. This involves
providing the SEL 3555 RTAC's IP address, username, and password. Warning prompts list
that the program loaded on the SEL 3555 RTAC should be changed to the project file currently
being pushed, and any existing file should be removed. With the new project loaded on the
SEL 3555 RTAC, the next step is ensuring successful communication. This can be done using
the ‘POU’ tab in the SEL AcSELerator software, as seen below in Figure 3.17. The ‘POU’
diagram displayed below represents a card with registers that are either ‘TRUE'/'FALSE’ or
display a value. Note that on the card's top corners, the registers ‘EN’ and ‘ENO’ for enabled
are providing data as ‘TRUE’. This states that the software is ‘online’ and the SEL 3555 RTAC
is actively executing the new program. On the left-hand column, the registers for Modbus
registers Coils, Discrete Inputs, and Input Registers are set to ‘TRUE.’ On the right-hand side
of the card, the register for ‘offline’ states ‘TRUE’, which only changes to ‘FALSE'. It has
successfully established the communication between the GTNETx2 card via the TCP/IP
protocol. As soon as that is established, the message sent and receive registers can be
monitored to see if any failed packets are being transmitted.
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Project ™ il cveTs2_mMopBus B
= - v =
Esiiifiiis i Project Properties  GTNETx2 MODBUS |PPC_ROD | HMI_Tags = RTDSUtls §
-l PPC_PVPowerPlant_SEl RTAC... | e P TR NS BUE PIOE Sl
&9 sEL_RTAC
@] Devices Settings SEL_RTAC.Application.GTNETx2_MODBUS_Controller
B | Coils Expression Type Value  Prepar.. Address Comm..
2 Tag Processor
& Tag - # @ GTNET@_MODBUS_POU GTNETX...
@ Tags —
& ¢ System Holding Registers GTNETx2_MODBUS_POU 2 -
52 Main Controlk InputRegisters CINET=2INODBUSIPOUITYEE
b3 Main Controller put Regi o /N ENO
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POU Pin Settings lssue_Read_Discrete_Inputs_1_Period Invalid_Function_Block_lnput A=
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Figure 3.17: SEL AcSELerator RTAC ‘POU’ for Active Communications
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3.3 |IEC 61850 MMS Protocol Simulation

The IEC 61850 MM protocol simulation utilizes the same PV system simulation compiled for
the previous PPC Power Plant setup discussed in Chapter 3. However, the RSCAD Fx
communication module must be exchanged with a GTNETx2 GSE v7. This GTNETx2 GSE
v7 is compatible with IEC 61850 standard protocols and requires the firmware of the RTDS
NovaCor to be adjusted to a matching version. Therefore, the SEL 3555 RTAC configuration
needs to be reconfigured to be compatible with the new communication module of the RTDS.
As noted in Chapter 2.4, Figure 2.23 shows the equipment configuration in the lab scale
implementation. The GPS clock was unavailable at the current simulation time, but it must be
noted that with this configuration, accurate timestamping would have been provided in the
data.

3.3.1 Lab-Scale Setup for IEC 61850 Simulation:

The IEC 61850 MMS protocol simulation requires the GTNETx2 card of the NovaCor to be
loaded to the updated GTNETx2 GSE v7.24 (latest) firmware. The appropriate LAN
configuration must follow the LAN configuration discussed in Chapter 2.4 Figure 2.15. The IP
addresses of the devices connected in the network are consistent with those seen in Table
3.3: Modbus Protocol Simulation — IP Addresses. This ensures that using an IP to reference
is consistent across both simulations. The IP addresses for the IEC 61850 protocol simulation
can be seen below in Table 4: IEC 61850 MMS Protocol Simulation — IP Addresses, with the
last two line items being highlighted grey as they not being available in the lab during this
simulation.

Table 3.3: IEC 61850 MMS Protocol Simulation — IP Addresses

Item Device Description IP Address

1 RTDS NovaCor 192.168.1.105
2 GTNETx2 GSE V7.24 192.168.1.205
3 SEL 3555 RTAC (PPC) 192.168.1.170
4 Operator PC 192.168.1.199
5 Ethernet Switch 192.168.1.15
6 GPS Clock Not available
7 GTSYNC Card Not available

3.3.2 |EC 61850 MMS RSCAD FX Draft PPC Interface Hierarchy:

A new project file is created by saving the existing RSCAD Fx PPC_PVPowerPlant SELRTAC
under a new file name and folder. All files that are attached to the simulation, such as the
configured IED description (CID) file for the GTNETx2 GSE v7 configuration. The PV system's
working components are consistent with the new RSCAD Fx project file. The only
modifications occur to the communication parameters of the simulation. Therefore, the
hierarchy ‘PPC Interface’ box should be modified in the draft case. Firstly, note that the
GTNETx2 component used to interact with the GTNETx2 card attached to the RTDS NovaCor
(192.168.1.206) is a new component from the RSCAD Fx library. The component selected for
this simulation is the latest GTNETx2 GSE version 7 version. This software component
requires the firmware of the actual GTNETx2 card to be updated, as seen in the following
subsection. It must be understood that the mapping of signal lists is approached very
differently between the Modbus and the IEC 61850 MMS protocol. Therefore, a new layout
appropriate to the IEC 61850 standard is used for the draft case of the signal names. Instead
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of Modbus registers, the modified PPC Interface maps the signal data into datasets. This is
consistent with the configuration of the GTNETx2 GSE v7 using the IED Configuration Tool
(ICT) software plugin designed for configuring IEC 61850 standard protocols and discussed
in the following sections. The signal mapping for the IEC 61850 MMS communication is seen
in Figure 3.18 below.
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Figure 3.18: RSCAD Fx PPC Interface — MMS Configuration
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3.3.3 GTNETx2 GSE V7 Configuration

The GTNETx2 GSE V7 component is the RSCAD Fx draft element for configuring the IEC
61850 standard protocols. Its configuration must contain fibre ports that the GTNETx2
communication module is linked to the RTDS NovaCor as seen in Figure 3.19 below.

o Component Parameters for _rtds_GTNET_GSE_v7.def ] X
_rtds_ GTNET_GSE_v7.def
Name Description Value Unit Min Max
CONFIGURATION
sCompName Component name GTNET1
LRI Conboliration Port GTIO Fiber Port Number 3 1 20
GSE Version Card GTNET_GSE Card Number 1 8
AUTO-NAMING SETTINGS gtnettype GTNET Type GTNETx2 >
ctrlGrp Assigned Control Group 1 1 54
Pri Priority Level 288 1
TSYNCEN Use GTSYNC time of day for MMS and/or RefrTm NO -
GT_SOC GTSYNC advance TIME signal name
GT_STAT GTSYNC advance STAT signal name
oK Cancel Cancel All

Figure 3.19: RSCAD GTNETx2 GSE V7 — MMS Configuration

3.3.4 ICT Configuration

The ICT (IED Configurator Tool) software provides the platform to configure the GTNETx2
card to communicate using IEC 61850 standard protocols. The mapping of signals for the IEC
61850 standard protocols is achieved by assigning signal names to Logical Nodes (LN). These
LNs are categorised into datasets (DS). Specifically focusing on the IEC 61850 MMS protocol,
these DS are used for reports and polls. Before any of this mapping, the general settings of
the GTNETx2 card must be defined in the ‘Access Point’. Tab, as seen below in Figure 3.20.
The IP address specified in the ICT must match the IP address of the GTNETxX2 card attached
to the RTDS NovaCor. The size of the LAN defines the subnet mask, and the gateway may
be left out as all the devices connected to the lab experiment fall within the same subnet mask.
The TCP is assigned to port 102.
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Project Properties
AccessPoints Configuration

Edit ConnectedAP SubNetwork IP Parameters
Mode |Ep  AccessPoint Name P Subnet Gateway TCP Port
EDIT IED1  P1 SubNetworkName  192.168.1.206 255.255.255.0 102

Show: OS] Parameters

W General History Subnetworks AccessPoints

Figure 3.20: RSCAD Fx ICT — Access Point Configuration

After the network parameters are configured the signal mapping is achieved by assigning LN
in the ‘IED Model tab. The ‘IED Model tab lists all LNs available for a GTNETx2 GSE V7 that
match that of the LNs expressed in the second edition of the IEC 61850 standard.
Furthermore, option schema is provided for RTDS integrated control. This is only relevant for
achieving control of switchgear in the RSCAD Fx simulation environment, and since this report
focuses on monitoring, this schema is not applied to any LNs. The ‘IED1’ is the name provided
to the virtual IED to communicate with the RSCAD FX simulation. This ‘IED1’ falls underneath
the GTNET1 component, which was the name of the GTNETx2 GSE V7 found in the ‘PPC
Interface’ hierarchy box. Two LNs are selected in the ‘IED Model’ tab, ‘XCBR’ for circuit
breakers and ‘GGIO’ for generic input/output used for measurements. For each breaker signal,
names found in the ‘PPC Interface’ hierarchy box are assigned to individual ‘XCBR’ LNs,
whereas the read measurement signals can be categorized under a single ‘GGIO’ LN. These
LNs are pulled under IED called NewDevice and are placed with system LNs ‘LLNO’ LN zero
and ‘ObjOLPHDOQ’ related to physical device information such as nameplate and operation
counters. The table of associated LN can be referenced from IEC 61850-7-4-2 ‘Basic
communication structure — Compatible logical node classes and data classes’ standard.
Figure 3.21 below is the LN associated with the virtual IED labelled ‘IED1".
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Draft Components DataModel

¥ | GTNET (Project) LN Class Database ————————— WS JNERE]
¥ . [CMPNT] GTNET1 Enable LGOS + LDevice — Delete
e L
DataModel LN Template Editor ———————————————————— Model TID Prefix Name/LnClass Inst Desc
i, Subscriptions prefic o [LNO] LLNO 1 LNO ~
[LN] GGIO2 13 GGIO 2 Generic process 10
Description [LN] XCBR1 14 XCBR 1 Cireuit breaker
L] wooe w o 2 Gt breakr
¥ External Publishing IED:
e Tublishing B . [LN] XCBR3 14 XCBR 3 Circuit breaker
DO Objects
(Project cont) [LN] XCBR4 14 XCBR 4 Circuit breaker
(4.1 PresCond aty
[LN] XCBRS 14 XCBR 5 Cireuit breaker
No content in table <
Reset DO Config LM Templates Manager
Included Schema Support Classes — Delete
] oo
13] GGIO  Bel
141 XCRR Roh lar OnCot Pas RlkNnn RikCic e
IED ] IED1
! GTNET I/O Capacity: 63 of 7808 bytes
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Name IED1 fuild
manufacturer RTDS Techno. “ Data Binding Dol 10 Summary
SCL Edition 2.1
Description RTDS 61850 Console ]
: Loading projecl 'C:\Usersray jo\Onelr i ve\Documen La\RSCAD\Examplas\v2. 1 .1\ ixample Cases\03 Renowsb]os) Powe

Figure 3.21: RSCAD Fx ICT — IED Model

After defining the LNs required in the ‘IED Model tab, the next step in the configuration is
achieved on the ‘Data Binding’ tab. This is a crucial step in configuring the signal names in the
‘PPC Interface’ hierarchy box to their respective Data Attributes (DAs). These Das fall under
Data Objects (DOs) as discussed in Chapter 2.4, and once the DA of the LN has been
configured, the text of the LN is displayed in ‘green’, noting that the configuration has been
assigned. This process maps the signal names to Das of the LNs assigned to ‘IEDY. It is
important to see the correlation between the RSCAD Fx signals and the mapping to respective
Das. To show this correlation, the following figures provide exploded views for each LN
assigned to ‘IED1. Figure 3.22 below shows the overview of the LNs assigned to ‘IED1’ and
is achieved in the previous step defined by the “IED Model’ tab. All LNs are displayed in ‘green’
text because they have been configured with Das.
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DataModel
Binding Address Configuration

DA Name Direction* 10 Name Bit Mapping
¥ Model
¥ IED - IED1
¥ AccessPoint
¥ LDevice - NewDevice

» LNO - LLNO
LN - ObjOLPHDO
LN - GGIO2
LN - XCBR1
LN - XCBR2
LN - XCBR3
LN - XCBR4

Yy v ¥ v v v v

LN - XCBR5

GTNET I/O Capacity: 63 of 7808 bytes

~ 1IED Model Data Binding DOl 10 Summary

Figure 3.22: RSCAD Fx ICT — Data Binding Overview

Exploding the ‘LLNO’ the DO ‘Mod’ has had the DA ‘stVal’, 'q’ and ‘t' configured so that the
direction states is ‘'mms’. This states that the mode or behavior of the system LN, referred to
as ‘zero,’ establish the status value, quality, and timestamp using the IEC 61850 MMS
protocol. No ‘1O Name’ is associated with these DAs as these are not mapped to specific
signals from the RSCAD Fx draft simulation, as seen in Figure 3.23 below. The same
execution is configured for the ‘LN — objOLPHDOQ’ Data Object (DO) ‘Mod’. The reference to
each DA is found using the IEC 61850-7-4 ‘Basic Communication Structure — Compatible
Logical Node Classes and Data Object Classes.’

DataModel
Binding Address Configuration
DA Name Direction® 10 Name Bit Mapping
¥ Model
¥ [ED IED1
¥ AccessPoint
¥ LDevice MewDevice
¥ LNO - LLNO
B DO NamPlt
* DO -Beh
» DO - Health
* DO - LocKey
* DO - Loc
¥ DO - Mad
* DA - origin
DA - ctiNum disabled o
DA - stVal mms nat applicab.
DA-q mims (]
DA -t mms not applicab.

DA - stSeld disabled o

GTNET I/O Capacity: 83 of 7808 bytes

~ 1ED Model

Figure 3.23: RSCAD Fx ICT — Data Binding LLNO
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Continuing the Data Binding of the LNs developed in the ‘IED Model tab, the ‘LN — GGIO2’ is
expanding for configuration of ‘DO — IntIn001’ (Integer Status Input according to IEC 61850-
7-4). The ‘stval' (status value) is mapped as an output and associated with the signal name
‘PVF1PGPUfilt_0tol5’ the first 16-bit integer from the Power Generation per unit ‘Float to
Integer’ function block seen in the PPC Interface hierarchy of the RSCAD Fx. An additional
signal name not present during the Modbus mapping is added called ‘PVF1PGPUfilt_0tol5_ ¢’
and is designed to provide data for the quality of the specific signal. The second integer from
the ‘Float to Binary’ function block named ‘PVF1PGPUfilt_16to31’ and its associated quality
bit, ‘PVF1PGPUfilt_16to31_q’ is assigned to ‘DO-IntIn002’ of the same ‘LN — GGIO2’ as noted
below in Figure 3.24. In addition to the mapping of the signal name to the Das, the direction is
also defined as an output. This means that the IED1 ‘NewDevice' configured in the ICT
platform takes the information from the simulation and encodes that into an outgoing message
for an external device to read.

DataModel
Binding Address Configuration
DA Name Direction* 10 Name Bit Mapping
» LN - ObjOLPHDO
¥ LN - GGIO2
» DO - Beh

¥ DO - Intin001

DA - stVal output PVF1PGPUfilt_Oto15 not applicab...
DA-q output PVF1PGPUfilt_0to15_q 0
DA -t disabled - not applicab...
DA - blkEna disabled 0

» DA - units
DA -d disabled not applicab...

disabled not applicab...
cdcMName disabled - not applicab...

¥ DO - Intin002

DA - stVal output PVF1PGPUfilt_16t031 not applicab...
DA -q output PVF1PGPUfilt_16t031_q (]
DA -t disabled not applicab...
DA - hikFna disabled ]
GTNET I/O Capacity: 63 of 7808 bytes
e IED Model Data Binding ool 0 Summary

Figure 3.24: RSCAD Fx ICT — Data Binding GGIO (part 1)

The ‘LN — GGIOZ2' is further explained by expanding the following DOs, ‘DO — Intin003’ and
‘DO - Intin004’. As seen before, the mapping to the signal names has been provided the DA
‘stVal' and ‘g’ attributes of respective DOs. The direction is also established as data going
from the simulation to the external device. These two DOs are associated with ‘PVF1QGPUfilt-
0tol5’ and ‘PVF1QGPUfilt-16to31’ as well as their quality bits noted as ‘PVF1QGPUfilt-
0tol5 g and ‘PVF1QGPUfilt-16t031_¢'. These signals are the reactive power measurements
per unit and output the ‘Float to Binary’ function block from the PPC Interface hierarchy of the
RSCAD FX draft. This mapping is displayed in Figure 3.25 below.
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DataModel
Binding Address Configuration
DA Name Direction* 10 Name Bit Mapping

» DO - Intin002

¥ DO - Intin003

DA - stVal output PVF1QGPUfilt_0to15 - not applicab...
DA-q output PVF1QGPUfilt_Dto15_g 0
DA -t disabled - not applicab...
DA - blkEna disabled 0
» DA - units
DA -d disabled - not applicab...
DA - dU disabled - not applicab...
DA - cdcName disabled - not applicab...

¥ DO - Intin004

DA - stVal output PVF1QGPUfilt_16to31 - not applicab...
DA-q output PVF1QGPUfilt_16to31_q 0
DA -t disabled - not applicab...
DA - blkEna disabled 0
» DA - units
na A Aicahlad nat annlirah v

GTNET /O Capacity: 63 of 7808 bytes

v IED Madel Data Binding DOl 10 Summary

Figure 3.25: RSCAD Fx ICT — Data Binding GGIO (part 2)

The final two DOs encapsulated in the ‘LN — GGIO2’ are ‘Do — IntiIn005’ and ‘DO — IntIn006’.
These conclude the measurement readings from the PPC interface and are mapped to
appropriate DAs ‘stval’ for ‘PVfIVGPULLrmsFilt_0Otol5’ 16 bit and
‘PVILVGPULLrmsFilt_16to31’ for the second 16 bit of the ‘Float to Binary’ converter displayed
in the PPC interface. Their respective quality bits are mapped, and their direction is set to
output. These signals can be seen as mapped in the RSCAD Fx ICT tool in Figure 3.26

DataModel
Binding Address Configuration

DA Name Direction* 10 Name Bit Mapping

TR PR e

¥ DO - Intin005

DA - stVal output PVFIVGPULLrmsFilt_Ota15 - not applicab...
DA-q output PVF1VGPULLrmsFilt_0to15_g 0
DA -t disabled not applicab...
DA - blkEna disabled 0

» DA - units
DA d disabled not applicab..
DA - dU disabled - not applicab...
DA - cdcMame disabled not applicab..

¥ DO - Intin006

DA - stVal output PVF1VGPULLrmsFilt_16to31 - not applicab...
DA-q output PVFIVGPULLrmsFilt_16to31_g 0
DA -t disabled not applicab...
DA - blkEna disabled 0

* DA - units
DA - d disabled not applicab...

1o
GTMET I/O Capacity: 63 of 7808 bytes

~ IED Mode! Dol 10 Summary

Figure 3.26: RSCAD Fx ICT — Data Binding GGIO (part 3)

60



After completing the data binding for the signals required for measurement, the following steps
display the signal mapping for the breaker statuses. The breaker statuses are mapped to LN
‘XCBR1' to ‘XCBRY5'. Below in Figure 3.27 shows the ‘LN — XCBR1’ being mapped to the
signal ‘PV1DBIK1’ using the ‘DA — stVal’ of the ‘DO — Pos’. This states that the circuit breaker
logical node has been selected to map the position of the ‘PV1DBIk1’ breaker from the RSCAD
Fx simulation. This is mapped to the circuit breaker data object called position using the data
attribute ‘status value’. This provides a reading on the position of the breaker. The quality bit
for the respective signal is then mapped to the same DO of the LN. This is repeated for all
breaker positions listed in the PPC interface hierarchy.

DataModel

Binding Address Configuration

DA Name Direction* 10 Name Bit Mapping
DA -d disabled - not applicab...
DA - du disabled not applicab...
DA - cdcName disabled - not applicab...

¥ LN - XCBR1

» DO -Beh

» DO loc

» DO - OpCnt

¥ DO - Pos

» DA - origin

DA - ctiNum disabled 0
DA - stVal output PV1DBIk1 0
DA-q output PV1DBIk1_g 0
DA -t disabled not applicab..
DA - stSeld disabled 0
DA - opRevd disabled 0
DA - opOk disabled 0
DA - tOpOk disabled not applicab...

GTNET I/O Capacity: 63 of 7808 bytes

v IED Model Data Binding Dol 10 Summary

Figure 3.27: RSCAD Fx ICT — Data Binding XCBR1

In Figure 3.28, the ‘LN—XCBRZ2’ can be seen mapped to the signal ‘PV1DBIk2'. Once again,
the signal has a quality bit, and both directions are configured as outputs.

¥ LN - XCBR2
» DO - Beh
* DO - Loc
P DO - OpCnt
¥ DO - Pos
» DA - origin
DA - ctiNum disabled 0
DA - stVal output PV1DBIk2 o

DA-q output PV1DEBIk2_q 0

Figure 3.28: RSCAD Fx ICT — Data Binding XCBR2

In Figure 3.29, the ‘LN—XCBR3’ can be seen mapped to the signal ‘PV2DBIk1’. This is the
first circuit breaker in the second PV System.
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¥ LN - XCBR3

» DO - Beh

» DO - Loc

» DO - OpCnt

¥ DO - Pos

» DA - origin

DA - ctiNum disabled 0
DA - stVal output PV2DBIk1 0
DA -q output PV2DBIk1_q 0

DA -1 disabled not applicab...

Figure 3.29: RSCAD Fx ICT — Data Binding XCBR3

In Figure 3.30, the ‘LN—XCBR4' is mapped to the signal ‘PV2DBIk2'. This is the second circuit
breaker in PV system 2.

¥ LN - XCBR4

» DO - Beh

» DO - Loc

» DO - OpCnt

¥ DO - Pos

» DA - origin

DA - ctiNum disabled 0
DA - stVal output PV2DBIk2 0

DA -q output PV2DBIk2_q 0

DA -t disabled - not applicab...

Figure 3.30: RSCAD Fx ICT — Data Binding XCBR4

The final ‘LN—XCBRS5’ is mapped to the primary breaker signal ‘MainBrk’. This is the breaker
that closes both PV systems onto the HV transformer. It must be closed for any generation to

provide data in the output signal in the measurement LN GGIO. This configuration is displayed
in Figure 3.31 below.

¥ LN - XCBR5
» DO Beh
» DO - Loc
» DO - OpCnt
¥ DO - Pos
» DA - origin
DA - ctiNum disabled 0
DA - stVal output MainBrk 0

DA-q output MainBrk_q 0

DA -t disabled - not applicab

Figure 3.31: RSCAD Fx ICT — Data Binding XCBR5

The following tab of the ICT platform provides a list of the data types for these signals.
Navigating to the ‘DOI’ tab displays the list of LNs and their respective DAs, each associated
with its data type. Concerning Figure 3.32 below, the data types for the measurement DO are
found in the ‘LN—GGIO2’ are all defined as INT32 (32-bit integers).
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DataModel
DO Instantiation
Dol BType Value
¥ IED - IED1
¥ AccessPoint
¥ LDevice - NewDevice
» LNO - LLNO
» LN - ObjOLPHDO
¥ LN - GGIO2
¥ DO - Intin001
DA - stVal INT32
¥ DO - Intln002
DA - stVal INT32
¥ DO - Intin003
DA - stVal INT32
¥ DO - Intin004
DA - stVal INT32
¥ DO - Intln005
DA - stVal INT32
¥ DO - IntIn006

DA - stVal INT32
P IN - XCRR1
v IED Model Data Binding DOI 10 Summary

Figure 3.32: RSCAD Fx ICT — DOI GGIO2

The data types associated with the circuit breaker signals are different from those defined for
the GGIO LN. Circuit breaker logic in the IEC 61850 standard uses the application of a double-
bit status (DPS). This combination of two bits can be either in a state ‘0’ or ‘1’ providing a list
of four possibilities. This provides more information than a traditional single-bit (BOOLEAN)
logic. This is because the state of the DPS (or noted as ‘Dbpos’ in the ICT platform) is that the
initial state ‘00’ generally refers to an error. The DA for the ‘stVal’ of the ‘DO — Loc’ is mapped
as BOOLEAN as this is to send a signal to either open or close the breaker. Since this research
does not cover control, its implementation is not highlighted. The Circuit Breaker signal
mapping is displayed in Figure 3.33 below.
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DataModel
DO Instantiation

DOI BType Value
» LN - GGIO2
¥ LN - XCBR1
¥ DO - Loc
DA - stVal BOOLEAN
¥ DO Pos
DA - stVal Dbpos
¥ LN - XCBR2
¥ DO - Loc
DA - stVal BOOLEAN
¥ DO - Pos
DA - stVal Dbpos
¥ LN - XCBR3
¥ DO - Loc
DA - stVal BOOLEAN
¥ DO - Pos
DA - stVal Dbpos
¥ LN - XCBR4
¥ DO - Loc

v IED Model Data Binding DOI 10 Summary

Figure 3.33: RSCAD Fx ICT — DOI XCBR'’s

After completing the data binding in the ICT software's ‘IED Model’ tab, the next step focuses
on creating Datasets. This is important as IEC MMS works on the process by polling or
reporting based on information contained within datasets. Measurement data and circuit
breaker statuses categorize the two datasets. Below in Figure 3.34, the dataset
‘BreakerStatus’ is created to house the LNs ‘XCBR1' to ‘XCBR5’ associated with the breaker
positions. Similarly, the dataset ‘Measurements’ houses the LN GGIO and is based on
obtaining readings of the output of the PV systems. The information regarding the
‘Measurement’ datasets can be seen in Figure 3.35.
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Publisher

DataSets
Edit Location Dataset
Mode LD* LN* Name* Short Description
£.. | NewDevice LLNO BreakerStatus

E.. | NewDevice LLNO Measurements

A LLNO

|ED Data Members
¥ IED - IED1
¥ AccessPoint - P1
¥ Server

» [ Device  NewDevice

v DataSets Goose CB

Reports

Del

Del

Del

DataSet Members

LD LN Do DA IX FC Del
NewD... XCBR1 Pos stVal ST
NewD... XCBR1 Pos q ST
NewD... XCBR2 Pos stVal ST
NewD.. XCBR2 Pos q ST
NewD... XCBR3 Pos stVal ST
NewD.. XCBR3 Pos q ST
NewD... XCBR4 Pos stVal ST
NewD... XCBR4 Pos q ST
NewD.. XCBRS Pos stVal ST
NewD... XCBRS5 Pos q ST

DataSet items Count:

DataSet Count:

10 of 64 max

2 of 8 max

Figure 3.34: RSCAD Fx ICT — Dataset ‘BreakerStatus’

Publisher
DataSets DataSet Members
Edit Location Dataset LD LN DO DA IX FC Del
Del
Mode LD* LN* Name* Short Description NewD. GGIO2 Intin001  stVal ST
E. | MewDevice LLND BreakerStatus Del NewD.. GGIO2 Intin001 g ST
E. | MewDevice LLNO Measurements Del NewD.. GGIO2 IntinD02  stVal ST
A Lo NewD.. GGIO2 Intin002 q sT
MNewD GGIO2 Intin002  stVal ST
MNewD.. GGIO2 Intin003 g 1)
IED Data Members
NewD.. GGIO2 IntinD04  stVal ST
¥ |ED - IEDT
NewD.. GGIO2 Intin004 g ST
¥ AccessPoint - P1
¥ Server MNewD.. GGIO2 IntinD05  stVal sT
» LDevice - NewDevice NewD.. GGIO2 Intin005 q sT
NewD... GGIO2 Intin006  stVal 5T
MewD.. GGIOZ2 Intind06 q ST
DataSet items Count: 12 of 64 max
DataSet Count: 2 of 8§ max
bl DataSets Goose CB Reports

Figure 3.35: RSCAD Fx ICT — Dataset ‘Measurements’

These datasets are then assigned to reports. The name of the reports reflects the contents of
the datasets. Report ‘BrkPos’ is linked to the ‘BreakerStatus’, and the report ‘MeasuredVval’ is
related to the dataset ‘Measurements’. These reports are configured to be buffered by 1000
and 2000 milliseconds, respectively. A buffered report provides additional functionality that is
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not available for Modbus. The buffered report ensures reliable communication of critical data
in situations where interruptions or delays occur. The data is stored in a “buffer” of the server’'s
memory if the communication with the client is temporarily unavailable. Once the connection
is re-established, the data will be transmitted. Another mode of implementing reports is based
on ‘Event-Driven Reporting.” This means that when a change of state of predetermined data
occurs, an event-driven report is initiated to communicate instantly. Unlike Modbus, which can
only poll data at predetermined intervals, the ‘event-driven reports’ provide much faster
communication of critical system changes. The configurations of these reports is displayed
below in Figure 3.36

Publisher
Report Contol Blocks
Edit Location Report Control
Mode LD* LN* Name* datSet* buffered bufTime i
EDIT NewDevice LLNO BrkPos BreakerStatus 1000 1000
EDIT NewDevice LLNO MeasuredVal Measurements 2000 1000
ADD
<
Show: TrigOps OptField Report Control Count: 2 of 4 max
™ DataSets Goose CB

Figure 3.36: RSCAD Fx ICT — Reports

The shared data classes from the IEC 61850-7-4 standard show the data associated with the
Logical Nodes used in the simulation. The two LN used in this simulation are GGIO and XCBR.
These LN are associated with respective data objects and data attributes. Each data attribute
has an associated data type. These are seen below in Figure 3.37 and Figure 3.38 as extracts
from the standard.

GGIO class
Data Name Common Explanation T | MO/
Data Class C

Controls
SPCSO SPC Single point controllable status output
DPCSO DPC Double point controllable status output ]
ISCSO INC Integer status controllable status output (8]
Status Information
IntIn INS Integer status input 0
Alm SPS General single alarm
Ind SPS General indication (binary input)

Figure 3.37: IEC 61850-7-4 GGIO LN
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XCBR class
Data Name Common Explanation T| M/O/
Data Class C
LNName The name shall be composed of the class name, the LN-Prefix and LN-
Instance-1D according to IEC 61850-7-2 clause 19
Data
LocKey SPS Local operation (local means without substation automation M
communication, hardwired direct control)
RemcCtlBlk SPC Remote Control Blocked o]
Loc SPS Local Control Behavior M
EEHealth INS External equipment health 0
EEMame DPL External equipment name plate 0
OpCnt INS Operation counter M
Controls
Pos DPC Switch position M
BlkOpn SPC Block opening M
BIkCls SPC Block closing M
ChaMotEna SPC Charger motor enabled 8]
Metered Values
SumSwARs BCR Sum of Switched Amperes, resetable | IO
Status Information
CBOpCap INS Circuit breaker operating capability 0
POWCap INS Point On Wave switching capability
MaxOpCap INS Circuit breaker operating capability when fully charged

Figure 3.38: IEC 61850-7-4 XCBR LN

3.3.5 RTAC Configuration — SEL AcSELerator Architect

The SEL 3555 RTAC configuration is achieved by using SEL AcSELerator Architect and SEL
AcSELerator RTAC software developed by SEL ™. The first process involves designing the
project file on SEL AcSELerator Architect by importing the CID file from the IED “NewDevice”
created previously in the RSCAD Fx ICT configuration. The exported CID file from the ICT tool
is saved as “IED1,” as previously discussed in Chapter 2.5; the file-sharing capabilities of
devices compatible with the IEC 61850 standard allow exporting and importing configured files
across vendors. Therefore, the SEL AcSELerator RTAC software imports the configured data
of '[ED1’ as the configured IED file (CID) encodes that information. Within the SEL
AcSELerator Architect platform, the ‘IED1’ and the SEL RTAC are pulled into a single project
file. The network settings for each are provided and demonstrated below in Figure 3.39 and
Figure 3.40. Note that the network parameters for the ‘IED1’ give the IP address of the
GTENTX2 card (192.168.1.206), and the IP address of the RTAC is given as the SEL 3555
RTAC (192.168.1.170).
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i, AcSELerator Architect® - RTAC and IED1.selaprj = a bes
File Edit Help
Project Editor
=@l RTAC and IED1 | [1ED Properties
[ “]IED1
& RTAC IEC 61850 Edition Edition 2 Version 2007 Revision B
—_— UTC Offset is configured in device settings.
IP Address * 192.168.1.206
Subnet Mask * 255.255.255.0
Gateway *
* Set via IED Port Settings
Properties
S| 5
B skt [ seLdeE B seLsev X | Information o
[ seLesiR [ seLos1ra [ sew_mooe |Architect started at Thursday, 14 November 2024 18:55:50
Creating new project
SEL_710 SEL_710d5 SEL_735
E - E - ﬂ - Opening project 'C:\Users\rayjo\OneDrive\Documents\RSCAD\Examples\v2.1.1\Example Case|
] seL 751 B seL7s1a B se_ver Refreshing Palette
[ seL_7eras [ seL e [ seLrmac
@ e0t.cid @ ~os_teo1.cid
Select |ED to add to the project
| Ready SEL 2411
Figure 3.39: SEL AcSELerator Architect — IED1 Network Properties
.
i —
Ui, AcSELerator Architect® - RTAC and IED1.se... O X
File  Edit Help
#| RTAC and IED1 IED Properties
IED1
P RTAC IEC 61850 Edition Edition 2 Version 2007 Revision B
UTC Offset . UTC Offset is configured in device seftings.
IP Address * 192.168.1.170
Subnet Mask ™ 255.255.255.0
Gateway *
* Set via IED Port Settings
. am a MMS Authentication: OFF
MMS Inactivity Timeout: 0
Propertieij GOOSE Receivel GOOSE Transmit | Rer:cltsl Datasetsl Clientlnputsl Server Sessions | Server Model
IED Palette O | | Cutput O
B seLaam [ seL_241a [ seL_24a0 X Information v
E SEL_26645 E SEL3NC E SEL3NL Architect started at Thursday, 14 November 2024 18:35:50
B seL3s B seLasia B seL_asirs Creating new project
Opening project 'Ch\Users\rayjo'OneDrivelDocuments\RSCAD\Examples\v2. 1.1\ Example Cas
[ seL3sts [ seLsere B seLam Refreshing Palette
B s [ st e B st ss
e e Em [
Select [ED te add to the project
Baad SEl_BTAC 032 One BARAS Clhant BARAS Sopcar GOOCE myhlich (ol bha (B135 orlatarl

Figure 3.40:

SEL AcSELerator Architect — RTAC Network Properties
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The RTAC plays the role of the client, and the ‘IED1’ plays the role of the server. In IEC 61850
MMS, the model requires the client to subscribe to datasets as either polls or reports.
Navigating to the ‘client inputs’ tab of the RTAC shows the datasets provided in the configured
‘IED1 list. These datasets are the same as seen in the ICT configuration for the
‘Measurements’ and ‘BreakerStatus’ for the polls. The reports are also provided as ‘BrkPos’
and ‘MeasuredVal'. The reports and the polls are pulled into the ‘inputs’ tab below in Figure
3.40. This concludes the configuration required using the SEL AcSELerator Architect. The
project file is saved as ‘RTAC and IED1’ and be pulled into the SEL AcSELerator RTAC
software.

By AcSELerator Architect® - RTAC and IED1.se...  — O X

File Edit Help
Project Editor
=~ RTAC and IED1

8 D1 Cliant Innitse
IED IED
Data Item Dataset Type Data Item Type
[= TED: TED1 [= TED: TED1

IED 1.NewDevice,LLNO.BreakerStatus Poll

1ED 1.NewDevice.LLND. Measurements Poll

IED 1.MewDevice, LLND,BrkPos Report
IED 1.MewDevice. LLND. Measuredval Report
Properties | GOOSE F!e:er,s‘ GOOSE Transmit | Reports ‘ Datasets It\lentlnputs Server Sessions | Server Model
IED Palette O | Qutput o
B seL2am SEL 2414 B s 20 K Information v
==z
E SEL_26645 SEL3NC E SEL31IL Architect started at Thursday, 14 Novernber 2024 18:35:30
B sk st B seLasia B seL3sirs Creating new project ]
p— Opening project 'C\Users\rayjo'\ OneDrive\Documents\RSCAD\Examplesiv2. 1. 1\Example Casq
B s ssts SEL_387E B e am Refreshing Palette
B seL L [ seL4a B seLast
e e e
Select |ED to add to the project
Read SEL RTAC 5032 006 PAMS Client MMS Senver, GOOSE publish/subscribe (R135 or later)

Figure 3.41: SEL AcSELerator Architect — RTAC ‘Client Inputs’

3.3.6 RTAC Configuration — SEL AcSELerator RTAC

The project file is exported from the SEL AcSELerator Architect file and imported into the SEL
AcSELerator RTAC software. This is achieved by ‘importing’ and ‘IEC 61850 server’ in the
SEL AcSELerator RTAC software. Once again, the configured project file from the SEL
AcSELerator Architect contains the data of the ‘IED1’ from the ICT software linked with the
SEL RTAC. The network configuration reports and polls have already been established.
Navigating through the ‘[ED1’ details on the SEL AcSELerator RTAC software shows the
configured data in the ‘settings’ tab, as seen below in Figure 3.42.
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ot | @ et @ ot || @ Gaone i
T =

Took  Comm Monitor

Name of the IED access point connected to the named subnetwork,
192.168.1.206 The IP adkress of the remote IED, A valid TPy dotted deamal address s requred,
IEDL This setting can b characters. Each IEC 61850
4000 (millis. time alowed for .
0 0-255 The: number b2 by the die : E
100 - e,
False True,False filesin foider in server viaMMS file tr...
0 - server
ddd e QRQSSdaId ]
-
]

{ad information
11/14/2024 7:01: 12 PM: Opening praject

Figure 3.42: SEL AcSELerator RTAC — IED1 ‘Settings’

Navigating the ‘Datasets’ tab of ‘IED1-850' the polls subscribed to in the SEL AcSELerator
Architect project file is displayed and listed below as ‘BreakerStatus’ and ‘Measurements’ as
seen in Figure 3.43.

= > 230U =R 1% B e e I T e T E s e e |
i) (#! RTAC and IED1

&% sa_RTaC
- ] Devices
»-e Tag Processor

_m Tags

& system

+-i5# Main Controller
i»—@ System_Time_Co...
- SystemTags
L ) Contact1/0

i (] Access Points

(] Access Point Routers
- (] User Logic

i (1 Virtual Tag Lists

i [l Anonymous_Server_...
" | [ED1_850

- B RTAC

L [l MMS_SERVER

MR RERY [ [ FE R

Figure 3.43: SEL AcSELerator RTAC — IED1 ‘Datasets’

The reports are recorded in the ‘Reports’ tab. Figure 3.44 below shows that the SEL RTAC
has subscribed to the reports ‘BrkPos’ and ‘MeasuredVal'.
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Project Wl | E01 850
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8 KA and KDL ECE1350Device, Client - Ethernet [850 Pratocal]
&% sa_Rrac - —
) Devices Settings Drag a column header here to group by that column
L — - . g : - -
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i NewDevice LLNO BraskerStatus | 2 Measuredval  Auto NewDevice LN Measurements  True 000 1000 1 NewDevice LLNO
NewDevice,LLNO.Breaker Status Status Tags
¥ Control Tags
. o NewDevice.LLNO. BreakerStatus Control Tags
(] Access Points
) Accmss ot Routers NewDevice LLNO.Measurements
= ) User Logic NewDevice LLNO. Measurements Status Tags
- () Virtual Tag Lists NewDevice, LLNO, Measurements Binary Control Tags
I Ao Sever NewDevice,LLNO.Measurements Control Tags
s TR
> iRTAC AuBinary Cantra Togs
@ MMs_SERVER All Other Conirol Tags.
POU Pin Settings
“Tags
Contraller
10f2 JEE

Figure 3.44: SEL AcSELerator RTAC — IED1 ‘Reports’

The breaker status for the LNs ‘LN — XCBR1’ to ‘LN -XCBR5'’ are listed under ‘BreakerStatus

Status Tags'. The ‘stVal' are shown with their data type (tag typeO being Double Point Status
(as expressed earlier as double bit values).

Project | |E01.850
= /3560 - v = - - r B—
e IHEE | Project Properties | Tags ~ Main Controller | System_Time Control  TagProcessor | SystemTags IED1.850  Anonymous Server 850 | RTAC
I 8| RTAG ond 1521 | [EC61850Device, Client - Ethernet (850 Protocol]
&% seL_RTAC = f —————————————
- ) Devices Settings Dmgamkmmﬁm
.- ¥ Tag Processor | : - .
ETW Datasets | Ensble FCDAID  TagMName TogType TagMliss StetusVale InstMgnitude M
- Tags |
7 Reports -- g 1 IED1_850.NewDevice.XCBR 1.Pos_stval DPS 0
Nl e K 3 1ED1_850.NewDevice XCBR2.Fos_stial DFS 0
i~ Main Controller | NewDevice.LLNO.BreakerStatus [ roe |_850. . .Pos_sf
io# System_Time_Co... { NewDevice,LLNO,BreakerStatus Status Tags bl SHEILE Sepliece INS ok ikl DH D
1 | True 7 IED1_850.NewDevice. XCBR4.Pos_stval DPS 0
SystemTags NewDevice.LLNO. BreakerStatus Binary Control Tags
& Contact1j0 1 True 9 IED1_850.NewDevice.XCBRS.Pos_stval DPS 0
ol NewDevice.LLNO. BreakerStatus Control Tags
] Access Points
. (] Access Point Routers NewDevice,LLNO.Measurements
-~ () User Logic Ne LLNO. Status Tags
- ) Virtual Tag Lists LLND. Binary Control Tags |
i @ Anonymous_St . |
2 il NewDevice.LLNO.Measurements Control Tags
8- ] £01 850
L. B RTAC _AlmcmvdTags
- @ MMS_SERVER Al Other Control Tags
POU Pin Settings
Tags
Controller
i 10f5 I ) L
B |

Figure 3.45: SEL AcSELerator RTAC — IED1 ‘BreakerStatus Status Tags’

The status tags for the GGIO logical node configured in the ICT platform for the measurement
values are seen under the tab ‘Measurements Status Tags'. The associated data type (tag
type) is INS, which, according to IEC 61850-7-3, is an abbreviation for Integer Status data
type.
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Project &l 101 550
-3555/3560 - v
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] sys
' 3 Main Controller NewDevice .LLNO.BreakerStatus True 3 IED1_850.NewDevice.GGIO2.IntIn002_stval INS [}
-5 System Time Ca... TND. Status Togs True 5 IED1_850.NewDevice.GGIOZIntIn003 _stval INS [
2 Systenags T o | 7 IED1_850.NewDevice.GGIO2Intin004_stval INS [
"’» Contact 1/0 True 9 IED1_850.NewDevice.GGIO2.IntIn005_stval INS 0
- ] Access Points B et e st Cortial Tags True 11 IED1_850.NewDevice.GGIO2.Intn006_stval INS 0
-] Access Point Routers NewDevice LLNO.Measurements
- U User Logic NewDevice.LLND.Measurements Status Tags
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Figure 3.46: SEL AcSELerator RTAC — IED1 ‘Measurements Status Tags’

The ‘Tags’ tab of the ‘IED1_850" window lists a summary of the tags for both datasets. This
provides a single reference point for all the tags that can be monitored and configured in the
project file and imported into SEL AcSELerator RTAC. These tags are listed below in Figure

3.47.

Brofect W (w1800 %
il - ProjectProperbes | Tags Man Controller | System_Time_Contol TagProcessor  SystemTags | 101850  Anonymous Server 850 | RTAC
& i@ RTACand IED1 FECoiaDevice. Ciiacl - £ B0Prtocol = = = = —
o5 sa _RTAC
- Devices Settings
“"j (0 Fre sy e Tag Hame Tag Type ]
L it ?’;ﬂ Reports |[¥ [ED1_850. NewDevice. GGIOZ.IntIn001,stvel s = I
& s
p@ e || SR iy aate s s v
| 152 System Time Co.. | NewDevice.LLNO BreakerStatus Status Tags | s = Sl
- pime - e IED1_850.NewDevice. GGIO2.Intin00#_stval ms
L@ cosatro S IED1_850. NewDevice. GGIO2.Intin00S_stval ms
- € hccasn points NewDevice, LLNO. Breaker Status Control Tags [ 1ED1_850.HewDevice. 66102 Intin006 stval ms
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* e o rsconaren e T &
- b RTAC Al ey Conleol Tegs LED1_850.HewDevice XCER1.Pos oes
- @ MMS_SERVER AllOther Cantrol Tags [ED1_850. NewDevice. XCBR1.Pos_stval oPs
PO Pn Setings | [ED1_850. NewDevice. XCBR2.BkCls ES
e IED1_850. NewDevice XCER2.Bk0pn ES
IED1_850, NewDevice XCER2 Pos s
Contraler
IED1_850. NewDevice. XCBR2.Pos_stval oes
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Figure 3.47: SEL AcSELerator RTAC — IED1 ‘Tags’

3.3.7 RTDS Firmware Configuration and Initialising the Simulation — IEC 61850 MMS
Configuration for the RSCAD Fx components and the SEL 3555 RTAC is complete. Before
running the simulation, the firmware configuration for the GTNETx2 cards attached to the
RTDS NovaCor must be updated to match the GTNETx2 GSE V7 used in the PPC Interface
and configured in the ICT software. As explained in Chapter 3.2.6, the same process is
followed, except the firmware selected is the latest GSE version 7.28, as seen below in Figure
3.48.
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Il

Firmware Upgrade

NOVACOR1.0 [ GTNETx2

Rack 5, Port 3 : 192.168.1.206(Primary) : Module A Protocol: GSE 108529430 -

= AT Protocol: MODBUS 173647088
Current Protocol: | * GSE 7.18 w | Edit Licenses Protocol: SV 119382373

Installed Protocols: Add Protocol -
Protocol: GSE

Version: 7.15 (Checksum:7SEQ0D816) Installed Remove

Version: 6.16 (Checksum:9C2DEDE2) Installed || Remove

Version: 7.18 (Checksum:478B643F) Installed || Remove

Version: 8.27 (Checksum:BD188E39) Installed || Remove

Version: 7.22 (Checksum:95FB9031) Installed || Remove

Protocol: MODBUS
Version: 1.12 (Checksum:DFOESESA) Installed || Remove ﬂ

Update u Cancel/Close | Re-Scan |

Figure 3.48: RSCAD Fx GSE 7.18 Firmware Utility Upgrade

After the firmware update has been successfully installed in the GTNETx2 card, the RSCAD
Fx simulation is ‘compiled,’, and with no errors presented in the message tab, the case is
allowed to go ‘life’ by using the ‘run case’ icon.” This concludes the lab scale implementation
configuration of all respective components. This process involves successfully calibrating two
simulations, one for Modbus communication and the second for IEC 61850 MMS
communication. Both simulations require compatibility from the RSCAD Fx simulation running
on the RTDS NovaCor to the SEL 3555 RTAC configured as the PPC. The signal mapping for
each protocol displays the difference between the implementation of each protocol. The
advantages of using the IEC 61850 MMS protocol have already been noted, such as the
detailed implementation of quality bits, timestamping, and reporting.

3.4 Conclusion of Chapter 3

Chapter 3 details the requirements for executing the simulation in the lab provided at Cape
Peninsula University of Technicon (CPUT). The lab-scale experiment involves a PV system
simulated on RSCAD Fx running on the RTDS NovaCor. The PV system model is kept
consistent, but the communication module between the PPC and the simulation is adjusted to
match the Modbus and IEC 61850 MMS protocols.

3.4.1 Modbus Implementation

The implementation of the Modbus protocol requires the mapping of signals from the
simulation. These signals are listed in Table 3.2 and are grouped by various Modbus registers.
Their functionality defines these registered and can often be called function codes. Each
vendor has personalized adoptions of these signal registers, so mapping is essential to ensure
correct data is being recorded. The PPC is configured as the Modbus client, and the signal is
configured to match that of the table recorded in Table 3.2.
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3.4.2 IEC 61850 MMS Implementation

Adjusted the simulation from a GTNETx2 card configured as IEC 61850 MMS (GSEV7) is
detailed. The communication configuration is completed in a standalone ICT (IED Configurator
Tool) software. This process involves data binding logical nodes to a physical device. Then,
signals are mapped to data attributes within the LN. Additionally, datasets are developed and
used for reports. The reports are defined as buffered and provide higher availability of data.
The CID (Configured IED Description) is then exported from the ICT software. This CID file is
imported into SEL AcSELerator Architect to create a project file with the SEL 3555 RTAC.
Once the reports are subscribed to the project file, they are saved and imported into SEL
AcSELerator RTAC software.

3.4.3 Data Capture in Chapter 4

Chapter 4 deals with data capture during the simulation of both instances. The data is captured
using the ‘Comms Monitor’ function within the SEL AcSELerator RTAC while the simulation is
‘online.” The packets are analysed using Wireshark packet analyzer software and IED
Explorer. The analysis of the data is based on the findings of the simulation as well as research
information expressed in Chapter 2.
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Chapter 4. Analysis of Results

In this chapter, both simulations are run identically, and data is captured and analysed to
provide a side-by-side comparison of the implementation of either protocol. This research uses
the basis of monitoring the simulation as the server providing readings to the SEL 3555 RTAC
acting as the client. The two readings are essentially the breaker status positions and
measurement values. The RSCAD Fx Runtime window displays a visual reference of the real-
time data from the simulations computing in the RTDS NovaCor, and the indications
referenced in the Runtime window are verified using the capture packet tool ‘Comms Monitor’
function in the SEL AcSELerator RTAC software. The ‘Comms Monitor' function captures any
transmitted data between the GTNETx2 card and the SEL 3555 RTAC. These packet captures
are then analysed using the network capture analyzer, Wireshark ™. The comparison of the
results is then investigated later in the chapter.

At the end of each lab scale implementation setup during Chapter 3, the RSCAD Fx software
is used to initiate the simulation using the ‘run case’ icon. This initiates the simulation
developed on the RSCAD Fx software and various plugin software to go ‘live’ on the RTDS
NovaCor real-time simulator. This real-time data is visually represented on the RSCAD Fx
Runtime window. Executing both simulations by entering the same commands entered from
the RSCAD Fx Runtime window, the breakers are closed in a succession of MainBrk,
PV1DBIk1, PV1DBIk2, PV2DBIk1, and PV2DBIk2. After the breakers are closed, the values
are observed using the measured values. These measured values represent the active,
reactive, and voltage feedback units from the two PV systems producing power through the
HV transformer. These values are adjusted using the Runtime dials to provide Active and
Reactive Power Control setpoints.

A summary of Chapter 4 includes the packet capture analysis of the simulation by using the
‘Comms Monitor’ function within the SEL AcSELerator RTAC software. The comms monitor
can only capture data if the project is online. The packet capture provides insight into the data
transmitted from client to server in Modbus and IEC 61850 simulations. Additionally, to analyze
the data in the IEC 61850 simulation, third-party software called IED Explorer is used to
examine the data and datasets. The effectiveness of each protocol is tabulated at the end
prior to the conclusion of the chapter.

4.1 Modbus Simulation — RSCAD Fx Runtime

The RSCAD FX executes the Modbus simulation ‘run case’ icon, and the initial state of the
simulation is shown in Appendix A. Systematically, the breakers are closed ‘MainBrk’,
‘PV1DBIk1, PV1DBIk2, PV2DBIk1 and PV2DBIk2. This is seen as the breaker’s indication light
changes from green to red in the RSCAD Fx Runtime window, as shown below in Figure 4.1.
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Figure 4.1: RSCAD Fx Runtime — Breaker Closed
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4.1.1 Modbus Simulation — Breakers Statuses Wireshark Capture

The Wireshark capture of the breaker status is captured by using the ‘Comms Monitor’ function
of the SEL AcSELerator RTAC software. Any communication transmitted via ethernet ports
into the SEL 3555 RTAC is captured and analysed. The initial state of the open breakers can
be seen below in Figure 4.2 by noting the bit values of ‘0’ shown in the yellow box with the
number ‘2'. The green box shows that the communication is coming from IP address
192.168.1.206 (GTNETx2 card of the RTDS NovaCor), and the destination IP address is
indicated in a red box showing the IP address 192.168.1.170 (SEL 3555 RTAC). The yellow
indication box labelled ‘1’ shows that the function code is 2, ‘Read Discrete Inputs.’ Noting the
signal list established in Chapter 3.2.4 the mapping of Bit 0 = PV1DBIk1, Bit 1 = PV1DBIk2,
Bit 2 = PV2DBIk1, Bit 3 = PV2DBIk2 and Bit 4 = MainBrk. It is noted that the response
containing the data for the discrete inputs comes after being initiated from a ‘Query’ from the
SEL 3555 RTAC,; this is the Modbus Client polling data at defined intervals. The ‘Response’
by the server provides data related to the query received.

‘ Modbus simpcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm & R QuwEF & T B a"
No. Time Source Destination Frotocol Length Infa
BO4T7 62.624491 Ruggedco_54:1a:.. ARP 62 Who has 192.168.1.137 Tell 192.168.1.15
8128 63.624586 Ruggedco_54:1a:.. ARP 62 Who has 192.168.1.137 Tell 192.168.1.15
5806 23.563391 8.8.8.8 255.255.255.255 DHCP 385 DHCP Discover - Transaction ID @x216bd784
5568 38.593176 8.0.0.0 255.255.255.255 DHCP 385 DHCP Discover - Transaction ID @x216bd784
6351 48.633552 8.0.0.0 255.255.255.255 DHCP 385 DHCP Discover - Transaction ID @x216bd784
7822 59.704482 2.9.8.90 255.255.255.255 DHCP 385 DHCP Discover - Transaction ID @x216bd784
94 1.373406 192.168.1.178 192.168.1.206 Modbus/TCP 68 Query: Trans: 152; Unit: 1, Func: 1: Read Coils
98 1.373821 192.168.1.206 192.168.1.17@ Modbus /TCP 66 Response: Trans: 152; Unit: 1, Func: 1: Read Coils
100 1.414782 192.168.1.178 192.168.1.286 Modbus/TCP 68 Query: Trans: 153; Unit: 1, Func: 2: Read Discrete Inputs
184 1.415229 192,168,1.266' L}:z,lﬁa,l.g;l Modbus/TCP 66 Response: Trans: 153; Unit: 1, Func: 2: Read Discrete Inputs
196 1.455816 T97.168.1.178 AP L o Modbus/TCP 68 Query: Trans: 154; Unit: 1, Func: 4: Keao Lnput Keglsters
118 1.456242 192.168.1.286 192.168.1.178 Modbus /TCP 77 Response: Trans: 154; Unit: 1, Func: 4: Read Input Registers

Linux cocked capture
Internet Protocol Version 4, Src: 192.168.1.206, Dst: 192.168.1.17@
Transmission Control Protocol, Src Port: 582, Dst Port: 45162, Seq: 11, Ack: 25, Len: 18
Moedbus /TCP
~ Modbus
.88 8818 = Function Code: Read Discrete Inputs (2)
[Request Frame: 10@]
Byte Count: 1

Bite : e
Bit1:8
Bit2: 9
Bit 3 : 0
Bit4: @
@0 00 00 01 00 06 00 59 c2 AF 9a a5 00 00 B8 00 ....... N T
45 60 8P 32 67 92 40 B0 40 PG de 6b P a8 BL ce  E..2g.@. @.Nk....
cB a8 @1 aa @1 6 b8 6a bd bl 73 42 a3 3d dc 11 ....... § ..sB.=..

? 58 18 ea 6@ db 55 00 9@ 0@ 99 00 00 09 64 ﬂlm P..7.U.. !

Figure 4.2: Modbus Wireshark Capture — Breakers Open

A packet captured later shows Bit 4 = 1, noting that the ‘MainBrk’ has changed states from
being open to closed. This confirms the signal mapping in Chapter 2.3.4 is correct, as the
breakers are closed systematically from MainBrk during this simulation. Therefore, noting that
Bit 4 changed with other breakers remaining in their initial state is expected. This is displayed
in the Wireshark capture of Figure 4.3 below.
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M Madbus sim.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @ R QesEF3T S AQql

Source Destination Protocol Length  Info
4825 11.415218 192.168.1.206 192.168.1.178 Modbus/TCP 66 Response: Trans: 168; Unit: 1, Func: 2: Read Discrete Inputs
4827 11.455801 192.168.1.17@ 192.168.1.206 Modbus/TCP 68 Query: Trans: 169; Unit: 1, Func: 4: Read Input Registers
4831 11.456276 192.168.1.206 192.168.1.178 Modbus/TCP 77 Respanse: Trans: 169; Unit: 1, Func: 4: Read Input Registers
4894 12_293773 1982.168.1.178 192.168.1.206 Madbus/TCP 78 Query: Trans: 178; Unit: 1, Fun¢: 15: Write Multiple Coils
4899 12_294138 192.168.1.206 192.168.1.178 Modbus/TCP 68 Response: Trans: 178; Unit: 1, Func: 15: Write Multiple Coils
4187 13.373400 192.168.1.17@ 192.168.1.206 Modbus/TCP 68 Query: Trans: 171; Unit: 1, Func: 1: Read Coils
4191 13.373851 192.168.1, 206 192.168.1.17@ Modbus fTCP 66 Response: Trans: 171; Unit: 1, Func: 1: Read Coils
4 4205 13.414782 g 68 @ g 68 a6 Madbus /TCP 68 Query: Trans: 172; Unit: 1, Fune: 2: Read Discrete Inputs
| 4209 13.415197 Modbus /TCP 66 Response: Trans:  172; Unit: 1, Func:  2: Read Discrete Inputs
4211 13.455832 192.168.1.178@ 192.168.1. 2086 Modbus/TCP 68 Query: Trans: 173; Unit: 1, Func: 4: Read Input Registers
4215 13.456289 192.168.1.206 192.168.1.178 Modbus/TCP 77 Response: Trans: 173; Unit: 1, Func: 4: Read Input Registers
4363 15.373375 1592.168.1.178 192.168.1.206 Modbus/TCP 68 Query: Trans: 174; Unit: 1, Func: 1: Read Coils

E Linux cooked capture
» Internet Protocol Version 4, Src: 192.168.1.206, Dst: 192.168.1.17@
Transmission Control Protocol, Src Port: 582, Dst Port: 45162, Seq: 269, Ack: 255, Len: 18

© Modbus/TCP
~ Modbus
.000 2018 = Function Code: Read Discrete Inputs (2)
Ri me: 4
Byte Count: 1
> Bita : @
Bit1: 0
> Bit 2 : @
Bit 3 : @
Bit 4 : 1

@0 90 00 01 90 @6 0B 50 c2 AF 9a a5 08 00 @5 @0
45 6@ 09 32 b3 92 40 0@ 40 06 02 6b c@ aB 81 ce
G020 c® aB @1 aa @1 f6 b@ 6a bd bl 74 44 a3 3d dc 7
0930 50 18 ea 6@ d9 4a 00 €0 BBacBB@@GBGd—GIE

0040

Figure 4.3: Modbus Wireshark Capture — MainBrk Closed

The third and final capture of the breaker statuses shows all five bits with the value of ‘1’
indicating that they are all closed. This in the Runtime window, as seen in Figure 4.4, with all
breakers displayed with red indication lights.

‘ Madbus simpeap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dn @& RE == i

Source Destination Protocel Length  Tnfo
5465 29.373363 192.168.1.178 192.168.1.206 Modbus /TCP 68 Query: Trans: 197; Unit: 1, Func: 1: Read Coils
5469 29.373779 192.168.1.206 192.168.1.17@ Modbus /TCP 66 Response: Trans: 197; Unit: 1, Func: 1: Read Coils
5471 29.414929 192.168.1.170 192.168.1.206 Hodbus/TCP 68 Query: Trans: 198; Unit: 1, Func: 2: Read Discrete Inputs
5475 29.415355 192.168.1.206 192.168.1.179 Modbus/TCP 66 Response: Trans: 198; Unit: 1, Func: : Read Discrete Inputs
5477 29.455778 192.168.1.178 192.168.1. 286 Modbus /TCP 68 Query: Trans: 199; Unit: 1, Func: 4: Read Imput Registers
5481 29.456185 192.168.1.206 192.168.1.178 Modbus/TCP 77 Response: Trans: 199; Unit: 1, Func: 4: Read Input Registers
5621 31.373367 192.168.1.178 192.168.1.206 Modbus /TCP 68 Query: Trans: 200; Unit: 1, Fumc: 1: Read Coils
5625 31.373762 192.168.1.206 192.168.1.178 Modbus /TCP 66 Response: Trans: 20@; Unit: 1, Func: 1: Read Coils
] 5627 31.414840 192.168.1.17@ 192.168.1.206 Hodbus /TCP 68 Query: Trans: 201; Unit: 1, Func: : Read Discrete Inputs
| 5631 31.415314 Madbus [ TCP 66 Response: Trans:  201; Unit: 1, Func:  2: Read Discrete Inputs
5633 31.455771 07.168.1.1/0 02,108, 1.200 Madbus/TCP 68 Query: Trans: 202; Unit: 1, runc: 4 KEad INputT HEg1STers
5637 31.456194 192.168.1.206 192.168.1.17@ Modbus/TCP 77 Response: Trans: 202; Unit: 1, Func: 4: Read Input Registers

Linux cooked capture
» Internet Protocol Version 4, Src: 192.168.1.286, Dst: 192.168.1.170
Transmission Control Protocol, Src Port: 582, Dst Port: 45162, Seq: 662, Ack: 6087, Len: 18
> Modbus/TCP
v Modbus
008 @818 = Function Code: Read Discrete Imputs (2)
[Request Frame: 5627]
Byte Count: 1

Bit® : 1
> Bit1: 1
Bit 2 : 1
Bit 3:1
Bit 4 : 1

0@ 0B B0 91 P2 06 B3 58 c2 Af 9a a5 G0 e@ 08 00

45 09 80 32 b2 €9 40 0@ 40 06 03 14 cO a8 01 ce

2020 <@ a8 @1 aa 01 f6 bb 62 bd bl 75 cd a3 3d de 57

8030 58 18 ea 66 d6 35 00 08 0@ c9 00 A0 04 04 01 [

o040 RG]

Figure 4.4: Modbus Wireshark Capture — Breakers Closed
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The status of the circuit breakers can also be verified by looking at the SEL AcSELerator
RTAC software, which is busy running ‘online’. The tags previously expressed in Chapter 3
now contain statutes based on real-time data shared between the RTDS NovaCor and the
SEL RTAC. These tags for the Modbus input registers are Boolean logic and change between
‘FALSE’ (open) and ‘TRUE’ (closed). An extract of monitoring these tags for the breaker
statuses can be seen in Figure 4.5 below.

Home Insert View
" X] 8 @ A ﬁ
o @ Go Offine "
; Tools Comm Monitor
& Find 7 Password v | (D) v
Clipboard Edit Online
Proect wd
SEL-3555/3560 -R144 " ||| Project Properties [HMI Tags | PPC_ROO

& #/ PPC_PVPowerPlant_SELRTAC...
3 Program
& ¥ sEL_RTAC

& (J Devices SEL_RTAC.Application.PPC_R00

i GTNETx2_MODBUS Expression Type Prepar.. Address Comm..
-~ (2 Tag Processor # PPClStart BOOL
-2 Tags # PPCiReset BOOL

& () System + @ PPCiStartReset_SR R

i--43 Main Controler # PPClEnable BOOL

2} System_Time_Co... & PV1iDeblocked BOOL

} @ PV2Deblocked BOOL

i % PPC1StartPIPQ BOOL

& VisualzationMana... # PPCIResetPIPQ BOOL
g ii.-] Arieis Poit # activePowerControl_PI RTDS_P...
(3 Acomss Pot Routers # reactivePowerControl_PI RTDS_P...

Figure 4.5: Modbus SEL RTAC Real-Time Tags — Breakers Closed

4.1.2 Modbus Simulation — Input Registers Wireshark Capture

The function code 4 for input registers contains the data regarding the measurements mapped
in the Modbus Signal List table. Figure 4.6 shows the Wireshark capture of the response to
the Read Input Registers query from the SEL RTAC. The purple indication box labelled 1 state
that the function code for read input registers is 4, and the second purple indication box
labelled ‘2’ shows each of these registers as listed in the Modbus Signal List table. From the
previous signal mapping seen in Table 3.2, the Modbus Input Registers are mapped as
unassigned 16-bit registers. Registers 0 and 1 are combined for signal PVF1PGPUfilt.
Registers 2 and 3 are combined to form signal PVF1QGPUfilt. Lastly, registers 4 and 5 are
combined to form signal PVF1GPULLrmsFilt. In the RSCAD Fx simulation these values are
continuously fluctuating and can be seen represented graphically in Appendix D. Note the
PPC Plots in Appendix D as the graphs display a range of each input register received from
the RTDS NovaCor that is being translated into unassigned 16-bit registers read in the
Wireshark capture.
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M Modbus sim.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ RE Qe=EZF&5 = QaqQaf

[Wpply a display filter i

No Time Source Destination Protacol Length Info
5631 31.415314 192.168.1.206 192.168.1.178 Modbus/TCP 66 Response: Trans: 20@1; Unit: 1, Func: 2: Read Discrete Inputs
5633 31.455771 192.168.1.170 192.168.1.206 Modbus /TCP 68 Query: Trans: 202; Unit: 1, Func: 4: Read Input Registers
5637 31.456194 192.168.11@6' |192.158.1A1?a | Modbus /TCP 77 Response: Trans:  282; Unit: 1, |Func:  4: Read Input Registers I']
5772 33.373363 192.168.1.170 192.168.1.206 Modbus /TCP 68 Query: Trans:  2@3; Unit: 1, Func: 1: Read Coils
5776 33.373821 192.168.1.206 192.168.1.17@ Modbus /TCP 66 Response: Trans:  203; Unit: 1, Func: 1: Read Coils
5778 33.414768 192.168.1.170 192.168.1.2086 Modbus/TCP 68 Query: Trans:  2@4; Unit: 1, Func: 2: Read Discrete Inputs
5782 33.415183 192.168.1.206 192.168.1.178 Modbus/TCP 66 Response: Trans: 284; Unit: 1, Func: 2: Read Discrete Inputs
5784 33.455780 192.168.1.170 192.168.1.206 Modbus /TCP 68 Query: Trans: 205; Unit: 1, Func: 4: Read Input Registers
5788 33.456198 192.168.1.206 192.168.1.170 Modbus/TCP 77 Response: Trans: 285; Unit: 1, Func: 4: Read Input Registers
5938 35.373391 192.168.1.176 192.168.1.206 Modbus /TCP 68 Query: Trans:  2@6; Unit: 1, Func: 1: Read Coils
5942 35.373827 192.168.1.206 192.168.1.17@ Modbus /TCP 66 Response: Trans: 206; Unit: 1, Func: 1: Read Coils
5955 35.414803 192.168.1.170 192.168.1.206 Modbus /TCP 68 Query: Trans: 207; Unit: 1, Func: 2: Read Discrete Inputs

Internet Protocol Version 4, Src: 192.168.1.206, Dst: 192.168.1.17@

Transmission Control Protocol, Src Port: 562, Dst Port: 45162, Seq: 672, Ack: 619, Len: 21

Modbus/TCP

~ Modbus

.806 0108 = Function Code: Read Input Registers (4)
Request Frame: 5633
Byte Count: 12
Register @ (UINT16): 54547
Register 1 (UINT16): 478@3 2
Register 2 (UINT16): 57242
Register 3 (UINT16): 15137
Register 4 (UINT16): 4760
Register 5 (UINT16): 16256
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Figure 4.6: Modbus Wireshark Capture — Breakers Closed

4.2 |EC 61850 MMS Simulation — RSCAD Fx Runtime

As with the Modbus simulation, the IEC 61850 MMS project is compiled and run using the
RSCAD Fx software. Successful compilation means the run case is loaded onto the RTDS
NovaCor for real-time data processing. The initial state of the circuit breakers is returned to
the open position, as seen in Appendix A. The same step-by-step execution of the simulation
as achieved in the Modbus example is implemented. They are closing breakers sequentially
from MainBrk to PV2DBIk2 and using the 'Comms Monitoring’ tool as part of the SEL
AcSELerator software to capture ethernet data being exchanged between the RTDS NovaCor
and the SEL 3555 RTAC.

It can be noted by monitoring the tags on the SEL AcSELerator RTAC software that the quality
bits change from ‘invalid’ to ‘good’ once the simulation from RSCAD Fx draft is ‘live’ and the
project on the SEL AcSELerator RTAC is ‘online’. The change in quality bits is referenced
below in Figure 4.7 using LN XCBR2 for demonstration. It is noted that the breaker ‘stval’ is
still in ‘dbpos_intermediate_state’ (double bit position intermediate = 0 0) and can be noted as
open.

= ¢ IED1_B50.NewDevice XCBR2.Pos_stVal DPS

& ®q quality_t
# validity VALIDITY T good
+ @ detailQual ‘detaiQual_t
# source SOURCE_T process
@ test BOOL FALSE
# operatorBlocked BOOL
- et timeStamp_t
# stval DBPOS_T dbpos_intermedi... (intermediate_state, off, on, bad_state)

Figure 4.7: MMS RTAC Tag — XCBR2 Quiality Bit ‘good’
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4.2.1 |EC 61850 MMS Simulation — Breakers Statuses Wireshark Capture

The network packet analyzer Wireshark is used to interpret the data captured in the ‘Comms
Monitoring’ tool of the SEL 3555 RTAC. The data exchanges related to the circuit breaker
positions are examined below in Figure 4.8. Once again, the green and red indication boxes
highlight the IP addresses of the GTNETx2 card and SEL 3555 RTAC, respectively. The
yellow indication box highlights an unusual occurrence, stating that there has been a protocol
data unit (PDU) request. Looking at the data interpreted in the black indication box shows that
the request is the ‘Client’ (SEL RTAC) asking for information regarding the device called
‘IED1NewDevice’ to provide data regarding the ‘BreakerStatus’ datasets in the common
logical node zero (LLNO). It must be noted that IEC 61850 MMS protocol is not a default
protocol that is analysed in the Wireshark preferences and must be added by navigating to
‘Preferences, Protocols, PRES’ and adding the protocol identifier code 1.0.9506.2.1 to decode
the encapsulated data.

‘ Wireshark capture during breaker close.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

An©® RO QewEFE_ =S Qaqar

hl|-'-:‘-_'i. display filkar tr

o, Time Source Destination F'rutuoolf' Length Info

471 5.114327 0.0.0.8 255.255.255.255 DHCP 305 DHCP Discowver - Transaction ID @xf3dé6aabc

1854 19.986462 192.168.1.170  192.168.1.206 MMS 232 initiate-RequestPDU
1858 19.993566 192.168.1.206  192.168.1.170 MMS 212 initiate-ResponsePDU
1957 21.011659 192.168.1.170  192.168.1.206 MHMS 124 confirmed-RequestPDU
2350 25.061452 192.168.1.170  192.168.1.206 MHiS 78 conclude-RequestPDU
2375 25.393911 192.168.1.206  192.168.1.170 MMS 143 confirmed-ResponsePDU
2379 25.394036 192.168.1.206  192.168.1.170 M1S 78 conclude-ResponsePDU
2419 25.536493 192.168.1.170  192.168.1.206 MMS 232 initiate-RequestPDU
2423 25.545075 192.168.1.206  192.168.1.170 MHMS 212 initiate-ResponsePDU
2466 26.011653 |192.168.1.170| [192.168.1.206] MMs 124 confirmed-RequestPDU
2807 29.751219 192.168.1.206  192.168.1.170 MHS 143 confirmed-ResponsePDU
2809 29.786480 192.168.1.176  192.168.1.206 MMS 127 confirmed-RequestPDU

ISO 8327-1 0SI Session Protocol
IS0 8823 0SI Presentation Protocol
v MMS
v confirmed-RequestPDU
invokeID: 796
v confirmedServiceRequest: read (4)

w read
specificationWithResult: True
~ variableAccessSpecificatn: variablelListMame (1)
v variablelListName: domain-specific (1)
w domain-specific
domainId: IED1NewDevice
itemId: LLN@$BreakerSt

00 ©4 0D 91 00 06 00 3@ a7 Be a% f7 08 QB @B GO ....... @ i
45 00 89 6c e5 fd 40 00 40 86 cf c5 c@ a8 01 aa E..1..@. @.......
c@ a8 @1 ce 8 2 09 66 17 7c 8f 80 2¢ f4 05 9¢  ....... L
50 18 @@ ed 85 27 00 @@ ©3 00 00 44 92 f0 80 01 S |
0@ 21 0@ 61 37 38 35 62 01 83 a@ 30 ad 2e 02 62 ...a705. ...0....
83 1c a4 28 80 01 @1 al 23 al 21 al 1f la @d 49 Y U R0 SR &
45 44 31 4e 65 77 44 65 76 69 63 65 la Qe 4c 4dc ED1NewDe vice..LL
de 30 24 42 72 65 61 6b 65 72 53 74 N@$Break erSt

Figure 4.8: MMS Wireshark Capture — BreakerStatus Query

Figure 4.9 shows the server's response, the RTDS GTNETX2 card, to the query requested by
the SEL RTAC. Similar indication boxes highlight specific data of interest.
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M Wireshark capture during breaker close.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 0 ® vl q.—-rgft'_.:'\::"‘::\"
Na. Time Source Destination Protocol Length  Info
471 5.114327 8.8.8.8 255.255.255.255 DHCP 385 DHCP Discover - Transaction ID @xf3db6aabc
1854 19.986462 192.168.1.179 192.168.1. 286 MHS 232 initiate-RequestPDU
1858 19.993566 192.168.1.206 192.168.1.17@ MHS 212 initiate-ResponsePDU
1957 21.811659 192.168.1.179 192.168.1. 286 MMS 124 confirmed-RequestPDU
2358 25.861452 192.168.1.170 192.168.1. 286 MHS 78 conclude-RequestPDU
2375 25.393911 192.168.1.286 192.168.1.178 MMS 143 confirmed-ResponsePDU
2379 25.394836 192.168.1.2086 192.168.1.17@ MHS 78 conclude-ResponsePDU
2419 25.536493 192.168.1.178 192.168.1.286 MMS 232 initiate-RequestPDU
2423 25 545875 192.168.1.206 192.163.1.17@ MHS 212 initiate-ResponsePDU
2466 26.811653 192.168.1.178 192.168.1. 286 MHS 124 confirmed-RequestPDU
2887 29.751219 | 192.168.1.286| [192.168.1.178 | MS 143 confirmed-ResponsePDU
2889 29786480 192.168.1.179 192.168.1. 286 MHS 127 confirmed-RequestPDU
~ variableAccessSpecificatn: wariablelistName (1)
« variableListMame: domain-specific (1)
domain cnacific
domainld: IED1NewDevice
itemId: LLN@$BreakerSt
w listOfAccessResult: 5 items
~ AccessResult: success (1)
success: bit-string (4)
v AccessResult: success (1)
success: bit-string (4)
v AccessResult: success (1)
success: bit-string (4)
v AccessResult: success (1)
success: bit-string (4)
w AccessResult: success (1)
success: bit-string (4)
20 00 @9 81 88 86 88 50 2 4f 93 a5 60 00 68 88 ....... P .O......
45 @0 @0 7f e5 58 49 00 40 06 d0 27 c@ aB 01 ce | J—— @. @."....
cB a8 01 aa 0 66 8c f2 2c f4 @5 9c 17 7c 8f c4  ..... For yuunnl
58 18 ea 60 6b 3d 6@ B0 63 00 80 57 62 fo 80 @1 P Fer oaua W....
20 21 29 61 4a 38 48 92 @1 @3 a9 43 a1l 41 @2 @2 aloH. LCLA. .,
83 1c a4 3b a@ 23 al 21 al 1f 1a @d 49 45 44 31 ef ]l LU IEDL
de 65 77 44 65 76 69 63 65 la @Be 4c 4c de 38 24 NewDevic e..LLN@%
42 72 65 61 6b 65 72 53 74 al 14 B4 02 @6 40 B4 Breakers t..... @.
030 82 [ 40 B4 02 06 40 84 02 06 49 84 92 @6 40 Bo...e. ..8...8
Figure 4.9: MMS Wireshark Capture — BreakerStatus Response

After the breakers are closed, another method to verify the state other than using the RSCAD
FX Runtime window to confirm the data represented matches the data captured in the packets
is to monitor the tags in the SEL AcSELerator RTAC software, as seen in the introduction of
this subsection. The change of state from breaker ‘stVal’ can be noted as ‘dbpos_off’ (double
bit position off = 0 1). This state change is misleading as the SEL RTAC reads the DPS 01 as
‘off,” whereas, in the simulation, it corresponds to ‘closed.” Configuring these DPS to align is
essential to ensure data is understood correctly. This would require additional programming
in the SEL 3555 RTAC to manipulate the logic behind the data it receives or look at the
configuration from RSCAD Fx to see how the MMS data is mapped for DPS. This is referenced

below in Figure 4.10.

= ¢ [ED1_850.NewDevice XCBR2.Pos_stVal DPS
= &9 quality_t
# validity VALIDITY T good
+ @ detailQual detaiQual_t
#® source SOURCE_T
& test BOOL
# operatorBlocked BOOL
+ Pt timeStamp_t
# stval DBPOS_T dbpos_off (intermediate_state, off, on, bad_state)

Figure 4.10: MMS RTAC Tag — XCBR ‘stVal’' Breaker Closed
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4.2.2 |EC 61850 MMS Simulation — Measurements in Wireshark Capture
The second capture focuses on obtaining data related to the ‘Measurement’ datasets. The
guery from the client requests the data from the server. This is seen in Figure 4.11 below.

‘ Wireshark capture during breaker close.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @ RE QuwEFesEaqaqal
L
Ha. Time Source Destination Protocol Length Info
3168 33.8614382 192.168.1.17@ 192.168.1.286 MHS 127 confirmed-RequestPDU
3172 33.861974 192.168.1.206 192.168.1.17@ MHS 151 confirmed-ResponsePDU
3254 34811677 192.168.1.178 192.168.1. 286 MHS 124 confirmed-RequestPDU
3258 34.012177 192.168.1.2086 192.168.1.17@ MHS 143 confirmed-ResponsePDU
3272 34.861496 192.168.1.17@ 192.168.1. 206 MHS 127 confirmed-RequestPDU
| 3276 34.062012 | 192.168.1.206 | [192.168.1.170 | MMs 151 confirmed-ResponsePDU
283 3.153822 127.8.9.1 127.8.9.1 NTP 236 NTP Version 2, private
284 3.153884 127.0.9.1 127.8.9.1 NTP 124 NTP Version 2, private
285 3.156833 127.0.0.1 127.0.9.1 NTP 236 NTP Version 2, private
286 3.156883 127.8.8.1 127.8.8.1 NTP 132 NTP Version 2, private
855 9.261635 127.8.9.1 127.8.98.1 NTP 236 NTP Version 2, private
856 9.201734 127.8.9.1 127.8.9.1 NTP 124 NTP Version 2, private
v domain-specific
domainld: IED1NewDevice
itemId: LLN@$Measurements
v listOfAccessResult: & items
v AccessResult: success (1)
success: integer (5)
v AccessResult: success (1)
v success: integer (5)
integer: 16250
v AccessResult: success (1)
v success: integer (5)
integer: 3759
v AccessResult: success (1)
v success: integer (5)
integer: 48736
v AccessResult: success (1)
90 00 00 91 00 86 @H 50 < Af 9a a5 37 08 08 0@ ...P 0.7
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c@ aB 01 aa @0 66 8c f2 2c f4 @9 81 17 7c 92 c2 PSSR |
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Figure 4.11: MMS Wireshark Capture — Measurements Response

The data can also be monitored live from the SEL AcSELerator RTAC software. This shows
the values captured in these data transmissions between the RSCAD Fx simulation and the
SEL 3555 RTAC. Figure 4.12 below shows the monitoring of LN GGIOZ2, Intin003 data. The
highlighted box encapsulates the integer value and the quality bit. Reference to the ICT
mapping for the signals to their respective GGIO Intin (integer inputs) DO’s is completed in
Chapter 3.3.4. Here the real-time values are referenced to Appendix D, specifically focusing
on the highlighted window “PPC Plots”. This window displays the values sent from the RTDS
simulation to the PPC for power quality measurements. An additional software called IED
Explorer is used as data validation and is discussed in the following Chapter 4.2.3.
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Project Properbes  MMS_SERVER | Anomymous _Server 850  [ED1 850
IEC61850Device, Client - Ethernet 850 Protocal]

Settings Type Value Prepared value Address Comment
Datasets angeConfigDint_t
.GGI02.IntIn003_stva NS
Reports DINT 25083
NewDevice LLNO BreskerStatus RANGE T normal
HewDevice LU BreakerStatus Status Tags quity 1 7
it VALIDITY T good
NewDevice LLNO, BreakerStatus Bnary Control Tags
detailQual detaiQual_t
NewDevice .LLNO.Bresker Status Control Tags SOURCE_T
NenDevice LLND Measurements Boa
2d BOOL
NewDevice LLNO.Measurements Status Tags
= #t tmeStamp_t
NewDevice LLNO. Measurements Binary Control Tags. = # value dateTime_t

NewDevice LLNO. Measurements Control Tags # dateTime DATE_AND_TIME DT21970-1-1-0:0:0
M By Conbrol Togs: 9 see UDINT o
Al Other Control Tags
POU Pin Settings

Tags

TIMEACCURACY T unspecfied
DST_t
NT

Controller

Figure 4.12: MMS RTAC Tag Monitoring — Measurements GGIO

4.2.3 IEC 61850 MMS Simulation — Data Validation

Utilizing various tools and verifying the data represented in the SEL RTAC is possible. As a
built-in function under Protection and Automation Utilities in RSCAD Fx suite is provided an
extension called MMS Voyager. This standalone program acts as an IEC 61850 client
designed to communicate with IEC 61850 server devices. The IEC 61850 server device data
is pulled into the MMS Voyager program by importing the IED file developed in the ICT
configuration “IED1”. MMS Voyager then enables the functionality to poll data based on
available data attributes stored in the CID file of “IED1". Polling data attributes of the breaker
statuses and the measurement values allows the cross-reference between the data presented
in SEL RTAC to be verified.

A third-party, open-source software, ‘I[ED Explorer’ is used to validate the data and MMS
Voyager. Once the IED Explorer has scanned the IP address, it can present data, as seen in
Figure 4.11 below. The expanding tree format of the data shows that the path to data attributes
is established through defined logical nodes in the logical device. This is a standard method
of presenting data for the IEC 61850 communication standard, as these pathways are
standardized for each data attribute. The logical device is recorded as “IED1NewDevice,” and
underneath the logical device are listed Logical Nodes identical to the ones developed in the
ICT program of RSCAD Fx. Furthermore, the Logical Device lists datasets and Buffered
Reports derived from configuring the virtual IED within RSCAD Fx. The Logical Nodes,
Datasets and Buffered Reports are indicated in Figure 4.13 with red, green and blue indication
boxes. Expanding the data of the ‘BrkPos’ buffered reports shows the configuration related to
the buffered report. Noting the buffered time is equal to 1000 milliseconds.
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Figure 4.13: IEC 61850 Validation: IED Explorer ‘BrkPos’

The data can be viewed simultaneously using the SEL RTAC, MMS Voyager, and IED
Explorer as a reference across all three programs. Ensuring consistency across all three
programs validates the data presented. The DPS value must be consistent across the
programs for breaker positions, as seen below in Appendix B for breakers in the closed
position. The breaker statuses are highlighted using red indication boxes showing the breaker
position and respective quality data.

4.3 Comparison of Simulation Results

The results have been captured, and data is now present to run investigations. This section
uses the data to study advantages, disadvantages, and advanced features and creates a
comparison between them.

This section studies the data captured in Wireshark transmitted between the RTDS NovaCor
simulation and the PPC. In Modbus protocol, the data studied is placed within the registers
Discrete Inputs and Input Registers. For IEC 61850 MMS, the data studied is classified by LN
and datasets. The speed of query and response time is calculated using the third-party
software IED Explorer.
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4.3.1 Analysis of Modbus Simulation

The Modbus simulation is executed by creating a signal list based on the data transmitted in
each function code (register). The signal list is identified from the RSCAD GTNETx2 Modbus
manual to identify registers available. Compiling the GTNETx2 Modbus component in RSCAD
Fx is relatively simple as the process involves tabs for each data required per register. An
additional tab for the network parameters established the IP settings of the GTNETx2 card.
Monitoring the transmitted data using SEL RTAC ‘comms monitor’ to generate packet capture
(pcap) files viewed in Wireshark. The data for circuit breaker positions is presented as Boolean
logic and listed per the signal list developed. A similar experience is noted with the integer
values for the Input Registers. On Wireshark, it is possible to see the description of the query
and the response as indicated for Discrete Inputs and Input Registers. Subsections of this
chapter specifically break down the capabilities and data interpretation for the effectiveness of
utilizing the Modbus protocol.

4.3.2 Modbus Functionality

The Modbus functionality can be observed by looking at the protocol's capabilities. It is noted
in Chapter 2.3 that Modbus works based on a Master/Slave or Client/Server relationship. The
Modbus application data is encapsulated in TCP/IP protocol when distributed over a network;
otherwise, Modbus RTU can be implemented. The development of Modbus to become vendor-
specific resulted in multiple versions. However, the working principle remains consistent. Data
is categorized by registers called function codes, which have defined functionality associated
with read or write privileges.

4.3.3 Modbus Packet Capture Analysis

Wireshark captures packets transmitted between the RTDS NovaCor simulation and the SEL
RTAC, acting as the PPC displayed in Chapter 4.1, to assist with decoding and debugging
data. The default settings of Wireshark decode the Modbus protocol data and describe the
guery type and response. Query response with breaker status used 66 bytes of data and listed
the simply in register format from Bit O to Bit 4. The breaker positions are reflected by Boolean
logic: O is open, and 1 is closed. The Modbus data captured for the Input Registers for the
measurement data is very similar. The register format lists the values from ‘Register 0’ to
‘Register 7’ with the associated data type, ‘UINT16’ (unsigned 16-bit integer), before the
respected values are provided. It is noted that the reading of input registers is 77 bytes in total.
The time taken to respond to a query for the Discrete Inputs and the Input Registers. The
Discrete Inputs can be determined by taking the recorded time for the response on line 5631
as 31.415314 seconds and subtracting the recorded time from the query in line 5627 as
31.414840 seconds. The delta time is noted as (31.415314s - 31.414840s) 0,000474 seconds.
These values are presented in Figure 4.2. Repeating this investigation for the difference in the
time for Input Registers can be recorded by taking the time noted for the response on line
5637 at 31.456194 seconds and subtracting the time recorded for the query on line 5633 at
31.455771 seconds. This delta time between the responses is (31.456194s -31.455771s)
0.000423 seconds. Both reactions are less than half a millisecond delay from the query.

4.4 Analysis of IEC 61850 MMS Simulation
To implement the IEC 61850 MMS protocol, the GTNETx2 GSEv7 configuration using the ICT
tool requires more input from the user.
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4.4.1 |EC 61850 MMS Functionality

The functionality of the IEC 61850 MMS protocol is examined by noting the composition
required for data mapping, explained in Chapter 2.4 and implemented in Chapter 3.3. The
development of the IEC 61850 standard has been curated towards fulfilling the requirements
experienced explicitly in the electricity and power industry. The standard allows for
modification so that future developments may be quickly adopted. The implementation of
(logical tree expansion) allows for Logical Nodes to be created that hold specific functionality,
as seen with the progressive IEC 61850-7-420 standard for DERs. Further development of
these Logical Nodes can continue to improve the standard as future developments occur. The
Logical Nodes expand, providing a list of Data Objects. These Data Objects contain Data
Attributes. Depending on their associated data type, these attributes contain data that can be
read or written. Data types for single-bit logic include single point status (SPS) for read-only
and single point control (SPC) for read-and-write functionality. The IEC 61850 also includes
double point status (DPS), a combination status of 2-bit logic for read functionality. The read-
and-write functionality of a double-bit data type is called DPC. This provides four possible
configurations that can give more information regarding the statuses compared to the two
possible configurations with single-bit logic (Boolean). Additional functionality embedded in
the IEC 61850 standard is the use of the quality data object. The quality data object comprises
a byte (8 bits) of information. To establish ‘good’ quality, the data represented in all 8 bits of
the quality must be in state ‘0’, as referenced in the literature review for the IEC 61850. The
guality bits that present status ‘1’ indicate the error resulting in bad/invalid quality for
communication between devices.

4.4.2 |EC 61850 MMS Packet Capture Analysis

Referencing the packet captures analysed in Wireshark during Chapter 4.2, the MMS
communication data is interpreted for a comparison study between the data captured for
Modbus communication, as discussed in Chapter 5.1 above. It is noted that even after adding
functionality for the protocol identifier of MMS for Wireshark, the data analysis does not reflect
the expected details. The details provided in the ‘info’ tab of the Wireshark window show that
there is either a request or response PDU (protocol data unit), but it does not elaborate further.
Concerning Figure 4.8, expanding the data provided for each communication provides the
detail ‘domainid: IED1NewDevice’ that lists the device's name responding. Further down the
list the ‘itemld: LLNO$BreakerSt$’ defines the dataset that the data is relevant to. This ‘request’
from the SEL RTAC is asking for the statuses of the breakers; the response seen in Figure
4.9 shows the list of data but does not indicate the DPS status. This seems to be an error
when processing the MMS data from Wireshark, and even after adding the protocol identifier
code, the syntax is unclear. Therefore, debugging and troubleshooting are suggested to be
completed using the other validation tools in Chapter 4.2.3. The third-party software ‘I[ED
Explorer’ shows the data configured in the CID file, listed as the typical IEC 61850 standard
format. From the packet captures it is possible to note the length of the packets used for data
transmission for both breaker statuses and measurement values, as indicated in Figures 4.9
and 4.10, respectively. The response length for the breaker statuses is 143 bytes, and the
length for the measurement integer values is 151. The query response speed is also
calculated for breaker statuses as T1 = 25.061452 and T2 = 25.393911,; therefore, delta T =
T2 -T1 = 0.332459 seconds. A similar approach is taken to determine the response time for
the measurement data T1 = 34.061496 and T2 = 34.062012; therefore, delta T = T2 -T1 =
0,000516 seconds.
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4.4.3 |EC 61850 MMS Validation Analysis

Chapter 4.2.3 verifies data validation using third-party software, ‘IED Explorer’, and the
standalone MMS Voyager program. Referencing the statuses of the breaker position in closed
and open, it is noticed that the DPS has been mapped unusually from the RTDS ‘IED1’ server.
RSCAD Fx has encoded that breakers in the open position contain a DPS value of ‘00’ and
closed breakers contain the bit data ‘O1’. This results in the notes of the SEL RTAC tags to
monitor these DPS incorrectly. The quality bit is noticed clearly in the IED Explorer and MMS
Voyager, showing ‘0’ bits in all eight placeholders when the communication is successful.

4.5 Comparison Analysis

Table 4.1: Modbus vs IEC 61850 MMS Comparison Analysis

Criteria

Modbus

IEC 61850 MMS

Signal Mapping

Simplified — signals are
categorised by their

functionality or function code.

Complex mapping — involves
assigning defined LN created for
specific use cases.

Data Types

Basic — single bit Boolean,
integers and floats

Advanced — SPS, SPC, DPS, DPC,
integers, floats

Availability of data

Moderate — no advanced
features for ensuring data
transmission

High Availability — reports can be
configured as buffered and ensure a
waiting period if the recipient device
is unavailable momentarily

Data Presentation

Raw data is matched to a
register

The abstract syntax allows more
straightforward interpretation of data

Responsiveness

Data is polled on a time
interval.

Data can be polled. Reports can be
configured when a change of data
occurs.

Response Time Fast Fast but marginally slower than
Modbus

Data Payload Minimal Slightly heavier

Interoperability non Extensive

Relative

It is an outdated protocol but
familiar and has been used
successfully for decades

Modernized developments for future
expansion.

Timestamped

Not available

Available

Quality Check

Not available

Available
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4.6 Conclusion of Chapter 4

4.6.1 Conclusion of Modbus Data Analysis

The data captured in the Modbus simulation is analysed using Wireshark packet capture
software. The interpretation of the data is clear, and the description of the request or
responses is provided. The data concerning the signal list must be read as a guide. The
response to the queries is fast, and the data payloads are low for data transmission.

4.6.2 Conclusion of IEC 61850 MMS

Viewing the data captured in Wireshark shows the expanding-tree format employed by the
IEC 61850 standard. The data is presented based on logical nodes and datasets. Due to the
abstract syntax, the data is legible without reference to a signal map. Additional software called
IED Explorer is used to verify the data and configuration of the IED configured for the RSCAD
Fx simulation.

4.6.3 Conclusion of Comparative Analysis

The comparative analysis investigates the difference between the implementation of the two
protocols. These differences are then tabulated and summarised in Table 4.1. This table notes
various features the IEC 61850 MMS protocol provides unavailable in Modbus. The
advantages provided by implementing the IEC 61850 MMS protocol provides a strong case
for the protocol being better suited for the application of inverter communication to a PPC.

To ensure that the data transmitted from the RTDS simulation and received by the PPC
without any errors it is important to ensure data validation is implemented. This is achieved
through the simulations by analysing the data captured in Wireshark and comparing it to the
values noted in the Runtime live view of the RTDS versus the data displayed in the tags of the
SEL 3555 RTAC once the project is online. It is during this project being online that the ‘comms
monitor’ tool of the RTAC is used to capture packets that is then analysed in Wireshark, once
again to validate that data being transmitted is accurate and without deviation. With the MMS
simulation an additional software called IED Explorer is used to read and capture data from
an IEC 61850 IED. This is an additional measure for data validation and a useful tool for
troubleshooting and diagnostics.

4.6.4 Conclusion of Chapter

This chapter uses data captured during the Modbus and MMS simulation to dissect the data
exchange between the RTDS simulator running the PV system and the PPC. From the
analysis of this data, it is possible to see the real-time behaviour of both protocols as well. This
behaviour demonstrates that the client-server model of each protocol is implemented.
However, the MMS protocol makes use of a more advanced request and respond mechanism
versus the polling nature of Modbus. This is of particular interest if applying this simulation in
broad as the real-time data exchange for MMS is more reliable as it is event driven over and
above being polled as seen with Modbus. This is a important criteria for noting as these
communication protocols implemented should be done on the basis to achieve the best form
of operational efficiency and system reliability

This comparative analysis forms the basis of Chapter 5. Chapter 5 provides a summary of the
report and is the conclusion of the research project. Future recommendations are explored,
and the findings of this report are stated.
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Chapter 5: Conclusion and Recommendations

The conclusion of this research project is detailed in Chapter 5. It is noted that Chapter 5
revisits the aim and objectives of this research and provides thesis deliverables. Reviewing
the information uncovered in the research literature, the methodology of the lab-scale
implementation, and finally, the analysis of the results provides data that is used to draw upon
a conclusive statement. This conclusive statement is compared to the initial hypothesis, and
based on the findings of this research project, future recommendations are suggested.

5.1 Introduction

The final chapter of this research project concludes all the research literature and results from
the lab-scale implementation. This process compares the initial hypothesis to actual findings.
The research aims and objectives are discussed along with the deliverables, which include all
the research regarding the various components in the compilation of this study. The conclusion
of this report leads to suggestions for future recommendations and possible applications for
this research.

5.2 Aim and Objectives of the Thesis

This thesis investigates the potential adoption of the IEC 61850 MMS protocol for applying
advanced communication between the PV inverters and PPC. Modbus is the only protocol
adopted for this application, and no original equipment manufacturers have developed
alternative options.

5.2.1 Aim
To improve data transmission, investigate the IEC 61850 MMS communication protocol
against the long-established Modbus for power plant control systems.

5.2.2 Objectives

e The objective of developing a comprehensive understanding of Modbus and IEC
61850 MMS protocols has been achieved throughout the literature review, which
involved applying that information in a simulation system.

e The literature review provides an in-depth analysis of the components in PV inverters,
power plant controllers, and advanced communication protocols. These chapters
provide the core functionality of the research project.

e Utility-scale PV farms must receive Grid Code Compliance certification to generate
load onto the power grid. This GCC testing procedure relies on the PPC
communicating setpoints to the PV inverters. The literature review has studied this
advanced communication and control in depth. Furthermore, the proposed IEC 61850
MMS protocol shows various advantages over the established Modbus.

e SEL 3555 RTAC has been configured as a client in both Modbus and IEC 61850 MMS
instances.

e This research project analyses the potential for implementing a new communication
protocol for PV inverter communication. The IEC 61850 MMS protocol has shown
multiple advantageous and advanced features that the Modbus protocol is not capable
of.

e The scalability of IEC 61850 MMS is highlighted for future use due to the construction
of the standard and the advanced features available.
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5.3 Thesis Deliverables
The thesis deliverables are provided in subsections based on the literature review, modelling,
and configuration of the simulation, as well as the comprehensive analysis.

5.3.1 Comprehensive Literature Study and Review of Main Aspects

Literature on the current state of technological developments. The details of various topologies
surrounding inverters have been researched and concluded. The current state and
development of PPC integrated towards monitoring and controlling PV systems has been
detailed. The research then explores the functionality and adoption of both Modbus and IEC
61850 MMS protocols.

5.3.2 PPC Modelling and Configuration Compatible with RSCAD Fx Simulation
Modelling a PPC as a client for both Modbus and IEC 61850 MMS. Simulation of a PV system
configured to communicate with external PPC. This communication must be adjusted from
Modbus to IEC 61850 MMS while keeping the remaining components of the simulation
consistent. The complex signal mapping for the IEC 61850 GTNETx2 card involved using the
ICT software. The functionality that arises from the more complex data mapping provides
advanced features and higher data availability

5.3.3 Comprehensive Performance Analysis of the Communication Protocols for the
PPC

The comparison of the performance analysis for each protocol provides insight into the
advanced features embedded in IEC 61850 that are not available with Modbus. This
functionality includes timestamping, quality bits, reports, higher data availability, and advanced
data types. Modbus is still effective and efficient as the recorded response to queries is
marginally quicker than the IEC 61850 MMS.

5.4 Possible Application of the Research Output

This research outlines the benefits and capabilities of providing IEC 61850 MMS
communication to PV inverters. This research could then assist the development of future
communication modules configured in IEC 61850 compatibility. This would improve the control
and monitoring of PV systems worldwide.

5.5 Recommendation for Future Research

This research investigation is limited to monitoring. Future research could extend this research
project and implement control and monitoring. The control could be curated to mimic setpoints
received from the grid, such as active power control, reactive power control, and power factor
control. The simulation environment proves very useful in these circumstances. Future
research could extend to simulating the PV systems onto actual power systems and monitor
the effect of the PPC controlling DERs.

5.6 Publications

This research involved a conference paper submitted to SAUPEC 2025, and a journal article
will be submitted as follows:

1 R. Johnson, S. Krishnamurthy, H. Mataifa, and M. Esmail, “A comparison study between
Modbus and IEC 61850 MMS Protocols”, 2025 33rd Southern African Universities Power
Engineering Conference (SAUPEC 2025), Pretoria, 29-30 JAN 2025, pp.1-6. (Under
Review)

2 R. Johnson, S. Krishnamurthy, H. Mataifa, and M. Esmail, “Application of the Real-Time
Digital Simulator (RTDS) for evaluating and comparing the Modbus and IEC 61850 MMS
communication protocols in power plant controllers (PPC)”, pp 1-8. The paper will be
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submitted to the Journal of Electrical Engineering & Technology (JEET), Korean Institute
of Electrical Engineers, Springer Nature.

5.7 Conclusion

The investigation towards implementing IEC 61850 MMS communication between PV
inverters and PPC showed positive results. The research literature exposed the current state
of technology regarding PV inverters and power plant controllers. The lab-scale
implementation developed a method to test the effectiveness of the IEC 61850 MMS in
contrast to the established Modbus protocol. The simulations compiled provide PV systems
running on RTDS NovaCor machines communicating externally to the SEL 3555 RTAC acting
as the PPC. The data is captured during the simulations and this data is then analysed.
Comparing the data between the Modbus simulation and the IEC 61850 MMS highlights the
complexities achieved by implementing the modern IEC 61850 standard. The research
guestion is based upon improving real-time data exchange, operational efficiency and system
reliability. This is question is answered in Chapter Four as the data captured between the
simulation displays characteristics of the two protocols. It is highlighted that the MMS protocol
achieves advanced real-time communication as it is more sophisticated in its design to have
event driven data exchanges. This is compared with Modbus’s nature to poll information on a
clock cycle. Furthermore, the operational efficiency is improved in the comparison between
Modbus and MMS as the MMS protocol includes advanced features such as timestamping
and reporting. Timestamping allows a GPS clock to time stamp accurate time tags to events.
This is a crucial factor in SAS as understanding the order events is crucial for diagnostics. The
report functionality that MMS includes also enhances data availability. His is done through
configuring buffered reports for critical data that if the device does not receive the data the
message remains in a buffer zone for a determined time. The familiarity with Modbus is likely
a driving force keeping it in its position. However, with the world becoming more and more
dependent on data a shift from Modbus to IEC 61850 MMS seems likely due to the added
features, higher data availability and advanced data types.
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APPENDIX A: RSCAD FX Runtime Initial State

Appendix A provides a screenshot of the RSCAD Runtime of the PV system simulation in its
initial state, with the breakers in the open position and represented by green indication lights.
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‘BrkPos’

Appendix B shows the IED Explorer used to validate the data displayed in the SEL RTAC.

APPENDIX B: MMS Validation using IED Explorer:

Furthermore, the RTDS MMS Voyager shows consistency in data regarding breaker positions.
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Appendix C shows the IED Explorer used to validate the data displayed in the SEL RTAC.
Furthermore, the RTDS MMS Voyager shows consistency in data regarding measurement

values.

APPENDIX C: MMS Validation using IED Explorer:

‘Measurement’

U s s @ a0 © Basrsaatn 20 0 |
90T 1 B0L THAY L OE AIeNIU 1) s ol Logeres i N " ﬁ_i_k.-..&ﬂa#.ﬁ&rvnl ey L #ﬂ:ﬂ\:nmu
el . —y Pr— o LS T YN ST w3 581570 €1 2L
- . O DL T300 (=1 D63L05 #es arevns Dupeey weaeet DC 35 5201 521190000
o seusdnlcor we zei i AT AVSS TN O DRI mamagoads s Bupeey oamese L 55 B 1§21 w002]
—— L iy ASTIZNEN O CRTLICT] Sontu s Bupemy ogmuseid 06 L5 8201 5211/0002]
[ e — IO AT YT (5854 sz
— 2% T a4 st
- —; “31vis oo 22
pan ey o 4 ! £ sz
Ea el wa e 5364 LENNOT 1501 Somsse 1058 LS EITL ST Y00
D A T I 3 ) - o
R 4w lis DOOODOCODIN00 ey
ey 18 » hs [ x
L » H.M [t
it O L) Lis 400006000000
£ ) Lis [
53 _nusseaatoe oun s TOE bis 00000000
g fiz [
i lis 00020000000
ne g 10
i b
wao e i .
T B 15
By Jis
ot 2
s ._w
Tt is.
s ) 5
] g s
o8 iz
o - 3
s .
&
) e e
e Gl atars RSSO0 R S O
s R O O3
300 st RS0 0RO
g P04 20E00 e 131
S el AT OO 000 SR | 031
P [ ——— oy
i stans ; ”r
tanm [y R -
L o 2
bas"i B0 DO S T Es.ﬂ
i st e " e
—] o —_— —— 53000 TTHI—— B
el | - o mope0d TRSIECORIN T S I~
I ki i Gt s 03 =
e . o S ] U] TR
| vl o, o 1) ) sspdosny oo 0 4| % || s nn s =
LRI T = & e
do sanies onl [T MW+ oS0 i bubben ST BHTE @ o B e pvey @ seneny (- WTIWITS 8 4
v e R SN e e - mele s S| % O = FE000 Bt g 050 s on [

98




Appendix A provides a screenshot of the RSCAD Runtime of the PV system simulation in its
running state. The respective measurements P, Q, V, f are noted in PPC plot window.

APPENDIX D: RSCAD FX Runtime Running State
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