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ABSTRACT

The occurrence of financial crimes in South Africa has been significantly high. This is because
many financial institutions conduct their operations through online, digital platforms. Digital
operations in financial institutions increasingly rely on digital platforms due to the high demand
for real-time quick services. This results in generating unprecedented data. Organisations use
the data to make informed decisions, which increases the significance. The reliance on data
has made financial institutions adopt and use tools such as detective analytics. However, the
implementation of detective analytics remains challenging to individuals and organisations at
large. The challenges are attributed to a lack of understanding of the factors that influence the
implementation of detective analytics. There are concerns that the current data analytics tools
being used by financial institutions have gaps and loopholes. Consequently, financial crimes

are often identified only after their occurrence.

This study aimed to develop a tool that can be used to implement detective analytics to mitigate
financial crimes. In achieving this aim, the researcher followed the case study approach using
a South African financial institution as a case. The organisation was selected with a set of
criteria. Qualitative research methods involving interpretive and semi-structured interview
techniques were used to gain an in-depth understanding of the factors influencing financial
crimes in South African financial institutions. The study employed the subjective approach from
the interpretive perspective to gain insights into how detective analytics can be applied to
mitigate financial crimes in financial institutions. Semi-structured interviews were conducted
with business and information technology (IT) specialists. Also, the participants were selected
using a set of criteria. The interviews stopped at a point of saturation, which means that no
new information was forthcoming. Additionally, existing documents were gathered and used to
complement the interview data. The university (CPUT) and the organisation’s ethics, including

participants’ consent, guided the data collection.

The data was analysed using the four moments of translation actor-network theory (ANT as a
lens to guide the data analysis. The theory was selected primarily for three reasons. Firstly, it
focuses on translation, required to understand how meanings are associated with events and
processes in mitigating financial crimes. Secondly, ANT enables an understanding of how actor
networks are consciously formed, which helps to determine the formation of groups
responsible for mitigating financial crimes in the organisation. Thirdly, ANT’s mantra “follow the
actors” was employed to follow the actors, from humans to non-humans, helping to gain a
deeper understanding of why things happened in the ways they did in mitigating financial
crimes in the organisation. From the analysis, seven factors were found to influence the use

of detective analytics to mitigate financial crimes in organisations. The factors are as follows;



(1) Collaboration; (2) Corroboration; (3) Internalisation; (4) Externalisation; (5) Digitalisation;

(6) Organisational structure; and (7) Integrated analytics.

Activity theory (AT) was used as a lens to guide the interpretation of findings. The interpretation
revealed the links between the influencing factors (findings) including their attributes. Based
on the influencing factors, the links, and the attributes, a framework was developed, which can
be used to guide the adoption and implementation of detective analytics to trace, track, and

prevent financial crimes in financial institutions in South Africa.

The study contributes to both business and academic domains from theoretical, practical, and
methodological perspectives. Theoretically, the relationships between the influencing factors
are established. Practically, organisations can develop policy and governance frameworks to
prevent financial crimes, based on the influencing factors. Methodologically, the application of

ANT and AT advances the use of sociotechnical theories in detective analytics.
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CHAPTER ONE
INTRODUCTION

1.1. Introduction

Financial institutions play a very vital role in the economy of any country. Financial institutions
include banking agencies that assist individuals and organisations with carrying out
transactions at both national and international levels (Ericson, 2021). The transactions include
exchanging forex and assets from small to large volumes (Sunio & Mendejar, 2022). Some of
the transactions have severe implications and consequences for the actors or the representing
agents involved. For example, when a transaction goes wrong on a large scale, an entire
organisation can be declared liquidated, which affects the livelihoods of the employees and
others connected with the organisation. Therefore, it is critical to always guide against wrong
transactions by being precautionary with the enabling facets, which are primarily people, data

and technology.

Financial institutions rely on data for processing millions of transactions daily (Hasan & Rizvi,
2022). The data is enabled and supported using information technology (IT) solutions (Bataeyv,
2018). Furthermore, the manipulation, use and management of the data and IT solutions are
carried out by people (Sahar et al., 2019.). Thus, financial institutions continue to build the
security and protection of their assets and finances around these three facets. According to Li
et al. (2020), financial institutions analyse data to gain a better understanding, make better
financial decisions and help prevent the processing of suspicious transactions. Despite the
preventative, detective, precautionary and security measures, processes and transactions are
often in danger because of fraudulent activities from unprecedented circumstances (Yamen et
al., 2019). Some of the activities are from internal and external entities and agents, including
conscious and unconscious human actions. In the last ten years, South Africa has been one
of the countries in the world most hit by financial crime (Kempen, 2020). Achim et al. (2021)
argue that financial crime is double in low-income countries than it is in high-income countries.
This could be attributed to the sophistication of preventative, detective, and other security
measures in high-income countries, using IT solutions (Hope, 2020). Some financial crimes
are detected by financial institutions (Gombiro et al., 2015). There are loopholes in the current
methods and approaches, hence, the rate of financial crime in South Africa is increasing. Thus,
a different mechanism is required to advance protection and security against financial crime in
the country. This should allow and enable early detection of the crime before and as it happens,

using the most appropriate mechanism such as detective analytics.

Detective analytics is in the family of data analytics, which includes diagnostics, descriptive,
predictive, and prescriptive analytics (Vanani & Shaabani, 2021). Data analytics are widely

used to combat financial crimes, and the most used analytics are predictive, prescriptive, and
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detective analytics (Menezes et al., 2019). Although there is closeness and a bit of overlap
among the analytic tools (Lee et al., 2022), detective analytics uniquely focuses on identifying
a problem in data, as and when it occurs (Menezes et al., 2019; Poornima & Pushpalatha,
2020). However, not many financial institutions use and know how to fully utilise the capabilities
of detective analytics (Liu et al., 2021). Thus, this study sets out to examine and propose
instrumentation of detective analytics for mitigating financial crime activities before and as they

occur.

1.2. Background to the research

Relatively, the rate of financial crime in South Africa is very high when compared to other
developing countries, particularly in the African continent (Hope, 2020). As a result, the South
African government has tried various approaches to combating financial crimes in financial
institutions. In the early 1990s, South African financial crime laws were improved to limit and
combat financial crime activities (De Koker, 2007). More than a decade later, the situation has
not eased; instead, it has increased. Hope (2020) cites state capture as evidence of financial
crime and argues that until corruption channels such as embezzlement, theft, bribes,
kickbacks, money laundering, and illicit financial flows are thoroughly investigated financial
crime will continue to increase. In 2021, during the lockdown caused by Covid-19, which
resulted in more reliance on online transactions, financial crime in South Africa increased by
15.1% (Ferreira & Koko, 2022).

The perpetrators of financial crimes in organisations are either internal or external personnel.
From the internal perspective, the crimes are usually intended or unconscious (human error)
by employees who have access to internal procedures and data, while the external factors
include fraudsters, phishing and money laundering (Nakajima, 2007). The increase in financial
crime is due to the emerging technologies that institutions adopt to enhance processes (West
& Bhattacharya, 2016). Thus, there is a need to explore how detective analytics can be used

as a mechanism to detect financial crime.

1.3. Research problem

Like many organisations, financial institutions depend on data for their strategic and
operational activities. Unfortunately, the data includes processes which are continually
infiltrated or manipulated, consciously by actors of criminal activities, and unconsciously by
human errors (Akinbowale et al., 2020). Some of these crimes are so severe that the
organisation is affected and may shut down, which inevitably has an impact on the livelihood
of employees. Thus, institutions are constantly exploring and employing tools and approaches
to mitigate financial crimes, which is prohibitive to business continuity. Thus, IT solutions are

increasingly relied upon for remedy.
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Despite IT security solutions and preventative tools such as the Financial Intelligence Centre
Act (FICA), 2001; Banks Act, 1990; and Inspection of Financial Institutions Act, 1998 that have
been deployed in layers, for mitigation purposes, financial crimes are on the increase in South
Africa (Chitimira & Ncube, 2021; Sutherland, 2017). According to White (2018), “South Africa’s
rate of reported economic crime remains significantly higher than the global average rate of
49%”. Consequently, many institutions continue to lose income to crime, which affects their
sustainability and competitiveness. Another negative effect is that the affected institutions
suffer reputation damage, which takes considerable time to recover from (Kshetri, 2019).
These highlighted problems derail economic development and growth and affect individuals’
job security in the country. Thus, it is critical to find a fresh and more sophisticated solution to

mitigating financial crimes for South African institutions.

1.4. Aim, objectives and questions

The aim and objectives of the research are presented as follows:

1.4.1. Research aim
The research aims to develop a framework that can be used to guide the implementation of

detective analytics, to mitigate financial crimes.

1.4.2. Research objectives
In achieving the aim of the study as stated above, the following objectives were formulated:

i.  The first objective is to understand how financial crimes happen in South African
financial institutions and, thereafter, examine the current preventative and mitigative
measures.

ii. To investigate how the detective analytics tool can be deployed to trace, track, and
prevent financial crime in a financial institution.

iii. DBased on objectives i and ii, a framework is developed to define and enable the

implementation and use of detective analytics to mitigate financial crimes.
1.4.3. Research questions
The main question is: How can a framework be developed to enable the implementation of

detective analytics to mitigate financial crimes in South African institutions?

1.4.4. Research sub-questions

The research sub-questions are as follows:
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i. How are financial crimes committed and prevented or mitigated in South African
financial institutions?

ii. How can the detective analytics tool be implemented to mitigate financial crimes in
South African institutions?

iii. How can a framework be used to define and enable the implementation and use of

detective analytics?

1.5. Literature review
This section presents the literature reviewed. It focuses on the core aspects of the study, which
are financial crime in institutions and detective analytics. In addition, it reviews theories of

actor-network theory (ANT) and activity theory (AT) that underpin the study is conducted.

1.5.1. Financial crime in Institutions

Most financial institutions rely on data, and the growth of data is drastic throughout the whole
world (Bataev, 2018). Hasan et al. (2020) state that hundreds of millions of financial
transactions occur in financial institutions each day and all these transactions lead to data
creation. In this age of innovation and machine learning, data is seen as one of the most vital
contributors to decision-making for most financial institutions. This being said, financial
institutions have been targets for financial crimes both internally and externally (Yamen et al.,
2019); internally by individuals who have access to transaction data and externally by
individuals or organisations that target specific individuals’ information to commit financial
crimes. Financial institutions have seen a high rise in financial crimes over the past ten years
which negatively impacts the development and reliance on information systems (Hope, 2020).
Achim et al. (2021) argue that financial crime is double in low-income countries than it is in
high-income countries. South Africa has been one of the leading countries exposed to financial

crime (Kempen, 2020).

Financial crime is a widespread problem and has been reported to be very aggressive in
African countries due to the high rate of poverty. The economic development minister in South
Africa has claimed that over 76,000 jobs are lost every year due to financial crime (Hope,
2020). The South African government has tried its best to implement strategies to combat
crime in general and these strategies also include laws regulating financial crime (De Koker,
2007; Kshetri, 2019). Macdonald (2019) states that financial crime activities such as money
laundering have been considered the new way of making a living for most South Africans and
a very profitable business to most. According to Van Niekerk (2017), most South African
financial institutions have experienced a much higher rate of financial crimes due to the high

demand for online transactions. Notwithstanding that most institutions have implemented
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technological enhancements to combat financial crime, Coetzee (2018) argues that technology

is the main driver of financial crime.

1.5.2. Detective analytics

The use of data analytics has grown exponentially in the financial sector (Cockcroft & Russell,
2018). This can be attributed to its strengths of accurate reporting, cost reduction, enhanced
decision making and operational benefits (Alsghaier et al., 2017; Ifenthaler, 2017; Wang &
Hajli, 2017 Lazarova-Molnar; Mohamed & Al-Jaroodi, 2018). Data analytics in the financial
sector creates opportunities to advance financial management for both customers and
organisations (Giebe et al., 2019; Nobanee, 2021). Andriosopoulos et al. (2019) state that most
financial problems that exist can be solved by examining the available data, which can be done
through the use of data analytics. However, some researchers argue that the advancement of
data analytics in the financial sector has not been thoroughly explored (Samuel, 2017; Lopez-
Robles et al., 2019; Sun et al., 2019). This being said, the most explored data analytics
methods in the financial sector are, descriptive analytics, diagnostic analytics, predictive
analytics and prescriptive analytics. However, detective analytics, in particular, has little to no

research conducted in finance literature.

Detective analytics focuses on data analysis, like other tools such as descriptive, diagnostic,
predictive, and prescriptive analytics. Descriptive analytics is used to understand what
occurred in the past using historical data (Janakiraman & Ayyanathan, 2021). Diagnostic
analytics focuses on historical data to gain a deeper understanding of the reason behind
certain outcomes (Balali et al., 2020); hence, it is mostly used to build insights into why certain
events occurred in the way they do (Deshpande et al., 2019). Predictive analytics is used to
determine patterns and themes to understand what could happen soon (Jeble et al., 2018;
Selvan & Balasundaram, 2021). From an organisation’s perspective, De Jesus Liriano (2019)

states that to predict is to forecast a problem or a solution.

For many years, financial institutions have been using data analytics to derive patterns that
lead to financial criminal activities (Ravi & Kamaruddin, 2017; Andriosopoulos et al., 2019;
Derindere Kdseoglu et al., 2022). Fosso Wamba (2017) states that data analytics help to
collect relevant data to access and integrate the data in providing reports of deeper insights
into business operations and production. Thus, like other sectors, the use of data analytics has
enhanced and enabled the financial sector to make better decisions (Ranjan & Jeyanthi, 2021).
Increasingly, many organisations can use data analytics to explore and visualise data to a
simple representation that can be easily understood by both users and managers (Khedr et
al., 2017).
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Despite the benefits that data analytics offers organisations, the financial sector continues to
experience an increase in financial crimes (Holzenthal, 2017; Yeoh, 2019). Detective analytics
is used to diagnose and detect a problem immediately as and when the problem occurs
(Raeesi Vanani & Majidian, 2021). However, not many financial institutions use and know how
to fully utilise the capabilities of detective analytics (Liu et al., 2021). Therefore, detective
analytics should be critically explored in the financial sector to help combat crime within the

institutions.

Among other things, detective analytics is used by organisations to detect fraudulent activities
(Abdallah et al., 2016). To detect means to discover and identify a problem before it occurs.
The use of detective analytics is not only advantageous for future purposes but also to detect
traces and track incidents using historical data (Sun et al., 2011). Menezes et al. (2019)
describe detective analytics as the combination of predictive analytics and prescriptive
analytics in the sense that it forecasts and recommends solutions to problems as and when
they occur. Thornton et al. (2013) state that fraud detection is used mostly to detect unknowns
and known unknowns. Verma et al. (2017) emphasise the need for financial institutions to
adopt effective fraud detection techniques such as detective analytics to reduce the number of
fraud instances. The use of detective analytics is a needed mechanism for financial institutions

due to most processes being data-driven (West & Bhattacharya, 2016).

1.5.3. Underpinning theories

This study is underpinned by two sociotechnical theories which are actor-network theory (ANT)
and activity theory (AT). Considering the focus of this study, they are considered to be more
suitable for this study. The theories are discussed in the remainder of this section. The theories
are selected based on three main reasons. First, the nature of the study requires a socio-
technical view. Second, in fraudulent financial activities, negotiations occur between humans,
technologies, or humans and technology actors. One of the main focuses of ANT is
understanding negotiation shifts among actors, consciously or unconsciously (Callon, 1986).
Third, AT connects (or links) activities with humans through rules in their use of tools. Similar
to ANT and its shifting negotiation, no other theory focuses on episodic linking events. Fourth,
without a complementary use of the ANT and AT, there would be a gap, either in the analysis
of the data or interpretation of the findings. lyamu (2021) provides a comprehensive justification

and offers a guide for employing AT and ANT complementarily.

1.5.3.1. Actor-Network theory
The ANT is a sociotechnical theory used by researchers to explain the relationship between
humans and non-human objects (Couldry, 2008). Sage et al. (2011) further state that ANT is

mostly focused on understanding how human and non-human actors are involved with non-
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human things. ANT was created by Michel Callon and Bruno Latourin in 1981. The theory
aimed to determine how actors play a role in a network and vice versa (Gao, 2005). According
to Walsham (1997), an actor network is formed immediately when the actors have aligned
interests. The actor network is mostly formed unconsciously by actors not even being aware
that they have formed one (Latour, 1996). The actor network focuses on how networks are
built and maintained and what makes the network dissolve (Michael, 2016; Shim & Shin, 2016).

Applying ANT allows the researcher to follow the actors in their heterogeneous networks. This
is because the theory offers methodological steps in the activities, actions, and interactions
between actors in a network (Callon, 1986; Heeks & Stanforth, 2015). According to lyamu
(2021:73), “ANT provides a platform which allows for the analysis of both human and non-
human interaction in a network. This means that ant is a resource for understanding the actions
of humans”. Lefkowitz (2022) draws on ANT to trace information pathways that enable humans
to access actions and connect with needed resources. Kumar and Tissenbaum (2022) employ
ANT to provide an underutilised post-humanist lens to understand the creation of collaborative

connections between action-based interactions.

Another strength of ANT that was critically useful in this study is the concept of translation.
Translation in ANT is the process of creating relations to things that were not previously related
(Lezaun, 2017). The moment of translation occurs immediately when the actors’ interests are
aligned with their actor network (Walsham, 1997). The use of ANT has gained popularity in
areas of IS research, such as the adoption of technology, in environments that include
healthcare, engineering, finance, and education. ANT is mostly used in IT studies to
understand the technology innovation process. (Shim & Shin, 2016). However, its coverage is
not comprehensive enough in the context of this study because the theory does not implicitly
focus on rules and division of labour. Thus, the activity theory is used for interpreting the

findings.

1.5.3.2. Activity theory

The AT is a sociotechnical theory that originates from the discipline of psychology (lyamu &
Shaanika, 2019). Based on its focuses, it has been increasingly applied in information
systems/information technology (IS/IT) studies over the last three decades and it is within the
same frame that it was applied in this study (Nardi, 1996). According to lyamu (2021), AT has
been applied in studies over 3 million times. The theory is primarily applied in IS/IT studies to
understand and evaluate the use of technologies within organisations (Kaptelinin & Nardi,
2018). Karanasios et al. (2018) argue that AT contributes mostly to the field of IS/IT because
of its ability to create a relationship between fundamental components of IS/IT solutions, such

as tools, subject (humans), rules (policies and regulations), and context (environment).

17



According to Ettema (2018), AT assists in studying how humans behave when using specific

tools.

The theory consists of a model, which is commonly applied in IS/IT studies. It is referred to as
the AT model, shown in Figure 1.1. The AT model seeks to understand the relationship
between actors and how an activity (technology) is discovered through the AT components
(Kaptelinin & Nardi, 2018). As shown in Figure 1, from the AT perspective, the relationship is
discovered through its components which are tools, subject, rules, community, division of
labour and the object, which is the outcome (Nardi, 1996). The components fortify the theory

as a lens for examining and gaining a deeper understanding of the phenomenon being studied.

Tools

Subject Object — Outcome

Rules Division of labour
Community

Figure 1.1: Activity theory model
(Nardi, 1996)

The tools can be anything such as software and hardware used by an individual or organisation
to carry out an activity, including combating financial crime (Bertelsen & Bgdker, 2003). The
subject, as defined by lyamu (2020), is a living being, which can either be an individual or a
group of individuals. Rules, in the context of AT, are described as control mechanisms for
individuals’ activities (Engestrom, 2001), which can be used to detect financial crimes in an
organisation. In AT, a community consists of different individuals with common interests (Barab
et al., 2004), such as financial crime perpetrators, victims, and anti-crime units. The division of
labour seeks to understand the role each individual plays in the process of executing an activity
(Engestrom, 1999). The object leads to the outcome of an activity (Kaptelinin & Miettinen,
2005).

1.6. Research designh and methodology

This section introduces the research design and methodology applied in this research, which

is comprehensively discussed in Chapter 4. The methodology begins with philosophical
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assumptions, which lead to the research approach, research methods, research design, data

collection technique, and data analysis technique selected for the research.

1.6.1. Philosophical assumption

In this research, assumptions are made, which are aligned to existing philosophies such as
epistemology and ontology. This is not new, in that Endjala (2022) suggests that philosophical
assumption is used in research as assumptions to guide inquiries. In IS research, two types of
philosophical assumptions are common, namely, ontology and epistemology. This research
follows the ontology and epistemology assumptions because the former is about the reality of
existence (Brown, 2017; Neuhaus, 2017) and the latter focuses on gaining knowledge (Hajek

& Hartmann, 2010; Titchen & Ajjawi, 2010), which are core aspects of this research.

In ontology, there are many realities to the existence of artefacts (Walliman, 2017), such as
events and technology (Poli & Seibt, 2010). The events and realities of this study are the
existence of financial institutions, financial crimes, and detective analytics. Ontologically,
detective analytics is understood and viewed from different perspectives. For example,
detective analytics was used with the Internet of Things (IoT) to generate new insights (Empl
& Pernul, 2023). Another reality is that detective analytics has been used to obtain accurate
predictions by organisations (Menezes et al., 2019). Also, there are various ways or
approaches to the implementation or adoption of detective analytics. This includes the use of
frameworks, policies, and models (Pramanik et al., 2016; Broeders et al., 2017; McKee, 2017).

Some of the approaches have been employed by organisations across the world.

Based on an assumption, a position (stance) is taken. In this research, the ontological stance
is subjectivism. This is because it allows the researcher to employ their reasoning and
interpretations (Coats, 1983), which is required in this study. After all, there is no universal fit’
in providing the solution. Thus, subjectively, the study induces how to implement detective
analytics to mitigate financial crimes through instrumentation. From the epistemology
perspective, subjectivism is the stance for this research. Primarily, this is because it allows
different interpretations, which enables learning and gaining knowledge from various
standpoints (Walsham, 2006; Titchen & Ajjawi, 2010; Tolmen, 2020).

1.6.2. Research approach

Of the existing research approaches, deductive (Hellstrand & Breckwoldt, 2016), inductive,
and abductive (Buga & Fung, 2019), the inductive approach was followed based on the aim
and objectives of the study. The approach allows the researcher to induce their reasoning into
the field of study and find solutions to a problem (Thomas, 2006). Thus, instrumentation can

be induced towards mitigating financial crime within the financial institutions in the country.
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1.6.3. Research methods

The most applied research methods in information systems studies are qualitative (Gerring,
2017), quantitative (Apuke, 2017), and mixed methods (McCusker & Gunaydin, 2015). The
qualitative research method is selected for this study because it allows the use of natural
language to describe data within context (Gerring, 2017). Bergman and Coxon (2005) argue
that qualitative studies are subjected to the quality of the research questions, research
objectives, data collected, the findings, and interpretation derived from the data. Thus, the
method determines the research design, data collection techniques and analysis selected for

the study.

The qualitative research method is preferred as it allows the researcher to be biased in offering
meaningful insights into the phenomena. Qualitative research methods allow for the study to
establish relationships between components as well as the social aspect of the phenomena
being studied (Sofaer, 1999). The use of the qualitative research method allows for
subjectivism which enables the researcher to provide an analysis based on their own
judgement, providing an independent opinion based on what they understood of the data that
informed their analysis (Crang, 2003). Being subjective is based on the researcher
interrogating the phenomena with probing questions to understand the why, who, how, when,

where and what happened behind certain behaviours, and interactions. (Nguyen et al., 2021).

The study is based on the occurrence of financial crimes and aims to understand and
interrogate individuals both from business and IT to understand the nature of these crimes.
Financial crimes happen in many organisations and these crimes have different perspectives
which can be viewed differently based on one’s understanding of them. The occurrence of
financial crimes has many elements that need to be unpacked and understood. The enablers
and the preventative measures need to be understood. This may be subjective. Gerring (2017)
states that the biggest advantage of a qualitative research method is allowing the researcher

to conduct the analysis and express it in natural language.

1.6.4. Research design

The case study approach was used for this study as described and explained by Yin (2015).
The case study is most appropriate for this study because of its naturalistic approach
(Hollweck, 2015). Smith (2020) states that the case study approach allows the researcher to
perform investigations on case activities, in a real-life setting. Suryani (2008) argues that the
case study approach enables an instance, where an individual or an organisation is being

observed, to understand and analyse phenomena.
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Organisations were used as cases in this study. A preliminary investigation was conducted to
understand the organisations that are using detective analytics or are aware of the tool. One
South African organisation (financial institution) was selected. A set of criteria was formulated
and used to select the organisations. The set of criteria includes: (i) the organisations must be
aware of detective analytics; (ii) the organisations must be willing to voluntarily participate in
the study; and (iii) the organisations must be based in the province in which the researcher
lives, for proximity purposes. Thus, a preliminary investigation was conducted to ascertain and

select the organisation.

1.6.5. Data collection

Qualitative data was collected within the organisation selected as a case by following the case
study approach (Al-Najran & Dahanayake, 2015; Yin, 2015). From the qualitative method
perspective, the semi-structured interview technique was employed for the data collection. This
is because the technique allows open-ended questions, which enable conversation between
the interviewer (researcher) and interviewees (Magaldi & Berler, 2020). Another benefit is that
the process allows clarification of subjects, terminologies, and questions, which enhances the
quality of interview data (Qu & Dumay, 2011; lyamu, 2018). The interview questions

(guidelines) were aligned with the research questions.

The data collection process was guided by ethics. Ethical clearance was obtained from the
University (CPUT). Additional ethical clearance was obtained from the institution that
participated in the study. The participants (interviewees) were selected using a set of criteria.
The criteria included but were not limited to (i) employee in the finance or IT department or
division of the organisation; (ii) must have experienced crime in the organisation; (iii) must be
knowledgeable about detective analytics; and (iv) must be part of the unit or department that
provides, supports or manages mitigation solution. The interviews were held one-on-one with
the participants at their preferred locations. The interview sessions were recorded with a
physical tape recorder or through online platforms such as Zoom or Microsoft Teams. From
the participants, the researcher requested permission to record the interview conversation.
The data collected was stored in the institutions’ access-controlled data management system.
The CPUT data management plan was completed and used to manage data collected for the

study.

1.6.6. Data analysis

Data analysis is defined as the process of coding, cleaning, translating and reorganising data
(Islam, 2020). The process of coding and cleaning the data means that the data collected
through interviews was separated per interview participant and coded to differentiate the

participants. The participants are kept anonymous as per the ethical clearance declaration.
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The data was thereafter cleaned to remove any words that did not add meaning to the
sentences and for any grammatical errors. The collected data was thereafter ready for use in
the data analysis section through translation. The interpretive approach was employed in the
analysis. The analysis was guided using ANT as a lens. The findings from the data analysis
were interpreted using AT. The theories are discussed in detail in the literature review section.

From the discussion, the focus of the theories is different.

ANT was used to understand how networks of actors are consciously or unconsciously formed.
This allows actors to be followed to establish their roles in the processes and activities in
finance transactions within the organisation. The use of ANT helps to gain insights into how
negotiation shifts among actors, during finance transactions within the organisation. This
includes gaining a deeper understanding of the relationship that exists between the actors in
the process of executing financial transactions. Through its use for interpretation of the
findings, AT helps to gain a better understanding of how financial transactions that lead to
crime are connected. This helps to determine how humans interpret and apply rules in carrying
out financial transactions in the organisation. This includes how various tools (such as

detective analytics) are applied to mitigate financial crime.

1.7. Ethical consideration

The study focused on one financial institution as a case for this research. As stated in the data
collection, ethical clearance will be obtained from CPUT and the institutions. Due to ethical
reasons, the financial institution is referred to using a pseudonym; Nikiwe Federal Finance
(NFF). A pseudonym is defined as when an individual or an organisation being referred to is
kept anonymous (Gerrard, 2021). The participants for the study were selected from the IT and
business departments, focusing on the financial crime department. The participants from the
IT department were contacted as the research is focused on the use of detective analytics
which would be introduced to the business by IT. Therefore, the IT individuals are critical for
this study to understand the current measures they have in detecting, tracking and tracing

financial crimes.

The financial crime department is also very critical for this study to understand the types of
financial crimes that currently happen, and how they are being prevented or mitigated currently
by the business. This will help understand how a detective analytics tool can be implemented
to mitigate financial crimes in South African institutions. Participants interviewed for the study
did so voluntarily and only participants who know detective analytics and financial crimes

partake in the study.
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The researcher reached out to both the IT department and the financial crime department to
arrange interviews with the financial crime team and the data analytics team to get their view
on financial crimes and the use of detective analytics in their space. The criteria used for
selecting the participants were clearly defined and discussed in the data collection section

above.

1.8. Significance of the study

The study is significant for organisations and academia. Organisations’ business and IT people
will find this study important and benefit from it. The business people will learn and understand
how a detective analytics tool can assist the organisation in tracking and tracing financial
crimes. This will enable and assist in getting confidence that the organisation as a whole will
lose less money due to the tool assisting them to find loopholes using the detective analytics
tool. The IT people will also benefit significantly by being able to use a tool driven by detective
analytics to manage and support the financial crime department in tracking and tracing crimes.
Furthermore, the IT department can learn about detective analytics and enhance its

capabilities to detect financial crimes through the proposed instrumentation.

Academically, this study will be significant practically and theoretically. Practically, an
instrument using detective analytics will be developed that will assist organisations to prevent,
track and trace financial crimes as and when they happen. Theoretically, there is a gap in the
body of knowledge on the use and application of detective analytics. This study will therefore
help researchers understand more about the use of detective analytics and its capabilities. At
the time of the study, there seems to be no clear indication of how financial institutions utilise
detective analytics to prevent financial crimes. This study will help to define and enable the
use of detective analytics in organisations. This instrument can be used by any financial

institution that has a financial crime department, especially banking institutions.

1.9. Delineation of the study

The study focuses on the use of detective analytics, specifically from a South African financial
institution perspective. This means that the study does not include all developing countries and
is primarily focused on the South African context. However, the study can be applied in other
financial institutions in developing countries that utilise detective analytics as a mechanism to
detect financial crime. As discussed in detail above in the literature review section, the
detective analytics family has other tools such as descriptive analytics, diagnostic analytics,
predictive analytics, and prescriptive analytics. However, for this study, only detective analytics

will be used as a tool to detect financial crimes as and when they happen.

1.10. Contribution of the study
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This study contributes from theoretical, practical, and methodological perspectives.
Theoretically, this study will add to the existing body of knowledge in the areas of data
analytics, information management, and information systems. Currently, there is limited
literature about detective analytics across the globe, to be more specific, from developing
countries’ perspectives. The study is intended to benefit all financial institutions as all are
exposed to financial crimes across the globe, more specifically in developing countries like
South Africa, which is challenged with technological advancement in detecting financial crimes

when they happen.

Practically, the instrument that will be developed is a major contribution to the advancement of
IT solutions in organisations. The instrument can be used to trace, track, and monitor financial
transactions in an organisation. This infused enablement of the instrument will lead to
mitigating financial crime in an organisation. Currently, no tool across the globe uses detective
analytics to detect financial crimes as and when they happen. This tool will be developed in

South Africa but can be used and deployed across the globe.

Methodologically, complementary uses of ANT and AT have not been applied or tested in
sensitive areas such as the data analytics phenomenon. The complementarity advances the

collaboration between social-technical theories (ANT and AT) and IT solutions (data analytics).

1.11. Conclusion

This study is primarily focused on developing a tool to implement detective analytics, which
can be used to mitigate financial crimes. The research objectives and questions are formulated
based on the problem. Comprehensively, the relevant literature is reviewed. The most
appropriate technical methods and approaches will be selected as proposed in this document.
The significance and contributions of the study are relevant to both the academic and business

domains. The document is well structured and adheres to the University template.
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CHAPTER TWO
LITERATURE REVIEW

21. Introduction

This chapter presents the literature review that was conducted. The review is based on the
objectives of the study as stated in Chapter One. This means that the review focuses on the
key aspects of the study, which are financial crime in organisations, the adoption of technology
to mitigate financial crime, and detective analytics for financial crime. Also covered in the

chapter are the theories.

The remainder of this chapter is structured into five main sections. The first section focuses on
financial crime. In the second section, financial crimes in organisations are discussed. The
adoption of technology to mitigate financial crimes is covered in the third section. Detective
analytics for financial crime is discussed in the fourth section. Finally, the chapter is

summarised in the last section.

2.2. Financial crime

Financial crime happens in organisations in different ways (Hasham et al., 2019). Hence, it is
described or defined in various ways. Mentari and Hudi (2022) described financial crime as a
crime conducted to steal money for financial gain, which results in financial loss for either an
organisation or an individual. Van Niekerk and Phaladi (2020) defined financial crime as an
illegal act of defrauding an individual or organisation of money. Although used interchangeably,
white-collar and corporate crimes are also fraudulent events that are described as financial
crimes (Donning et al., 2019). Due to the boundaryless nature of financial crime, it is an
international problem, as it continues to affect individuals and organisations in direct or indirect
ways (Uniamikogbo et al., 2019). Thus, it is viewed in some quarters as a global pandemic
that challenges the financial sector because of increasing financial losses (Avortri & Agbanyo,
2020).

Some of the losses have detrimental effects on many organisations. See Bowron and Shaw
(2007), where the impact of financial crimes on individuals, organisations, and governments is
comprehensively explained. Even though Bowron and Shaw's (2007) study was almost two
decades ago, the challenges remain. For example, as recently as two years ago, Contreras
and Ghosh (2022) revealed that in some instances, financial crime has caused many financial
institutions to fail, liquidate, or disrupt their growth or competitiveness. Owing to the
consequences of financial crimes, mitigating measures are continuously explored and
deployed. Despite these measures, financial crime continues to increase across the world.
Statistically, criminal activities in the areas of finance have increased exponentially over the

past ten years (Khotsa, 2019; Murphy et al., 2020). Different reasons can be attributed to the
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increase. Zweni and Yan (2022) linked the increase in financial crimes to ignorance of financial

laws and management practices in many countries, including South Africa.

Also, the digital age increased financial crimes through cybercrime, which is mostly associated
with social media and online links that are easily accessible (Marelino, 2022). The most
common type of financial crime is cryptocurrency fraud, which is conducted by individuals to
scam people of their money (Trozze et al., 2022). In various countries, there are bylaws,
regulations, rules, and standards to control, manage, and monitor financial transactions and
mitigate crimes (Scott, 2020). Yet, the crimes persist, increasingly, mostly in developing
countries such as South Africa. Thus, Tansu (2023) states that it is critical to understand the
complexity of financial crime compliance, including the risks associated with activities,
processes, and transactions. Almakhfor and Norton (2021), therefore, argue the criticality of
the need to regularly detect and report financial crimes in organisations. This includes an
understanding of access to systems, enabling applications, and unauthorised information that

are exploited to execute fraudulent acts (Koval et al., 2019).

In South Africa, financial crime is increasing and overwhelmingly affecting many individuals,
groups, and organisations (Akinbowale et al., 2024). Thus, financial crime is being studied as
a socio-economic issue as it affects both the social behaviour and economics of the country
(Diremelo, 2020). Chitimira and Ncube (2020) argue that due to the low income earned and
high cost of living in South Africa, some people turn to crime to make ends meet. Furthermore,
Mazorodze (2020) argues that financial crime in South Africa is highly linked to unemployment.
The highest concerns that lead to high crime rates in South Africa are inequality and poverty
(Cook, 2020).

The South African government has promulgated laws and adopted approaches to mitigate
financial crimes. Despite the measures, financial crime is increasing in the country (De Koker,
2007). Akinbowale et al. (2024) argue that many technologies have been adopted over the
years such as the use of continuous auditing, firewalls, and data mining; however, the financial
crime rate persists. Some of the adopted approaches are the use of information technology
(IT) solutions such as artificial intelligence (Al), which enables machine learning, deep learning,
and data analytics (Chitimira & Ncube, 2021). Hope (2020) states that various laws such as
the Anti-money laundering policy and Anti-financial crime policy have been endorsed to
mitigate or minimise financial crimes in South Africa. Furthermore, the South African
government implemented the Electronic Communications and Transactions (ECT) Act,
primarily, to protect organisations against theft, forgery, and other types of financial crimes
(Dagada, 2024).

26



2.3. Financial crime in organisations

Financial crimes are happening in various forms and through different means in organisations
across the globe, including South Africa. Avortri and Agbanyo (2020) revealed that it has been
noted by the regulator that fraudulent transactions have led to a huge loss of money for many
financial institutions across the globe. South African banks experience financial crime, mostly
through digitisation and automation creative initiatives, often aided by human interactions with
the system (Hasham et al., 2019). As a result, various mitigative controls are employed, yet
the challenges persist (Marxen, 2022). Many organisations rely on anomaly detection to detect
and prevent financial crimes as and when they happen (Nicholls et al, 2021). Some financial
institutions have adopted methods to better understand the various tools and techniques the

perpetrators use to defraud them (Achim et al., 2021; Teichmann & Falker, 2021).

Financial crimes do not only affect big organisations; they also do happen to small and medium
enterprises. The crimes experienced by organisations are committed by internal or external
actors (individuals or groups) (Siregar et al., 2020). Many of the crimes are committed through
interactions with the organisation’s system and between actors (Albrecht et al., 2019; Othman
et al.,, 2023). Vozniuk et al. (2020) suggest that interaction with the system allows the

perpetrators to steal or defraud organisations using electronic means or physical cash.

The organisations most affected by financial crime are in developing countries (Amara & Khlif,
2018; Saddig & Abu Bakar, 2019). According to Achim et al. (2021), this is because the controls
enabled by IT solutions to mitigate financial crimes in developed countries are much more
advanced than those employed in developing countries. This could be attributed to various
factors, such as a lack of knowledge about the application of some IT solutions deployed to
mitigate financial crimes (Merlonghi, 2010; Sigetova et al., 2022). De Koker and Goldbarsht
(2022) argue that some developing countries lack the knowledge and experience of how to
apply certain tools and methods in adopting fast-paced technologies, such as detective
analytics, for mitigating financial crime. Somehow, this explains why South Africa is among the

countries most affected by financial crime globally (Ehiane et al., 2023).

2.4. Adoption of technology to mitigate financial crime

Financial institutions are constantly generating data, which consists of transaction and
customer information using IT solutions (Gaumer et al.,, 2016). Also, organisations are
constantly exploring IT solutions that can assist them in measuring, monitoring, and mitigating
financial crimes (Dowsley, 2021). The exploits of vast IT solutions result from sensitive
information stored and used by the banking sector (Choto, 2018). However, Murphy et al.
(2020) argue that regardless of the high rate of financial crimes, some banks are still using

manual processes and are slow in adopting technology to mitigate financial crimes. Thus,
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Ivanyuk (2023) suggests that the rapidity of events requires organisations to be swift in their

responsive actions to allow customers to confidently transact businesses online.

Various technologies (IT solutions) have been developed and adopted to mitigate financial
crimes in different sectors, locally and internationally (EI Mouaaouy, 2018). Despite the
continuous innovation in the development of IT solutions, perpetrators continue to explore
loopholes in them. Also, the adoption of some of the IT solutions is challenging. These
challenges form one of the reasons why internal employees or external agents infiltrate the
system (Saxena et al.,, 2020). Whether from internal or external sources, the perpetrators
interact with the system to find loopholes, based on which they execute their crimes. Powelson
(2022) suggests that the rate at which finances are increasing will make it a global pandemic.
Along the same line, Jasinski et al. (2023) argue that financial crimes, from both internal and
external perspectives, are a global pandemic because they affect everyone (Jasinski et al.,
2023).

In most instances, IT solutions (systems and applications) are exploited by internal staff
members who know the rules and how to violate them (Supriyanto et al., 2023). Teichmann
and Wittmann (2022) explain that most of the decisions taken by financial crime suspects are
based on their knowledge of the environment or influenced by the culture of the organisation.
Many organisations across the world have tried different approaches in their attempts to
prevent financial crimes. However, there are still loopholes, either in the technologies or the
implementation of the solution. In addition to IT solutions, policies are adopted to govern and
ensure controls mitigating financial crimes. Despite these measures and efforts, there remain
challenges from both human and technological perspectives (Donning et al., 2019). As a result,
perpetrators gain access to internal applications and systems by interacting with employees of

an organisation (Supriyanto et al., 2023).

Adopting technology to mitigate and monitor financial crimes has posed many challenges for
financial institutions, notwithstanding the advantages (Suryono Budi & Purwandari, 2020).
There has been rapid adoption of technologies to mitigate and monitor financial crimes in
recent years (Holt et al., 2022). Some of these technologies are artificial intelligence and
machine learning software (tools), used to detect financial crimes (Kute et al., 2021). This
includes blockchain technologies, which allow only authorised individuals to decrypt and read
transaction data (Frizzo-Barker et al., 2020; Patel et al., 2022).

However, whenever a technological solution emerges, some financial institutions are reluctant
to operationalise (adopt, implement, and use) it, due to security concerns (Nangin et al., 2020).

Hussain et al. (2021) allude that a policy-enforced framework should be adopted by financial
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institutions to ensure that their security and privacy measures are addressed. This type of

framework provides a guide within context, to test and evaluate an IT solution.

2.5. Detective analytics for financial crime

The financial crime department is one of the most sensitive areas in financial institutions due
to the complexity of storing and processing customers’ confidential data (Hasham et al., 2019).
Many financial institutions have adopted various advanced technologies such as machine
learning and artificial intelligence in their attempts to address the complexity while processing
both structured and unstructured data (Gilchrist, 2022). However, the adoption of advanced
technologies such as detective analytics to prevent financial crimes as and when they occur
has not been explored (Suzumura et al., 2019). The financial systems being used to store and
process customer data are always at risk of being manipulated for financial crimes (Unvan,
2020). Therefore, it is critical to explore a more advanced tool, such as detective analytics, to

combat financial crimes, especially in this big data era (Cheng et al., 2021).

The term detective analytics is often referred to as advanced analytics in some quarters
(Aliguliyev et al., 2016). In this study, the term detective analytics is consistently used. The
primary focus of detective analytics is to predict and prescribe improvements for an
organisation based on its transactional data (Menezes et al., 2019). Empl and Pernul (2023)
state that detective operations are meant to know about an incident based on certain variables
that should alert the organisations of any anomalies occurring at a given moment. However,
the ‘variables and given moment’ must be programmed into the system, within context, for
detective purposes. This is one of the challenges some organisations encounter because it

requires deep knowledge and expertise, which they often lack (Ara et al., 2024).

Notwithstanding the challenges, financial institutions are increasingly adopting analytics tools,
to improve insights, management, and reporting of their data, for better decision-making.
Rouhollahi (2021) states that the adoption of technologies such as analytics tools by financial
institutions is to identify and predict potential financial crime activities. Regardless of its
criticality, many financial institutions either lack the knowledge of detective analytics or how to
implement it. Consequently, perpetrators find loopholes in the systems. Singh and Best (2019)
alluded that tools do exist to report suspicious activities and detect them; however, the
detection and reporting of these activities happen after the crimes have been committed and

it is too late for recovery.

Although using detective analytics allows organisations to understand the present financial
crime activities and predict what can happen shortly (Weller et al., 2023), the mechanism for

doing so remains challenging. Hence, a framework or instrumentation approach is needed to
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guide the implementation and use of detective analytics to mitigate financial crimes. The
framework or instrumentation will assist in intrusion detection to mitigate financial crimes as
and when an anomaly is recognised (Empl & Pernul, 2023). The existing data analytics
techniques enable organisations to understand what, when, where, why, and how something
happened (Runkler, 2020). Currently, there seems to be no mitigative control or tool in place

for financial institutions to detect financial crimes as and when they happen.

Various challenges are associated with adopting and implementing detective analytics.
Menezes et al. (2019) argue that most organisations do not know how to fully use detective
analytics for fraud prevention, detection, and defence. Using detective analytics to prevent
financial crimes can be inaccurate if the reason for the crime is due to a conflict of interest
which is not visible through the data (Pramanik et al., 2017). Hoelscher and Shonhiwa (2021)
argue that for detective analytics to be fully functional and operate as intended, there should
be controls and rules in place to identify anomalies. The use of detective analytics can easily
be associated with machine learning where an instrumentation is being taught how to identify
anomalies for ease of prevention and defence. There may be uncertainties which detective

analytics might not know how to report and remediate (Yong, 2019).

2.6. Conclusion

The literature review is comprehensive and covers all the key aspects of the study as
highlighted at the beginning of the chapter. The most relevant literature in the key areas of the
study, which are financial crimes, financial crime in organisations, technology adoption and
detective analytics were highlighted. The review is conducted in an interrelated manner,
enabling logical flows. Through the logical flow of the literature review, some of the gaps in the
phenomenon being studied were identified. The next chapter discusses the theoretical

framework used as a lens to underpin the study.
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CHAPTER THREE
THEORETICAL FRAMEWORK

3.1. Introduction

This chapter presents a review of the theoretical frameworks used to underpin the study. The
review is based on the objectives of the study as stated in Chapter One. This means that the
review focuses on how the two theories actor-network theory (ANT) and the activity theory
(AT) are used as a lens to guide the data analysis and the interpretation of findings of financial
crimes in organisations. Thereafter, a theoretical framework is developed to show how ANT

and AT will be used to complement each other to achieve the study’s objectives.

The remainder of this chapter is structured into four main sections. The first section focuses
on providing an overview of the underpinning theories. In the second and third sections, the
actor-network theory and activity theory are discussed. In the fourth section, the theoretical
framework is developed. The application of the theoretical framework is discussed in section

five. Finally, the chapter is summarised in the last section.

3.2. Overview of the underpinning theories

This study is underpinned by two socio-technical theories, ANT and AT considering the
objective of the study is to understand the nature of financial crimes that happen in South
African financial institutions and to examine the current preventative and mitigative measures.
The two socio-technical theories are selected based on their strength to understand which role
human and non-human actors play in the identified problem, the rules followed and the tools
used (Nehemia-Maletzky et al., 2018). ANT aids the process of understanding the negotiations
that occur during the financial activities which happen between humans and the technologies
involved. lyamu (2021) stated that the primary objective of using ANT is to unpack the actors,
network, and translation. Callon (1986) alluded that another critical focus of ANT is to

understand the negotiation shifts among actors, consciously or unconsciously.

AT is used to interpret the findings based on the data analysis conducted by applying ANT as
a lens to guide the process. AT will guide the interpretation of findings to understand the
activities of humans in conducting these financial crime activities in their use of tools. Nardi
(1996) states that from the AT perspective, the relationship is discovered through its
components, which are tools, subject, rules, community, division of labour, and the object,
which is the outcome. AT will be used to interpret the findings and understand which findings
are associated with tools used to commit these financial crimes, the subjects involved, the
rules being followed and not being adhered to, the community in which these financial crimes
happen and affect, and the division of labour based on different opinions of these financial

crimes. Without a complementary use of the ANT and AT, there would be a gap, either in

31



analysing the data or interpreting the findings. lyamu (2021) provides a comprehensive

justification and offers a guide for employing AT and ANT complementarily.

3.3. Actor-network theory

The Actor-network theory (ANT) is a sociotechnical theory that is used by researchers to
explain the relationship between humans and non-human objects (Couldry, 2008). Crawford
(2020) describes ANT as a methodology used in the sociology of science and technology that
defines the activities of the social system of actors (human and non-human). The first objective
of the study is to understand the nature of financial crimes that happen in South African
financial institutions. The nature of the study requires a socio-technical view. The ANT will aid
the focus on fraudulent financial activities, and negotiations that occur between humans,

technologies, or humans and technology actors.

An actor network is formed immediately when actors have found a common ground which can
occur consciously or unconsciously (Latour, 2007). There are many networks formed by
perpetrators conducting financial crimes, using technology to access and manipulate the data
or the technologies used to process financial transactions. The actor network focuses on how
networks are built and maintained and what makes the network dissolve (Shim & Shin, 2016).
The main objective is to understand the nature of financial crimes that happen in South African
financial institutions and, thereafter, examine the current preventative and mitigative
measures. To understand the nature of these financial crimes the actors have to be followed,

enabling the tracing and tracking of the time the crime occurred and how it occurred.

These financial crimes would have to be traced and translated to understand the specified
occurrence. In ANT, translation is the process that allows a network to be represented by a
single entity, which can in itself be an individual or another network. Callon's ANT model of
translation comprises four moments or phases shown in Figure 3.1: problematisation;
interessement, enrolment, and mobilisation. During the first phase, problematisation, the
primary actor attempts to identify the problem, the knowledge claim required, and what actors
are required within the network. The second phase is interessement, which is when an actant
(or more) attempts to impose and stabilise the identity of the other actors. Negotiation leads to
enrolment; actors accept the roles they have been given and enrol in the network. Mobilisation

then occurs as others external to the network (allies) move to support it.
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1. Problematisation

4. Mobilisation <

2. Interessement

3. Enrolment

Figure 3.2: Four moments of translation
(Callon, 1986)

Tables 3.1 and 3.2 below critique the use of ANT for this study and justify why the

sociotechnical theory strength impacts the study.

Table 1.1: Weaknesses of ANT

Weaknesses of ANT

How the weaknesses impact the study

Limited analysis of social structures to understand
how actors interact and work together (Dolwick,
2009).

The actors involved in committing financial crimes are
both human and non-human; however, ANT has no
social structure to understand their relationship.

The theory's stance on moral and political issues
within the network (Sayes, 2014).

The inclusivity of both human and non-human actors
makes it hard to understand the morals and political
issues of the actors, especially of non-humans.

The equality of treatment between human and non-
human actors (Bueger & Stockbruegger, 2017).

The actors within the actor network can be equal;
however, their treatment will not be the same.

The ability to describe and not explain (Latour, 2017).

The ANT moments of translation tenet provides
details of the process of translation but not how it
should be understood.

Table 2.2: Strengths of ANT

Weaknesses of ANT

How the weaknesses impact the study

The power relationship to understand the relationship
between humans and non-humans (Crawford, 2020).

Financial crimes are committed by humans through
the use of non-humans. The power relationship will
help to understand the nature of these crimes.

The stability of the network, to understand how a
network between humans and non-humans is formed
(Steen et al., 2006).

To understand the nature of these financial crimes the
actors have to be followed, enabling the tracing and
tracking of the time the crime occurred and how it
occurred.

The negotiation scheme of understanding negotiation
shifts among actors, consciously or unconsciously
(lyamu, 2021).

To understand how the shift in negotiation among
actors happens to get to the point of committing these
financial crimes.

All actors are equal, whether human or non-human
(Kolli & Khajeheian, 2020).

With the power of technology being used to store and
process financial transactions, human actors cannot
commit financial crimes without non-human actors.

3.4. Activity theory

The AT was designed formally by Leont’ev in the 1920s and 1930s and further developed by
Engestrom in 1987 with its primary role being to evaluate activity systems with its objects and
subject actions (Wells, 2002). AT, according to lyamu (2021), has been applied in studies over
3 million times. The theory is primarily applied in Information systems (IS)/Information
technology (IT) studies to understand and evaluate the use of technologies within

organisations (Kaptelinin & Nardi, 2018). The AT provides a lens for studies to understand the
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design of certain processes, rules, and tools used to achieve an outcome (Futerman, 2015).
Due to the nature of qualitative studies, understanding the relationship between actors and
activities can be subjective and unstructured. Therefore, AT provides a framework that guides

the process of understanding the relationship and human activity (lyamu, 2020).

The AT is used as a lens for this study to examine and understand the relationship between
the human mind and financial crime activities. Sukirman and Kabilan, (2023) aver that AT
serves as an analytical tool that can aid studies to understand people's actions and what leads
to their actions to analyse their behaviours. This will assist the investigation of how the
detective analytics tool can be deployed, to trace, track, and prevent financial crime in a
financial institution. The technology role in information systems is hardly assessed according
to the role that humans play in it. AT provides a lens to understand the relationship between
actors and their tools which could be software or hardware (Karanasios & Allen, 2018;
Kaptelinin & Nardi, 2018).

The theory consists of a model commonly applied in IS/IT studies. It is referred to as the AT
model, shown in Figure 3.2. In AT, the unit of analysis used is the activity in which there is an
interaction between the subject and object using tools to accomplish a desired outcome
(Carvalho, 2015). The activities in AT can be internal or external and for this study, there is a
need to understand both internal and external financial crimes that affect and impact financial
institutions (Kirby & Anwar, 2020). As shown in Figure 3.2, from the perspective of AT, the
relationship is discovered through its components which are tools, subject, rules, community,

division of labour, and the object which is the outcome (Nardi, 1996).

Tools

Subject Object — Outcome

Rules Division of labour
Community

Figure 3.2: Four moments of translation
(Callon, 1986)

The tools used to commit financial crimes can be hardware or software (Bertelsen & Badker,
2003). lyamu (2020) defines a subject as a living being. There are rules defined in all processes

and in AT this is translated through the conditions and laws associated with the activity (Tessier
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& Zahedi, 2022). The community within the activity system plays a huge role in understanding
the relevant actors based on the cultural rules and how the community perceives something
(Karanasios, 2014). In AT, the community comprises the participants within the activity
(Murphy & Rodriguez-Manzanares, 2008). The division of labour within the activity is created
due to different opinions which arise based on contradictions and conflicts within the workplace
(Avis, 2009). The division of labour is also associated with the power dynamics and status of

the actors within the community (Murphy & Rodriguez-Manzanares, 2008).

Tables 3.3 and 3.4 below critique the use of AT for this study and also justify why the socio-

technical theories' strength impacts the study.

Table 3.3: Weaknesses of AT

Weaknesses of AT

How the weaknesses impact the study

Lack of standardised methods for its application
(Bertelsen & Badker, 2003).

The application of the AT as the lens to guide data
analysis is not standardised; therefore, the use is
subjective.

Lacks consideration of other factors that may
influence the relationship between activity and the
subjects (Bedny et al., 2000).

Some financial crime perpetrators are influenced by
their surroundings and the community that they reside
in or based on their upbringing.

Complete understanding of the activity system
(Collins et al., 2002).

The activity system needs to be well understood for
the study to understand the nature of financial crimes
that happen in South African financial institutions.

Insufficient methods and techniques to solve
problems (Raeithel, 1992).

The AT is not enough to understand human activity
and for this study to understand and solve the
occurrence of financial crimes.

Table 4.4: Strengths of AT

Weaknesses of ANT

How the weaknesses impact the study

The AT bridges the gap between the individual
subject and the social reality (Engestrém, 1999).

To understand the nature of financial crimes that are
committed by perpetrators and how the social reality
impacts these crimes.

The emphasis is on the community role (Engestrom,
2000).

The theory recognises the role of the social
community in shaping criminal behaviour, which can
help inform crime prevention and reduction efforts by
using a detective analytics instrumentation.

Understanding the rational capabilities of an individual
(Kaptelinin & Nardi, 2009).

The AT enables ease of understanding of how
individuals use technology and the intended purpose
of committing financial crimes.

Offering a comprehensive understanding of the social
context in which technologies are used (Engestrom et
al., 1999).

To understand the social context of these financial
crimes and the technologies, as well as point out
conflicts and interactions between perpetrators and
activity components.
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3.5. Theoretical framework

Step#1: Data Analysis

1. Problematisation 2. Interessment

Analysis—————»> Findings

3. Enrolment 4. Mobilisation

Interpretation

Step#2: Interpretation of findings

Aim and Objectives -
Framework

|
|
|
|
: Outcome:
|
|
|

—_————e— e e —a

Figure 3.4: Order of use

The framework as shown in Figure 3.3 is developed to guide the use of the two theories ANT
and AT. This figure illustrates the order in which the two theories will be used for the study.
ANT is used as a lens to guide the data analysis and the findings are interpreted using AT.
The main component of the framework includes ANT’'s moments of translation, findings, the
activity system, output or framework and the research aim and objectives. To achieve the
research objectives, these theories' components are interconnected and dependent on each
other. The framework is applied as a lens for data analysis and interpretation of findings as

follows:

1. Step 1: The four moments of translation, namely, problematisation, Interessement,
enrolment and mobilisation were used to guide the data analysis. Based on the data
analysis conducted, findings were noted and listed for interpretation.

2. Step 2: The interpretation of findings was conducted and guided by using AT as a lens.
Based on the interpretation of findings, an outcome was achieved which is the
instrumentation; a tool/framework that can be used to implement detective analytics to

mitigate financial crimes. This, therefore, achieves the aim and objectives of the study.

3.6. How it is applied in the study

3.6.1.Actor-Network theory in information systems

ANT in the IS/IT domain has been used by researchers to explore the role of human
interactions with technology (Alexander & Silvis, 2014). Doolin and Lowe (2002) state that
using ANT in IS/IT aids the understanding of heterogeneous networks that are formed when
adopting or using technologies. The strength that ANT brings to information systems is the

ability to understand how people interact with technology (Tatnall, 2003). Sage et al. (2020)
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explored how organisations adopt new technologies using the theory as a lens to guide their
study. Klecun (2004) implies that studies often use ANT for IS research due to its complex

capability of conducting empirical studies.

3.6.2. Activity theory in information systems

AT is used in IS/IT to understand the overall activity system before an outcome is reached
(Collins et al., 2002). Multiple decisions are taken in IS that ensure that systems are operating
as intended and that there is continuous monitoring for oversight of the operation. The use of
AT allows IS studies to understand the relationship discovered through its components; tools,

subject, rules, community, division of labour and the object which is the outcome (Nardi, 1996).

3.7. Summary

The purpose of the theoretical framework chapter was to outline the order both ANT and AT
followed to get an in-depth understanding of the nature of financial crimes that happen in South
African financial institutions. Nehemia-Maletzky et al. (2018) provide a guide for the
complementary use of both AT and ANT in IS studies. ANT and AT were complementarily used

in this study to conduct the data analysis and interpretation of the findings.
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CHAPTER FOUR
RESEARCH METHODOLOGY

4.1. Introduction

The Research Methodology chapter presents the methods followed to conduct this study. A
research methodology is defined as the different techniques and methods used to conduct a
study (Chivanga & Monyai, 2021). This chapter details the systematic approach used to
investigate the research questions posed to achieve the research objectives. The chapter
provides a comprehensive explanation of the methods and procedures adopted to ensure the
validity, reliability, and accuracy of the research. The study is qualitative and conducted

through an interpretivist approach to understanding financial crimes.

The remainder of this chapter is structured into seven main sections. In the first section, the
philosophical assumption is provided. This is followed by the research approach in the second
section. Thirdly, the research method is outlined. Fourth is the research design section. The
data collection process is listed in the fifth section, followed by the data analysis process in the

sixth section. Finally, the unit of analysis is covered and the chapter is summarised.

4.2. Philosophical assumption

Philosophical assumptions are defined as the beliefs and different perspectives of conducting
research (Sibanda, 2022). Three philosophical assumptions are known in information systems
research which are ontology, epistemology and axiology (Setiawan & Syamsuddin, 2022).
Ontology is defined as the reality of the existence of the phenomena; epistemology is on the
knowledge of the phenomena and axiology is on the values and principles of the phenomena
(Yulianto, 2021; Hayati & Dalimunthe, 2022). The philosophical assumptions, therefore, focus

on the reality of existence, knowledge and values of the phenomena.

Three assumptions exist based on the stance taken for any research, namely; interpretivism,
positivism and pragmatism (Faried, 2018). Interpretivism is defined as an assumption that
the reality of phenomena is subjective and is socially constructed (Baloyi, 2020). Positivism is
defined as a scientific study to prove a specific outcome to be either true or false (Monteiro &
Kahlke, 2022); and pragmatism is defined as solving a problem by being practical and not by
using theory (Clarke, 2021). An interpretivist stance is taken for this study as it allows for the
understanding of financial crimes that are currently happening and to understand the tools

currently in use to detect them.

Ontologically, there are many realities to how financial crimes happen and are detected in
financial institutions. Detective analytics is viewed and understood from different perspectives

based on different events and usefulness. Islam et al. (2021) stated that detective analytics
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was used for their research to discover suspicious behaviour of life insurance policy owners.
Detective analytics is not only used in the financial sector. Yaqgot and Menezes (2021) state
that detective analytics can also be used to monitor the agriculture sector by using data
obtained through drones to detect any anomalies in day-to-day activities. The study will
influence how to implement detective analytics to mitigate financial crimes, through an

instrumentation.

Epistemologically, different financial crimes occur and are known to affect individuals and
organisations both internally and externally. However, financial institutions do not seem to have
a tool that detects these financial crimes as and when they happen. The objective of the study
is to first understand the types of financial crimes that happen internally and externally, and
thereafter, investigate how the detective analytics tool can be deployed to trace, track, and

prevent financial crime in a financial institution.

4.3. Research approach

A research approach is defined as the viewpoint that the study will undertake to learn and
discover new things about the phenomena (Behfar & Okhusen, 2018). Three research
approaches exist in research, namely, deductive, (Hellstrand & Breckwoldt, 2016), inductive,
and abductive (Buga & Fung, 2019). The deductive approach assumes that there can only be
one answer to the problem and the answer can either be true or false (Mitchell & Education,
2018). Deductive reasoning is mostly applied in quantitative studies where the study wants to
test a specific hypothesis for an outcome that can either be true or false without any debates
(Ganesan et al., 2019). Whereas, the inductive approach is applied in studies where the
answer can never be a simple yes or no but rather requires logical thinking to understand the
patterns within the data (Behfar & Okhusen, 2018).

The inductive approach is used in qualitative studies to gain more knowledge about the
phenomena and to create themes and patterns of the data collected (Azungah, 2018). Lastly,
the abductive research approach is a combination of inductive and deductive research
approaches which is used in a phenomenon where the research method is mixed (Osman et
al., 2018). The inductive approach was followed based on the aim and objectives of the study.
The approach allows the researcher to induce his/her reasoning into the field of study and find
solutions to a problem (Thomas, 2006). Inductive reasoning allows the study to make
observations on the phenomena to create a research hypothesis (Bryman, 2016). The
inductive approach is applied mostly in information systems studies to understand different
viewpoints of the phenomena being studied. The main objective of the study is to understand
the nature of financial crimes that happen in South African financial institutions and, thereafter;

examine the current preventative and mitigative measures.
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Based on the study’s aim, which is to develop an instrument that can be used for mitigating
financial crime within the financial institutions in the South African context, the inductive
approach is deemed appropriate for the study. Two theories, AT and ANT, were therefore
used in the study to understand the fraudulent financial activities and negotiations that occur

between humans, technologies, or humans and technology actors.

4.4. Research method

There are two commonly used research methods in information systems studies, namely,
quantitative and qualitative methods (Apuke, 2017; Gerring, 2017). Some studies apply the
combination of qualitative and quantitative, which is referred to as the mixed method
(McCusker & Gunaydin, 2015). Quantitative research is focused on the numerical
representation of the data by using statistical tools or graphical totals (Scharrer &
Ramasubramanian, 2021), whereas the qualitative research method is focused on
understanding and observing the phenomena based on the interaction with the data collected
(Bazen, Barg & Takeshita, 2021). The aim and objectives of a study determine which research
approach is appropriate. The research approach chosen for this study is qualitative. It was
deemed appropriate as it allows us to describe and understand the nature of the financial

crimes happening in financial institutions in the South African context.

The qualitative research method is the most preferred in information systems research as it
allows the study to establish a relationship between technology and the social aspects of its
use by humans and non-humans (Lee & Liebenau, 1997). Nguyen et al. (2021) argue that due
to its subjective nature, the qualitative research method allows the researcher to vocalise their
judgement on the study. Fossey et al. (2002) explain that understanding the experience and
meaning of people's lives and social environments is one of the main goals of qualitative
research. The study seeks to understand the nature of financial crimes that happen in South
African financial institutions; therefore, qualitative research methods allow the study to
establish the relationship between financial crimes and the instrument that is developed to
define and enable the implementation and use of detective analytics to mitigate financial

crimes.

Financial crimes happen in almost all organisations across the globe; however, due to their
complexity and different natures, their perspectives may vary. To understand these crimes, the
researcher needs to apply their subjectivism and interpret them in a way that makes it easy to
express using natural language. This was done through collecting data using qualitative
interviews which the study had to understand and narrate based on the understanding of what

was being said about the occurrence and nature of financial crimes within the organisations.
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4.5. Research design

A research design is defined as the technique or method used for collecting data to answer
the research problem and questions (Rezigalla, 2020). Qualitative research has multiple
research designs such as ethnography, phenomenology, grounded theory, action research
and case study (Chapter, 2004).

Ethnography research involves the study of people in their cultural setting, which includes
immersing oneself in the cultural setting of the people being studied to gain a deep
understanding of their daily lives, practices, and beliefs (Simanjuntak & Hendriani, 2022).
Phenomenology focuses on the first-hand human experience, exploring and understanding
how a phenomenon comes to being (Lundh, 2020). Grounded theory research design focuses
on generating or discovering theories or a hypothesis through data collection and analysis
(Dunn et al., 2023). Action research is a participatory research design that studies an
individual’s actions and their effect on an organisation (Hoa, 2024). These research designs

were not suitable for the study as they focused on people and cultural settings.

For this study, the case study approach and documentation of existing materials was used. A
case study approach is defined as a thorough investigation into an individual, a group of
individuals, or a business unit to generalise over similar setups (Mfinanga et al., 2019). A case
study is appropriate for this study as it allows for an understanding of the nature of financial
crimes that happen in South African financial institutions and, thereafter; examining the current
preventative and mitigative measures. The case study research design is valuable for
exploratory research, helping to develop and refine theories, frameworks and models based
on empirical evidence (Ebneyamini & Sadeghi Moghadam, 2018). Case studies allow
researchers to delve deeply into a phenomenon that is difficult to capture through other
research designs; this is especially useful when the goal is to understand the intricacies of a
phenomenon (Ridder, 2017).

One organisation was selected as a case for this study. Existing documents were collected to
ensure rigour in understanding the nature of financial crimes that happen in South African
financial institutions. Before the organisation was selected for the study, an investigation was
done based on understanding if the organisation had adopted detective analytics or was
planning on adopting the tool. A set of criteria were formulated and used to select the
organisation. The set of criteria included: (i) the organisation must be aware of detective
analytics; (ii) the organisation must be willing to voluntarily participate in the study; and (iii) the
organisation must be based in the province in which the researcher lives, for proximity

purposes.
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The organisation selected as a case for this study is one of the South African major financial
institutions. The identity of the organisation is kept anonymous; therefore, a pseudo name
Nikiwe Federal Finance (NFF) is assigned to the organisation. For this study, the organisation
selected should be knowledgeable about detective analytics and be willing to participate. The
selected organisation was based in the same province as the researcher. A list of organisations
within the province that might meet the criteria was created. This was done through business
directories, industry associations and local networks. Formal inquiries were sent to the
organisations explaining the study and requesting their participation, including details about
the study, objectives, methods, and benefits to the organisation. The selected organisation
therefore met the criteria and the necessary documentation, such as consent forms and data
collection instruments was completed for data collection. Participants were allocated for the

researcher to schedule meetings, interviews, or data collection sessions.

4.6. Data collection

Data collection is defined as the process of gathering data to achieve the aim of the study
(Mazhar et al., 2021). Sukmawati (2023) states that the process of data collection Is done in
studies to search for information regarding the investigation being carried out on the
phenomena. There are many data collection methods for qualitative studies such as
questionnaires, observations, focus groups, grounded theory and interviews (Gupta, 2024).
Data for this study was collected through interviews; however, Dubovsky (2024) states that
there are three different types of interviews, namely, unstructured, structured and semi-
structured. An unstructured interview is conducted through the freestyle approach where the
interview questions are not formulated beforehand (Chauhan, 2022). A structured interview is
carried out in a manner where there are set questions which are to be answered with either

yes or no or true or false (Young et al., 2018).

This study collected qualitative data through conducting semi-structured interviews within the
selected case. Semi-structured interviews are defined as the ability to have both closed and
open-ended questions which allows the interviewer to probe based on answers for each
question (Adhabi & Anozie, 2017). The semi-structured interview technique is deemed suitable
for this qualitative study as it allows for an in-depth investigation between the interviewer and
interviewees to understand the nature of financial crimes that happen in South African financial
institutions. Adeoye-Olatunde and Olenik (2021) affirm that semi-structured interviews allow
the researcher to have a format of questions to guide the flow of the conversation for ease of

continuation. The interview questions (guidelines) were extracted from the research questions.
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The interviews were conducted one-on-one with the participants at their preferred locations.
The interview sessions were recorded using Microsoft Teams. From the participants, the
researcher requested permission to record the interview process. The data collected is stored
in the institutions’ access-controlled data management system. The CPUT data management

plan was completed and used to manage data collected for the study.

A total of 12 participants participated in the study. Six (6) of the 12 participants were employed
in the business department and the other 6 were employed in the information technology (IT)
department. A set of criteria were used in selecting the participants. The criteria are presented
and discussed in section 4.6.1, below. A point of saturation was reached at 12 participants. In
qualitative studies, a point of saturation is defined as the point or extremity where the

researcher obtains the same information from the participants (Moser & Korstjens, 2018).

A total of 40 papers were collected from database sources such as AlS, EBSCOhost, Gartner,
IEEE, and Emerald. There were two keywords used to search for these papers which were
detective analytics and financial crime. The two keywords were deemed appropriate as they
narrowed the search on the databases to the context on which this study focuses. 26 of the 40
papers were focused on detective analytics and 14 of the 40 papers were on financial crimes.
The sources were important because they instilled credibility and reliability in the data (Nyikana
& lyamu, 2023).

4.6.1. Criteria for selecting participants

Selecting participants for research is a critical step. This is because it significantly impacts the
validity and reliability, including the richness of the data (Subedi, 2021). The criteria ensure
that participants understand the research objectives and questions. This helps in gathering
relevant data, within the context that directly addresses the research objectives and aim
(Northcote, 2012). Thus, a set of criteria was formulated for the selection of participants for the
study. The criteria include, that the employee must (i) be employed in the finance or IT
department or division of the organisation; (ii) have experience with financial crime in the
organisation; (iii) know about detective analytics; or (iv) be part of the unit or department that

provides, supports or manages solutions for mitigating financial crimes in the organisation.

4.6.2. Ethics implication

Ethical considerations in qualitative research are crucial. Ethics helps to ensure that the study
respects participants' rights, and the organisation’s rules, maintains integrity, and produces
reliable and valid results (Taquette & Borges da Matta Souza, 2022). Cape Peninsula
University of Technology (CPUT) has an ethics procedure which must be followed to guide the

process of data collection. This study adheres to CPUT’s research ethics. To proceed with
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data collection the research received ethical clearance from the university and an agreement

from the case being used.

The case being studied also has ethics that must be considered and adhered to. This includes
a rigorous process. Firstly, an ethical form must be completed by the researcher and submitted
to the organisation for review and approval. The form must be signed by both the researcher
and the supervisor. Due to the nature and sensitivity of the data collection regarding financial
crimes and its jurisdiction in a financial institution, there were legal requirements that mandate
the protection of confidentiality for both the organisation and the university. Secondly, a
confidentiality agreement was signed between the researcher, supervisor and the
organisation. This agreement had to be completed to build trust among participants and
stakeholders (University, NFF and the researcher), ensuring comfort in providing honest and
accurate information. Thirdly, the organisation’s legal department had to ensure that the
agreement was signed and agreed by all stakeholders to keep the anonymity of NFF and the
participants before the researcher was allowed to commence the study. The departmental
heads, university and researcher’'s agreement reinforces the organisation’s commitment to

these ethical standards.

The study adhered to the ethics by ensuring that there was no potential for harm; physical,
psychological, social, cultural, or financial, to participants. The research did not involve any
substance, procedure, or methods that directly or indirectly harmed the environment. The
participants were recruited to take part in this research and none of the participants felt coerced
to participate. There was no dependent relationship between the investigator and any of the
participants. None of the participants were offered an inducement to encourage their
involvement and all of them participated voluntarily. When the study was introduced to them,
those who wanted to participate agreed by accepting the interview invitations. No participants
were deceived by the researcher. Moreover, written consent was obtained from the
participants. There is no possibility of participants being inadvertently identified or confidential
data being divulged during or after the research. Lastly, no conflict of interest including financial

gain resulted from this project.

4.7. Data analysis

Analysing data entails examining, eliminating unnecessary information, and translating it into
the patterns and themes that identify and formulate your findings (Selvan & Balasundaram,
2021). Data collected through semi-structured interviews were cleaned and coded which
Harwalkar et al. (2023) describe as the process of fixing or eliminating inaccurate, redundant,
or incomplete data that exists inside the dataset. The coding of the data entails that each

participant’s interview be coded differently and each participant be given a pseudonym to
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ensure anonymity. The collected data was therefore ready to be used in the data analysis
section through translation. The thematic technique was employed in the analysis.
Complementarily, the analysis was guided using ANT as a lens for the data analysis. ANT is

discussed in detail in the theoretical framework in Chapter 3.

ANT was used to understand how networks of actors are consciously or unconsciously formed.
This allowed actors to be followed to establish their roles in the processes and activities in
finance transactions within the organisation. ANT helped in gaining insights into how
negotiation shifts among actors during finance transactions within the organisation. ANT was
used to gain a deeper understanding of the relationship that exists between the actors in the
process of executing financial transactions. This includes committing a financial crime or

attempting to mitigate the financial crime.

4.8. Unit of analysis

A unit of analysis is based on who or what is being analysed for the study. The data was split
into two units for analysis purposes. The units were IT and business departments within the
organisation. Also, the business and IT department units were further split into levels, as shown
in Table 4.1. This was to gain deeper insights, firstly, from both technical (IT) and non-technical
(business) perspectives, and secondly, to comprehend experiences and perceptions from

employees at different levels of the organisational structure.

Table 5.1: The units of analysis

Department Unit
IT department Business solutions team
Data analysts’ team
IT security
Machine learning team
Business department Compliance and enforcement

Financial surveillance
Risk management
Prudential authority
Money laundering

The units helped since many actors were involved in detecting and preventing financial crimes
in the organisation. Also, ontologically, there were many realities concerning how, why, and
when financial crimes happen in the organisation. Data was collected at different levels. At the
time of this study, financial crimes were experienced by many users in the organisation, from
IT individuals who were involved in developing solutions and implementing processes to

business individuals who were involved in the planning and monitoring of processes.

4.9. Conclusion
The purpose of the research methodology chapter was to outline the methodology followed to

get an in-depth understanding of the nature of financial crimes that happen in South African
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financial institutions. This qualitative research made use of inductive reasoning to observe and
create patterns, applying an interpretivist viewpoint to investigate how the detective analytics
tool can be deployed to trace, track, and prevent financial crime in a financial institution. Data
was collected, using semi-structured interviews and existing documentation. ANT was used as
a lens to guide the data analysis.
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CHAPTER FIVE
OVERVIEW OF DATA COLLECTION

5.1. Introduction

As discussed in Chapters 1 and 4, the study used the case study approach and documentation
in its design. This means that an organisation that met the criteria to participate in the study
was used as a case. Subsequently, data was collected from the organisation. Existing material
was collected using the document analysis technique. This chapter presents an overview of
the case, the organisation that was selected for this study and the documentation that was
collected and used. It is important to provide useful information about the organisation and how
the data was collected. However, the identity of the organisation was kept anonymous.
Therefore, a pseudo name, Nikiwe Federal Finance (NFF), is assigned to the organisation.

Furthermore, the chapter presents the types of documents that were collected.

This chapter is divided into three main sections. In the first section, an overview of the sources
of data is presented. This is followed by the fieldwork conducted. In addition to the information
about the organisation, the chapter provides a discussion on how the fieldwork was conducted
in the organisation. Next is how the existing data was collected and the credible sources used.

Finally, the chapter is summarised in the last section.

5.2. Overview of data sources

This section provides categorises the origins from which data was collected for this study for
better understanding. Two data sources were used to collect data and are referred to as
primary and secondary data. Primary data is defined as the data collected for the first time
through interviews, questionnaires or direct observation at first hand by the researcher
(Sandhya & Sujitha, 2022). Taherdoost (2021) defines secondary data as data obtained from
existing materials. The primary data for this study was obtained through conducting semi-
structured interviews at NFF. The secondary data was collected through a literature survey

using a document analysis technique which is explained in detail below.

5.3. The organisation: Nikiwe Federal Finance

The organisation from which the data was collected is NFF, which is one of South Africa’s
maijor financial institutions. The organisation was formed just over a century ago and as of the
time of this study, the organisation had between 1000-5000 employees, including contract and
permanent employees. The selected organisation is a diversified African financial institution
which provides services in many countries such as Belgium, Japan, Greece, Italy, Turkiye,
Switzerland, South Africa, and the United States. The organisation also has over two million

issued shares of which, by policy, no one individual may own more than ten thousand shares.
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The headquarters of the organisation are in Johannesburg and this study was conducted in
the headquarters in South Africa. The organisation is structured into 2 departments, namely,

business and IT.

5.3.1. Business department

The business department plays a crucial role in preventing and mitigating financial crimes
within the organisation. The department consists of over 300 employees. As shown in Figure
5.1, the business department comprises 5 units which were the focus of this study. The units
were compliance and enforcement, financial surveillance, risk management, prudential
authority, and money laundering. Each of the units had a head. For example, the chief financial
officer (CFO) oversees the business department, particularly financial management,
compliance, and risk assessment. The chief compliance officer (CCO) ensures that the

department adheres to legal and regulatory standards.

Compliance and enforcement (CEU)

Financial surveillance (FinServ)

Risk management unit (RMU)

Business department

Prudential authority (PAU)

Money laundering unit (MLU)

Figure 5.5: Business department structure

The senior managers and heads of different units oversee the business department’s day-to-
day operations and strategic initiatives. Within the executives sits the audit committee which is
responsible for overseeing accuracy in financial reporting and internal standards controls. The
internal auditors review the department’s processes and controls to ensure there are measures
and controls for preventing and mitigating financial crimes. The compliance and risk
management team is just as crucial as the audit to oversee factors contributing to financial
crime prevention and mitigation, ensuring that the department adheres to best practices and

regulatory requirements.
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5.3.1.1. Business units

Each of the business units, the compliance and enforcement unit (CEU), financial surveillance
(FinServ), risk management unit (RMU), prudential authority (PAU), and the money laundering
unit (MLU) had about 50 employees at the time of this study. Also, each unit had distinctive
deliverables. However, there was collaboration between the units in carrying out their

distinctive tasks.

The role of the CEU unit is to facilitate the organisation's risk management, specialised
operational risks, and compliance management, and provide advisory services to other
departments in the organisation based on their risk appetite. Based on the unit’s role, each of
its employees was tasked with minimising risk exposures, governance, compliance and risk
management. Additionally, the CEU was mandated to ensure that NFF adheres to legal,
regulatory, and internal standards. In fulfilling its mandate, the unit focuses on preventing,
detecting, and addressing non-compliance and enforcing relevant laws and regulations

concerning the prevention and detection of financial crimes.

Similar to the CEU, tasks were allocated to individuals. Each employee in the Financial
Surveillance (FinServe) unit was assigned the responsibility of detecting and mitigating
financial crimes on behalf of the organisation. Within the FinServ team, there were specialists
dedicated to applying data analytics to provide reporting of all transactions performed by
authorised dealers with limited authorities such as Mukuru, Mpesa, and Mama Money,
including other commercial banks in the country. The NFF financial crimes capabilities could
not be a success without the FinServ employees who were responsible for the daily

administration of exchange controls in South Africa.

The risk management unit (RMU) focuses on the identification, prevention, and management
of risk on behalf of the organisation. Thus, the employees were responsible for identifying,
assessing, and mitigating risks that could potentially impact NFF's financial operations,
financial health, and strategic objectives. Risk identification is the process of outlining potential
risks that could affect NFF, including financial, operational, strategic, compliance, and
reputational risks. The risk assessment involves the evaluation, likelihood and potential impact
of any identified financial crime risks. This includes the application of categories to assess the
severity and probability of the financial crimes’ occurrence. The risk mitigation aspect ensures
that strategies and controls are developed to mitigate identified financial crime risks. This also
ensures that weekly risk reports are prepared for senior management and the stakeholders to

highlight any key risk issues and trends.
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The Prudential Authority Unit (PAU) is responsible for overseeing and ensuring the stability,
safety, and soundness of NFF and its financial markets. The primary role of PAU is to maintain
financial stability and protect depositors, policyholders, and other stakeholders by enforcing
prudential standards. The employees are responsible for maintaining financial stability on
behalf of the organisation including collaborating with regulators and other stakeholders. The
unit has layers of roles and responsibilities. The primary role of the PAU is to supervise all
financial institutions that provide products and services to support financial inclusion.
Furthermore, the PAU monitors and assesses risks within the financial sector, including credit
risk, market risk, operational risk, and systemic risk. The PAU’s secondary responsibility is to
the organisations’ customers' interests by ensuring that NFF operates with transparency and

fairness.

The employees in MLU have a mandate to detect, prevent, mitigate, trace, track and monitor
money laundering activities within NFF. This unit is responsible for implementing and
overseeing measures designed to prevent illicit financial activities and ensure compliance with
anti-money laundering (AML) regulations. The MLU also implements processes for customer
identification and verification to assess the risk profile of clients. The prior vetting is to know
their customers. Furthermore, MLU has adopted automated systems and data analytics that
detect unusual patterns and anomalies in the transaction data to warrant further investigation.
The MLU performs investigations daily and reports suspicious activities to the relevant

stakeholders.

5.3.2. IT department

The IT department is divided into four (4) units, which are business solutions, data analysts, IT
security, and machine learning, as shown in Figure 5.2. Data for this study were collected from
the four units, as explained in Chapter 4. The IT department’s primary role and mission is to
provide IT business solutions to the organisation and IT support. The IT department consists
of over 200 employees. The chief information officer is the head of the department and has the
chief technology officer who oversees the different divisional heads and their respective

reporting lines and employees.
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Business solutions (BST)

Data analysts (DAT)

IT Security

IT department

Machine learning (ML)

Figure 6.2: IT department structure

Each of these 200 employees is responsible for the organisation’s enterprise architecture,
project management and development, internal business support for applications and systems,
IT strategy, and stakeholder relationship management. The primary role of the department is
to ensure that all transaction data is secure, all applications and systems used in the
organisation are safe, and no unauthorised individuals may access the data, systems and the
organisation's applications. The IT department is very critical because of its role in ensuring
business continuity for all daily operations as the organisation works and relies more on

technologically enabled business operations.

5.3.2.1. Information Technology units

The business solutions team (BST), data analysts’ team (DAT), IT security, and machine
learning team (MLT) have over fifty (50) employees each. Each unit of the IT department has
its deliverables. Collectively, the units enable and support the organisation’s processes and

activities.

The BST is responsible for creating harmony between business needs and technology
solutions. The BST’s primary role is to continually understand the requirements of different
business units regarding their financial crime operations. This is to be able to provide IT
solutions that enhance operational efficiency, support business objectives, and drive digital
transformation. The BST manages IT projects from initiation to completion, including defining
project scope, timelines, resources and overall IT project management. Moreover, the BST
creates and maintains documentation for IT solutions, including user manuals, system

specifications, and project reports.

In the context of financial crimes, the DAT plays an important role in identifying, preventing,

mitigating and investigating financial crimes through the effective use of data. The unit's
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primary responsibilities entail analysing and interpreting a variety and veracity of data to
uncover patterns, detect anomalies, and provide insights that support business decisions and
investigations. The DAT specialists also have skills that can gather and integrate data from
various sources, including transaction data records, customer information, and external data
feeds from other financial institutions. The team uses large volumes of financial data and
machine learning techniques to detect anomalies and outliers that could suggest financial

crimes such as money laundering, fraud, or insider trading.

The IT Security Team plays a critical role in protecting the organisation’s information systems,
applications and data from cyber threats and unauthorised access. Their responsibilities are
focused on ensuring the security and integrity of IT infrastructure, which is essential for
detecting, preventing, and investigating financial crimes. The team monitors and analyses
network traffic, system logs, and other data to detect and respond to potential cybersecurity
threats, including hacking attempts and malware infections. Furthermore, the team implements
and enforces access controls, including creating a virtual private network, authentication, and
authorisation mechanisms, to ensure that only authorised personnel can access sensitive
information and systems. The data were collected from the IT and business departments, and

fraud and financial crime specialists.

The machine learning team is responsible for creating automated solutions that can learn and
determine patterns using the transaction data. Their responsibilities are focused on creating
machine learning models using artificial intelligence and training these models using
technologies such as robotic process automation (RPA), detection models and interactive
agents such as chatbots. The team monitors and maintains these models to ensure that they
are operating as intended. Furthermore, the team develops, trains and implements these
models throughout the organisation for both IT and business departments. This ensures that
they have an overview of all transaction data being generated and acquired by the different

units within the NFF to enhance their machine-learning models.

5.3.3. Existing materials

The areas of focus were crime in financial institutions and detective analytics, which are the
core aspects of the study. The timeframe was vita, thus, papers published within ten years
were considered, to gain insights into critical aspects such as the historical background and
meanings associated with the phenomenon over time (lyamu et al., 2016). Based on the recent
use of detective analytics, only a small sample of the most appropriate and relevant literature
could be gathered. This is not new as it has been experienced and argued in many IS studies
(Glass et al., 2004; Brereton et al., 2007; Nyikana & lyamu, 2023).
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Existing materials often provide historical data that can be crucial for understanding trends and
changes over time (Morgan, 2022). Also, existing materials provide background information
and context that enhances the understanding of financial crimes within financial institutions.
This includes a historical data overview that is crucial to understanding the trends and changes
over time. The use of existing materials allowed for the performance of longitudinal and
development analyses across different periods. Moreover, existing materials allowed us to
benchmark collected data through semi-structured interviews, which helps in validating and
comparing different views. The use of existing materials provided valuable context and offered

access to diverse and comprehensive data sets.

5.3.4. Sources of materials

Materials published in journal outlets, books, conference proceedings, and the internet
between 2014 and 2024 were gathered. 40 papers were collected from database sources such
as AlIS, EBSCOhost, Gartner, IEEE, and Emerald. 26 of the 40 papers were focused on
detective analytics and 14 of the 40 papers focused on financial crimes. The sources were
important because they instilled credibility and reliability in the data (Nyikana & lyamu, 2023).
Based on the focus and objective of the study, only 40 papers were relevant and used for the

study.

The existing materials were sourced from most accredited sources which followed a defined
validation process, ensuring a certain level of quality and reliability. Sources such as AlS,
EBSCOhost, Gartner, IEEE, and Emerald are often rigorously reviewed by experts in the field,
ensuring high credibility and reliability. These academic journals present detailed
methodologies, ensuring the validity and reliability of the research. These papers are peer-
reviewed and have undergone critical evaluation, which ensures that they are of great quality
and consist of accurate information. The choice of sources was dependent on multiple factors
which included the nature of the research question, the type of data required on financial
crimes, the need for historical or current aspects of the crimes, and the level of detail

necessary.

5.4. Fieldwork
The fieldwork was conducted in two areas; an organisation and a survey of the literature using
document analysis techniques. The rationales for using an organisation and the literature are

discussed in Chapter 4.

5.4.1. Fieldwork: Nikiwe Federal Finance
The data were collected from one of South Africa’s major financial institutions (NFF). The

researcher obtained ethical clearance from the university to collect data to understand the
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nature of financial crimes that happen in South African financial institutions and, thereafter;
examine the current preventative and mitigative measures. Furthermore, approval to interview
employees within the organisation with knowledge of financial crimes and detective analytics
was obtained from the organisation’s internal legal team. Semi-structured interviews were
conducted to collect data from the participants. 12 participants participated in the study. 6 of
the participants were from the business departments and 6 were from the information
technology (IT) department. A set of criteria for selecting the participants are presented and
discussed in Chapter 4. A point of saturation was reached at 12 participants. In qualitative
studies, a point of saturation is defined as the point or extremity where the researcher obtains
the same information from the participants (Moser & Korstjens, 2018). The participants were

obtained as follows:

Table 6.1: Demographics of participants

Role Department Level No.
Reporting Systems Inspector Business Senior 1
Financial management support manager Business Senior 1
Associate Analyst IT Senior 1
Associate Investigator Business Senior 1
Legal Consultant Business Senior 1
Data Analyst IT Senior 1
Associate Analyst IT Senior 1
Associate Insurance Analyst IT Senior 1
Associate Bank Analyst IT Senior 1
Associate Reporting Systems Inspector Business Senior 1
Data Analyst IT Senior 1
Forensic Audit Manager Business Senior 1
Total 12

The interviews were conducted using the Microsoft Teams platform which was chosen as a
preferred interviewing tool because everyone in the organisation has access to the tool, the
tool is familiar to the participants and was granted by the internal compliance and risk
department within the organisation. The selected participants had access to the Microsoft
Teams application which is installed on their organisation’s laptops as instructed by the internal
compliance and risk department to protect the organisation from any security breaches and
data leakages. The maximum length of all interviews was 30 minutes. This was considered a
fair amount of time per interview to collect data during working hours and not inconvenience
any employees in their daily operations. All collected data was stored in the university’s data
repository which can only be accessed by the researcher and the supervisor for the study. The
data storage and backup plan were submitted and approved as part of the university’s data

management plan.

The researcher was able to reach out to the case’s internal compliance and legal department
to seek approval to conduct interviews for data collection. To obtain approval to conduct

interviews, the organisation requested that the university and the participant sign a non-
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disclosure agreement, which stipulates that the organisation’s name and participants would be
kept anonymous, and no sensitive data would be published. This was done to ensure that the

university and the participant adhere to their ethical standards.

5.4.2. Document analysis

The document analysis technique was applied to gather documents which are also referred to
as existing materials. The document analysis technique is used by researchers to evaluate
physical and electronic materials such as peer-reviewed articles, books, newspaper articles,
and organisational documents (Morgan, 2022). The data was collected using a set of criteria
that included the areas of focus, detective analytics, publication timeframe, and credible
sources. The timeframe of existing materials collected was ten years, this was to gain insights
into the historical background and improvements with the detective analytics and financial

crimes phenomenon over time (lyamu et al., 2016).

5.5. Summary

The purpose of the overview of the data collection chapter was to outline how fieldwork was
carried out and the overview of the selected case and documentation obtained. Semi-
structured interviews were used to understand how access to the organisation was obtained
and how the organisation is structured. Semi-structured interviews were conducted in the
Nikiwe Federal Finance organisation. A total of 12 interviews were conducted, 6 from the
business departments and 6 from the IT department. Subsequently, 40 papers were collected
from scholarly databases. The next chapter presents the data analysis, which was conducted

using the actor-network theory (ANT)’s four moments of translation.
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CHAPTER SIX
DATA ANALYSIS
6.1. Introduction
The study’s aim and objectives were presented in Chapter 1 and revisited in Chapter 4. The
data collection using a semi-structured interview technique and document analysis was
discussed in Chapter 4. This chapter presents the data analysis. The interpretivist approach
was employed in the data analysis. The actor-network theory (ANT) was applied as a lens to

guide the data analysis.

The remainder of this chapter is structured into three main sections. In the first section, an
overview of the data analysis is provided. This is followed by the data analysis section
underpinned by ANT’s four moments of translation. The findings from the analysis are listed in

the third section. Finally, the chapter is summarised.

6.2. Overview of the data analysis

As stated in Chapter 1, the research aims to develop a framework that can be used to guide
the implementation of detective analytics to mitigate financial crimes. In achieving the aim, two
objectives were formulated. The objectives depend on each other. The first objective is to
understand the nature of financial crimes that happen in South African financial institutions.
This leads to examining the current preventative and mitigative measures, if any. Thereafter,
is the second objective, to investigate how the detective analytics tool can be deployed, to

trace, track, and prevent financial crime in a financial institution, in South Africa.

In achieving these objectives, a South African financial institution is used as a case in the study.
Data was collected from the organisation using the semi-structured interview technique. Based
on the objectives stated above, the focus was on the use of detective analytics to mitigate
financial crimes including the implications and use of the tool. Additionally, documents were
gathered using the document analysis technique. The documents were used to complement

the data gathered through the interview process.

The approach is introduced in Chapter 1 and discussed in Chapter 4. Nikiwe Federal Finance
(NFF) is a pseudonym assigned to the financial institution that participated in the study. As
discussed in Chapter 4, this was to avoid disclosing the organisation’s identity and to maintain
agreed ethics by the researcher and the organisation. A set of criteria was used to select
participants. Also, each participant was assigned a codename to avoid the disclosure of
identities: NKP01 — NKP12. Each document from the interviews was formatted, with page and
line numbered. For ease of reading and referencing, a standard was formulated. For example,

NKPO1, 16:09 means an extract from participant number 1, page number 16, and line number
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09 of the transcript from the participant. The documents gathered using document analysis
were grouped into two categories namely, financial crime (FC) and detective analytics (DA).
Each document was labelled: FCD01- FCD25 and DADQO1 — DAD27 for the respective groups.
For example, FCDO0O1 10:20 means an extract from a financial crime-categorised document
number 1, page number 10, and line number 20. The data obtained from both interviews and

document analysis were combined for analysis purposes.

Following the interpretive approach, the thematic and hermeneutics techniques were applied
to analyse interview data and documentation, respectively. The analysis was guided using the
ANT as a lens. ANT was used to understand how networks are formed. Thereafter, the
moments of translation as shown in Figure 6.1 were used, including the negotiations that occur
in the organisation during financial transactions or activities. Callon (1984) explained that
another critical aspect of ANT is that the theory focuses on shifting negotiation among actors,

consciously or unconsciously.

6.3. Data analysis

As explained above, actor-network theory (ANT) was used as a lens to guide the data
analysis. The analysis focused on how actor networks were created and the perspective of
moments of translation. In the process, how negotiation shifted was also examined. Thus, the

use of ANT is organised into two sub-sections, actor-network and moments of translation.

6.3.1. Actor-network

In ANT, actors are both human and non-human, and the network consists of actors (Callon,
1984). It is from this viewpoint Latour (2007) explains that actors and networks are not
separatable. This is discussed in detail in Chapter 3. Therefore, an actor-network is a group of
human and non-human actors based on shared common interests (Hsbollah et al., 2016). In
this study, the groups are referred to as units, departments, or divisions. The alliance is formed

consciously or unconsciously (Gao, 2005).

The first objective of the study is to understand the nature of financial crimes that happen in
South African financial institutions. In doing so, three steps were followed. First, it was
established that the actors associated with financial transactions such as the suspects, victims,
and mitigators use various technologies, to either commit or mitigate financial crimes. In the
second step, the networks (groups or units) involved were identified. The actors’ roles were

assessed in the third step.

The human actors are employees of both the business and IT departments of the organisation

(Nikiwe Federal Financial). In the business department, the actors include business analysts,
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fraud investigators, business managers, and internal auditors. Software programmers, data
analysts, solution architects, and IT managers are the human actors in the IT department. The
non-human actors include software (tools used to commit or mitigate financial crime), data, big

data, policies, and network protocols.

The actors are both internal and external to the organisation (or environment) where the crime
was committed. The internal actors are employees of the Nikiwe Federal Finance (NFF),
identified above. The external actors include suspects, customers, stakeholders, and public
individuals. Internally or externally, the human and non-human actors performed different roles,
in either committing or mitigating the financial crimes. These roles can be affiliated with the
knowledge of how humans employ tools to navigate through processes to commit or mitigate

financial crimes in organisations. Some of the participants stated as follows:

“Currently, we are using the basic functions of data analytics tools, to mitigate
financial crimes” (NKO01,2:86). “Business managers are responsible for those
customers who experience financial crimes and how the customers are
transacting” (NK03,3:119-120).

There are networks of actors within the business and IT departments of the organisation (NFF).
In the business department, there are units, which include compliance and enforcement,
financial surveillance, risk management, prudential authority, and money laundering. In the IT
department are the business solutions team, data analysts’ team, artificial intelligence, and the
machine-learning team. These departments and units form parts of the organisational
structure. From ANT’s perspective, the departments and units were consciously formed. Also,
there were circumstances where employees from different departments and units constantly
interacted on a common goal, which ANT refers to a network formed unconsciously. This was

explained by some of the participants as follows:

“Our purpose as the financial surveillance unit is to collect the cross-border
financial crimes information from our reporting entities which may be banks and
certain institutions that we have provided authority” (NKO03,1:6-8). “As the
prudential authority, our mandate is to supervise and regulate banks”
(NKO07,2:108-109).

The IT department, including its units, plays a critical role in mitigating financial crimes within
the organisation. For example, software programmers create solutions using various tools to
mitigate financial crimes. Additionally, the data analysts apply data analytics tools to

understand patterns, anomalies, and reporting. While the solution architects provide
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enhancements and refinements to the tools used by both data analysts and software
programmers, the IT managers ensure collaboration and corroboration among the units,
towards mitigating financial crimes within the organisation. This includes detecting, monitoring,

and tracking financial crimes. The activities of the IT department entail interactions.

Negotiations happen during interactions between actors (employees) to ensure fortified
collaboration and corroboration. Owing to the different focuses and roles of the units,
negotiation was not static but shifted. There are consequences in shifting negotiation, which
include training and development, to ensure the employees involved in the process have the

same understanding of the tasks.

Like the IT department, units within the business department have distinguished deliverables.
At the time of this study, the team of business analysts was responsible for detecting anomalies
in the data used during financial transactions, and the fraud investigators traced the
perpetrators or suspects by following the actors. Additionally, the business managers enforce
tools and processes to monitor and track financial crimes. The internal auditors and financial
surveillance team also follow the actors through various controls and regulations to prevent or

trace fraudulent activities within the organisation. According to some of the participants:

“The risk and compliance team mitigates, and then internal auditors also ensure
the controls are in place” (NK03,3:121-122). “We as business analysts have been
providing financial transactions data for different departments such as the

prudential authority and financial surveillance to detect crimes” (NK05,4:214-215).

Humans cannot act independently in either committing or mitigating financial crimes in the
environment. Therefore, humans employ non-human actors to mediate and interact with the
system, by internal and external activities. This makes the roles of non-humans critical in
committing or mitigating financial crimes. For example, the auditors employ two tools called
Promptool and Online Risk Manager to detect, monitor, and track financial crimes within the
organisation. This includes the potential of a financial crime happening in any of the
transactions conducted in the organisation. Two of the participants shared their views as

follows:
“We have a system that's called Online Risk Manager that we use to track the

financial crimes” (NK06,3:163-164). “Promptool, the continuous monitoring tool

is what we use in internal audit to detect failures in controls” (NK02,2:105-106).
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The analysis presented above reaffirms that actors exist within networks, consciously by the
organisation’s design or structure or unconsciously based on individuals’ interests. Also, a
network does not exist without actors. Various steps and tools are involved in committing or
mitigating financial crimes. For each of the steps or tools, activities happen, which are enacted
through interactions. Due to the involvement of steps or tools including interactions, translation

becomes paramount.

6.3.2. The moments of translation perspective

In ANT, translation goes through different moments. Thus, translation is described as the
process where human and non-human actors transform and persuade each other (Baiocchi,
Graizbord & Rodriguez-Mufiiz, 2013). Callon (1984 ) categorises translation into four moments:
problematisation, interessement, enrolment, and mobilisation, as shown in Figure 6.1. The
process of translation in ANT is used in this study to describe how actors build alliances in

forming networks (Bueger & Stockbruegger, 2017).

1. Problematisation > 2. Interessement

4, Mobilisation 4 3. Enrolment

Figure 6.7: Four moments of translation
(Callon, 1984)

The moments of translation, according to Sekgweleo and lyamu (2022), assist in clarifying the
actors’ activities, actions, or interactions within various networks. In this study, the moments of
translation are used for the data analysis to examine how activities and events concerning
financial crimes were translated from one moment to another, by individuals and groups. This
includes understanding the interactions that happened between the actors and how negotiation
shifted during the process. In doing so, a summary was first provided, as shown in Table 6.1.

Thereafter, the various moments were employed.

60



Table 7.1: Moments of translation

Problematisation

Interessement

In the organisation, mitigating financial crimes was
problematised, primarily, at three levels. First, it is
problematised at both business and IT departments’
levels. Second, each department problematises the
issue (potential or an incident) of financial crime to the
unit heads. Third, the unit heads problematise it to
their subordinates. Thus, awareness is created
among the relevant personnel and groups. Based on
this awareness, employees develop and show their
interest. Also, different approaches or channels were
used in problematising the issue of financial crimes in
the organisation. Some groups used the statistical
analysis system (SAS) to report and visualise
financial crimes. The anomalies in transaction data
were also used to problematise the issue.

Once the issue of financial crime was problematised,
the actors involved gained a better understanding.
Based on the understanding, including the insights
that were provided, individuals and groups got
interested. The interests of the employees were
influenced by various factors, from personal to
organisational necessities and obligations. However,
not every individual or group shows interest.
Consequently, some employees were compelled to
show interest in complying with their contractual
agreement with the organisation. ANT refers to this as
an obligatory passage point (OPP) (lyamu & Ibitomi,
2024).

Enrolment

Mobilisation

Individuals and groups (teams) are assigned roles
and responsibilities in mitigating financial crimes in
the organisation. The allocations of tasks are based
on individual skills or teams’ focus and deliverables.
In ANT, the allocation and acceptance of tasks is
referred to as enrolment (Johnson & lyamu, 2019).
For an actor to be enrolled into the network,
negotiations happen. Actors employ various factors
such as know-how and experience in their
negotiations. From both the business and IT
departments, actors were enrolled consciously based
on their mandate and organisational structure that
enforces the power and responsibilities to mitigate
financial crimes.

Employees including the managers were aware that
the more people involved in the drive to mitigate
financial crimes, the more successful it becomes.
Thus, managers in the business and IT departments
undertake the task of inclusivity by mobilising other
employees to comply with standards and policies,
including the use of certain tools such as SAS.
Mobilisation helps to strengthen the activity of the
network (Latour, 2005). As a result, the
spokespersons (managers) ensure that more people
are inclusive. Also, individuals and groups undertake
the translation of the tasks assigned to them, to gain a
better understanding of the objectives and
deliverables.

Moments of translation: Problematisation

Problematisation is the first stage in the four moments of translation. In the organisation,
financial crime was a priority because of the detrimental consequences. As a result, mitigating
financial crimes was problematised in the organisation. Additionally, actors relating to
mitigating financial crimes such as people, processes, and tools were problematised. The
problematisation of people was to ensure the involvement of the most authorities and qualified
personnel. Processes were designed to streamline activities of mitigation; therefore, they were
also problematised. Employees needed to be aware of and knowledgeable about the tools
such as the SAS, and how to apply them to detect and mitigate financial crimes in the

organisation.

Due to the severity of financial crime, it was problematised at various levels, vertically (from
top to bottom) and horizontally (across the organisation). Vertically, problematisation happens
at three main levels. The first level is strategic, where the senior management problematised
the entities (financial crime, processes, and tools) to the heads of Business and IT
departments. The second and third levels are operational. At the second level, the heads of
departments problematise the entities to the teams and units. Thirdly, the heads of the teams
and units share the information with individuals. It is at this level that the tools such as SAS

are promulgated for use.
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Significantly, problematisation at various levels helps to synergise and synchronise activities
and processes towards mitigating financial crimes in the organisation. For example, through
the discovery of types of financial crimes, a big data strategy was formulated to trace and track
human movements that happened during and after financial transactions. The strategy helps
to bolster confidence in investors and clients, which enhances competitiveness. Extract from

the complementary data affirms as follows:

“Big Data (BD) can help organisations identify opportunities, gain insights,
enhance decision-making and transparency and promote innovation,

productivity and competitiveness" (FCDO03,2).

The organisation is investing in resources (human and non-human actors) to ensure that all
transaction data is secure. This was revealed during the problematisation of a detective
mechanism for mitigating financial crimes confronting the organisation. The problematisation
of the mechanism provides ease and trust to their investors, clients, and potential clients to
offer business to the organisation. Data security is not only for storage purposes but also to
ensure safety while the data is in transit through technologies and devices. The organisation
has implemented security mechanisms such as firewalls, authentication, data encryption and
access control to detect and prevent infiltration by unauthorised actors. One of the participants

employed in the IT department briefly explained as follows:

“Other security measures are to strengthen the firewall and to strengthen security
in terms of how we authenticate the customer using multifactor authentication”
(NK03,2:57-59).

Infiltration and manipulation to commit financial crime remain consistent incidents confronting
the organisation. Thus, to ensure sustainability, the organisation had to create mitigants using
technologies to detect and prevent financial crime, iteratively. Consequently, problematisation
is a continuous event in the organisation. Also, advances in technologies were constantly
explored and implemented to detect and prevent new challenges posed by intruders. However,
there are risks associated with some technologies such as online banking, mobile banking and

the use of smartphones. In one documentation, it is stated as follows:
“The adoption of new technologies exposes financial institutions to the risk of

cyber fraud such as identity card theft, phishing, skimming, cyberstalking, cloning,

vishing, malware and other forms” (FCD05,202).
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Due to the challenges of some technologies used to mitigate (detect and prevent) financial
crime in the organisation, collaboration and corroboration are critical. In addressing technology
challenges, the organisation promulgated approaches that ensure regular updating of
processes and training of individuals. The approaches consist of policies and standards to
govern human activities purposely to improve efficiency and the selection of technologies. One
of the policies is the financial crime risk management practice, which was introduced to the

employees.

In enforcing collaboration and ensuring corroboration among employees in the units and
departments of the organisation, emphasis is put on regular communication. Also, emails are
frequently distributed to employees to assess their understanding and suggestions about new
ways of detecting and preventing financial crimes confronting the organisation. Additionally,
workshops and town halls are conducted among the employees involved in detecting and
preventing financial crimes in the organisation. The workshops are primarily intended to raise
awareness and teach employees how to apply detective technologies and policies. General
meetings of the involved actors are referred to as town halls. At the time of this study, town
halls were conducted once every month end by the internal audit and financial surveillance
department, to update collaboration and corroborative efforts, and to brainstorm new ways of

mitigating financial crimes. One of the participants stated:

“That is why | said the other day in the town hall that people must apply
professional scepticism when you look at any processes that can trigger financial

crimes, such as the procurement process” (NK02,1:42-44)

Even though collaborative and corroborative efforts remained high on the agenda in mitigating
financial crimes, problematisation is conducted at different levels. Primarily, this is because of
the diversity involved in mitigating fraudulent activities, which includes the enforcement of
processes, the application of technologies, and the roles of people. Also, the organisational
structure defines the deliverables of business and IT departments, distinctively. For example,
the business department ensures that all policies, procedures and mandatory requirements
are met to ensure the investigations, monitoring and mitigation of financial crimes, according

to the agreed action plans. One participant gave the following example:
“According to the Financial Sector Conduct Authority (FSCA) and the National

Consumer Commission, the business operational mandate is to warn the public

and customers on financial crimes” (NK07,2:101-102).
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The distinctive roles defined by the organisational structure instil ownership and responsibility
among the employees. This has two primary implications: (1) It ensures that relevant
stakeholders are aware of the problem and the security controls in place to detect and prevent
financial crimes, and (2) It creates transparency in the activities of the entities providing
controls and measures to detect and prevent financial crimes. These implications boost the
confidence of the stakeholders, including shareholders and clients. Additionally, detection and
prevention efforts draw various interests from different quarters such as employees,

shareholders, clients, and governments.

Moments of translation: Interessement

Mitigating financial crimes was problematised in the organisation using various means and
following different processes. Thereafter, the translation process continued, to get actors
interested. Interessement is the second stage of the four moments of translation. Callon (1984)
describes Interessement as the stage of the moments of translation where alliances of actors
are sought. In essence, Interessement is concerned with gaining the actors' interest, including
negotiating the terms of their involvement (Indergard, 2022). In NFF, mitigating financial crimes
was problematised and interest was sought from employees in different departments and units.
Various means, including the organisation’s pursuit (such as growth and sustainability), were
used in seeking the employees’ interest. Despite the clearly stated pursuit of the organisation,
the interest of the human actors was influenced by various factors. The influence could be
categorised into three levels, primarily: organisational objectives, departmental or unit focus,

and individual benefits or strengths.

The organisational objectives were used to entice the employees to be interested in its
mitigation activities, which were to detect and prevent financial crimes. The ‘selling point’ to the
employees was that financial crimes derail the performance, growth, and sustainability of the
organisation, which adversely affects jobs. Additionally, loss of income through crimes affects
financial incentives such as annual bonuses and salary increases. Choi et al. (2021)
emphasised that organisational performance is relative to financial incentives and bonuses.
These were worrying effects, which encouraged some employees to show interest in detecting

and preventing financial crimes in NFF.

The ultimate interest emanating from NFF’s objectives is to trace, track and prevent financial
crimes before and as they occur; to trace is to discover by investigation, to track is to follow
the trail or movement and to prevent is to stop the financial crimes from occurring. The
organisation achieves these objectives by utilising advanced technologies such as data
analytics tools to monitor its transaction data systems. Some employees' interests grew by

anticipating how monitoring can help the organisation identify any anomalies and suspicious
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activities within the transaction data to mitigate the risk of a financial crime occurring.
Additionally, some interests spanned foreseen action plans such as identifying the risks,
creating solutions, implementing solutions, testing, and monitoring financial crime activities.

This topic remains in discourse, as exemplarily documented:

“Preventive strategies include policies, products and processes that are put in
place to prevent a successful attack. The key goal of this category is to raise the
bar for attackers by reducing their surface area for attack and blocking them and

their attack methods before they impact the enterprise” (DAD13,3).

The organisation has assigned the action plans to different departments and units. Based on
the objectives, the departments and units have obligations to foster the interest of the
organisation. Although the business and IT departments had distinctive deliverables, their
interests were corroborative. Thus, the business and IT departments and their subordinate
units focused on safeguarding the organisation’s pursuit by managing financial transaction

data and creating solutions for detecting and preventing financial crimes from occurring.

The IT department plays a crucial role in fighting financial crimes by leveraging technology and
data management to prevent, detect, and respond to fraudulent activities. The key
responsibilities include data protection, system security, monitoring, detection, compliance and
incident response. This includes firewalls, encryption, intrusion detection systems, and secure
access controls to protect sensitive financial data from unauthorised access and breaches. By
combining these responsibilities, the IT department plays a crucial role in the prevention and
mitigation of financial crimes, helping the NFF safeguard their assets and maintain trust with
customers and stakeholders. Furthermore, the IT department provides training and resources
to employees about security best practices, phishing prevention, and recognising fraudulent
activities. Informed employees and customers are less likely to fall victim to scams or

accidentally facilitate financial crimes. One of the participants from the IT department stated:

“We offer training on fraud on how to identify red flags. Red flags are not always in
the bigger things; it's not always the people who drive nice cars that you must do a
lifestyle audit on, no! There are other things, such as change of character, small
things that we overlook; so, not everyone knows the flags to look out for.”
(NK02,4:172-176).

The tasks and responsibilities stated above were informed and determined by the
requirements of the business. Both the IT and business departments are therefore compelled

to engage in achieving and managing the business requirements. The engagement had two
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impacts. Firstly, it raises the levels of interactions and relationships between individuals and
groups (units) in both IT and business departments. Secondly, executing the tasks enforces
collaboration and corroboration between the IT and business departments and units, in NFF.
At the time of this study, circumstances concerning the requirements leverage synergy towards

a common goal of the organisation.

From the business department perspective, the interest was to assist the organisation in
creating a robust framework for preventing and mitigating financial crimes. The framework
contains key responsibilities, including policy development, risk management, training and
awareness, compliance, internal auditing, monitoring, and reporting. The actors formed
networks based on their understanding, which elicited their interests. The networks were
consciously or unconsciously formed depending on whether it was influenced by personal
objectives or organisational obligations. Irrespective of what triggered the interest, the
involvement of actors (employees) was to commit or mitigate the financial crimes. A similar

circumstance is documented as follows:

“Extracting the hidden network structures among criminals and inferring their
respective roles from criminal data can help law enforcement and intelligence
agencies develop effective strategies to prevent crimes from taking place”
(DAD19,2).

Primarily, individuals' interest in detecting financial crimes is influenced by either of two factors,
benefits or strengths. Also, individuals influence one another in showing interest in the activities
of building a detective approach to mitigate financial crime in the organisation. For example,
based on the benefits of knowing the systems and controls in place, the employees were
motivated to find loopholes for financial gain. In NFF, some employees were interested and
only participated in the development of tools, policies and strategies to detect financial crimes
that could be used to defraud the organisation. One of the reasons this occurs was explained

by one of the participants as follows:

“People feel entitled to whatever it is that they're stealing especially people who
stayed in organisations for too long they feel like they deserve it and then now
they are stealing” (NK01,1:18-19).

Some employees were using their knowledge of the organisation’s processes and controls to

create robust rules in SAS. This was to ensure that the reporting of financial crimes was

improved. Furthermore, the organisation is creating a new solution called One Financial
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Surveillance (One Finserv). It uses data analytics such as predictive, prescriptive, diagnostic,

descriptive and detective analytics. This was confirmed by one of the fraud specialists:

“Enhanced data analytics such as detective analytics is one of those things that
we are working on as we are migrating to the one FinServ project because right
now, we are looking at high-value transactions only based on the assumption
that the higher the value the higher the risk” (NK05,2:69-72).

The Interessement can be affiliated with internal and external actors. Internally, the employees
would be performing their day-to-day operations and tasks. Externally it is affiliated with
customers, suspects, investors and other stakeholders. This can negatively or positively
impact the interest in mitigating financial crimes. The negative effect could be because of
negligence, because of human error, or intention to commit the crime. The positive impact is
the organisation having the necessary tools, policies and controls in the environment to

mitigate financial crimes. In one documentation, it was explained:

“Anti-fraud activities have become a core business issue as the scale and the
impact of fraud has grown in our digitally enabled world. Fortunately, innovative
technologies such as monitoring, data analysis and predicting human behaviour

can be used as preventive and detective measures” (FCD07,602).

Interessement is concerned with aligning the goals and interests of actors within the network.
The alignment is therefore crucial for ensuring focus and stability, which motivates participating
actors towards contributing to the network’s objectives (Indergard, 2022). Interessement is a
fundamental aspect of ANT that explains how networks are built and sustained through the
careful alignment of diverse actors' interests. It highlights the strategic efforts required to recruit
and retain participants, ultimately contributing to the stability and success of the network. This
helps to gain a deeper understanding of how humans can contribute to stability in enforcing

detective and preventative measures, to mitigate financial crimes in the NFF organisation.

Moments of translation: Enrolment

Enrolment is the third stage of the four moments of translation. In ANT, enrolment is actors’
participation in a network’s events or activities, which occurs based on aligned interests
(Callon, 1984). Through participation, alignment helps ensure that the network functions
effectively and continues to work towards its objectives, including stability and growth. The

process of enrolment in translation is crucial in forming and maintaining networks.
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In the organisation (NFF), detective and preventive measures to mitigate financial crimes were
conducted by teams of IT and business departments and units in collaboration. The
collaboration entails layers of stages comprising various roles and actions. Consequently, the
collaboration demands checks and balances among the teams and units because of the
criticality of mitigating financial crimes in the organisation. Holcombe (2018) argued that
checks and balances are essential in undertaking a critical examination of a process.
According to Alisherovich and Ugli (2023:35), “internal control in banks refers to the system of
checks and balances that are put in place to ensure that the bank's operations are in line with
regulations, policies, and procedures”. Thus, checks and balances are enforced using more
stringent roles and processes. Also, the checks and balances enable following the actors
(humans or non-humans) in a financial transaction, to detect how and why it happened. This
was discussed at an abstract level during the study due to the confidentiality associated with

the details.

Individuals and groups (teams) are assigned roles and responsibilities in mitigating financial
crimes in the NFF organisation. Amer and Al-Omar (2023) emphasised that effective mitigation
of financial crimes requires seamless coordination and communication among the individuals
and groups involved. Each role contributes to a multi-layered defence against financial crimes,
creating a robust system of checks and balances. In the organisation, the seamlessness of the
individuals’ and groups’ contributions was enacted using technology such as SAS and Oracle
Business Intelligence Enterprise Edition (OBIEE). From both the business and IT departments,
actors were enrolled consciously based on their mandate and organisational structure that

enforces the power and responsibilities to mitigate financial crimes.

In NFF, power is critical in ensuring that the organisation can effectively detect and respond
to financial crime. Power holds significant importance for three primary reasons. Firstly, some
leaders in the organisation believe that authority over and control of resources give them the
command of allocative capability and access to funding for advanced technology and hiring of
skilled personnel. Giddens (1984) refers to allocative resources as a form of capability to
generate command over objects, goods or material phenomena, and authoritative resources
are types of transformative capacity for command over actors. Secondly, decision-making can
influence the organisation’s policies and procedures. Thirdly, strategic vision enables the
development and execution of long-term goals and initiatives to enhance how the organisation
detects and prevents financial crime (Haslam et al.,2020; Sartania, 2021). This topic remains

in discourse, as exemplarily documented:
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“Financial institutions continue to work relentlessly to advance their capabilities,
forming partnerships across institutions (including governmental bodies) to share

insights, patterns and capabilities” (FCD12,1).

Monthly meetings, updates, and collaborative efforts help ensure that the organisation’s
financial crime prevention strategy is comprehensive and effective. The financial crime
prevention strategy for NFF is based on safeguarding transaction data, maintaining regulatory
compliance and protecting the integrity of the organisation. This includes conducting risk
assessments, developing policy and procedures, training and awareness, internal audit,
monitoring and continuous improvement. This determines the participation of the employees
and the allocation of tasks, towards achieving the strategy. The strategy is focused on
minimising risks and enhancing the resilience of mitigating and preventing financial crimes.

One of the participants stated:

“There is a vulnerability assessment that we do before we do fraud risk
assessments. It's like our first phase in terms of our methodology and financial

crime prevention strategy” (NK02,2-3:109-111)

The IT department plays a crucial role in detecting and preventing financial crimes within NFF.
The enrolment of the actors from the IT department is, primarily, based on the deliverables of
each of the units, which include implementing and managing security measures, monitoring
threats, tracking incidents, and ensuring the integrity and confidentiality of the data involved in
financial transactions. In doing so, collaboration with individuals and units is essential and data
analytics are employed in fulfilling collaborative tasks. One of the participants explained the
significance of using data analytics tools to track and trace financial crimes during investigation

by the business teams:

“We also have a daily report that we are doing to ensure that if there's any
suspicious transaction that anomaly is inquired and sent to the investigations
team” (NK05,1:29-31).

In conjunction with the IT department, the business department plays a significant role in
detecting and mitigating financial crimes within the organisation. The department’s
responsibilities include implementing practices that prevent financial crime and ensuring that
the organisation operates within legal and ethical boundaries by developing and enforcing
internal controls and procedures to prevent and detect financial crimes. This includes the
segregation of duties (SOD), risk management, fraud prevention strategies, collaboration and

coordination. The importance of SOD is to strengthen internal controls by ensuring that every
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role and authorisation about transaction data is monitored and tracked by a person of higher
authority according to the organisational structure. This creates oversight by multiple people
which then ensures that the organisation has different perspectives to prevent and identify
fraudulent activities. According to Alisherovich and Ugli (2023), by dividing responsibilities
among different individuals or departments, SOD helps reduce the risk of errors, conflict of

interest, and fraudulent activities. One of the participants stated:

“We did a financial transactions anomaly report and sent it because we only

perform data analysis, and we do not conduct investigations” (NK05,2:16-17).

A robust environment is created by the business units to contribute to the organisations’ overall
integrity and operational effectiveness. A robust environment in NFF is defined as a resilient
application or system that governs and mitigates risks, ensuring the accuracy, completeness,
and reliability of transaction data for reporting and preventing financial crimes. For example,
the use of SAS creates a robust environment for the data analytics team in ensuring that they
conduct their reporting using accurate, complete, and reliable transaction data which feeds
from all financial transactions of the organisation. SAS tracks all transaction data using
categories to classify the type of transaction and the intended purpose for ease of tracing and

tracking. One of the data analytics specialists stated as follows:

“We use SAS enterprise to do further analysis of the transactions if, for example,
a particular category looks inflated in the report. Then they would dig deeper using
our SAS tool and then we would know if there's a series of transactions inflating
that particular category” (NK09,2:96-99).

Every employee has at least, a role and responsibility in ensuring that the mandate and
financial crime prevention strategy are successful. From the business department perspective,
units are assigned different roles based on their specialities and organisational requirements.
This covers policy development and updates and ensures risk management, including
conducting risk and vulnerability assessments. Moreover, the business units are responsible
for providing training and awareness. Other areas through which employees in the business
department participate in detecting and mitigating financial crime include conducting internal
audits, and preventing, monitoring, and reporting anomalies that could lead to financial crimes.
In alignment with the business department, the IT department also has different tasks that
provide support to the business to ensure that the data used for financial transactions is
available, safe and reliable. This is done by assigning different roles such as developers, data

analysts, system administrators, database administrators, and cyber security specialists.
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Moments of translation: Mobilisation

Mobilisation is the fourth stage of the four moments of translation (Callon, 1984). lyamu and
Ibitomi (2024) refer to it as the point or stage where all actors are enrolled successfully into the
network. For actors to be involved and fully participate in preventing and mitigating financial
crimes in their various units (networks), mobilisation needs to happen. Latour (2005)
emphasises that mobilisation has the strength to create and aid the execution of activities in a
powerful way, within networks. In NFF, business and IT departmental managers are
responsible for mobilising employees to embrace the goals of mitigating financial crimes. This
is a mandate bestowed on the managers as prescribed by the organisational structure. This

was also confirmed by one of the participants as follows:

“When we do our fraud risk assessments and awareness campaigns there is this
tool that we use; the tone starts at the top management to discuss how we
implement anti-fraud policies, training and how to perform data analysis because
it is very important” (NK04,3:155-157).

As of the time of this study, the organisation had a mandate to mitigate financial crimes. Thus,
detecting and preventing financial crimes was an ongoing activity rather than a project. Those
responsible for detecting were not necessarily focusing on prevention. However, there was an
overlap in their duties. Hence, corroboration and collaboration between the responsible
authorities were critical. Negotiation between the teams continued to shift to ensure smooth
collaboration and effective corroboration. The corroboration and collaboration were enacted
by following the actors. As a result, there was a continuous mobilisation of employees in the
organisation. The activities of mobilisation were conducted by establishing a robust framework
which contains key responsibilities, including policy development, risk management, training
and awareness, compliance, internal auditing, monitoring, and reporting. Furthermore, various
strategies were integrated to detect, prevent, and respond to financial crimes in the

organisation.

The mitigation of financial crimes involves a multi-faceted approach which includes the
business and IT departments. In NFF, various approaches are used in mobilising employees,
including stakeholders, in mitigating financial crimes. This includes strategic and operational
approaches, which focus on regulatory practices. This is aimed at continuous improvements.
Additionally, the goal of mobilising using the various approaches is to ensure that a robust
strategy in the form of a digitalised system is in place to prevent and mitigate financial crimes.

One of the financial surveillance specialists stated:
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“The financial entities who are accountable institutions need to have a risk
management plan so that they can identify financial crimes and know their clients”
(NK10,1:33-35).

Different stakeholders work collaboratively in building a comprehensive framework for
preventing and mitigating financial crimes in NFF. This includes managers and employees in
business and IT departments, clients who report suspicious activities or transactions, and law
enforcement agencies. Based on the involvement of diverse actors, mobilisation is
coordinated. Both the business and IT departments have delegated spokespersons. The tasks
of the spokespersons are guided by requirements, which were formulated based on the
organisation’s objectives and the government legislature. The legislative bodies and regulatory
agencies pass laws and regulations, while the financial institutions adhere to these laws by
implementing internal controls to track, trace and monitor financial crimes. One of the

participants explained as follows:

“In terms of what's currently being reported, we work closely with the Financial
Intelligence Centre (FIC), with the banks, and the National Consumer
Commission (NCC), because the NCC has demanded to know what we deal with

specifically in terms of the Consumer Protection Act” (NK07,1:38-41).

In addition, there are private and industry groups such as the South African Risk Information
Centre (SABRIC) that constantly and consistently monitor industry-wide financial crimes and
deliver reports for public awareness and transaction monitoring tips. In NFF, the mobilisation
of employees in preventing and mitigating financial crimes is informed by evidence obtained
through digitalised systems such as the use of financial surveillance. One of the financial

surveillance specialists affirmed:

“There is a department in FinServ called the compliance and enforcement. That
division is responsible for doing the investigation and also the necessary
sanctions related to the financial crimes and other cross-border matters”
(NK03,1:14-16).

Heads of units tasked with detecting and preventing financial crimes in the organisation
mobilise other employees, including stakeholders and clients, to participate in preventing
financial crime. ANT refers to these drivers as spokespersons (Callon, 1984). lyamu (2024)
suggests that the spokesperson can be nominated by the organisation or self-appointed. As

spokespersons, the heads of the units use various means such as communication and training
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in mobilising other actors. The approach enables inclusiveness and fortifies efforts to

corroborate and collaborate in detecting and preventing financial crimes in the organisation.

Effective communication is crucial in the efforts to mobilise other actors. The effectiveness is
based on shifting negotiation that is imbibed in the communication between the spokespersons
and other actors. Shifting negotiation allowed the actors to contribute their views and offer
solutions. Therefore, the involved personnel (actors) understand each other better in terms of
the action they have to perform at various times and stages. Another factor that makes
communication effective is that it is structured and, from reliable sources, is ascribed to the

organisational structure.

Also, the stakeholders are updated through regular meetings and briefing sessions. In the
meetings and sessions, clients are encouraged and allowed to raise concerns or report
suspicious activities. This is a state of shifting negotiations and practical consciousness.
Giddens (1984) describes practical consciousness as a state which consists of the things
actors know tacitly but are unable to give direct discursive expression. According to lyamu
(2024), employees' actions often conducted in organisations intertwine in their minds as

knowledge gained through practical consciousness.

The employees are trained and afforded the relevant resources to use, in either detecting or
preventing financial crime within the organisation. This encourages the employees to be more
inclusive in the strategic or operational aspects of financial crime. The business and IT heads
of departments are aware that the more people are involved in the drive to mitigate financial
crimes, the more successful it becomes. Thus, managers in the business and IT departments
are assigned the task of inclusivity by mobilising other employees to comply with standards
and policies including the use of certain tools such as SAS and OBIEE. This topic remains in

discourse, as exemplarily documented:

“The board of directors of an organisation fulfils its role effectively and is involved
with integrity, promoting an appropriate Tone at the Top (TATT) and an ethical
programme from the highest level. This could be complemented by promoting
organisational accountability to the general public, that is, safeguarding the public

faith of key users, including shareholders or owners” (FCD13,12).

In mobilising employees, including stakeholders and clients to participate in reporting and
preventing financial crimes within NFF, the organisation has to consider how different actors
and their interactions shape the effectiveness of these efforts. Standards, procedures, and

protocols were created and enforced for all actors to abide by in ensuring consistency across
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the networks in their heterogeneity. In making mobilisation easier, for both the business and IT
departments, technology systems such as SAS and OBIEE were integrated with existing
processes for reporting and monitoring. The monitoring allowed actors to be followed and
made networks (groups and units) responsible for preventing financial crimes more effective.
This includes regular audits and individual performances in their respective roles. One of the

participants declared:

“We report to information flow if it's a report on incorrect reporting, or we report to
financial operations if it's something that is an investment-related crime. We don't
have the authority to deal with the authorised dealers or the client directly. So,
whatever we pick up we report to the relevant division, and they run with it”
(NK12,1:31-35).

To ensure more inclusivity, individuals and groups undertake the translation of the tasks
assigned to them, to better understand the organisation’s objectives and deliverables. Monthly
meetings and awareness sessions are conducted to keep all employees informed about
changes in policies, emerging threats, and industry best practices. This could have been
digitalised to improve mobilisation. Also, the monthly engagement sessions allow employees
to collaborate and share information, which improves the ability to mitigate financial crimes in
NFF. Moreover, this allows employees to develop and enhance strategies based on the

evaluation of the current state. One of the data specialists observed a gap in the system:

“The way our data is so complex, we are talking about big data; it's not easy for
one person to pick up an anomaly unless it’s really a big transaction value and
maybe we will have such a model as time goes, but you will never know that it's

wrong reporting from our side” (NK05,3:161-164).

Employees, stakeholders, and clients are mobilised using a framework. The framework is
comprehensive because it integrates many facets of the NFF, including strategies, tools, and
policies aimed at detecting and preventing financial crimes. This effort is characterised by the
deployment of advanced technologies such as SAS and OBIEE, rigorous policy frameworks,
and enhanced training programmes used in teaching the mitigation of financial crimes.
However, continuous improvement is essential to address challenges and adapt to emerging
threats by focusing on technological advancements such as the new Surveillance One Finserv
project which has enhanced data analytics such as detective analytics to discover an anomaly

as and when it happens.

6.4. Findings and summary
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As introduced in Chapter 1 and discussed in Chapter 3, the actor-network theory (ANT) was
applied as a lens to guide the data analysis. It was considered most suitable to achieve the
objectives of understanding the nature of financial crimes that happen in South African financial
institutions. This led to examining the current preventative and mitigative measures, if any.
Thereafter, the study investigated how the detective analytics tool can be deployed to trace,
track, and prevent financial crime in a South African financial institution. Using empirical
evidence from the participants, the analysis focused on the nature of financial crimes from

individual experiences and opinions.

From the analysis presented above, seven factors were found to influence the use of detective
analytics to mitigate financial crimes in organisations. The factors are as follows; (1)
Collaboration; (2) Corroboration; (3) Internalisation; (4) Externalisation; (5) Digitalisation; (6)
Organisational structure; and (7) Integrated analytics. Also revealed from the analysis is the
fundamental relationship between the factors, indicating that the factors do not operate in silos

but are dependent on each other.
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CHAPTER SEVEN
INTERPRETATION OF FINDINGS

7.1. Introduction

The findings from the data analysis using actor-network theory (ANT) are presented in
the previous Chapter (6). The findings were interpreted using activity theory (AT), as presented
in this Chapter. The interpretation is crucial in making sense of the findings, as different
perspectives can enrich understanding and highlight various implications. The interpretation
leads to the discovery of insights and a deeper understanding of the findings. Loke et al. (2021)
stated that information is interpreted to determine what was discovered during data analysis.
Based on the interpretation, a framework was developed, which can be used as

instrumentation for employing detective analytics, for mitigating financial crimes.

This chapter is divided into two main sections. The first section contains an overview of the
interpretation. This is followed by the interpretation of the findings. Finally, the chapter is

concluded in the last section.

7.2. Overview of the interpretation

From the analysis presented in Chapter 6, seven factors were found to influence the use of
detective analytics to mitigate financial crimes in organisations. The findings were interpreted
using activity theory (AT). In using AT, the subjective approach was applied. This was to (1)
gain insights into the relationship between the factors that influence the mitigation of financial
crimes in an institution and (2) develop a framework that guides an understanding of how
detective analytics can be deployed to trace, track, and prevent financial crime in a financial
institution. Thus, the interpretation of the findings followed two steps. In the first step, the
relationships between the factors (findings) were established. Meanings were associated with
the factors in the second step. The AT and subjective approach were utilised in both steps of
the interpretation. Although AT and the subjective approach are comprehensively discussed
in Chapters 3 and 4, further explanations are provided in subsections 7.2.1 and 7.2.2,

respectively.

7.2.1. Activity Theory

The Activity Theory (AT) is used in this study as a lens to guide the interpretation of findings
with a focus on how detective analytics is used as a tool to assist in the mitigation of financial
crimes in financial institutions. Engestrém (2000) describes AT as a tool that is used to
understand human actions and their interactions within a socio-cultural context. The theory
emphasises that human activities cannot be isolated and are part of complex systems that
encompass different components and relationships (Peim, 2009). The components of AT are

tools, subjects, rules, community, division of labour, and object, as shown in Figure 7.1. The
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theory, including its components, is comprehensively discussed in Chapter 3. The discussion

is revisited to reintroduce its use as a lens for interpreting the findings.

Tools

Subject Object — Outcome

Rules Division of labour
Community

Figure 7.8 Activity Theory Model
(Nardi, 1996)

Tools are artefacts that mediate or are used to facilitate an activity system. According to
Kaptelinin and Nardi (2009), the artefacts can be physical tools such as software and
computers. This makes tools useful in understanding how artefacts are used to commit or
mitigate financial crimes. The subject is the human actor who consciously performs an activity
(Jonassen & Rohrer-Murphy, 1999). Rules are defined as the norms and regulations that
govern how the activity is performed. These rules can be formal or informal and govern actors’
relationships and interactions in performing an activity (Benson et al., 2008). A community is a
social group or environment within which an activity is performed (Engestrom, 2009).
According to lyamu and Shaanika (2019), the division of labour is a way in which tasks and
responsibilities are assigned to community members. The outcome reflects the effectiveness
of the activity in achieving its goals and can lead to changes in the object or in the activity

system itself (lyamu, 2020).

7.2.2. Subjective approach

The subjective approach allows reasoning through which meanings are associated with factors
including entities, objects, and events. Oakley (1997) emphasises that the subjective approach
is important in understanding individuals’ perspectives and experiences of social phenomena.
Thus, the subjective approach was used to gain insights into the different perspectives of how
financial crimes occur, including how detective analytics can be applied to mitigate financial
crimes in financial institutions. The subjective approach was employed from the interpretive

perspective as shown in Figure 7.2.
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Activity Theory

Subjectivism

Data analysis:
Influencing
Factors

Interpretivism

Figure 9.2: Interpretation of the findings

The interpretive approach is a paradigm that entails approaches such as subjectivism. The
paradigm allows various realities of views and experiences of individuals within their social and
cultural contexts (Koskosas, 2008). Interpretivism emphasises understanding the meanings
and experiences of financial crime activities and the processes followed in mitigating them.
When interpreting findings, the interpretivist viewpoint involves reflecting on the participants'
viewpoints and recognising the processes and environmental structures, including the realities

that exist in using detective analytics to mitigate financial crimes.

7.3. Interpretation of the findings

From the data analysis, seven factors were found to influence the use of detective analytics to
mitigate financial crimes. The factors were presented in Chapter 6 and revisited here, for
interpretation purposes. The factors are as follows; (1) Collaboration; (2) Corroboration; (3)
Internalisation; (4) Externalisation; (5) Digitalisation; (6) Organisational structure; and (7)
Integrated analytics. A two-step approach is employed for the interpretation of the findings.
The steps are presented and discussed in subsections 7.3.1 and 7.3.2, respectively. The first
step maps the factors (findings from analysis) with AT components. In the second step, the
influencing factors are linked, the attributes are established, and through subjectivism, AT

components are used to examine the factors and their attributes.

7.3.1. Step #1: Mapping the influencing factors

The first objective of the study is to understand how financial crimes happen in South African
financial institutions and, thereafter, examine the current preventative and mitigative
measures. In doing so, data was collected and analysed revealing seven influencing factors.
To understand how financial crimes happen in the organisation, the factors were examined
using AT. This was done because of two reasons. Firstly, the influencing factors have a

relationship between them as they do not operate in silos. Secondly, AT components are
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mapped with the influencing factors. This is to establish how the factors manifest by examining

their dependence on each other, as shown in Figure 7.3.

Influencing Factors Activity Theory
Collaboration Tools
Corroboration Subject
Internalisation Rules
Externalisation Community
Digitalisation Division of labour
Organisational Object

structure

Integrated analytics

Figure 10.3: Mapping influencing Factors with AT

The mapping is as follows:

Collaboration: In collaboration, tools are used. Subjects (actors) are involved in the
collaboration. Rules govern collaboration efforts. According to Sutrisno et al. (2021),
collaboration is an alliance between two or more individuals to achieve a common goal.
Thus, the community is a critical component of collaboration.

Corroboration: Corroboration entails division of labour, which happens within
a community setting using various tools. Kammerer, Gottschling and Braten (2021)
explained how corroboration helps to predict information from various sources.
Internalisation: Internalisation requires the use of tools. Rules are applied in the use of
tools, including how the division of labour is conducted within a community to internalise
a process or an activity. Greulich, Lins and Sunyaev (2020) suggest that internalisation
is the process of absorbing both tacit and explicit information by the rules of the
environment.

Externalisation: tools are applied by subjects (actors), to execute an action. It is
purposely to achieve an outcome, legitimately or illegally. According to Sert and
Alparslan (2022), externalisation helps to define how an organisation operates with
external individuals including detecting how confidential internal activities and processes
are exposed. Perpetrators create an external community to work together to commit
financial crimes within the organisation.

Digitalisation: Digitalisation is enabled and supported using various tools. Also, rules are

enforced to implement and digitalise processes and activities. Bargoni et al. (2024)
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argued that, within rules, digitalisation allows an organisation to build strategic
capabilities.

vi. Organisational structure: This is governed using a set of rules. Each structure consists
of subjects. In carrying out tasks or actions, the subjects form a community, and a
division of labour takes place. The organisational structure outlines the coordination of
the organisation’s operations including the responsibility bestowed by levels of authority
(Nwankwo et al., 2022).

vii. Integrated analytics: The integration of analytics is conducted by subjects using various
tools and adhering to rules. The use of integrated analytics provides an organisation with
a holistic view (Schaefer & Makatsaria, 2021).

It was critical to map the factors because it reveals the relationship and their effects.
Understanding the influencing factors relationships leads to gaining better insights into how
the factors manifest. This helps to ease the tracing, tracking, and monitoring of financial
crimes. Also, the relationships between the factors assist in automating processes and

formulating rules to prevent and mitigate financial crimes in an organisation.

7.3.2. Step #2: Detective Analytics Framework

The data analysis revealed the fundamental factors that can influence mitigating financial
crimes in an organisation. Based on the influencing factors, a framework is developed, as
shown in Figure 7.4. The Framework depicts the links and dependence between the factors.
Arrows are used to illustrate links and dependence between the factors. This indicates that
the factors do not operate in silos and, therefore, interact with other entities. The factors are
connected and depend on each other. Also, the influence of the factors is facilitated by various
attributes. The attributes include communication, control, requirements, synergy, leverage, and

intrusion. The attributes were revealed in the data analysis.

80



O
@)
3
Corroboration |<«—S —» Collaboration
8
\ o
-}
. Synergy Synergy _
Requirements Communication
m
C X
) @
© =
-% Leverage—® Internalisation —Intrusion 2
5 S
a A S
Control
A
Organisational
structure
Leverage
Requirements > Integrated
analytics

Figure 11.4: Detective analytics factors and attributes

7.3.2.1. Collaboration

Collaboration between departments, units, and individuals responsible or tasked with
mitigating financial crimes in the organisation is critical. Thus, for collaboration to be
successful, there needs to be synergy, tighter coordination, and streamlined communication
between the actors. This is ensured through monthly meetings, updates, and information
sharing as revealed from the data analysis. These are planned intentional actions that can
enable the corroboration of information and strategic efforts among the units and actors to
mitigate financial crime. The collaborative effort is therefore enforced using various tools, within

rules, by members of the mitigating community in the organisation.

Tools: In enforcing and ensuring collaboration among employees in the departments and
various units within the organisation, emphasis must be on the use of tools. Various tools must
be used for two primary reasons. Firstly, to build layers of access during financial transactions.
This is to make it difficult for intruders or perpetrators and colluders. Secondly, the tools must

be constantly refreshed to counter intrusion and mitigate crimes. However, Nicholls et al.
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(2021) suggested that tools can be used negatively or positively. As noted from the analysis,
different tools, policies, and strategies were developed to detect financial crimes that could
occur in the organisation. In NFF, the primary focus should be to communicate, collaborate,
detect, monitor, and track financial crimes using automated rules. This will allow actors and
their activities (transactions) to be traced and monitored internally and towards external

sources.

Community: The success or maturity of a collaboration hugely depends on the uniqueness of
the community. It is therefore crucial for the community to be in synergy. According to Fontana
et al. (2022), a key element of collaboration is for the actors to belong to a community. As
revealed from the data analysis, both the business and IT managers ensure collaboration
among the units towards mitigating financial crimes within the organisation. This includes
detecting, monitoring, and tracking financial crimes. In achieving these critical actions,
collaboration between the different individuals in their respective units was essential and data
analytics were employed in fulfilling collaborative tasks. Additionally, for the collaboration to be

successful, there must be layers of synergic roles and actions.

Subject and rules: In mitigating financial crimes, collaborative efforts subjects (actors) and
rules play critical roles. On the one hand, the collaboration must be governed by the actors
using various rules. On the other hand, the actors must adhere to the governing rules. As the
actors create rules that govern them, a more cohesive and effective collaboration is ensured,
which forties better synergy and communication. Balcerek et al. (2021) state that rules
are enforced in organisations to ensure that all procedures are followed accordingly to achieve
the desired outcome of the collaboration. As revealed from the analysis, there were rigorous
policy frameworks which NFF adhered to in creating the rules used to build any solutions for
mitigating financial crimes. In NFF, the rules allowed the actors to enforce processes and

controls of mitigating tools such as SAS.

7.3.2.2. Corroboration

Corroboration certifies information and material evidence between actors in their quest to
mitigate financial crimes in an organisation. Also, corroboration strengthens actions by
individuals and units. Lacity et al. (2021) explained how corroboration asserts and gives
credence to actions and decision-making. Corroboration within a community consisting of IT
and business personnel, where specific roles and responsibilities including the division of
labour (task allocation) are assigned using tools such as detective analytics, increases the
strength in mitigating financial crimes. Thus, a synergy between the IT and business
departments must be ensured, and requirements to gather corroborative evidence outlined. It

is from a similar perspective Kiili et al. (2020) suggested that corroboration effort avoids biases.
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This helps to internalise and digitalise processes and activities geared towards mitigating

financial crimes using detective analytics.

Community: To corroborate support and teamwork is a requirement from the community. As
revealed from the data analysis, corroborative efforts remained high on the agenda of
mitigating financial crimes. However, the NFF still struggled to detect, motor and track financial
crimes. The community was tasked to corroborate and invent new solutions, policies and
frameworks to mitigate financial crimes. The organisational structure defines the deliverables
of business and IT departments, based on distinctive requirements. Therefore, a community
should exist based on the different mandates that each department and unit is assigned. The

internalisation processes and procedures guide how the community operates.

Division of labour: From the AT viewpoint, division of labour is the roles and responsibilities of
people in a community (Siemonova, 2017). Division of labour plays a critical role in ensuring
that all community members are allocated tasks and responsibilities in different activities to
trace, track, and prevent financial crimes in the organisation. Allocation of tasks should be a
process that ensures skills and the specialisation of individuals or teams align with focus and

deliverables.

However, division of labour can be associated with the power dynamics and status of the actors
within a community (Murphy & Rodriguez-Manzanares, 2008). As noted from the data analysis,
both the business and IT departments had personnel guided by organisational requirements.
Furthermore, the heads of units should be tasked to communicate with stakeholders and
clients to participate in the process of preventing financial crime. In NFF, managers in the
business and IT departments were assigned the task of inclusively tasking employees within
their departments and units to comply with standards and policies, including the use of certain
tools such as SAS and OBIEE.

Tools: From the AT perspective, tools mediate the activities of the actors towards an object
(lyamu, 2024). In the context of this study, mitigating financial crimes is both an outcome
(technology solution) and an object. NFF employees use tools to carry out their day-to-day
operations. Tools are used to achieve an outcome (Futerman, 2015). As noted from the data
analysis, NFF uses tools such as data analytics to understand the patterns and anomalies in
transaction data. Moreover, tools assist both the IT and business departments in corroboration
based on their respective units' assigned tasks and action plans. The key responsibilities of
using tools in NFF are to ensure data protection, system security, monitoring, detection,
compliance and incident response. The tools provide a platform for corroboration and
reinforcement of controls in place to ensure the detection, monitoring, and tracking of financial

crimes.
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Corroboration can yield positive or negative results. The positive effect is the verification and
confirmation of all activities conducted within the organisation which provides evidence and an
audit trail to confirm the activities. Negatively, an employee knowing the processes can easily

infiltrate the evidence and audit trail.

7.3.2.3. Internalisation

Internalisation explicitly focuses on an organisation’s processes and activities, such as policies
and requirements (Abusharbeh, 2024). This includes operations and strategy activities. The
Framework (Figure 7.4) depicts that internalisation is influenced by other factors such as (i)
collaboration and corroboration with entities to ensure synergy; (ii) digitalisation, to leverage
both IT and business processes and requirements; (iii) monitoring and preventing intrusion
from external sources; and (iv) organisational structure control of internal processes and
activities. According to Bos-Nehles et al. (2017), the control ensures and administers the
jurisdictions, authority, and governance of the internal processes of an organisation.
Internalisation is shaped by the tools used, governing rules, and how the division of labour is

conducted.

Tools: In AT, a tool can be tangible or intangible, and it is used to mediate between a subject
and an object in an activity (Hasan & Pfaff, 2012). In a further clarification, lyamu (2024:232)
explains that “tangible tools can refer to items such as machines and instruments, whilst
intangible tools can refer to procedures, languages, or laws”. Thus, a tool can be used by an
organisation for internalising processes towards achieving its goals and objectives (Kaur et al.,
2023). As revealed from the data analysis, using tools such as SAS and OBIEE ensures that
NFF has control and standardised internal processes, which helps in monitoring and reporting

anomalies in the transaction data.

The tools also aid the internal processes to leverage digitalisation to create ease of conducting
all activities and processes using electronic technologies. However, it was noted by Mufioz et
al. (2022) that for internalisation to be a success there needs to be synergy and
synchronisation between the tools used in the organisation. Furthermore, the weakness in
internal process controls may lead to perpetrators easily bypassing security and any firewalls

blocking outside access into the organisation.

Rules: From an AT perspective, rules can be explicit or implicit, defining what is acceptable or
not in an environment (Karanasios, 2018). Malik et al. (2022) emphasise the role that rules
play in controlling and influencing employees to ensure that all operations are conducted as

intended. Moreover, rules in NFF as noted from the data analysis, facilitate how digitalisation
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should be leveraged for all internal activities and processes. Pillai and Helberg (2021) argued
that rules govern how applications and systems are configured to ensure that intrusion is swiftly

detected internally.

However, it was noted from the analysis that most applications and systems operate in silos
and therefore lack compatibility, which enables perpetrators to attack and commit financial
crimes. This is critical in applying detective analytics for mitigating financial crimes. A group of
employees (community) is regulated by policies and procedures that govern how members
conduct their activities and processes. This, however, can also be infiltrated either positively
or negatively: Positively by adhering to the internal policies and procedures and ensuring that
all activities are conducted within the defined rules. The negative impact is an insider

(employee) sharing these rules to an outsider to infiltrate the NFF, using tools.

Division of labour: Division of labour in AT is assigning tasks, roles, and responsibilities to
individuals partaking in an activity (Nehemia-Maletzky et al., 2018). Consequently,
internalisation embeds the division of labour approach to cover areas of importance in
mitigating financial crimes. This means that roles and responsibilities should be clearly defined
and assigned to various employees according to their skillset (Lobschat et al., 2021). In NFF,
the division of labour creates control and combined action. This control is also monitored by
the organisation by leveraging digital platforms and IT solutions (such as detective analytics)
to monitor and track activities regarding financial transactions. This creates synergy in
providing a holistic view of the different teams’ efforts and activities conducted to trace, track,
and prevent financial crime in a financial institution. This holistic view ensures that there are
clearly defined roles and responsibilities from both the business and IT departments on how

to prevent and mitigate intrusion from perpetrators of financial crimes.

7.3.2.4. Externalisation

Externalisation has been defined and referred to from various disciplines and perspectives
such as business and political science (see Adams (1991), Marti (2013), Faist (2019), and
Cobarrubias et al. (2023)). In the context of this study, externalisation is the process through
which an organisation understands the construction of external reality and how it affects its
internal operations. Kowalkowski et al. (2011) suggest that understanding externalisation is
critical because of the many risks associated with external factors, which can constitute the
main challenges of internalisation. The interpretation using AT is shown in Figure 7.2. In
externalisation, various tools are used by actors (subjects) within departments or units
(community) on the object of financial transaction or crime. Thus, externalisation has

communication and intrusion attributes, as shown in Figure 7.4.
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Tools: From the externalisation perspective, the utilisation of tools can contribute to positive or
negative results for the organisation. The positive result of using tools is ensuring that the
organisation has enough security protocols for their network and firewall which authenticates
access to any confidential data (Yeboah-Boateng & Kwabena-Adade, 2020). However, as
revealed from the data analysis, the negative utilisation of tools by perpetrators can yield an
intrusion into the organisation’s transaction data and processes. The tools provide ease of
access and communication for perpetrators to commit financial crimes in NFF. Nikkel (2020)
argues that perpetrators infiltrate the network to commit financial crimes using tools such as

wireless remote access.

Subject and Community: The subject is an actor, which can be an employee or a perpetrator.
The community members can be two groups; the employees of NFF and the perpetrators.
According to Karanasios (2018), a community is a formation of a group or individuals that share
the same interest through the object that interacts with the subject. In NFF, the employees of
both the business and IT departments have roles to play in ensuring that perpetrators do not
gain access to the confidential data or processes that can aid the committing of financial
crimes. However, the same community can be infiltrated by a mole who is working with the
perpetrators and providing them with confidential data and access to the applications and
systems used by the organisation. Hashim et al. (2020) believe that regardless of their level in
the organisation, any employee can commit financial crimes with perpetrators. Thus, it is critical
to understand detective analytics, including the influencing factors, in applying the technology

to mitigate financial crimes.

Object: In AT, an object is a thing that poses a problem or point of interest within an activity
(Spinuzzi, 2011). lyamu (2024) explains that without tools, subjects will not be able to achieve
their objectives towards the object. The objective of the activity system is to prevent and
mitigate financial crimes. However, in NFF the prevention and mitigation strategies have
loopholes. For example, as revealed in the data analysis, anomalies within transactions are
only discovered after the occurrence of the financial crime. Kurshan et al. (2020) state that the
detection of financial crimes in organisations has not yet been mastered using current
approaches and techniques. Hence, the perpetrators are still able to access and commit
financial crimes within organisations. In applying detective analytics, an understanding of
influencing factors and how they manifest, as presented in this study, is intended to bridge

gaps and loopholes.

7.3.2.5. Digitalisation
Digitalisation entails the use of emerging technologies including the development of new and
human-centric services (Redlein & Hohenberger, 2020). This means transforming from

analogue to digital. In some organisations, digitalisation is a requirement for executing
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operational and strategic activities through technologies enabling digital formats (Voitsekh,
2022). In applying detective analytics, digitalisation is influenced by factors such as the
corroborative effort of individuals and units, internalisation of processes and activities, and
integration with other analytics tools as depicted in the Framework (Figure 7.4). Primarily, tools
and rules are required to enforce digitalisation. Also, digitalisation can yield positive or
negative results. This is to positively streamline the automation and synchronisation of
applications and systems utilised. This was also revealed in NFF. The approach is intended to
provide ease of use and access to the transactional data generated and stored by the
organisation and its stakeholders. The negative impact is through digitalisation; perpetrators

can easily find loopholes in accessing the transaction data.

Tools: The digitalisation of operations and activities within an organisation is not possible
without using tools (Louw & Nieuwenhuizen, 2020). Due to digitisation, organisational activities
and processes rely on data for processing millions of transactions daily (Hasan & Rizvi, 2022).
In NFF, the tools used dominantly to trace, track, and prevent financial crime are data analytics
tools. These tools enable the employees within the organisation to collaborate to ensure the
prevention and mitigation of financial crimes. Digitalisation leverages internal processes and
procedures to ensure that all requirements from both business and IT departments adhere to

the outlined objective within the activity system.

Rules: The rules that govern digitalisation must meet both business and IT requirements to
ensure the corroboration of information. Additionally, for any development and use of tools,
rules need to be clearly defined and followed. In NFF, this is guided by the organisation's
requirements which are leveraged from the internal policies and standards defined for
preventing and mitigating financial crimes. Fernandez-Macias (2018) argues that the
automation of digitalisation in organisations is enforced by defined rules which guide the

implementation and monitoring of the process.

7.3.2.6. Organisational structure

Organisational structure refers to the hierarchical setting through which processes and
activities are structured and coordinated (Nwankwo et al., 2022). In the same vein,
organisational structure guides the activities and processes conducted by NFF. From the
mapping (Figure 7.3), the organisational structure has relationships with rules, subjects,
community, and division of labour towards mitigating financial crimes in the organisation. Due
to its critical role, organisational structure relies on rules to guide the employees (subjects)
through various structures or units (community). Based on the guidance, roles and
responsibilities (division of labour) are assigned. As shown in Figure 7.4, the organisational
structure can influence internalisation and how analytics tools are integrated to create

cohesiveness for deploying detective analytics.
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Rules: From an AT perspective, rules are created to mediate how activities and processes
should be conducted. As shown in the Framework (Figure 7.4), the organisational structure
provides control for the internalisation of processes and activities. Thus, rules govern how
detective analytics can be applied to mitigate financial crimes in an environment. Balcerek et
al. (2021) contend that without rules, an organisation would not have governance over its
operations, employees, and processes. In NFF, there were rules that both business and IT
adhered to, to trace, track, and prevent financial crimes. What is even more important is how
the rules are formulated and applied. Hassan and De Filippi (2021) argued that rules define
coordination, collaboration, accountability, and clarity, to ensure and maintain consistency in

the operations and objectives of the organisation.

Subject and community: The hierarchy outlines the subjects’ activities, which are directed to
an object (Carvalho et al., 2015). Subjects are members of a community, purposely to perform
activities. The community forms part of the structures within an organisation. The community
plays a very crucial role in shaping the organisational structure and creating a sense of
belonging. Stewart and Townley (2020) emphasise that a community embodies the cultural
norms, values, and practices that influence the employees’ sense of belonging within the
organisation. As revealed from the data analysis, both the business and IT departments have
a collective identity and objective to prevent and mitigate financial crimes within the
organisation. There is alignment between the community based on the rules that are defined
within the organisational structure. The community creates ease of shared knowledge and
skills which enable the employees within the different units to collaborate effectively and

enhance their capabilities.

Division of labour: The organisational structure has a responsibility to clearly define the division
of labour, to ease the execution of tasks in mitigating financial crimes. As shown in the
Framework (Figure 7.4), the division of labour creates control to govern the internal processes.
Consequently, the organisational structure ensures that the division of labour across the teams
is fair and geared towards the organisation’s objectives. As revealed from the data analysis,
there are different units within the business and IT departments and within these units are
teams which are grouped according to their skill sets. This ensures that each actor knows their
roles and responsibilities in the activity system to prevent and mitigate financial crimes. Belbin
and Brown (2022) state that division of labour aids the optimisation of organisational
performance. In NFF, this also enables the control over the defined responsibilities,

collaboration and innovation.
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7.3.2.7. Integrated analytics

The use of multiple data analytics tools and methods is common in many organisations. This
creates challenges and detrimental loopholes for the organisations. Thus, it is critical to
integrate the analytics tools, as induced in Figure 7.4. The term ‘integrated analytics’ refers to
the seamless use of various analytical tools such as descriptive, diagnostic, predictive,
prescriptive and detective analytics (Schaefer & Makatsaria, 2021). An integrated analytics
approach fortifies and heightens the sophistication of the analytics for mitigating financial
crimes. In NFF, these data analytical tools are used to trace, track and prevent financial crimes.
As revealed from the data analysis, there are loopholes with any technology use. These could
be identified negatively by intruders who use analytical tools to defraud the organisation.
Positively, NFF will now understand the importance of using integrated analytics to enhance

its daily activities and operations to trace, track, and prevent financial crimes.

Rules: Rules in any technological advancement are needed for governance and control. Gupta
et al. (2020) state that rules play a significant role in integrated analytics by shaping how
activities are conducted and how data is interpreted. As revealed from the data analysis, the
interpretation of data to trace, track, and prevent financial crime plays a huge role in the activity
system. The data is used for decision-making and detecting any anomalies within the
transactional activities. The NFF employs analytical tools such as SAS and OBIEE. These
analytics tools must be integrated through configuration that is based on rules, which control
how the tools should operate and what is important to identify within the data to trace, track,
and prevent financial crimes. Duan and Da Xu (2021) argue that without rules, data analytics
tools will not make meaningful connections and insights from the data. To adopt and use
detective analytics, rules need to be defined for effective data decision-making, to mitigate

anomalies.

Tools: Integrated analytics, in the context of this study, is the integration of detective analytics
with other analytics, from prescriptive to diagnostic and predictive analytics. Also, Manoharan
et al. (2023) described integrated analytics as the combination of various data sources, data
analytics methods, and tools. As depicted in the Framework (Figure 7.4), on the one hand,
integrated analytics is influenced by leverage and requirements, primarily. Firstly, it relies on
the organisational structure to ensure there is leverage with the organisation’s goals and
objectives. Secondly, it considers digitalisation, for requirements that include technology and
business solutions. In NFF, detective analytics can be deployed to trace, track, and prevent
financial crime in a financial institution. On the other hand, the framework guides how
integrated analytics can leverage the organisational structure to enhance the use of integrated
analytical tools such as detective analytics. Mlambo and lyamu (2024) argue that organisations

should use detective analytics to trace and track perpetrators committing financial crimes.
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Division of labour: Division of labour results in an output, positively or negatively (Karanasios,
2018). From the positive perspective, in mitigating financial crimes using detective analytics,
the output is a result of a coordinated effort of labour and a group of labour. The negative result
is the action of infiltrators. In NFF, it is revealed from the data analysis that there is a division
of labour for preventing and mitigating financial crimes. Within the business and IT
departments, several units use data analytics tools to enhance their operations and processes.
Moreover, the different units specialise in different aspects and use several tools. This could
be attributed to the fact that the different employees (actors) focus on different aspects such
as data storage, analysis, interpretation, and visualisation. Such circumstance makes
integrated analytics critical. One of the reasons is that it ensures enhanced expertise and
improves the quality of data analysis to trace, track, and prevent financial crime. Levi and
Soudijn (2020) agree that through data analytics, organisations make informed decisions

based on the data.

7.4. Framework as an Instrumentation for Detective Analytics
The framework provides an instrumentation for detective analytics to mitigate financial crimes.

The instrumentation is a two-step approach.

The first step helps to understand the relationships between the factors that influence
mitigating financial crimes in an organisation. In interpreting the factors and their relationships,

the attributes and their manifestations were revealed.

The second step presents the framework. As shown in Figure 7.4, a framework was developed.
The framework is an instrumentation in that it provides a guide on why and how detective
analytics can be applied in mitigating financial crimes in an organisation. This includes the
following:

a. It reveals the factors that can influence detective analytics for mitigating financial crimes.
b. It reveals the roles of the factors and how they manifest, which entails the attributes.

c. It helps to understand how to employ the influencing factors to mitigate financial crimes in

the organisation.

As an instrumentation, each component (factor) of the framework requires automation. The
automation is defined by a template. Distinctively, each template provides guidelines on how
to use detective analytics to mitigate financial crimes. The guidelines should focus on the

operations of the organisation.

7.5. Summary
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There is a gap and loophole in how the organisation is currently preventing and mitigating
financial crimes. The Framework (Figure 7.4) unpacks the factors that organisations need to
understand to adopt and implement detective analytics. As detailed in the interpretation of
the findings above, organisations need to understand the seven factors that influence the use
of detective analytics, including how they manifest, to prevent and mitigate financial crimes.
The factors are as follows; (1) Collaboration; (2) Corroboration; (3) Internalisation; (4)
Externalisation; (5) Digitalisation; (6) Organisational structure; and (7) Integrated analytics. The
proposed framework (Figure 7.4) can be used to guide the adoption and implementation of
detective analytics to trace, track, and prevent financial crimes in financial institutions in South

Africa. The next chapter concludes the study.

91



CHAPTER EIGHT
CONCLUSION AND RECOMMENDATIONS

8.1. Introduction

This chapter presents the conclusion of the study. The study aimed to develop a tool that can
be used to implement detective analytics to mitigate financial crimes. In achieving the study’s
aim, objectives were formulated as follows: (1) To understand the factors that influence
financial crimes in South African financial institutions; thereafter, examine the current
preventative and mitigative measures. (2) To investigate how the detective analytics tool can
be deployed to trace, track, and prevent financial crime in a financial institution. (3) Based on
objectives (1) and (2), an instrument was developed to define and enable the implementation
and use of detective analytics to mitigate financial crimes. Moreover, in achieving the aim,

appropriate methods, approaches, and techniques were employed.

For ease of flow, logic and understanding, the chapter is structured into eight sections. In the
first section, the summary of the chapters is outlined, followed by the evaluation of the study
in the second section. The third section summarises the outcome of the study. This is followed
by the contribution of the research in the fourth section. The limitations of the study are outlined
in section five, followed by the recommendations and further studies in sections six and seven.

Finally, the conclusion is drawn in section eight.

8.2. Summary of the chapters

The study was rigorous and comprehensive. The problem was clearly articulated as presented
in Chapter 1, based on which aligned objectives and questions were formulated. Two theories,
activity theory (AT) and actor-network theory (ANT) add rigour to the study. The thesis is
structured into eight chapters. This section provides the summary of each of the chapters, as

follows:

Chapter 1 provides an overview of the whole study. A background of the research is provided
to give context to how the study was formulated. The research problem is also presented to
rationalise and support the background, providing context on the gap identified in the existing
body of knowledge. The research objectives, questions and aim of the study are presented to
understand what the study wants to achieve. The literature review section briefly outlines key
focus areas of the study which are financial crimes in institutions, detective analytics and
underpinning theories which are the Actor-network theory (ANT) and Activity theory (AT). This
chapter also provides the methodology which outlines the philosophical assumption, research

approach, methods, design, data collection and analysis. The rest of the chapter covered the
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ethical considerations, the significance of the research, the delineation, and the contribution of

the study.

Chapter 2 presents an in-depth review of literature related to the core aspects of the study,
which are financial crimes in organisations and detective analytics for financial crime. The key
areas reviewed were financial crime, financial crime in organisations, the adoption of
technology to mitigate financial crime and detective analytics for financial crime. The literature
review chapter assisted in obtaining an in-depth knowledge of the phenomena and the gap
identified from existing studies. This provides context to existing material to gain more
knowledge on the use of detective analytics for preventing and mitigating financial crimes in
organisations. At the time of the study, there was not much literature covered by other
researchers in this area with a focus on using detective analytics. The Actor-network theory
(ANT) and Activity theory (AT) theories underpinning this study were also reviewed, including

their application in information systems studies.

The theoretical framework is outlined in Chapter 3. This chapter presents the order of using
the ANT and AT theories to underpin the study. This provides context to how the two theories
were used; the ANT to guide and underpin the data analysis of the study and the AT to guide
the interpretation of the findings formulated in the data analysis. The chapter includes the
advantages and disadvantages of the two theories. The chapter provides a critique of the use
of ANT for this study and also justifies why the sociotechnical theory’s strength impacts the
study. The theoretical framework is developed and presented to clearly outline the order of use

with the figure illustrating the order in which the two theories were used for the study.

The research methodology is presented in Chapter 4. In this chapter, the philosophical
assumption, research approach, research method, research design, data collection process,
data analysis process and the unit of analysis are provided. The selection of methods and
approaches used for this study was guided by its aim, objectives and questions. This study
used the qualitative method which guided and informed the design, being a case study and
documentation of existing materials. Inductive reasoning was applied to gain more knowledge
about the phenomena and to create themes and patterns of the data collected. Data was
collected using semi-structured interviews and through a literature survey using document
analysis (existing documents). This also outlines how the data was collected from database
sources. The two keywords used to search for the papers were detective analytics and financial
crime. The ethical implication, a brief discussion of the data analysis, and the unit of analysis

are also presented.
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Chapter 5 presents the overview of the data collection for this research. This provides an
overview of the sources of data used for the study. The primary data for this study was obtained
through conducting semi-structured interviews. The secondary data was collected through
existing documents. The chapter provides a discussion on how the fieldwork was conducted
in the organisation And, subsequently, how the existing data was collected and the credible
sources used. The processes followed during the fieldwork and ethical considerations for both
the organisation and the university are also discussed. The case selected for this study is one
of South Africa’s major financial institutions. A pseudo name, Nikiwe Federal Finance (NFF),

was assigned to the organisation.

Chapter 6 presents the data analysis of the study guided by the actor-network theory’s four
moments of translation tenet. An overview of the data analysis is provided. The findings which
are also referred to as factors from the data analysis are listed in this chapter. Seven factors
were found to influence the use of detective analytics to mitigate financial crimes in
organisations. The factors are as follows; (1) Collaboration; (2) Corroboration; (3)
Internalisation; (4) Externalisation; (5) Digitalisation; (6) Organisational structure; and (7)
Integrated analytics. Also revealed from the analysis is the fundamental relationship between

the seven factors.

The interpretation of the findings is presented in Chapter 7. The findings were interpreted using
the activity theory (AT). This means that a mapping of the factors (factors from analysis) with
AT components was created. Based on the mapping, the influencing factors are linked and
attributes are established through subjectivism. The AT components are used to examine the
factors including their attributes. The chapter outlines how the interpretation of the findings
followed two steps. The two steps were followed to gain insights into the relationship between
the factors that influence the mitigation of financial crimes in an institution and to develop a
framework that guides an understanding of how detective analytics can be deployed to trace,
track, and prevent financial crime in a financial institution. Based on the influencing factors, a
framework was developed. The framework depicts the links and dependence between the
factors. The framework is a tool that can be used to implement detective analytics to mitigate

financial crimes.
Chapter 8 concludes the entire study by revisiting its objectives and summarising how they
were met. It outlines the theoretical, practical, and methodological contributions made.

Additionally, this chapter addresses the study's limitations and offers recommendations.

8.3. Evaluation of the research

94



The evaluation of any research is a very critical process that is conducted for several reasons,
including assessing the validity, credibility and reliability of the research (Wanzer, 2021). The
evaluation, according to lyamu and Shaanika (2019), is conducted using 6 components
referred to as the 5Ws and 1H (what, where, who, when, why, and how). These components
guide the identification of limitations, considerations for future research, enhancing
transparency and contributions of the study to the existing body of knowledge. Table 8.1

presents the evaluation.

Table 8.1: Evaluation of the study

Component | Evaluation of the study

What The implementation of detective analytics to mitigate financial crime in organisations was
investigated from the context of South Africa. The study entails two main aspects which are
financial crimes and the use of detective analysis, as explained in chapters 2 and 5
respectively. Based on the focus of the study, the problem was articulated from a South
African perspective. The problem helps to form the research objectives and questions
presented in Chapter 1 and revisited in Chapter 4.

Data was collected focusing on understanding the nature of financial crimes perpetrated in
South African financial institutions, followed by an examination of the current preventative and
mitigative measures and how the detective analytics tool can be deployed to trace, track, and
prevent financial crime in a financial institution. The data was analysed in Chapter 6 and
findings were obtained. The interpretation of findings to examine the integration aspect of the
study was presented in Chapter 7.

Where As consistently stated in the thesis, the research was conducted in South Africa. One financial
institution, Nikiwe Federal Finance (NFF), was involved in the study. NFF is a pseudonym, as
explained in Chapter 4. The organisation is one of the largest financial institutions in South
Africa. The rationale for selecting the organisation including the ethics followed is also
discussed in Chapter 4.

The organisation is structured into 2 departments, namely, business and IT. This was also
supported by obtaining academic papers from credible sources (databases). The focus areas
were crime in financial institutions and detective analytics. This process supports the credibility
and usefulness of the research in guiding further inquiry.

Who In achieving the objectives or answering the research questions, individuals and groups were
selected to participate in the study. The criteria used in selecting the individuals are discussed
in Chapter 4. Chapter 5 presents the demographics of the groups (departments and units).
Different perspectives and points of view were obtained from both the business and IT
departments.

From the business department, the participants were from different units; the compliance and
enforcement unit (CEU), financial surveillance (FinServ), risk management unit (RMU),
prudential authority (PAU), and the money laundering unit (MLU). The participants from the IT
department were selected from the business solutions, data analysts, IT security, and
machine-learning units. All the participants were from the senior management level.

Furthermore, existing material focussing on financial crimes, and detective analytics were
used.. The data was collected using a set of criteria that included the areas of focus, detective
analytics, publication timeframe, and credible sources.

When The study was conducted within three years. It was started in 2021 by following the University
(CPUT) processes including the development and approval of the research proposal.
Thereafter, organisations were contacted and selected, and data collection began.

The data collection was carried out from 12 June 2024 to 31 July 2024. The study reached a
point of saturation after 12 interviews were conducted. The data analysis began in August
2024 and concluded in October 2024. This was to prevent any delays in data collection as any
change could have occurred during that time in the field of financial crimes and detective
analytics. That could have affected the reliability and quality of the research.

Why Primarily, the research was conducted for two reasons. Firstly, financial crimes are increasing
in South Africa and many parts of the world. This research intended to contribute to reducing
financial crimes in organisations. Secondly, detective analytics could be used more effectively
for understanding and mitigating financial crimes. However, many organisations do not
understand the factors that influence the implementation of detective analytics.
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From the literature review, there is currently a gap and loophole in how organisations prevent
and mitigate financial crimes. There is currently no framework that can be used to implement
and use detective analytics to mitigate financial crimes. Also, the study gives an
understanding of the factors and attributes that need to be considered when implementing and
using this framework.

How

The study applied the interpretive paradigm and adopted an inductive approach. It adopted
the qualitative method and implemented a case study design. Data was gathered through
semi-structured interviews and analysis of existing documents. Two theories, Actor-Network
theory (ANT) and Activity theory (AT) were used to underpin the study. This means that the
ANT was used as a lens to guide the data analysis and AT to interpret the findings from the
analysis. Based on the interpretation, an instrument was developed to define and enable the
implementation and use of detective analytics to mitigate financial crimes.

8.4. Summary of the outcomes

The research aimed to develop a tool that can be used to implement detective analytics to

mitigate financial crimes. In achieving the aim of the research, three objectives were

formulated. How the objectives were achieved is discussed below.

The first objective is to understand the factors that influence financial crimes that

happen in South African financial institutions and, thereafter, examine the
current preventative and mitigative measures.

This objective was achieved from the comprehensiveness of the data analysis as
presented in Chapter 6, which helps to gain a deeper understanding of the nature of
financial crimes committed in South African institutions. This includes identifying all the
actor networks and the various actors involved in the processes and activities used to
prevent and mitigate financial crimes. This was presented in subsection 6.3.1, Chapter
6.

The study used ANT to first understand the actors involved either internally or
externally. The internal actors are from both the business and IT departments. In the
two departments, various units are involved in ensuring that adequate measures are in
place to prevent and mitigate financial crimes. These units have built a comprehensive
framework for preventing and mitigating financial crimes in NFF. The external actors
are different stakeholders that have an interest in the operations of the organisation.
Moreover, the perpetrators also act as stakeholders in NFF due to their interest in
committing financial crimes. Thus, the preventive and mitigative measures in NFF are

not operating as intended.

In the business department, the organisation has introduced and implemented various
policies and standards that govern how financial crimes should be prevented and
mitigated in NFF. The IT department has also implemented these policies and

standards in configuring their applications and systems. The rules and configurations
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that these applications and systems follow are defined within the financial crimes
framework that both the business and IT departments adhere to. However, as revealed
from the data analysis in Chapter 6, there is a gap and loophole in how the organisation
is currently preventing and mitigating financial crimes. This could be attributed to

multiple factors.

However, as noted in NFF, all applications and systems used to trace, track, and
prevent financial crime only discover the anomalies post-occurrence of the incidents,
which means there is no detective measure or control to detect and disclose them.

Therefore, there is a need for NFF to adopt and implement detective analytics.

To investigate how the detective analytics tool can be deployed to trace, track,

and prevent financial crime in a financial institution.

In achieving this objective, data relating to detective analytics were collected from the
organisation that participated in the study and literature. Thereafter, an analysis was
conducted. From the analysis, a two-step procedure was followed to investigate how
the detective analytics tool can be deployed to trace, track and prevent financial crime
in NFF.

In the first step, the relationships between the factors (findings) were established, as
shown in Figure 7.3. The relationships help to understand how the factors can influence
the deployment of detective analytics in an organisation. Also, the relationships draw
on both technical and non-technical influences. The first step is critical because it

establishes the foundation towards mitigating financial crimes.

In the second step, meanings were associated with the factors. From the analysis
presented in Chapter 6, 7 factors were revealed. As illustrated in Chapter 7, Figure
7.4., this was conducted to understand how financial crimes happen in the organisation.
The factors were examined using AT. This was done because of two reasons. Firstly,
the influencing factors have a relationship between them as they do not operate in silos.

Secondly, AT components are mapped with the influencing factors.

Based on objectives i and ii, an instrumentation will be developed, to define and
enable the implementation and use of detective analytics, to mitigate financial

crimes.
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The above objectives revealed seven factors: (1) Collaboration; (2) Corroboration; (3)
Internalisation; (4) Externalisation; (5) Digitalisation; (6) Organisational structure; and
(7) Integrated analytics. Based on the influencing factors, a framework is developed,
as shown in Chapter 7 (Figure 7.4), the Framework depicts the links and dependence
between the factors. Arrows are used to illustrate links and dependence between these
factors. Also, the influence of the factors is facilitated by various attributes. These
attributes include communication, control, requirements, synergy, leverage, and

intrusion. The attributes were revealed in the data analysis.

Section 7.4 of Chapter 7 explains how the Framework is or can be used as an
instrument for implementing detective analytics in an organisation. This includes
recommendations for developing templates through which the influencing factors

towards mitigating financial crimes in an organisation can be detailed.

8.5. Contribution of the Research
The research contributes to academics and society, including business and government. The
contributions of the research are viewed from three perspectives: theoretical, methodological,

and practical.

8.5.1 Theoretical contribution

Theoretically, the study contributes from three standpoints. First, it contributes by revealing the
seven factors that were found to influence the use of detective analytics to mitigate financial
crimes. Based on these factors, the actors involved in mitigating financial crimes can better

understand why certain things happen in the ways that they do.

Secondly, the framework is a major contribution to the body of knowledge for two reasons.
Firstly, it revealed how the influencing factors and the attributes linking them are connected.
Secondly, it provides a compendium of how the influencing factors can be deployed to guide
the implementation of detective analytics to prevent and mitigate financial crimes. As of the
time of this study, such a framework was non-existent. Moreover, no framework within the

financial crime domain focuses on the use of detective analytics.

Thirdly, it adds to the existing literature in the fields of information systems, finance, and
detective analytics. Currently, as shown in Chapter 2, the literature on detective analytics is
scanty. There are limited academic studies on the subject of detective analytics. Also, it is a
significant contribution from a developing country’s perspective, especially South Africa, as the

study was conducted in that context.

8.5.2. Methodological contribution
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The complementary use of the actor-network theory (ANT) and activity theory (AT) to guide
the data analysis and interpretation of findings, respectively, is a methodological contribution.
It advances the complementarity of sociotechnical theories in IT studies. This is the first
evidence in academic databases of combining both theories in a study in the areas of financial

crimes and detective analytics.

Also, how ANT and AT were used in this study is unique, as depicted in Figure 3.3 which shows
the order of use for the two theories. lyamu (2024) argues that there exist challenges in
attempts to complementarily use sociotechnical theories in IS research. ANT was first used to
identify human and non-human actors, including the actor networks that existed in preventing
and mitigating financial crimes in a financial institution. Then, the activities were interpreted
using AT through the six components: subject, tool, object, rules, community and division of

labour.

8.5.3. Practical contribution

Practically, the framework can be used as a guide to trace, track, and monitor financial
transactions in an organisation. This can be done by following the actors (Latour, 2005) to gain
insights into the traces of the processes of financial transactions and actions of the intruders.
The framework induces a method into business and IT processes for mitigating financial crime
in an organisation. Currently, it is difficult to find a framework that can be used to guide the

implementation of detective analytics to detect financial crimes.

The practical contribution is very important to the South African context. This is particularly so
because there is currently a gap and loophole in how the organisation prevents and mitigates
financial crimes. Thus, the framework is critical in ensuring and enabling financial institutions
in South Africa to trace, track, and prevent financial crimes. Also, the study offers a better
understanding of the factors that influence the use of detective analytics to mitigate financial

crimes in organisations.

8.6. Limitations of the study
Primarily, three limitations were identified for this study:

i.  The study focuses on the use of detective analytics specifically from a South African
financial institution perspective. This means that the study does not include all
developing countries and is primarily focused on the South African context. However,
the study can be applied in other financial institutions in developing countries that utilise
detective analytics as a mechanism for detecting financial crime.

ii. The study did not include the technological tools used by intruders as a part of its

investigation.
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ii. The data analytics family has other tools such as descriptive analytics, diagnostic
analytics, predictive analytics, and prescriptive analytics. However, for this study, only
detective analytics was used as a tool to detect financial crimes as and when they

happen.

8.7. Recommendations
To implement the framework proposed in the study, the following recommendations are made:
Integration of analytics tools, integration of detective analytics with other systems and

processes, development of a template for each factor, and training.

8.7.1. Integration of analytics tools

The integration of analytics tools such as detective analytics, descriptive analytics, diagnostic
analytics, predictive analytics, and prescriptive analytics aids the ability to gather insights,
monitor, trace and track (Menezes et al., 2019). Organisations can leverage integrating their
analytics tools to make informed decisions. However, it is critical to understand the abilities of
these analytical tools to ensure that the various selected tools achieve the objectives of the
organisation. Sreemathy et al. (2020) state that the integration enables data collection from
various applications and systems within the organisation. Therefore, the data integration layer
needs to be well-defined to extract, transform and load (ETL) processes from these different
sources. Furthermore, controls need to be in place to ensure compliance and security between

the different layers of the integration process.

8.7.2 Integration of detective analytics with other systems and processes

The integration of detective analytics with other systems and processes will enhance
organisations' ability to detect anomalies, trace, track and monitor potential threats (Martinez-
Fernandez et al., 2018). However, for the integration to be successful, the objectives of using
detective analytics for the different use cases must be clearly defined (Delgado et al., 2021).
This will ensure that the organisation can track the effectiveness of using detective analytics
for the various use cases. Moreover, Loshin (2013) argues that for the integration to be a
success, data aggregation needs to be clearly defined to understand the different data sources

and what the detective analytics tool needs from these sources to operate as intended.

8.7.3. Development of a template for each factor

Templates provide a structure that guides the process of integrating detective analytics using
different factors (Bloomfield et al., 2021). This also enhances the collaboration and quality
through the process followed by the organisation. The development of a template for each
factor in the integration of detective analytics with other systems and processes assists in
creating a standard approach and ensures a thorough coverage of each aspect. The purpose

of developing a template for each factor is to clearly define the objectives of the detective
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analytics integration and how they will be achieved based on the defined templates.
Developing a template ensures that processes and documentation are done consistently

across all different use cases.

8.7.4. Training

Some financial institutions have the skills to enhance their data analytics capabilities. However,
the gap of not being able to detect anomalies as and when they occur needs to be covered by
implementing detective analytics. Both the business and IT departments’ employees need to
be part of the process to develop and implement a new solution using the proposed framework
in Figure 7.4. Therefore, personnel at all levels should be trained on how to apply detective

analytics.

8.8. Further Study

The aim and objectives of the research were achieved as documented in chapters 6 and 7 and
highlighted in this chapter. However, some areas could be further studied to enhance and
expand the topic as an academic stream. The proposed areas include a research stream, the
IT solutions used in committing financial crimes and testing the framework as a research
stream in IT solutions and data analytics usage. The researcher suggests further study in the
area of testing the framework in financial institutions and analysing the results. This type of

research can be conducted following the quantitative paradigm.

8.9. Conclusion

This chapter outlines the research conclusions and recommendations. The research was
assessed in relation to the objectives established in Chapter 1, which were revisited in the
concluding chapter to confirm that all objectives were met. The chapter also discussed the
research's theoretical, methodological, and practical contributions of the study, as well as its
limitations and suggestions for future research. A framework was developed to define and

enable the implementation and use of detective analytics to mitigate financial crimes.
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APPENDICES

APPENDIX A: INTERVIEW GUIDELINE

10.
11.

12.
13.

Financial crimes happen in many organisations. Do you agree?
a. Ifyes, why do you agree?
2. What are some of the types of financial crimes that have happened in the few months
or years, in the organization?

In your view, why do you think some of these crimes happened?
How do you think these financial crimes currently being prevented or mitigated?

Why do you think such approaches are adopted?

Does the organization use any data analytics to monitor or track these financial crimes?
a. Ifyes, why? If no, why?
b. In your view, how was the tool selected?

In your view, what are some of the challenges in tracking these financial crimes?
Why do you think these challenges exist?

Have the organization explored detective analytics?
a. If no, why not? If yes, why?
What do you think is the organisation’s experience with detective analytics?
In your view, do you think detective analytics can help mitigate financial crimes?

why do you think so?
Do you think detective analytics awareness was raised in the Bank and people know how
it can assist them?



APPENDIX B: INDIVIDUALCONSENT LETTER
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University of Technology FID/REC/ICVO.1

FACULTY OF INFORMATICS AND DESIGN

Individual Consent for Research Participation

Title of the study: The instrumentation of Detective analytics for mitigating financial
crimes in South African institutions

Name of researcher: Nontobeko Mlambo
Contact details: email: mlambononto@gmail.com phone: 0737693608

Name of supervisor: Tiko lyamu
Contact details: email: lyamut@cput.ac.za phone: 0716770300

Purpose of the Study: The research aims to develop an instrumentation, a tool that can be
used to implement detective analytics to mitigate financial crimes.

Participation: My participation will consist essentially of (i) employee in the finance or IT
department or division of the organisation; (ii) must have experienced crime in the organisation;
(iii) must be knowledge about detective analytics; and (iv) part of the unit or department that
provides, supports or manages mitigation solution.

Confidentiality: | have received assurance from the researcher that the information | will share
will remain strictly confidential unless noted below. | understand that the contents will be used
only for Doctor of philosophy in informatics and that my confidentiality will be protected by use
of pseudonyms.

Anonymity will be protected in the following manner (unless noted below) will not mention
any

identification of the participants (Describe how anonymity will be guaranteed, e.q. if photos are
being used, the blanking out of faces and/or places names. If anonymity cannot be protected,
state this expressly, explain the reason why and explain the risks involved for the participant,
the organization, etc).

Conservation of data: The data collected will be kept in a secure manner CPUT: Data
Management Plan (Describe how and where the data will be stored, who will have access to
it, and how long it will be conserved, e.g. digitally recorded interviews will be encrypted and
kept in a password controlled environment. Note: original data or a copy of the data should be
kept for audit purposes).

Voluntary Participation: | am under no obligation to participate and if | choose to participate,
| can withdraw from the study at any time and/or refuse to answer any questions, without
suffering any negative consequences. If | choose to withdraw, all data gathered until the time



of withdrawal will destroyed. | will use seek permission Change from participant to use
collected data.

Additional consent: | make the following stipulations (please tick as appropriate):

In thesis In research Both Neither
publications

My image may X
be used:
My name may X
be used:
My exact words X
may be used:
Any other X
(stipulate):

Acceptance: |, (print name) Mmapula Mmaga

agree to participate in the above research study conducted by Nontobeko Mlambo (name of
researcher) of the Faculty of Informatics and Design: Information technology(name of
Department) at the Cape Peninsula University of Technology, which research is under the
supervision of Tiko lyamu (name of supervisor).

If I have any questions about the study, | may contact the researcher or the supervisor. If | have
any questions regarding the ethical conduct of this study, | may contact the secretary of the Faculty
Research Ethics Committee at 021 469 1012, or email naidoove@cput.ac.za.

Participant's signatur Date: _ 24/04/2024

Researcher's signature: _iﬁg Date: 24/04/24
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