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ABSTRACT 

This study investigates the challenges and opportunities of adopting blockchain technology 

in payment services within a South African Commercial Bank, motivated by the problem that, 

despite blockchain’s potential, its integration into traditional banking systems faces 

significant obstacles. The research seeks to identify the primary barriers hindering 

blockchain adoption, assess its potential impact, and evaluate the advantages it can bring 

to payment services. Employing an interpretive qualitative approach, data was collected 

through semi-structured interviews with sixteen subject matter experts at tactical and 

operational levels, and thematic analysis was used to interpret findings. Thematic analysis 

revealed significant challenges, including regulatory compliance, data privacy, technology 

integration, resource requirements, and a shortage of in-house blockchain expertise.  

The research results underscore blockchain’s potential to streamline payment processes, 

reduce transaction costs, enhance security, and improve operational efficiency, particularly 

in cross-border transactions and real-time settlements. The study finds that while blockchain 

technology can advance payment services, challenges related to legacy systems, regulatory 

ambiguity, and high initial costs hinder its seamless implementation. Importantly, the study 

highlights the need for strategic collaborations, investment in employee upskilling, and the 

establishment of clearer regulatory frameworks to ensure compliance and facilitate 

blockchain’s full potential in the financial sector. The study’s recommendations include 

establishing stronger regulatory frameworks, prioritising collaborative efforts to enhance 

data privacy, investing in technical upskilling, and exploring sustainable integration 

solutions. While the findings are specific to a single bank, the study provides a strategic 

framework for broader banking institutions seeking to leverage blockchain technology to 

enhance operational efficiency, competitiveness, and customer satisfaction in a rapidly 

digitising financial environment. 

These findings have implications for financial institutions in similar regulatory environments, 

suggesting that a carefully structured approach to blockchain adoption could yield 

competitive advantages, reduced operational costs, and improved customer satisfaction. 

The study contributes to ongoing discussions on blockchain’s role in the digital 

transformation of banking, offering a strategic framework for banks aiming to integrate 

distributed ledger technology within existing infrastructures while navigating the complexities 

of regulatory compliance and technical integration. 

Keywords: Blockchain, payments, business model, scalability, privacy and security, global 

governance and cost.  
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CHAPTER ONE: INTRODUCTION 

1.1 Introduction 
World financial systems depend on payment systems to function effectively. Through these 

systems, funds are transferred between banks and other institutions to pay for economic and 

financial transactions throughout the whole economy (Pilipinas, 2021). “In South Africa, 55 

million payments to the value of over R80 billion are processed every month” (South 

African Banking Risk Information Centre, 2022:1). Global financial services are plagued 

by problems linked to outdated technology that does not keep pace with digital advances, 

making it slow and unreliable (Chang et al., 2020; Tapscott & Tapscott, 2018). Payment 

problems are caused by multiple, complex interconnected factors (Chong & Diamantopoulos, 

2020). Ratheesh and Nair (2021) point out that because of the risks associated with 

payments, particularly in banking services, there is an increased need for innovation. 

Blockchain technology could bring about a major shift within the payments and banking 

services (Buitenhek, 2016). This 12-year-old technology is rapidly expanding across the 

globe with Australia, China, Japan, United Aarab Emirates (UAE), Malta, Switzerland, United 

States of America (USA), Estonia, United Kingdom (UK) and Singapore being the top 10 

countries leading this technology (Sharma, 2019). According to Blackduck (2024), blockchain 

is a smart invention, with no central point of authority. In addition, Blackduck (2024:3) defines 

blockchain as, “Blockchain owes its name to the way it stores transaction data—in blocks 

linked together to form a chain”. 

Blockchain technology represents itself as a powerful innovation that could change the way 

people interact online and might serve as the central platform for the payment system 

between smart technologies (Swan, 2015). Although this may be the prediction of blockchain 

technology, the execution of the idea is an extremely challenging process (Kuklii & 

Rudnytska, 2020). When new technology is introduced into any industry, it comes with 

hurdles and intricacies that affect various areas within an organisation (Janssen et al., 2020). 

Blockchain is still in a premature phase in comparison to traditional databases and would 

require long-term digital protection as the technology matures (Zīle & Strazdiņa, 2018). The 

distinctiveness of blockchain is its unalterableness. This poses to be advantageous, but it 

also highlights challenges for compliance to the European General Data Protection 

Regulation (GDPR), in the absence of which deployment of blockchain-based financial 

applications will remain questionable in the European Union (Khan, 2020). The study 

endeavours to fill this gap by determining the effect of blockchain on payment services that 

results in enhanced service performance and ultimately leads to better organisational 
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performance. One of the leading commercial banks in South Africa has been selected as the 

research site. A qualitative exploratory study was conducted at a Commercial Bank to 

determine the effect of blockchain technology on payment services. 

1.2 Background to the research problem 
As of this writing, blockchain technology is a current topic of much research discussion from 

both an industry standpoint and an academic perspective. The main benefit of blockchain 

technology is its potential for enhancing security and data integrity, transparency in 

transactions, and efficiency. There has been a consistent level of research on blockchain 

technologies as a result of the growing interest in technology globally. This is evident in 

Figure 1.1 by the number of publications on Google Scholar using search query ‘Blockchain’ 

in Google’s search engine. 
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Figure 1.1: Increase in number of scientific articles on blockchain technology from 2018 to 2022 using 
Google Search Engine 

Analysts have projected that blockchain technologies will attain peak adoption over the next 

five to ten years.  They furthermore predict that the business value that will be generated 

worldwide by blockchain technology will “grow to slightly more than 176 billion US Dollars 

by 2025 and exceed 3.1 trillion US Dollars by 2030” (Lovelock et al., 2017:1). 

A main objective of this study is to explore ways in which organisations can utilise this 

emerging technology to maximise business value and innovation potential. 
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1.3 Statement of research problem 
According to Pilbauer et al. (2019), there was sharp rise in payment volumes in South Africa 

surpassing one billion transactions between 2002 and 2018. Payment services lubricate the 

wheels of an economy (PASA, 2019), whilst in the banking industry, it serves as an income 

generator (Lamb, 2020). Banks face the problem of delays in effecting payment services 

and cross-border payments, which result in customer complaints (Haile, 2014). Cross-

border payments remain slow as a result of correspondent bank involvement (Bech & 

Hancock, 2020). An added problem is that over the past decade, correspondent banks have 

fallen by 20% operationally, despite an increase in the volume of payment transactions (Rice 

& Peter, 2020). Cyber-attacks and fraud have diminished the trust in correspondent banks, 

resulting in alternative methods being explored in effecting payment transactions (Bayram, 

2020). 

In reviewing the most recent literature, the application of blockchain technology has become 

popular in payment services and transactions in international banks in respect of the benefits 

it offers (Heidari et al., 2020; Holotiuk & Moormann, 2019; Halilbegovic & Arapovic, 2019; 

Taufiq et al., 2018). Banks are deemed the pillar of stability in the economy, investigating how 

the use of blockchain technology can mitigate problems (Kumari & Devi, 2022). From an 

African continent perspective, Ghana has found the use of blockchain in land registration 

beneficial (Demuyakor, 2020). Kenya has found value in applying blockchain technology in 

livestock data management (Muganda et al., 2020), electoral validation (Makokha, 2020), and 

in banking to mitigate financial risk (Fatoki & Wanjagi, 2019). De Meijer (2020) states that 

blockchain poses challenges related to the implementation of the technology and 

organisational adoption. Furthermore, the impact of the technology could have consequences 

on the business model within the banking sector, specifically in respect of payments 

(Dierksmeier & Seele, 2020). Payments are seen as a profitable income generator, hence 

losing this service would have catastrophic consequences for banks (Holotiuk et al., 2017). 

Whilst literature indicates that banks are beginning to explore the utilisation of blockchain 

technology, a lack of strategic coherence is apparent in the adoption of this technology 

(Ciccaglione, 2019). 

Based on the abovementioned, there is a notable gap in studies examining on the effects of 

blockchain technology on payment services within the South African banking sector. 

Consequently, banking staff may not be fully aware of the effect and benefits of blockchain, 

which can add a competitive advantage to their payment services and to the bank as a 

whole. This study endeavours to investigate the ramifications of blockchain technology on 

payment services at a selected Commercial Bank within the South African context. 
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1.4 Aim and objectives 
Aligned with the research problem, this study aims to evaluate the influence that blockchain 

technology may have on the payment services in a South African Commercial Bank. To 

achieve this, the study planned to realise the following research objectives: 

• To identify and analyse the key challenges of applying blockchain technology in the 

South African banking industry. 

• To explore the main benefits of blockchain on payment services in the South African 

banking sector. 

• To assess the effect of blockchain technology on payment services at a South African 

Commercial Bank. 

By accomplishing these objectives, the study endeavours to contribute valuable insights into 

the challenges, benefits, and overall impact of blockchain technology on payment services, 

thereby facilitating informed decision-making and strategic planning for South African 

commercial banks. 

1.5 Research questions 
Over the past few years, the number of blockchain-based applications has grown 

significantly, with use cases expanding beyond the payments sector. Blockchain is regarded 

as having remarkable potential (Tapscott & Tapscott, 2017), and its integration into the 

payments industry is seen as transformative (Bott & Milkau, 2016). To address the 

challenges faced by payment services and add value to the South African banking sector, 

this study aims to answer the following research questions (RQs): 

RQ1: What are the key challenges of applying blockchain technology in the South 

African banking industry? 

RQ2: What are the main benefits of blockchain for payment services in the South 

African banking sector? 

RQ3: How does blockchain technology impact on payment services at a South African 

Commercial Bank? 

1.6 Rationale and significance of the study 
1.6.1 Rationale 
The financial industry as a whole is paying attention to the power of blockchain technology, 

as it may prove to be a pronounced disrupter to the traditional banking industry (Hayes, 2019). 

Cross-border payments in traditional banking require the services of a correspondent bank, 
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which incurs costs, and the execution of the transaction can be delayed (FinExtra, 2019). 

FinExtra (2019) further explains that blockchain technology eliminates the use of third-party 

services, thereby reducing costs. However, South African banks are being cautious in 

adopting the technology (Gray, 2018). Results from the study of Cole et al. (2020) highlights 

that there are limited blockchain experts in the banking field. Brijmohun (2017) concludes that 

banks are not allocating sufficient resources to progress the adoption of this technology. 

The rationale for this study is motivated by the goal to close the gap in interpreting and 

understanding the implications of blockchain technology on payment services within South 

African commercial banks. As the financial landscape evolves, and the demands for secure, 

efficient and cost- effective payment solutions intensify, it becomes imperative to consider 

the hurdles, and the positive outcomes related to adopting blockchain. 

1.6.2 Significance of the study 
The value of this research lies in its potential to offer profound insights into the integration of 

blockchain technology within the context of payment services in South African commercial 

banks. According to Casey and Vigna (2019), blockchain technology is going to be the future 

of everything and it will have a significant effect on everybody. Blockchain technology has 

enabled the digitisation of currency and fast payments (Goncalves, 2020). The outcome of 

the research hopes to indicate how the selected Commercial Bank should overcome the 

challenges it faces in respect to interoperability, governance, compliance and integration 

into legacy architecture by using blockchain technology. The study is intended to contribute 

insight to the scientific body of knowledge. 

The significance of this study extends beyond the immediate scope of the South African 

banking sector. It has the potential to influence decision-making, operations, innovation and 

regulatory frameworks, ultimately shaping the future landscape of payment services not only 

in South Africa but also in other similar economies. 

1.7 Research methodology 
The research methodology outlined is academic in nature, aimed at enhancing understanding 

of phenomena regardless of immediate practical applications, while also developing new 

techniques and procedures (DePoy & Gitlin, 2015). Four objectives guide research studies: 

descriptive research (to describe phenomena), correlational research (to explore 

relationships between variables), explanatory research (to explain occurrences), and 

exploratory research (to investigate less-known areas) (Kumar, 2018). This study adopts an 

exploratory research methodology to delve into its subject matter. 
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1.7.1 Research philosophy/paradigm 
A research paradigm is defined as a comprehensive framework of ideas, values and 

assumptions guiding research efforts (Guba & Lincoln, 1994). While literature highlights 

various paradigms, three primary ones in educational research include the positivist, 

interpretivist/constructivist and critical/transformative paradigms, with a fourth, the pragmatic 

paradigm, integrating elements of the others. Each paradigm comprises ontology, 

epistemology, methodology and axiology, which together influence the research approach 

(Pruzan, 2016). This study is grounded in the interpretivist paradigm, facilitating an analysis 

of participants’ perspectives and insights. 

1.7.2 Research approach or research reasoning 
Various reasoning principles are used by scientists and scholars alike to connect premises 

and conclusions and to support statements in them. Everyday life and science include three 

forms of reasoning that we use to draw conclusions (Mantere & Ketokivi, 2013), namely, 

inductive reasoning, deductive reasoning and abductive reasoning. This research follows an 

inductive approach, which is in line with the interpretivist paradigm. Inductive methods are 

known to be quite effective; hence they are appropriated for use cases where knowledge is 

intended to be acquired across various sources (D’Amato et al., 2008). 

1.7.3 Research strategy/design 
Research design outlines the plans and techniques employed to address research questions, 

with three primary designs: quantitative, qualitative and mixed-methods. These designs are 

frameworks composed of the techniques used by researchers to address research questions 

(Kumatongo & Muzata, 2021). Furthermore, Sami Almalki also refers to three research 

designs, namely, quantitative, qualitative and mixed-methods (Almalki, 2016). Mixed- 

methods research works primarily within the pragmatist paradigm and uses both quantitative 

(numeric data) and qualitative (narrative data) research (Teddlie & Tashakkori, 2009). This 

study utilises qualitative research design, emphasising non-numeric data and narrative 

analysis to derive insights related to the research questions. 

1.7.4 Sampling 
Sampling involves selecting participants or situations that yield rich data on the research topic 

(Moser & Korstjens, 2018). Considering practical constraints, this study adopted non-

probability sampling techniques. “Ideally, probability sampling methods should be used to 

ensure representativeness of the sample and also for generalisability of the results to the 

target population” (Acharya et al., 2013:333). The study adopted non-probability sampling 

to obtain the targeted sample population. Purposive sampling selects individuals who can 

provide in-depth information on the research topic, while convenience sampling involves 
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selecting easily accessible participants. For this research, non-probability sampling is used, 

and two techniques are employed: purposive and convenience sampling. In purposive 

sampling, the sample is approached by the researcher, who has a prior purpose in mind as 

the sample can provide important in-depth information that cannot be obtained from other 

sources (Alvi, 2016). 

1.7.5 Unit of analysis 
The term “unit of analysis” (UOA) is commonly used in research and statistics. It refers to 

the specific entity or subject that is being studied or analysed in a research project. “The unit 

of analysis is defined statistically as the “who” or “what” for which information is analysed, 

and conclusions are made” (Sedgwick, 2014). Understanding the UOA is critical because it 

determines the type of data to be collected and the sources from which the data will be 

collected (Nayak & Singh, 2015:16). 

For this study, the unit of analysis is the organisation, i.e., a Commercial Bank. 

1.7.6 Unit of observation 
“The unit of observation, sometimes referred to as the unit of measurement, is defined 

statistically as the ‘who’ or ‘what’ for which data are measured or collected” (Sedgwick, 

2014:1). For this study, the unit of observation is the perceptions and experiences of the 

interviewed individuals. 

1.8 Data collection 
Data collection is a critical phase involving systematic gathering of information on selected 

variables. Researchers build their findings on data collected on their own which is called 

primary data and secondary data, which is sourced from existing literature and previous 

studies. The evidence collected from research has to be used carefully. Refined data 

collection offers ways to plan and complete high-value research (Olsen, 2012). Data 

collection is the process of gathering and measuring information on selected variables in an 

established systematic manner (Mane & Nikam, 2019:131). For this study, qualitative 

research employs methods such as small-group discussions and semi-structured or in-depth 

interviews to gather rich perspectives on the research topic (Hammarberg et al., 2016). 

1.9 Data analysis 
Data analysis is the process of interpreting collected information, transitioning from data 

collection to a formal analysis stage. It encompasses both objective quantitative analysis and 

subjective qualitative analysis. Researchers arrive at the formal stage of data analysis after 

a significant amount of data has been collected during the study (Shkedi, 2019). Data analysis 
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involves collecting open-ended data and then understanding the information obtained 

(Creswell & Creswell, 2018). Auerbach and Silverstein (2003) explained that quantitative 

data analysis is objective, which is consistent with validity, reliability, and generalization 

theories, while Dey (2003) believes that qualitative data analysis is subjective, which allows 

researchers to interpret the data and place it in a specific context. “Subjective data means 

opinions rather than facts, intuition rather than logic, impressions rather than confirmation” 

(Patton, 2015:1042). 

This study employs qualitative data analysis methods, specifically thematic analysis, which 

involves transcribing interviews, coding keywords, categorising information, and linking 

themes to research questions for a comprehensive understanding of the data. 

1.10 Ethical considerations 
This study adhered to the ethical guidelines outlined in the CPUT research ethics policy. The 

researcher obtained the required compliance certificate as the study could not commence 

without obtaining clearance from the University Ethics Committee. Participants were invited 

to take part voluntarily and were asked to sign a consent form, which emphasised their privacy 

and confidentiality. It was also communicated that as the participation was voluntary, they 

could withdraw from the study at any time. All shared data and personal information were 

handled with strict confidentiality and securely stored throughout the research process. 

1.11 Contribution of research 
This study focuses on blockchain technology by examining the effects it has on payment 

services in a Commercial Bank. The finding of this research has a double focus: to add depth 

to existing literature and to offer practical suggestions for implementation as it explores the 

potential benefits and challenges blockchain might have on the banking payment system. The 

study further explores the impact of adoption and implementation of a blockchain within a 

Commercial Bank. The outputs provide future researchers with perspectives related to 

blockchain technology and offer the selected Commercial Bank with the opportunity of 

understanding the benefits, challenges and impact of blockchain technology on payment 

services. 

1.12 Thesis layout  
Chapter 1 – Introduction 
This chapter provides an overview of the research. Based on the problem statement, it gives 

a background on the application of blockchain technology on payment services in the banking 

industry. The research questions, objectives and rationale of the study are presented. 

Additionally, the delimitations of the study and outline of the chapters are described. 
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Chapter 2 – Literature Review 
This chapter defines the key concepts of blockchain application and payment services to 

establish a sound understanding of the topic. In line with the research aim, the effects of 

blockchain application on payment services in the banking industry from a broad perspective 

are explored. The review demonstrates the researcher’s understanding of the ideas and 

findings related to the topic and how the researcher’s findings may be different to those of 

other researchers. 

Chapter 3 – Research Methodology 
This chapter explains the protocol followed to obtain results, which includes the sources used, 

the type of data collected from the sources, and how the data was analysed. An explanation 

is given as to why the researcher’s approaches to gathering data might be different from those 

of other researchers. 

Chapter 4 – Presentation of Results 
This chapter presents the findings as well as outcomes of the analysis aligned to the research 

questions. 

Chapter 5 – Discussion of Results 
This chapter interprets the results related to the research questions, taking into account the 

different perspectives of relevant literature. The significance and effects of blockchain 

application on payment services in the selected Commercial Bank are thoroughly discussed. 

Chapter 6 – Conclusion and Recommendations 
In this chapter, the research questions are answered and the researcher’s contribution to the 

research problem are summarised. Recommendations are made for future studies, focusing 

on improving other services in the banking industry through using blockchain technologies. 

1.13 Summary 
This chapter outlined the research through an introduction and background of the topic 

together with the problem statement, aim, research questions, and research objectives. The 

research methodology was briefly summarised, with the focus on the data collection, data 

analysis and ethical considerations. 
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CHAPTER TWO: LITERATURE REVIEW 

2.1 Introduction 
A literature-based analysis of blockchain is presented in this chapter. The chosen literature 

is relevant and credible because most sources are peer-reviewed, and many sources are 

from the original authors. CPUT avails their library databases to researchers and this study 

sourced relevant literature from databases such as Current & Completed Research (South Africa), 

Google Scholar, CPUT Research Outputs, Scopus and DOAJ-Directory of Open Access Journals. 

The title of the study and the problem statement was used to extract keywords. Literature was 

explored and interpreted in accordance with the research questions. 

Blockchain applications seem to be more prevalent in markets outside of South Africa. At the 

time of this research, there were far fewer publications specifically dealing with the South 

African context. Key concepts used when searching for relevant articles include: blockchain, 

blockchain technology, payments, costs, scalability, interoperability, regulation and 

compliance. To better comprehend the concept of blockchain in payments services, one 

needs to reflect on the history of banking and the global financial crisis and then look at the 

essential features of the technology explained in sections 2.5 to 2.9.  

2.2 Blockchain technology application in the banking sector 
The employment of blockchain technology in the banking industry, presents a promising 

solution to tackle various operational inadequacies often associated with traditional systems, 

such as rigorous security demands, departmental harmonisation and multi-layered 

processes. By converting to a blockchain technology stack, money transfers and clearing of 

the funds are streamlined which improves security and system throughput (Deloitte, 2017). 

In traditional banking, several departments are involved to process a single transaction 

which causes delays and slows down workflows (Cai, 2018). This multiple department 

interaction, results in limited data traceability and increases operational expenses. With 

blockchain’s decentralised infrastructure, these processes can be improved to ensure 

transparency, speed and decreased operational expenses (Dai & Vasarhelyi, 2017; Eyal, 

2017). 

Blockchain technology also strengthens data security and improves operational 

performance using distributed storage systems. For example, multiple nodes records data 

therefore the dependency on a central source is eradicated, resulting in a robust structure 

less prone to data loss and system failure (Ravindran & Vamsi, 2021; Alabi, 2017). 

Furthermore, as multiple nodes are connected to the network, data is open to everyone to 
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view which promotes a culture of trust between parties (Frizzo-Barker et al., 2020). 

Central banks worldwide are also exploring blockchain’s potential through the development 

of central bank digital currencies (CBDCs), which is one of the most popular applications of 

this technology. CBDCs is a digital format of fiat money which could assist the central bank, 

i.e. Reserve Bank in the case of South Africa to expedite cross border payments, help the 

country move to becoming more digital and to strengthen the fiscal oversight (Esteva et al., 

2017). This exploration demonstrates how blockchain can potentially re-design the global 

flow of money. 

Research indicates that financial institutions can reduce missed payments on loans that 

were issued by implementing blockchain smart contracts in their operational architecture to 

ensure accuracy and transparency of data (Maryniak et al., 2021; Dubey et al., 2020). 

Confidence and accountability are promoted as each transaction is verified and saved on a 

ledger that is visible to all involved parties (Cai, 2018; Cangemi & Brennan, 2019). 

Blockchains automated, tamper-proof records can reduce banking regulatory and audit 

findings, demonstrating adherence to governance (Dale, 2019).  

Blockchain technology positions itself as a crucial asset for banks seeking to remain 

competitive, comply with regulatory requirements, and keep up with client demands in a 

tech-driven world (Kasturi, 2023; Frizzo-Barker et al., 2020). As a cornerstone of the 

emerging “Internet of Value”, blockchain has the potential to reshape the future of financial 

services profoundly. 

2.3 History of financial transactions 
There was no physical money thousands of years ago when human beings traded goods and 

services; instead, a barter system was used instead of monetary exchange (Taskinsoy, 

2021b; Reincarnation et al., 2010; De Gregori, 1967). Orrell (2016) summarises that the 

evolution of money has gone through seven key stages, depicted in figure 2.1: 

• Barter – commodity money (a commodity serves as a medium of exchange). 

• Metallic money – coins used as a medium of exchange made from copper, silver, gold 

or metal combinations. 

• Paper money – bank notes and credit money (line of credit, letter of credit, , revolving 

business account, loans and cheques). 

• Plastic money – pre-paid cash cards, credit cards, retail store cards and debit 

cards. 

• Digital money – electronic money, virtual currency, digital coins, and cryptocurrencies 

based on blockchain, such as bitcoin. 
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Figure 2.1: Evolution of money (Source: Taskinsoy, 2020) 

A growing number of early civilisations were able to engage in trade with other parts of a city, 

kingdom, or even with other countries (Daychopan, 2016). Treasury departments of ancient 

cities, and gradually, commercial banks, acted as common and trusted third parties in 

financial transactions (MacDonald et al., 2016). 

2.4 The impact of global financial crises 
According to Weber (2016), World War I caused numerous countries to abandon the gold 

standard, and this freed central banks of limitations on the amount of money they could print 

without being bound by the quantity of gold in their vaults. As per Pilkington (2016), this 

caused a significant upsurge of unbacked currency in the world. As a result, the world’s 

financial system was at risk of destabilisation. 

Commercial banks create money in the modern economy by lending money to consumers or 

purchasing assets from them. When consumers are given credit (e.g., for mortgages, 

vehicles, higher education studies, etc.) in the contemporary economy, credit money is 

generated. Banks are at the forefront of financial intermediation, and no other institution is as 

effective. As a result, monetary expansion through bank credit has grown dramatically since 

the 1960s (Taskinsoy, 2021b). When economies are healthy, credit expansion (i.e., money 

creation) is often welcomed, but excessive money creation has typically led to some of the 

costliest financial crashes in history, such as the Asian financial crisis of 1997-1998, the 

subprime debacle of 2006, and the 2008 global financial collapse (Bech et al., 2014; Beachy, 

2012; Acharya et al., 2011; Allen & Gale, 2007; Arrow, 1964). 
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According to Grosse (2011), the financial crisis also consisted of two key elements: 

• Government agencies’ failure to adequately regulate the US mortgage market 

between 2004 and 2007, which led to excessive lending and borrowing. 

• Market participants’ failure to value financial instruments such as collateralised debt 

obligations adequately. Because of this, financial institutions created and sold 

mortgages and mortgage-backed securities with insufficient risk control. 

These two elements are referred to as ‘inadequate supervision’, meaning both the financial 

institutions and regulators were at fault. The actions caused the erosion of trust in 

commercial and central banks, and, according to some authors, the entire banking system 

(Pilkington, 2016). The global financial crisis of 2008 has motivated increased interest in the 

subject of trust, with the result that trusting banks and other entities in the financial system 

have been blamed for their failure (Earle, 2009). Abuses of information and communications 

technologies for surveillance, the spread of disinformation and public coercion have become 

apparent recently, resulting in a growing lack of trust in governmental authorities and large 

online platforms such as Facebook, Google and Twitter, which have been involved in such 

activities (Ryan, 2019; Gallagher, 2019; Gallagher & Greenwald, 2014). 

Blockchain technology, particularly, has become a solution to the loss of confidence in 

traditional institutions and online intermediaries, as blockchain-based systems operating on 

knowledge of procedural and rule-based processes and founded in mathematical knowledge 

and cryptographic rules, produce confidence (De Filippi et al., 2020).  

2.5 The entry of blockchain and bitcoin 
An individual’s trust in another individual or organisation is the belief that the other person or 

organisation will act in a beneficial manner even if the trustor is unable to monitor or control 

that individual or organisation (Mayer et al., 1995). Financial intermediaries (e.g., commercial 

banks) and central banks are involved in establishing trust to ensure that transactions are 

processed and completed fairly and safely. Individuals and organisations rely on this 

assurance to ensure a trustworthy experience (Nelms et al., 2018). 

Nakamoto (2020) cites loss of confidence as one of the reasons for the creation and release 

of an electronic cryptocurrency called Bitcoin. Crosby et al. (2016) explain that blockchain, 

the technology used to create Bitcoin, attempts to provide an independent payment system 

and currency that operates outside the banking system to remove the need for (trusted) third 

parties in a two-party transaction and their attached fees. 

The big technology companies, or GAFAM (Google, Amazon, Facebook, Apple and 
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Microsoft), have recently been making a significant impact on the banking industry, 

particularly with regard to the areas of payments, lending, saving and investment products. 

As a result of the arrival of these new market players, traditional banks have been forced to 

innovate and reposition themselves to remain competitive in a changing digital landscape 

(Atca Gorgun & Wolfs, 2021). 

According to Heires (2016), major corporations have been looking into blockchain technology 

in recent years. Bank of America has registered 35 patents pertaining to blockchain 

developments. Amongst others, Citigroup and Barclays are also conducting researching on 

blockchain technology. The R3 CEV consortium was established by UBS and Goldman 

Sachs to investigate the feasibility of blockchain technology to lower expenses. The 

NASDAQ stock exchange and a Visa-backed start-up have developed Linq that utilises 

blockchain. Blockchain technology has led to fundamental changes the technical 

frameworks and business models of conventional banks. A Financial Times article (Kharpal, 

2017) reports that seven banks in Central Europe have contracted with IBM to create a 

blockchain-based platform with the potential of improving trade finance. Deutsche Bank, 

HSBC, KBC, Natixis, Rabobank, Societe Generale and UniCredit used blockchain 

technology in cross-border trade between small and medium-sized enterprises. 

BNP Paribas, UBS, Bank of Montreal, CaixaBank, Commerzbank, HSBC, Agricultural Bank 

of China, Bank Hapoalim in Israel, Bank of America, National Bank of Dubai, 60 Japanese 

banks, Bank of England and even the Reserve Bank of Zimbabwe have all shown a keen 

interest in exploring the application of blockchain technology in enabling payments and 

transferring of funds (Hassani et al., 2018). The European banking industry has undergone 

a trail of stages in the adoption of blockchain technology, with 2017 being the year of testing 

and aligning; in 2018 the technology was rolled-out and in 2019 it was implemented (Valverde 

& Fernandez, 2019). 

Thus, blockchain technology has become active projects in banks and other financial houses 

where their innovation laboratories form part of the broader digital innovation agenda and 

experiments are carried out in various areas using diverse technologies (Faria, 2021). 

Therefore, blockchain technology is not perceived as a threat to traditional banks, since 

renowned banks globally are incorporating blockchain technology into their business models 

and exploring the technology’s potential benefits (Crosby et al., 2016). 
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Table 2.1: Examples of blockchain usage in banking (Source: Kawasmi et al., 2020)  

 

Research was done on the adoption and implementation of blockchain within an 

organisation’s daily operation with 1,000 organisations throughout seven nations. The 

following results were highlighted: 
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• Thirty-four percent (34%) successfully implemented blockchain within their daily 

operations. 

• Forty-one percent (41%) have intentions to implement a blockchain programme 

within the next year. 

• Forty percent (40%) of  organisations are planning to use at least $5 million in blockchain 

proof of concepts in the year ahead (Gupta et al., 2021). 

The deployment of blockchain has been successful in the following industries: healthcare 

for health record keeping, real-estate for business record-keeping, managing parking lots, 

and identification management (Ali et al., 2022). Blockchain has stimulated interest among 

various sectors, such as Healthcare and Welfare, Business and Economy, Education and 

Innovation, Security and Privacy, Internet of Things and Data Management, Governance 

and Citizenship, (Idrees et al., 2021). Blockchain-based networks allow for the circulation of 

electricity through “off the grid solar panels” using payment systems operated by blockchain, 

which will see outdated power grids becoming less important (Nandakumar et al., 2021). 

Blockchain technology today is serving multiple purposes, such as detecting human 

trafficking and child labour exploitation, curbing corruption and illegal drug trade, releasing 

music and assuring copyright, sports ticket system, drug testing, and live match streaming 

(Saha, 2021). In addition, according to industry research, by 2022 the blockchain business 

will be worth $10 billion, and the business value- add of blockchain will exceed $3.1 trillion 

by 2030 when it will be in its mature state (Kılıç & Aydın, 2018:1). 

2.6 Generations of the blockchain development 
2.6.1 Blockchain 1.0 – Digital Currency 
According to Efanov and Roschin (2018), the first generation of blockchain, i.e., Blockchain 

1.0, originated from the Distributed Ledger Technology (DLT) concept, and the application is 

built on three layers: (i) the overlying protocol (i.e., transaction enabling software); (ii) the 

digital currency (i.e., bitcoin or other digital tokens/coins), representing a store of value and 

providing value to the protocol itself: and the (iii) primary technology framework (i.e., public 

ledger, hashing and mining).  

In the cryptocurrency world, DLT was mostly used to enable direct user-to-user exchanges 

at minimal transaction fees and partial anonymity. Bitcoin offered trustworthiness, stability, , 

ease of use, efficiency and independence while maintaining an accurate ledger of 

transactions (Taskinsoy, 2021a). Along with Bitcoin’s successes, it also experienced major 

setbacks. Proof of work (PoW) is the consensus mechanism employed by Blockchain 1.0, 

which requires complex mathematical calculations. Since PoW involves complex processes, 

it takes time and energy equivalent to the profit earned overall (Mukherjee & Pradhan, 2021). 
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2.6.2 Blockchain 2.0 – Digital Economy 
One key emerging use case of Blockchain 2.0 involved smart contracts. Smart contracts are 

basically computer programs that can automatically formalise and secure terms of a digital 

contract. Smart contracts provide enhanced management and administration because it is 

self-executing, which is far more functional than traditional written contracts (Guo & Liang, 

2016). 

2.6.3 Blockchain 3.0 – Digital Society 
Smart cities have the greatest potential for blockchain technology, because features such 

as smart governance, smart mobility, smart living, resource efficiency, smart citizens, and 

smart economics are interconnected and they work together (Sun et al., 2016). Blockchain 

3.0 uses Proof of Authority and Proof of Stake consensus mechanisms so that smart 

contracts can be processed at a faster pace and with greater computing power, without 

transactional fees. By using the FFM concept (Fast, Feeless and Minerless), Blockchain 3.0 

aims to address the scalability, interoperability, privacy and sustainability problems of former 

generations. Due to their speed, they can facilitate thousands of transactions in a second, as 

opposed to previous generations (Mukherjee & Pradhan, 2021). It is worth noting that 

Blockchain 1.0 was introduced in 2009. Blockchain 2.0 followed in 2010, and Blockchain 3.0 

emerged in 2012 (Gupta et al., 2021). 

2.6.4 Blockchain 4.0 
In the future, Blockchain 4.0 is another promising development that will serve as a business 

operating platform for creating and executing applications. It is anticipated to impart other 

flourishing machines to blockchain, including artificial intelligence (AI). By using blockchain 

technology, different platforms can be added in a consistent way under the same umbrella. 

This ensures constancy to meet both commercial and manufacturing needs. The 4th 

generation has the prospective to permit transactional speed up to 1 M/sec per transaction 

(Singh & Vadi, 2022). 

2.7 Why the adoption of blockchain technology? 
Innovation adoption is defined as the actual utilisation of an innovation by organisational 

members (Boyne et al., 2005:420). Commercial banks and international financial giants are 

motivated to adopt blockchain innovation for the following reasons: 

Firstly, it is cost-effective and reduces value transfers. Commercial banks typically invest 

copious amounts of money in the purchase and maintenance of centralised databases. 

Furthermore, bookkeeping adds to labour costs and human operation risks. Decentralised 

ledgers and blockchain’s automation can create low-cost, transparent models without 
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spending a fortune, thus solving these problems (Nguyen, 2016). 

Secondly, it can control risks more effectively. Monitoring and tracking of loan usage is 

an important aspect of commercial banks’ operations, however the task is not as effective as 

it could be. Furthermore, global regulation of capital circulation can complicate matters. 

Blockchain technology enables user-to-user transactions between borrowers and lenders 

who are viewed as nodes, with no need for banks to intervene as intermediaries because of 

its multi-centred design. Sharing transparent financial information reduces the risk of bad debt 

and financial management becomes easier (Chang et al., 2020). 

Finally, it seeks innovative ways to profit. Banks as well as investment institutions are 

increasingly investing or working with blockchain technology in the financial sector. As banks 

develop financial products and open markets in this fiercely competitive environment, they 

must seek innovative revenue models (Chang et al, 2020). 

2.8 Blockchain unpacked 
“Blockchain is the most overhyped, least understood and most disruptive technology of our 

time” (Floros, 2021: 35). DLT and blockchain are often used interchangeably, but the former 

is a subgroup of the latter. A blockchain is based on blocks of data that are linked in a linear 

fashion, adding layers of information one after another that cannot be altered (Padilla et al., 

2020). 

2.8.1 Components of blockchain architecture: How does it work? 

Table 2.2: Components of blockchain architecture: How does it work? 
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Figure 2.2: Components of blockchain architecture (Source: Alam & Jain, 2020) 

2.8.2 Types of blockchains 
2.8.2.1 Public/permissionless blockchain 
Public blockchains, for instance, Bitcoin, Ethereum, Litecoin and various others, are public 

blockchains with open access that can be designed by anyone without prior approval. Open 

blockchains are completely decentralised. Supporters of open blockchains consider the 

progress to be unbiased, straightforward and responsive (Alam & Jain, 2020). 

2.8.2.2 Private/permissioned ledger blockchain 
There are two ways to build a blockchain network, either through the construction of a private 

network or the modification of a primitive network. Sometimes, a few organisations will join 

forces to build a patent network and share it among themselves to simplify the transaction 

process. “R3 blockchain consortium” for example, has developed a blockchain system that 

is used by economic institutes. 

The nodes in a permissioned ledger have a certain level of access control in the validation 

process. As a rule, these nodes are preselected to perform certain tasks. Validation and 

invitation are required from participants to be part of the network. For example, a particular 

financial institution must agree on the transactions to be considered valid. Likewise, selected 

participants can be provided with access to read the block in a blockchain. Primary benefits 

of private blockchains are quick verification, confidentiality low transaction fees. 

Permissioned blockchain are utilised by banks. The network has two types of nodes, one 
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starts, receives and checks transactions, and the other one which can only start and receive 

the transactions (Upadhyay, 2019). 

2.8.2.3 Consortium 
Blockchains can be developed in three ways: first, by an individual organisation; second, by 

a regulator or government body; and third, by forming a consortium. Participants in a 

consortium blockchain network select their own nodes by which to control the consensus 

process (Zhao et al., 2018). A consortium blockchain combines the advantages of both public 

and private blockchains, which makes it a hybrid blockchain (Upadhyay, 2019). Literature 

have distinguished two types of consortia blockchain: technology-focused and business- 

focused consortia. Technology-focused blockchain aims to design platforms that can be 

used across different applications and to follow technical rules, while business-focused 

blockchain technologies are designed to solve specific business problems especially in 

financial services (Agrawal, 2019; Asuquo et al., 2021). 

2.8.3 Principles of blockchain technology 
Blockchain technology is made up of five key principles (Tapscott & Tapscott, 2018; Iansiti 

& Lakhani, 2017): 

• Transparency with pseudonymity 

• Computational logic 

• Distributed database 

• Peer-to-peer transmission 

• Permanent and irreversible records 

2.8.3.1 Distributed database 
Blockchain functions as both a network and a decentralised database, storing data created 

within the system. Unlike traditional centralised databases, blockchain’s data is distributed 

across all nodes in the network, with each node maintaining its own copy. Each block in the 

chain contains a list of transactions, a timestamp, and details about the preceding block. 

Some blockchains also include additional fields to facilitate consensus mechanisms. This 

connection to the prior block ensures the blockchain’s immutability. If any block’s data is 

altered, its hash changes, thereby invalidating all subsequent blocks in the chain (Padilla et 

al., 2020). 

2.8.3.2 Peer-to-peer transmission 
“In computer language, peer-to-peer is a direct connection between two computers in the 

same network that can share information without the need for a third computer to have the 

server function” (Anghelache et al., 2020:75). 
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2.8.3.3 Transparency with pseudonymity 
All transactions and associated values are visible to anyone with access to a blockchain. A 

unique alphanumeric address identifies each user or node (Zheng et al., 2018). It is the user’s 

choice whether to remain anonymous or provide proof of identity to other users. Blockchain 

transactions are traceable, but their identities cannot be revealed (SheCanCode, 2018). This 

anonymity of digital transactions enables entities to transfer money to any part of the globe 

without government intervention, and at a relatively low cost (Clohessy et al., 2019). However, 

Zheng et al. (2018) argue that although a consortium blockchain has some advantages, it 

also has limitations, and therefore total privacy cannot be guaranteed. Furthermore, financial 

institutions in other countries could contravene rulings where regulators have not cleared 

the transfer of money, especially when transacting cross-border. 

2.8.3.4 Irreversibility of records 
The nature of a public blockchain is that once a transaction has been entered into the 

database and updated, it cannot be changed as all historic information has been accounted 

for (Mahmood, 2021). A chain of records is formed by linking them together. A combination 

of computational and digital security measures ensures that the records are permanent, 

chronologically ordered, and visible for all to see (Iansiti & Lakhani, 2017). 

2.8.3.5 Computational logic 
Digital ledgers enable blockchain transactions to be linked to mathematical formulas and 

essentially programmed so that users can set up algorithms and rules to perform all 

necessary operations between nodes automatically (Arora, 2022). For malicious activity like 

double-spending attacks to be prevented, computational logic requires consensus to ensure 

legitimacy (Zwitter & Hazenberg, 2021). 

2.8.4 Challenges of blockchain technology 
In numerous industries, blockchain is still a very new technology. As such, hurdles are 

slowing down a swift roll-out. Technical concerns such as confidentiality, speed, 

transparency and scalability requires attention. Legal and regulatory issues are other 

concerns that have to be managed (Alla et al., 2018). 

2.8.4.1 Consensus-related challenges 
The consensus mechanisms used in blockchain technology often require substantial 

computational power and energy for real-world transactions, resulting in diminished system 

efficiency and increased latency. Nevertheless, to support the applications outlined in recent 

research, blockchain must operate with enhanced and more adaptable capabilities. 
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Although blockchain technology has reached a relatively advanced stage of development, 

there remain unresolved challenges in protocol design. For example, improved algorithms 

are needed for consensus protocols to accurately identify primary nodes from a small pool of 

trusted nodes. Furthermore, developing a consensus algorithm that minimises network-wide 

broadcasting while maintaining a fundamental level of security is essential. The overarching 

goal is to establish optimal protocols that reduce operational time and costs, address 

competition management, and ensure scalability, performance, identity verification, privacy, 

and robust protection levels (Sankar et al., 2017). 

2.8.4.2 Scalability-related challenges 
Scalability is not a singular term. Several metrics are  involved in measuring scalability, 

including: 

• Block-size – increasing the block size slows done the network time and speed; leads 

to compromise of proof of work security associated with miners in the blockchain; 

compromises on decentralisation (Goswami, 2017). 

• Network latency – refers to the time allocation to validate a transaction. Network 

latency should be low to achieve high scalability (Goswami, 2017). 

• Other basic scalability issues of blockchain include transaction speed, security, cost, 

storage capacity, and query inefficiency (Khan et al., 2021). 

2.8.4.3 Lack of interoperability-related challenges 
Interoperability can broadly be understood as the degree to which people, different systems 

or entities can co-ordinate to reach the same goal (Ide & Pustejovsky, 2010). In the context of 

blockchain, interoperability means connecting multiple blockchains to share information 

without compromising its uniqueness and integrity (Wang et al., 2023). This is a main obstacle 

to dataset sharing across different stakeholders and enabling the connection of applications 

and services (Dionysopoulos & Giaglis, 2022). Interoperability ranges across four different 

levels (Di Orio et al., 2022), namely: 

• Physical/technical interoperability, which is concerned with the physical connection 

of hardware and software platforms. 

• Syntactical interoperability, which is concerned with data format, i.e., it relates to how 

the data is structured. 

• Semantic interoperability, which is concerned with the meaningful interaction 

between systems, devices, components and/or applications. 

• Organisational interoperability, which is concerned with the way organisations share 

data and information. 
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2.8.4.4 Selfish mining-related challenges 
Blockchain is more prone to selfish mining-related attacks. Selfish mining is a strategy where 

malicious miners engage in information concealment by withholding newly mined blocks. This 

strategy has two main intentions: firstly, to gain an unfairly large portion of mining rewards 

that is inconsistent to their actual computational input and secondly, to undermine the work 

of honest miners, causing them to waste resources on ineffective chains (Conti et al., 2018). 

2.8.4.5 Cost and implementation-related challenges 
The underlying cost of implementing blockchain technology, including licensing, can be 

extremely high. The employment of developers and experts in the field is far more expensive 

than employing traditional developers (Iredale, 2020). 

2.8.4.6 Security, legal and regulation-related challenges 
Although the blockchain approach has transformed society in many respects, legal and 

legislative standards remain debatable. Due to the lack of legal oversight, blockchain has the 

highlight of various debacles, notably in its initial development phase (Lu, 2019). The more 

specific the information about the user, the larger the potential of leaking and threatening 

the user’s privacy. If a potential intruder gains access, it would be possible to mine and steal 

sensitive user data (Himeur et al., 2022). 

Article 17 of the General Data Protection Regulation (GDPR) clearly outlines the specific 

circumstance under which an individual has “The Right to be forgotten”, this means that you can 

ask for your personal information to be deleted if it is being used illegally or if it is no longer useful 

(GDPR.EU, 2022). As blockchain/DLT protocol is irreversible and immutable, this is the 

biggest challenge for blockchain development, which is particularly relevant to the 

development of blockchain-based financial services, copyright and content creation and 

distribution, as well as social media networks (Floros, 2021).  

2.8.5 Benefits of blockchain technology 
Blockchain technology offers several transformative benefits across various sectors, driven 

by its unique structure and operational principles. Key benefits of blockchain technology are 

summarised below. 

2.8.5.1 Decentralisation 
Cloud computing modes and traditional Internet of Things (IoT) are vulnerable to cyber-

attacks as they rely on centralized servers (Habib et al., 2022; Atlam et al., 2018). Blockchain 

decentralises data across various computers or devices, maintaining data accessibility and 

ensuring reliability by eliminating dependency on a central authority. This structure increases 
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system resilience and reduces data loss (Reyna et al., 2018).  

2.8.5.2 Enhanced security 
In the IoT arena, personal information are in cloud storage such as property details, 

household items, video footage, personal habits and voice recordings, sparking major 

security threats (Habib et al., 2022). A cloud-system of this nature opens up opportunities 

for hackers to attack. Adding blockchain technology to cloud computing can help to 

overcome some of the security challenges (Dorsala et al., 2021). Blockchain applies powerful 

cryptographic methods, which stifles cyber-attack attempts. Every single blockchain 

transaction is coded and connected to the previous one. This continuous chain protects the 

data from being hacked and preserves data integrity (Ogunwole et al., 2024). 

2.8.5.3 Enhanced trust and reliability 
Users have great faith in the integrity of the data, because nothing can be amended after 

information has been verified and stored as transactions, once stored (Saini, 2022). This 

feature guarantees reliable and secure records, strengthening relationships across sectors 

(Kumar et al., 2022; Rani et al., 2021). An admonishment from scholars and experts is that 

the potential that blockchain offers, may not be a suitable solution for all industries to fix their 

respective problems (Rani et al., 2021).  

2.8.5.4 Auditable 
Blockchain technology guarantees that all nodes can sight the entire chain of data blocks, 

ensuring that every transaction is identifiable as blocks cannot be altered without network 

consensus (Saini, 2022). Liao et al. (2022) note that blockchain integration in banking 

streamlines auditing functions and supports robust identity management. Khadka (2020) 

emphasises that blockchain’s immutability provides a trustworthy ledger, while Garg et al. 

(2021) highlight its potential to optimise resource efficiency.  

Javaid et al. (2022) assert that blockchain transparency improves access to detailed 

transaction logs, while Sanyaolu et al. (2024) point to its role in broadening equitable financial 

participation. Cangemi and Brennan (2019) stress that overall, blockchain is a transformative 

tool for accountability, operational efficiency and compliance in the financial sector. 

2.8.5.5 Transparency and traceability 
Blockchain generates a real-time ledger ‘for-all-to-see’ in the payments systems. This 

visibility builds trust which leads to less chance of dishonesty (Gupta & Gupta, 2020). 

Blockchain uses an automated program called smart contracts.  These programs carry out 

tasks when pre-set rules are met, similarly to the way a robot operates. The run tasks include 



25  

releasing of funds and balance updates (Singh & Ausaf, 2022).  

2.8.5.6 Increased efficiency and speed 
Liao et al. (2022) note that sectors like banking and logistics require high-speed processing. 

Blockchain improves efficiency through robust identity management and access control. 

Garg et al. (2021) emphasise that blockchain can significantly reduce resources needed for 

financial audits. Khadka (2020) highlights its potential to revolutionise banking by reducing 

operational costs. Javaid et al. (2022) notes that blockchain executes transactions  

transparently, securely and quickly all at the same time. Sanyaolu et al. (2024) discuss how 

it broadens financial participation to previously excluded populations. Khalil et al. (2022) add 

that blockchain adoption in the era of Industry 4.0, simplifies financial workflows. 

In summary, by using blockchain, the bank will be better equipped to save money, process 

transactions speedily and optimise day-to-day workflows. 

2.8.5.7 Improved privacy and control 
As the name suggests, a private blockchain, keeps information private. Whilst it manages 

access control, it still ensures transparency. Because access control is managed, 

organisations can balance both disclosure and non-disclosure of information. Liao et al. 

(2022) emphasises that this function is key in preserving client trust within open banking 

systems. Khadka (2020) further highlights that blockchain can revolutionise the banking 

industry by ensuring a verifiable transaction history but also treating confidentiality as a top 

priority. Khalil et al. (2022) further support this, stating that blockchain adoption in financial 

services align with the data governance standards of Industry 4.0. 

2.8.5.8 Cost reduction 
Both supply chain and the banking sector, amongst other sectors are prone to very high 

transactional fees as third-party involvement adds to the fee structure 

(Daluwathumullagamage & Sims, 2021). Blockchain banking reduces the fees considerably 

as record-keeping (duplicate copies held with bank and intermediary) are automated with 

only one copy held on file (Chowdhury et al., 2021; Laurence, 2017). 

2.8.5.9 Automation through smart contracts 
Smart contracts are stored on a blockchain and as mentioned earlier, they are computer 

programs that run automatically when specific conditions are met. Conditions such as 

manual paperwork, identity management and financial audits become automated (Liao et 

al., 2022; Garg et al., 2021). This makes blockchain an innovative engine that sparks ideas 

to make business operations more efficient across different industries Ali et al., 2020; Khadka, 
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2020).  

Javaid et al. (2022) emphasise smart contracts’ role in ensuring that financial transactions 

are secure and transparent. Sanyaolu et al. (2024) discuss how smart contracts makes it 

possible for more people to have access to financial services. Khalil et al. (2022) assert that 

adopting smart contracts is a smart move for business to stay ahead in this tech-driven era.  

In summary, smart contracts enhance process optimisation while addressing the growing 

demand for automated, secure and efficient transaction solutions. 

2.8.5.10 Disintermediation 
Blockchain technology removes the middleman. With this removal, trust becomes easier to 

foster (Sankaranarayanan, 2020; Eyal, 2017). Disintermediation furthermore significantly 

reduces transactional costs in the (BFSI) – Banking, Financial Services and Insurance 

sectors (Khatwani et al., 2023; Garg et al., 2021). 

The manner in which accounting methods are currently done, will completely change for the 

better since blockchain’s open and trustworthy ledger makes reporting and compliance 

easier (Dai & Vasarhelyi, 2017). Its application extends to providing key financial tools to 

communities who often excluded as well as solutionising social and environments problems 

(Sanyaolu et al., 2024; Mishra & Kaushik, 2023; Khalil et al., 2022).). Blockchain not only 

enables banks to keep in line with client preferences but also plays a key role in driving 

future financial innovations (Kasturi, 2023; Ali et al., 2020). 

2.8.5.11 Provenance 
Data provenance speaks to the recording of information from the very beginning and any 

subsequent activity related to that information. Banking records are stored for a limited 

period of time. However, with blockchain provenance, information can be traced back to its 

origin and discrepancies can be identified in seconds. Blockchain provenance extends 

beyond financial assets; it can be applied to any type of data, be it artwork, supply chain, 

land ownership or even luxury items such as jewellery or precious stones (Maryniak et al., 

2021; Sankaranarayanan, 2020). 

2.8.5.12 Fast exchange and settlement 
Up-to-date information is available to each party involved in a transaction, as the system 

constantly refreshes data on the ledger (Saini, 2022). Transferring of funds and the 

settlement thereof are synchronised with blockchain’s near real-time processing, which 

optimises the monitoring of funds done by National Treasury. Additionally, by using 

blockchain for cross-border remittances, users will be able to negotiate favourable exchange 
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rates from trading platforms (Gupta & Gupta, 2020). 

2.8.5.13 Increased efficiency and speed 
Blockchain technology facilitates faster transaction processing in addition to reducing 

decision-making time across organisations (Zīle & Strazdiņa, 2018). As a result, payments 

can be processed faster in case of an unfortunate event such as war, floods or an earthquake, 

among others. Blockchain technology decreases duplicate recordkeeping, minimises 

reconciliations, and minimises errors and fraud (Laurence, 2017). Transactions can be 

approved from one location in the blockchain (Risius & Spohrer, 2017). By automating 

transactions and removing intermediaries, blockchain reduces operational costs and 

enhances processing speed, benefiting industries that depend on fast, low-cost processing, 

such as finance and logistics (Daluwathumullagamage & Sims, 2021). 

2.8.5.14 Reduced fraud opportunities 
Multistep processes are preferred by fraudsters, especially those involving human interaction, 

such as collateral requirements, currency price conflicts, and foreign exchange mediation. 

With blockchain, information can be transmitted in real time, thereby reducing fraud 

opportunities (Ghosh, 2021). In recent years, security gaps in operations have exposed 

banks to data breaches. The complex cryptographic architecture of blockchain protects it 

against cyber-attacks (Sneha et al., 2021). Blockchain enhances security and reduces fraud 

attempts as real-time information is recorded oppose to executing multi-step processes 

involving human intervention (Ghosh, 2021; Sneha et al., 2021). 

2.8.5.15 Improved compliance 
Failure to adhere to prescribed guidelines in the client on-boarding process has resulted in 

fines, financial losses and reputational damage (Kawasmi et al., 2020). Blockchain build and 

control a ‘Know Your Customer’ repository to ensure that personal customer information is 

refreshed whenever necessary (Kawasmi et al., 2020). 

2.8.5.16 Greater financial reach 
In many developing nations, blockchain technology empowers banks to provide financial 

services to the unbanked, people who have struggled to access financial services (Chapiro, 

2021). Core financial services, such as applying for credit, making digital payments, saving 

or diversifying investments can improve people’s lives and financial conditions particularly 

in volatile economic climates (Daluwathumullagamage & Sims, 2021). 

2.8.5.17 Fault tolerance 
As technology continues to evolve, maintaining uninterrupted functionality is crucial. Fault 
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tolerance refers to a system that can continue working even when errors pops up 

(Egwutuoha et al., 2013). In addition, a Byzantine fault tolerant system can continue to 

operate, provided that if there are not too many malfunctioning parts, i.e., maximum of one 

third of faulty components (Zivic et al., 2019). This attribute ensures that critical processes, 

such as payment services within a South African Commercial Bank, remain robust and 

dependable, even when confronted with unforeseen challenges. 

2.9 Theoretical frameworks underpinning blockchain technology 
Many theories as to how organisations adopt technology have been extensively examined 

over time, such as Fred Davis’ Technology Acceptance Model (TAM), Ewan Rogers’ 

Diffusion of Innovation (DOI) framework, and Tornatzky and Fleischer’s Technology-

Organisation-Environment (TOE) framework (Bagozzi et al., 1992). Innovation Diffusion 

Theory (IDT) has been applied in the fields of agriculture, communication, the internet, 

marketing, science, sociology and technology (Argarwal et al., 2000; Karahanna et al., 

1999), but this framework will not be discussed. TAM is aimed at explaining adoption of 

technology at the individual (end-user) level, while the TOE framework is targeted at 

organisational level, and the DOI theory incorporates both (De Oliveira Martins & De Oliveira, 

2010). 

2.9.1 Technology Acceptance Model (TAM) 
Taherdoost (2018) explains that TAM identifies three key factors that influence a user’s 

motivation to adopt a technology: perceived usefulness (PU), perceived ease of use 

(PEOU), and attitude (A), sometimes a fourth factor in included: external variables. Gangwar 

et al. (2014) posit that TAM is the most popular model for technology adoption, and 

according to Lee et al. (2011) the most conversed model in explaining end-user behaviour; 

however, Bagozzi (2007) explains that TAM has limitations and may not be suitable for all 

emerging technologies. 

2.9.2 Technology-Organisation-Environment (TOE) framework 
The TOE framework asserts that three principle contexts—technological, organisational, and 

environmental—plays a role in the adoption and acceptance of a new technology (Amini & 

Javid, 2023). These three principles align with Harker and Zenios’ (1999) factors that drive 

institutional productivity, which are strategy, strategy execution, and environment. 

The technological context refers to existing and emerging technologies relevant to the 

company (Wang et al., 2010), as well as how it will be of use to the company (Chiu et al., 

2017). Furthermore, the organisational context refers to the internal aspects of an 

organisation that affect adoption, being size, product design, client mix, geographical scope 
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of business, distribution channel, human resource management, communication processes, 

and the linking of structures within the organisation (Harker & Zenios, 1999). 

The organisational context includes organisational culture, leadership structure, and resource 

capabilities (Baker, 2012). Furthermore Wang et al. (2010), point out that the organisational 

context also refers to information technology experience, innovativeness, top management 

support, organisational size, information intensity, and organisational readiness. 

Environmental context refers to factors outside of the organisation that can influence 

adoption. These factors refer to government and regulatory rules, competitive pressures, 

industry structure and customer demands in which the organisation exists (Lippert & 

Govindarajulu, 2006). 

2.9.3 Diffusion of Innovation (DOI) framework 
Diffusion of Innovation (DOI) is a framework that seeks to explain how, why and at what rate 

new ideas and technology spread (Rogers, 1983). Taherdoost (2018) explains that the DOI 

framework has four components, namely, model time, communication channels, innovation, 

and social system, and that components can measure the coverage of a new idea on a global 

level over time. Taherdoost (2018) further summarises that emerging technologies typically 

exhibit five core characteristics: its intricacy, its comparative benefits relative to current 

technologies, its alignment with the organisation’s operations and culture, its observability 

and trialability. Recent studies (Gökalp et al., 2022; Lustenberger et al., 2021; Clohessy et 

al., 2019) employed the TOE framework in studying the adoption of blockchain in different 

sectors. These studies have shown that TOE framework considers both the internal 

dynamics and environmental factors of an organisation. 

This current study focuses on the TOE framework, as it facilitates an understanding of the 

organisation’s interpretation of blockchain technology, examines the key drivers affecting 

adoption and how the organisation thinks about strategies and approaches which can add 

new ideas to existing literature. 

2.10 Summary 
The information outlined in the literature review presents some of the research already 

conducted in the field of blockchain technology. The review identified that blockchain 

technology exhibits some shortcomings, but overall, the banking sector remains eager to 

utilise the potential for blockchain to reduce operational expenditure and innovate new profit 

channels in the future. The fact that major banking players are exploring blockchain is 

particularly interesting, given that the first blockchain application, Bitcoin, emerged as a 
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result of diminished trust within the financial sector. 
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CHAPTER THREE: RESEARCH METHODOLOGY AND DESIGN 

3.1 Introduction 
Chapter Three discusses the research methodology followed to collate and analyse data for 

this study. The reviewed blockchain technology literature in Chapter Two has led to the 

study’s adoption of the TOE framework, which was used as foundation to formulate the 

research questions stated in Chapter One. In turn, the research questions served as a 

guideline for conducting in-depth, semi-structured interviews with individuals employed by 

the selected Commercial Bank and who are currently exploring blockchain technology. 

Nayak and Singh (2015) explain that the word ‘research’ refers to a search for knowledge, 

whilst the word ‘methodology’ is a plan of action. Kothari (1985) states that research 

methodology refers to a planned and logical way of investigating and solving a research problem. On 

the other hand, Crotty (1988) explains that methodology tries to understand the reasons why 

data is needed, the choice of the data, where it originated from, when it should be gathered 

and how it should be examined. VanderStoep and Johnston (2009) advise that each plan of 

action (strategy) has pros and cons; therefore, no single strategy is perfect. The goal of 

researchers is to select the strategy that delivers the most value at minimal costs 

(VanderStoep & Johnston, 2009). 

3.2 Research philosophy/paradigm 
In educational research, Guba and Lincoln define a paradigm as a way of understanding the 

world, based on how knowledge and evidence perspectives are interpreted (Guba & Lincoln, 

1994). In simple terms, a paradigm is an approach to thinking about and doing research 

(Pruzan, 2016). Candy (1989) suggests that there are three dominant research paradigms 

applied in educational research, namely, the positivist paradigm, the 

interpretivist/constructivist paradigm, and the critical/transformative paradigm. However, 

other researchers such as Teddlie and Tashakkori (2009), propose a fourth pragmatic 

paradigm that borrows elements from the three paradigms stated above. 

3.2.1 Positivist paradigm 
Positivism is classified as a traditional standardised approach for assessment and evaluation 

(Aikenhead, 1997). Positivism stresses “theory verification” (Ponterotto, 2005). Researchers 

using this paradigm emphasise presenting clear, concrete facts and observable results to 

explain why certain things happen.  

The basic research process is: problem → hypothesis → proposition → verification → 

conclusion (Xinping, 2002). 
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3.2.2 Interpretivist/constructivist paradigm 
Crotty (1988) states that the interpretivist paradigm describes the process by which humans 

create meanings as they interpret the world in which they live. Creswell and Creswell (2018) 

also argue that researchers who use the interpretivist paradigm obtain most of their data from 

their participants’ views regarding the target issues through interaction or discussion. 

Interpretivist research strives to gain meaningful interpretations from various people across 

different roles within the workplace (Saunders et al., 2019). 

3.2.2.1 Critical/transformative paradigm 
The critical paradigm seeks to critique societal norms, highlight injustice, challenge dominant 

value systems and promote social change (Crotty, 1988). Creswell (2007:21) believes that 

this type of research “should contain an action agenda for reform that may change the lives 

of participants”. 

3.2.2.2 Pragmatic paradigm 
Pragmatists start with a problem and develops practical solutions for future implementation 

(Elkjaer & Simpson, 2011). Pragmatists are more concerned about abstract distinctions than 

practical outcomes, so their research can vary considerably in terms of objectivism or 

subjectivism (Cunningham & Fitzgerald, 1996). It is a fundamental belief of pragmatists that 

each person has different ways of interpreting the world and conducting research, that no 

single point of view can give an accurate account of all the different circumstances, and that 

there are many different realities (Biddle & Schafft, 2015). 

Methodology and methods refer to gathering data required to understand the undertaken 

study; therefore, most authors focus mainly on positivism and interpretivism because they 

can be envisioned as the opposites of (i) interpretivists considers personal viewpoints i.e. 

being subjective while positivists pursue objectivity, and (ii) interpretivists insist in separating 

the natural from the social world while positivists tend to align their research with natural 

sciences (Grix, 2019). 

For the purpose of this study, an interpretivist paradigm was use. Interpretivism allows 

researchers to analyse the opinions and knowledge of the contributors (Thanh et al., 2015). 

3.3 Elements of the interpretivism paradigm 
As stated in Chapter One, each paradigm comprises four essential elements, according to 

Guba and Lincoln (1994) and Lincoln and Guba (1985), namely: (i) ontology, which refers to 

the nature of reality and what human beings can know about it; (ii) epistemology, which refers 

to questions such as, “what is the nature of knowledge” and “what is the relationship between 
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the knower and the would-be known?”; (iii) methodology, which refers to how researcher 

can go about determining whatever he or she believes can be known; and (iv) axiology, 

i.e., important ethical aspects to the research were identified and respectfully observed. 

The elements of the interpretivist paradigm assume the following: 

• Ontology is relative – meaning that what is being studied has multiple realities, and 

that those realities, can be understood through close interaction between the 

researcher and the selected participants (Chalmers et al., 2009). 

• Epistemology is subjective – which means the researcher makes meaning of the 

data collected from interactions with the participants through his or her own thinking 

and understanding. It is assumed that the researcher and the research participants 

engage with each other through dialogue, i.e., questioning, listening, reading, writing 

and recording research data (Punch, 1998). 

• Methodology is naturalistic – which means the researcher utilises data gathered 

through interviews or reflective sessions with research participants (Carr & Kemmis, 

1986). 

• Axiology is balanced – which means that the conclusions drawn will present a 

comprehensive and impartial report based on the researcher’s interpretation of the 

study (Kivunja & Kuyini, 2017). 

3.4 Research approach 
Literature provides many definitions of reasoning, however, a simple explanation by Leighton 

(2004) is that conclusions can be drawn from an initial condition. Everyday life and science 

include three forms of reasoning we use to draw conclusions (Mantere & Ketokivi, 2013), 

namely: 

• Inductive reasoning, which allows students to understand observations, analyse a 

case study or solve a difficult problem (Michael & Richard, 2013). Furthermore, Hayes 

et al. (2010:278) claim that “inductive reasoning involves making predictions about 

novel situations based on existing knowledge”. 

• Deductive reasoning, which means progressing from broad to specific details, as 

in starting with a theory, generating hypotheses from it, testing the hypotheses, and 

revising it accordingly (Nola & Sankey, 2007). 

• Abductive reasoning, which is not to develop a general theory, but rather to move 

from specific observations to specific explanations (Behfar & Okhuysen, 2018). 

In essence, deductive reasoning predicts, confirms and disconfirms, while inductive 

reasoning proposes a possible explanation, and abductive reasoning proposes a plausible 

explanation (Mantere & Ketokivi, 2013). Any research approach, whether based on inductive, 
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abductive or deductive reasoning, has to adhere to four rules of being understandable, 

logical, useful and confirmable (DePoy & Gitlin, 2015). 

This study used a Commercial Bank in South Africa as a case study and applied the inductive 

approach, which is in line with the interpretivist paradigm. With blockchain technology being 

new in the financial industry, Csapó (1997) states that inductive reasoning plays an important 

role in understanding science and applying knowledge in unfamiliar situations. 

3.5 Research design 
3.5.1 Research design types 
Research design facilitates the smooth working of many operations. It requires careful 

planning in the adoption of methods and the implementation of data collection to analyse the 

research project (Kapur, 2018). Babbie (2008) states that designing a study involves what is 

to be observed and analysed, why and how. Research design refers to outlines or plans that 

encompasses various techniques used by researchers to articulate answers to questions 

(Kumatongo & Muzata, 2021). Sami Almalki refers to three research designs, namely, 

quantitative, qualitative and mixed-methods (Almalki, 2016). 

In quantitative research, the present conditions are described, recorded, analysed and 

interpreted using quantitative methods. In other words, it refers to processes that can be 

expressed in terms of quantity and is based on the measurement of amount or quantity 

(Kapur, 2018). 

Qualitative research refers to that which does not use numbers. It uses words, thoughts and 

images to interpret (Thomas, 2017). Qualitative research looks at the motivating reasons 

and the approaches adopted in making decisions, rather than concentrating on specific details, 

timing  and outcomes, with the objective to explore, narrate, and interpret the phenomena to try 

to understand a complicated reality (Creswell, 2009). 

Mixed-method research works primarily within the pragmatist paradigm and uses both 

quantitative (numeric data) and qualitative (narrative data) research (Teddlie & Tashakkori, 

2009). 

An important factor to consider when choosing a research design is to match the design to 

the research problem (Creswell, 2002). The intention of qualitative research is to learn from 

the participant; therefore, open-ended questions are posed so that the researcher can gain 

insights about a particular idea or phenomenon emerging from participants’ perspectives 

(Creswell & Clark, 2018). Qualitative research allows the researcher to immerse in the culture 

or organisation being analysed (Trochim & Donnelly, 2016). 
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This study applied an interpretive qualitative research design, interviewing 16 individuals to 

help provide more insight into answering the research questions. As blockchain technology 

is not fully understood within the South African banking environment, the study was both 

exploratory and foundational. 

3.5.2 Research design techniques 
An important step in research design is to apply a research technique, and this is dependent 

on the objectives and expected outcomes of the research (Mane & Nikam, 2019). According 

to Kapur (2018), four techniques can be applied: 

• Exploratory design investigates less understood phenomena and identifies important 

variables. 

• Explanatory design explains the reasons behind the phenomenon and how they are 

connected.  

• Descriptive design documents the phenomenon based on interest. 

• Predictive design predicts the overall outcomes of the phenomenon to forecast the 

events and behaviours. 

Hair et al. (2020), adds that: 

• Exploratory research is used to learn and identify a business problem or opportunity; 

and 

• descriptive research describes a situation by using statistics such as frequency counts 

or standard deviation. 

Literature indicates that blockchain is still in its infancy stage (Zhang, 2020; Kochetkova, 

2020; Janssen et al., 2020; Jiaying, 2019; Vergouwen, 2018). Moreover, according to 

Saunders et al. (2007), exploratory research is conducted when very little is known about a 

subject or problem. Therefore, an exploratory approach is appropriate for this study. “It does 

not aim to provide final and conclusive answers to the research questions but merely 

explores the research topic with varying levels of depth” (Boru, 2018:3). 

3.5.3 Case study as a research strategy 
Adelman et al. (1976:141) define case study research as “the study of an instance in action”. 

Furthermore, an advantage of case study research is that it is ‘a step to action’. “Insights may 

be directly interpreted and put to use for staff or individual self-development, for within- 

institutional feedback, for formative evaluation, and in educational policy making” (Adelman 

et al., 1976:149). An experiment, history or a case study in most instances employs 

exploratory research that focuses on how and why questions (Yin, 2014). Schramm (1971) 

points out that case studies: 
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• Explain the assumed casual relationships in complicated scenarios that are difficult 

to study using other research methods, 

• can outline an intervention and the practical setting surrounding its execution, 

• can explain certain matters in an assessment, and 

• can clarify a situation in which an intervention is being assessed. 

3.5.4 Single case vs. multiple case study 
Baxter and Jack (2008) suggests that researchers must decide if it is practical to conduct a 

single case study or if a stronger understanding of the phenomenon will be achieved through 

conducting a multiple case study. According to Yin (2003), single case studies: 

• Can expand existing knowledge and contribute to theory building by validating, 

contesting or extending the theory, and 

• are useful for exploring cases where a researcher has been granted access to study  

previously unexplored phenomena. 

Furthermore Yin (2003) states that single case designs can extend the researcher’s entrance 

to evidence, however, careful investigation is required to circumvent misrepresentation. 

These studies can be holistic or embedded. An embedded case study involves more than 

one unit of analysis in the same study, while a holistic case study involves only one. 

Multiple case studies, on the contrary: 

• Enable researchers to identify differences and similarities between the cases (Baxter 

& Jack, 2008), and 

• can either argue that the results are contrasting for expected reasons, or state that 

the results are similar (Yin, 2003). 

For the purpose of this study, a single case study using a selected Commercial Bank was 

used. 

3.6 Data collection 
In any branch of learning, systematic research starts with two main activities. The first is to 

observe, measure and transcribe the observed details – in other words, data collection. The 

second (discussed in section 3.6 of this chapter) is to collect and categorise the data so that 

its significance can be discovered, simplified or explained. As soon as the research problem 

is defined and the research design is established, data collection begins (Kapur, 2018). 

Arthur and Nazroo (2003:111), state that “data collection is likely to be less structured in an 

exploratory study – perhaps in an area about which little is so far known, or if a key objective  
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is to understand how participants’ conceptions or values emerge through their speech and 

their narrative”. Rabianski (2003) explains that there are two methods of collecting data, 

i.e., primary and secondary data. For primary data, information is collected first hand by 

the researcher. Furthermore, Gray et al. (2007:144), explains secondary data as “building 

research projects around the analysis or re-analysis of data originally collected by someone 

else”. Primary data collection has two types: quantitative methods - involves numbers and 

qualitative methods - focuses on thoughts and experience (QuestionPro, 2022). It is 

common to use the terms quantitative and qualitative methods interchangeably, but the 

fundamental characteristic of both types of research is that they require naturalistic data 

(Nassaji, 2015). 

There are two main categories of primary data collection methods: those that use numbers 

(quantitative) and those that explore meanings and experiences (qualitative). 

Qualitative data collection methods used in numerous studies are described as follows: open- 

ended or semi-structured interviews, focus groups, logbooks observations, field notes, 

documents, photographs, videotapes and audio (Aust et al., 2010; Nielsen et al., 2007; 

Creswell et al., 2004; Zheng, 2021). 

This study used primary data collection where the researcher obtained the data. Since 

blockchain technology is relatively new in the banking industry, semi-structured questions 

were used in interview sessions to allow willing participants to share their views freely. 

3.6.1 Unit of analysis 
A unit of analysis can be any topic being examined, for example, a person, a program, an 

organisation, a classroom or a clinic (Graneheim & Lundman, 2004). The unit of analysis 

chosen has consequences for the research design and the faith placed in the results and 

conclusions (Silverman & Solmon, 1998). Therefore, it is imperative that the researcher 

understands the unit of analysis as it plays a key role in identifying what type of data should 

be collected for a study, and from whom it needs to be collected (Nayak & Singh, 2015:16). 

For this study, the unit of analysis was identified as a Commercial Bank in South Africa. 

3.6.2 Unit of observation 
This study focuses on a selected South African Commercial Bank, aimed at elucidating the 

influence of blockchain technology on payment services. The unit of observation comprises 

individuals directly engaged in the intricate realm of payment services, encompassing staff 

members, managers and subject matter experts within the centralised foreign exchange 

division. This division was deliberately chosen due to its pivotal role in facilitating cross-border 
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transactions and currency exchange. 

From the original population of approximately 120 personnel in the centralised foreign 

exchange division, the study narrowed the scope to encompass approximately 40 individuals 

intimately involved in executing, overseeing and strategising various payment services. 

These selected staff members possess a nuanced understanding of the operational 

intricacies, challenges and opportunities within the payment domain. Noteworthy to the 

research design is that individuals categorised as administrative staff and personnel from 

unrelated functional departments have been deliberately excluded. This exclusion ensures 

that the research’s focus remains sharply attuned to those directly contributing to and 

influencing payment services, thereby enabling a more targeted and insightful exploration of 

the effects of blockchain technology. 

By meticulously defining the unit of observation, this study ensured a concentrated 

investigation into the nexus of blockchain technology and payment services within the 

selected South African Commercial Bank. The insights garnered from this refined unit of 

observation offer a nuanced insight on how blockchain can bring about significant 

transformation in reshaping the landscape of payment services. 

3.6.3 Sampling 
“A sample is a set of elements selected in some way from a population” (Schofield, 2006:26), 

aiming to draw conclusions about the larger population based on the research being 

conducted (Peersman, 2014). According to Saunders et al. (2019), researchers generally 

use two types of sampling techniques, namely, probability (or representative) and non-

probability (or judgmental) sampling. Acharya et al. (2013) explain that probability sampling, 

used by quantitative methodologists, is also known as random sampling whereby everyone 

in the group has a equal opportunity of being included in the sample. On the other hand, 

Faizan and Zehra (2016:6) explain that for non-probability (non-random) sampling, used by 

qualitative methodologists, “each event’s selection chances are unequal”. Non-Probability 

sampling is further broken down into different techniques: snowball, volunteer, quota, 

convenient and criterion/purposive sampling (Vehovar et al., 2016): 

• Snowball sampling is usually done by using networks. When a researcher has 

difficulty accessing the population due to their closed nature, contact with a few 

individuals will encourage others to participate in the study (Etikan & Bala, 2017). 

• Volunteer sampling takes place when it’s difficult to find participants, in which case 

the researcher may reach out to volunteers, such as, personal friends, or 

acquaintances (Singh & Woodrow, 2010). 

• Quota sampling is when participants are selected based on specific characteristics 
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that match those of the wider population (Lance & Hattori, 2016). 

• Convenience sampling, sometimes called accidental or opportunity sampling, refers 

to choosing data sources that are ready availability (Cohen et al., 2018). In 

convenience sampling, the researcher can make contact with a designated 

person/group that would ordinarily have been challenging (Lynch, 2008). 

• Criterion/purposive sampling is precisely what the name suggests. Specific members 

are chosen who can yield the most value by providing relevant data related to the 

topic of study (Barglowski, 2018). In purposive sampling, the sample is approached 

by the researcher, who has a prior purpose in mind as the sample can provide 

important in- depth information that cannot be obtained from other sources (Alvi, 

2016). 

Since blockchain is an under-explored phenomenon, future research is necessary to obtain 

a full understanding of this emerging technology and its implications for the payment 

services in the banking industry. Phenomenology uses criterion sampling which involves 

selecting individuals who meet specific criteria, with the most prominent criterion being 

experienced in the field study (Moser & Korstjens, 2018). This study applied the non-

probability sampling technique, and the purposive and convenience sampling methods 

were employed. A total of 16 experts and professionals, who have experience and 

knowledge of blockchain but vary in characteristics and in their individual experiences, 

were selected. 

3.6.4 Interview process 
Given the prevailing COVID-19 pandemic, the research design incorporated a virtual 

approach to ensure seamless data collection. Online interviews were conducted via the 

Microsoft Teams digital platform, providing a secure and convenient avenue for participant 

engagement. Engagement with participants commenced with a personalised telephonic 

outreach, where they were courteously invited to participate in the study. Appointments were 

scheduled at the participants’ convenience, emphasising a respectful and accommodating 

approach to their time constraints. 

Upon confirmation of appointments, participants received a comprehensive meeting request. 

Attached to this request were the interview questions, meticulously tailored to delve into the 

intricate interplay between blockchain technology and payment services. In tandem, an 

interview consent form was enclosed, ensuring a transparent understanding of the research’s 

scope, purpose and participant rights. To optimise participation rates, a proactive approach 

was adopted. A series of follow-up communications, including phone calls and emails, were 

initiated three days prior to the scheduled appointment. This thoughtful gesture aimed to 
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underscore the importance of the participants’ insights while ensuring logistical preparedness. 

Upon initiation of the interview, the researcher acknowledged the significance of the 

participants’ contributions and, in alignment with ethical protocols, formally signed the consent 

form. Permission to record the audio of the meeting was also diligently sought, underlining 

the commitment to accurate data capture. Interviews were thoughtfully allocated, with one to 

two hours per session, allowing for comprehensive exploration of participants’ experiences, 

viewpoints and expertise. This temporal flexibility enabled a nuanced understanding of the 

intricate landscape of payment services within the context of blockchain technology. 

By adeptly navigating the virtual realm and employing a participant-centric approach, this 

process aspired to yield a tapestry of insights illuminating the transformative effects of 

blockchain technology on payment services within the South African commercial banking 

domain. 

3.7 Data analysis 
According to Schofield (2006), the ‘preparation’ stage of data analysis is to arrange the data 

in such a way that it makes sense and that it can be used to answer the research questions. 

The qualitative data (interviews) were grouped into codes, themes and categories 

(Wongsuphasawat et al., 2019). “The coding process refers to the steps the researcher 

takes to identify, arrange and systematise the ideas, concepts and categories uncovered in 

the data” (Given, 2008:85). The following steps were followed for the coding process as 

outlined by Cope (2010): 

• Raw data (audio recording) was transcribed through repeated listening. 

• Transcriptions were sent back to the interviewees to validate accuracy. 

• Thereafter coding began, which involved reading, re-reading, thinking and re-thinking 

to develop codes into patterns and themes connecting keywords/key concepts, and 

looping back to the research questions. 

Thematic analysis is a widely used and effective method for analysing qualitative interview 

data. It involves identifying, analysing and reporting themes or patterns within the data, 

allowing researchers to delve further and absorb the participants’ perspectives and 

experiences in relation to the effect of blockchain technology on payment services 

(Vaismoradi & Snelgrove, 2019). Thematic analysis involves the researcher offering a 

detailed and nuanced interpretation of the data by identifying themes. As an interpretative 

research method, it heavily depends on the researcher’s subjectivity and personal insights 

to analyse the data and construct meaningful themes. 



41  

Since this study endeavoured to explore the effect of blockchain technology on payment 

services at a selected Commercial Bank, the study adopted a thematic analysis technique as 

the dataset contained interview narratives. As part of the thematic analysis, each research 

question is grouped under the objective it directly supports, clarifying the objective’s focus on 

the study’s challenges, benefits and overall effects of blockchain technology in the South 

African banking sector. 

3.8 Ethical considerations 
Ethics is defined as “norms of conduct that distinguish between acceptable and unacceptable 

behaviour” (Resnik, 2015: 1). The code of ethics of CPUT was be followed by the researcher. 

An introductory letter (Appendix A2) briefly outlining the purpose of the research was sent to 

the organisation requesting access. Thereafter, the informed consent letter (Appendix A3) 

was sent to the organisation, whereby clarity as to what is expected on their part was 

confirmed by a returned signed form. The researcher advised each participant that they were 

allowed to withdraw from the process at any time. This was once again announced before 

starting the interview process. There were no withdrawals from any of the participants. 

MacLean (2013) points out three ethical considerations: 

• Sensitivity around the topic has to be considered by the researcher through 

emphasising that the research will be designed to ascertain individual and 

organisational knowledge concerning the topic. 

• Assurance has to be given in respect of the confidentiality of data and anonymity 
of the organisation and individual participants throughout the entire research process 

i.e., interviews, transcribing, storing and recording information. This demonstrates 

adherence to the Protection of Personal Information Act 4 of 2013 (POPI) (Republic 

of South Africa, 2013) and the Bill of Rights Chapter 2 (South African Government, 

1996), which enshrine the rights of all people. 

• Research ethics involves accumulating, processing, storing and analysing data, and 

then writing up the research findings in a moral way. It is therefore prudent for the 

researcher to ensure that the “research design is both methodologically sound and 

morally defensible to everyone concerned”. 

According to Akaranga and Makau (2016), the following ethical issues should be considered: 

• Advocacy and safety: The design of a project should not infringe on the rights and 

safety of the participants. 

• Anonymity, confidentiality and privacy: The ethnic or cultural background of 

participants should be kept a secret. Participants should not be referred to by their 

name, neither should any other sensitive information be divulged. If the information 
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has to be revealed, consent from the participants has to be obtained. 

• Deception: The researcher should at all times be completely truthful to the 

participants. 

• Beneficence: The researcher has to do good, serving and promoting the welfare of 

people and avoiding bias. 

• Non-maleficence: The researcher should not cause any physical or psychological 

harm to the participants through asking embarrassing questions or forcing participants 

to divulge information. 

• Voluntary and informed consent: Whilst a participant may be willing to give their 

consent, the researcher has to be truthful in explaining the purpose of the study and 

the risks involved. On this basis, the participant can make an informed decision to 

participate. 

• Vulnerable groups/special populations: Should a vulnerable group of the 

population such as children be involved, consent from parents or guardians needs to 

be obtained (Akaranga & Makau, 2016). 

The above ethical issues, including informed consent, voluntary participation and sensitivity 

of the topic, were considered by the researcher. The confidentiality of data and the anonymity 

of the organisation and individual participants were not compromised throughout the entire 

research process. The researcher followed ethical protocol to ensure that the participants were 

not exposed to any harm or risk and no questions were asked to deliberately mislead 

participants. A Compliance Certificate was issued (Appendix A1) after the University’s Ethics 

Committee scrutinised the interview questions to ensure that it was passed the institutional 

ethical criteria. 

3.9 Summary 
This chapter presented an overview of the methodology used in this research, which was 

selected to support the objectives of the research. In this study, the researcher adopted an 

interpretive paradigm, with the epistemological philosophical stance being subjective. A 

qualitative research design using inductive reasoning was applied. An exploratory single-case 

methodology was chosen. 

To achieve the aims of the study, 16 staff members within a Commercial Bank were 

purposively selected to be interviewed. The institutional ethical standards were observed 

during the research process. 
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CHAPTER FOUR: ANALYSIS AND FINDINGS 

4.1 Introduction 
This chapter focuses on the interpretation of the data acquired from the participants, and the 

presentation of these findings. Sixteen (16) staff members were interviewed. The study aimed 

to explore the effect of blockchain technology (BCT) on payment services in a South African 

Commercial Bank, determining how blockchain can possibly enhance competitive advantage, 

which, in turn, may influence organisational performance. The objectives of the research were 

to identify the key challenges of applying BCT in the South African banking industry, explore 

the main benefits of blockchain on payment services in the South African banking sector, and 

determine the effect of BCT on payment services at a South African Commercial Bank. A non-

random convenience sampling method was used to select staff members who were willing 

to participate in semi-structured interview sessions. The interview questions (IQs) were 

formulated based on the research questions. 

Table 4.1: Research questions, objectives and methodology 

Research Question Objective Methodology 

1 What are the key challenges of 
applying BCT in the South African 
banking industry? 

To identify the key challenges of 
applying BCT in the South African 
banking industry. 

Interview 
Semi-structured questionnaire 

2 What are the main benefits of 
blockchain for payment services in 
the South African banking sector? 

To explore the main benefits of 
blockchain on payment services in 
the South African banking sector. 

Interview 
Semi-structured questionnaire 

3 How does BCT impact on 
payment services at a South 
African Commercial Bank? 

To determine the effect of BCT on 
payment services at a South 
African Commercial Bank. 

Interview 
Semi-structured questionnaire 

 
The research problem presented, was core to grouping questions into four sets sections. 

Answers to the semi-structured interview questions provided the data to formulate the 

findings. The first-hand source, namely the interview transcriptions, were analysed to 

construct the findings. The data analysis was conducted using the underlying theory that 

guides the research, ensuring that the findings were contextualised within the technological 

landscape relevant to the organisation’s environment. In line with the POPI Act 4 (2013), 

participant names and the organisation name are not disclosed. Codes are used to refer to 

the participants. 

Thematic analysis was adopted to interpret the information and present results. When 

conducting qualitative studies, thematic analysis is a fundamental component that employs 

a systematic and interactive process to analyse data from semi-structured interview 

questions (Morgan, 2022). 
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Thematic analysis is “the process of identifying and analysing patterns within the data to 

search for themes that are important to the description of the research area” (Hill et al., 2022: 

293). 

Riger and Sigurvinsdottir (2016:35) proposed three reasons for the use of qualitative 

methods: “(a) Such methods are consistent with the core values of community psychology; 

(b) they may be used to develop culturally anchored quantitative methods; and (c) they are 

useful for understanding the subjective meanings that people give to their experience that 

then give rise to certain behaviors”. Riger and Sigurvinsdottir furthermore stated that 

“thematic analysis meets all of these criteria”. Thematic analysis offers many different ways 

to make sense of a dataset, which can be confusing because different researchers have 

suggested different procedures for conducting a thematic analysis (Finlay, 2021). The 

different procedures of this method, however, have one thing in common: developing patterns 

of meaning through a coding process (Braun & Clarke, 2022). 

4.2 Data analysis 
For the purpose of this study and as recommend by a number of researchers, thematic 

analysis is a straightforward method for identifying patterns in qualitative data and producing 

themes that describe these patterns (Braun & Clarke, 2024; Morgan, 2022; Kiger & Varpio, 

2020). Based on the procedures of a thematic data analysis, the following steps were 

followed. 

4.2.1 Step 1: Data familiarisation and transcription 
To ensure an accurate representation of participants’ responses, all audio recordings were 

transcribed word for word. The transcripts were reviewed multiple times to thoroughly 

familiarise the researcher with the data. At the outset of every interview, the purpose of the 

study was explained to each participant, who was then asked for voluntary agreement to 

participate. Upon their agreement, the consent letter (Appendix A3) was presented for 

signing. Once the letter was signed, the researcher proceeded with the interview questions. 

All sixteen (16) interviews were recorded with participants’ consent. After transcription, the 

data was returned to the participants to confirm correctness. Once verified, the transcripts 

were studied and interpreted by the researcher. 

4.2.2 Step 2: Initial coding 
In this step, open coding was employed as the first step of data coding. Each transcript was 

carefully read to identify meaningful segments such as sentences, phrases and paragraphs 

that aligned with the study’s aim, namely, examining the impact of blockchain technology on 

payment services in a South African Commercial Bank. To enable the researcher to capture 
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the idea or thought of each response, codes were assigned to these segments to begin with. 

These codes served as preliminary labels that summarised key points and allowed for easier 

categorisation and organisation of the data in subsequent steps. The labelling process was 

exploratory focusing on establishing any repetitive or unique perspectives on blockchain 

adoption as well as the challenges and benefits in making payment services. This application 

provided a basis for creating categories in Step 3, gradually forming a structured 

understanding of the data that unifies with the research objectives. Pertinent themes arose 

through the initial coding process which was the preparation for tweaking themes and 

developing more detailed insights. 

4.2.3 Step 3: Code generation and collation 
A broad list of codes was drawn up after the entire dataset was re-assessed. These codes 

were then organised into preliminary categories, grouping related ideas to facilitate the 

emergence of themes. Key concepts from the interviews were identified and coded, as 

illustrated in Table 4.2. Through a process of refining and collating similar codes, initial 

categories were developed, eventually leading to the formation of four primary themes. 

These themes encompass major concepts pertinent to the study’s objectives and key 

questions. 

Table 4.2: Key concepts, associated codes and connection for analysis 

No. Key concept Code Connection for Analysis 

1 Factors influencing the 
exploration, adoption and 
implementation of BCT 

FI1 Determining factors that drive the exploration of BCT, 
assessing the significance of BCT in the organisation, 
examining its holistic impact and recognising finance as 
a key deciding factor. 

2 Perceived benefits of BCT PB1 Exploring the advantages of implementing BCT, 
including collaborative benefits, scalability, financial 
impacts (e.g., reduction in operational costs), and 
optimisation or efficiency gains. 

3 Perceived challenges of BCT PC1 Identifying challenges such as compliance, governance, 
regulatory requirements, organisational inertia, 
collaboration barriers, and cultural change within the 
organisation. 

4 Perceived risks of BCT PR1 Recognising risks, including reliance on legacy systems, 
and assessing the transparency provided by a unified 
ledger to mitigate disputes and support accountability 

 

Each related code was grouped from the findings of the data, resulting in the identification 

of four key concepts. These concepts reflect core ideas provided by participants and align 

with the study’s research questions (RQs) and interview questions (IQs). Table 4.2 outlines 

these key concepts, associated codes and their roles in the data analysis, while Table 4.3 

links these concepts to specific research questions and provides relevant participant 

responses. 
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Table 4.3: Key Concepts linked to research questions and participant response 

Questions Code Key Concept Participant Response 
(IQ) What were the motivating 
factors that encouraged the 
exploration/ acceptance/use of 
the technology? 

FI1 Factors influencing the 
exploration/acceptance/ 
implementation of BCT 

P10: “Understanding how the 
evolving landscape of technology 
impacts financial services. The 
disruptive potential of blockchain in 
finance sparked interest in its 
exploration”. 

(RQ) What are the main 
benefits of blockchain for 
payment services in the South 
African banking sector? 

PB1 Perceived benefits of 
BCT 

P14: “Significant infrastructure 
savings are possible due to 
decentralising payment processes, 
which can streamline operations 
and reduce costs”. 

(IQ) How does the Bank 
address interoperability 
challenges to allow blockchain 
systems to operate outside 
silos and exchange data? 

PC1 Perceived challenges 
of BCT 

P1: “We built a custom API layer to 
enable integration across silos, 
allowing seamless interaction 
across various systems and 
channels through API nodes”. 

(IQ) What are the risks for the 
Bank when performing 
payment services? 

PR1 Perceived risks of BCT P12: “The transparent ledger 
reduces disputes since everyone 
has visibility into a single version of 
truth, which lowers risk exposure”. 

 

In this step, the four main concepts were integrated into broader themes, helping structure 

the thematic analysis around challenges, benefits, factors driving adoption, and potential 

risks. The identified themes align closely with the study’s objectives, presenting a clear 

framework to comprehend the effect of blockchain technology on payment services in the 

South African banking sector. This process sets the stage for further analysis and thematic 

development in subsequent stages of research. 

4.2.4 Step 4: Category and theme identification 
After analysing all interview responses from the participants, 86 distinct findings were 

identified. Using a data analysis tool, these findings were initially grouped into 17 categories 

(see Table 4.4). These categories represent recurring concepts and critical areas that 

surfaced from the interviews, highlighting the key elements in adopting and implementing 

BCT within payment services. 

 Further analysis of these categories led to the identification of core themes that encapsulate 

the overall findings of the study. The themes provide a framework to understand the primary 

aspects influencing blockchain adoption, addressing both opportunities and challenges. 

Each theme explores a unique dimension of BCT adoption in payment services, aligning with 

the study’s research objectives to uncover the challenges, benefits and overall effects of 

BCT in a South African Commercial Bank. 
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Table 4.4: Categories 

Categories 
Efficiency 
Compliance Governance Regulation 
Cost Efficiency 
Innovation Management 
Environmental Sustainability 
Risk Mitigation 
Collaboration 
Business Model Enhancement 
Technology and Innovation 
Intermediary Elimination 
Market Intelligence 
Internal Processes 
Change Management 
Improved Information System/Transparency 
Scalability of Technology 
Blockchain Use Cases and Applications 
Interoperability 

 

Objective 1: To identify and analyse the key challenges of applying blockchain 

technology in the South African banking industry. 

• IQ1A: When did the Bank consider exploring/adopting/starting to use blockchain 

technology? 

• IQ1B: Did the organisation have a clear technology strategy, and how did it align with 

the Bank’s overall strategy and culture? 

• IQ1C: What were the motivating factors that encouraged the exploration, adoption, 

and use of blockchain technology within the Bank? 

• IQ2A: What are the main challenges of adopting blockchain technology (BCT) for 

payment services within a South African Commercial Bank? 

• IQ2A1: How did the South African Commercial Bank plan to overcome the challenges 

related to adopting BCT for payment services? 

• IQ2B: How can blockchain technology strengthen data privacy in financial 

transactions, given strict South African legislation and banking governance on data 

privacy and security? 

• IQ2C: What is the challenge of interoperability, and how does the Bank apply protocol 

to enable blockchain economies to operate outside silos and transfer files between 

each other? 

• IQ2D: What types of risks could the Bank encounter by transitioning to BCT? 
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• IQ2E: How would blockchain technology impact the integration of legacy architecture 

and new business models? 

• IQ2F: How would blockchain technology assimilate into the current technology stack? 

• IQ2G: How would blockchain technology onboard historical transactional (analogue) 

data and merge it with current data? 

• IQ2H: How does the Bank address the issue of blockchain’s high energy consumption 

while considering environmental impact? 

• IQ2I1: Does the Bank have sufficient technical expertise, i.e., IT staff and banking 

staff, to manage blockchain technology? 

• IQ2I2: What is the impact on the Information Technology (IT) staff complement? 

• IQ2I3: Does the Bank require its banking personnel to undertake a steep learning 

curve to understand blockchain technology? 

• IQ2J: What obstacles do management face in respect of transitioning to blockchain 

technology, considering that change inevitably poses challenges? 

Objective 2: To explore the main benefits of blockchain on payment services in the South 

African banking sector. 

• IQ3A: How can blockchain technology add more value to enhance income generation 

for the Bank? 

• IQ3B1: How can blockchain technology reduce costs for the Bank in effecting 

payments with respect to peer-to-peer (P2P) transactions? 

• IQ3B2: How can blockchain technology reduce costs for the Bank in effecting 

payments for international and cross-currency transactions? 

• IQ3B3: How can blockchain technology reduce costs for the Bank in record-keeping 

of transactions? 

• IQ3C2: In what ways does blockchain technology provide a competitive advantage to 

the Bank in the financial sector? 

Objective 3: To assess the effect of blockchain technology on payment services at a South 

African Commercial Bank. 

• IQ3C1: Would blockchain technology provide the organisation with a competitive 

advantage in the financial sector? 

• IQ3C2: In what ways does blockchain technology provide a competitive advantage to 

the Bank in the financial sector? 

• IQ4C: The time delay in cross-border and cross-currency payments is still 
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challenging. How can blockchain make payment services more seamless? 

• IQ4E: How does blockchain prevent fraud in doing payments? 

4.2.5 Step 5: Theme naming 
In today’s rapidly evolving financial services landscape, BCT stands out as a transformative 

force with the potential to fundamentally reshape the operation and perception of payment 

services. The integration of BCT into this sector offers the promise of revolutionising various 

aspects, from enhanced security and transparency to improved efficiency and cost savings. 

This section presents key themes and defines essential aspects of BCT adoption within 

payment services, examining specific dimensions that align with critical variables. Each 

theme explores unique opportunities and challenges, shedding light on the complexities and 

the promising gains of applying blockchain technology in the financial services industry. 

Each theme was derived from the objectives of the study: 

• Theme 1: Challenges are linked to Objective 1, which identifies and analyses the key 

challenges of applying blockchain technology in payment services. 

• Theme 2: Benefits are linked to Objective 2, which explores the main benefits of 

blockchain in payment services. 

• Theme 3: Effects are linked to Objective 3, which assesses the effect of blockchain 

technology ion payment services. 

Table 4.5: Themes and sub-themes  

Theme Sub-themes 
1. Challenges of Blockchain Technology in Payment Services 1.1 Regulatory Compliance 

1.2 Data Privacy Concerns 
1.3 Legacy System Integration 
1.4 Change Management 

2. Benefits of Blockchain Technology in Payment Services 2.1 Cost Reduction 
2.2 Income Generator 
2.3 Cross-Border Efficiency 
2.4 Competitive Advantage 

3. Effects of Blockchain Technology in Payment Services 3.1 Operational Efficiency 
3.2. Customer Experience 
3.3 Transaction Transparency 
3.4 Fraud Prevention 

 

4.2.6 Step 6: Charting and mapping 
During this stage, this study utilised a thematic map to visually represent relationships 

between the primary themes and sub-themes, directly aligning with the research objectives 
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of identifying challenges, exploring benefits, and assessing the impact of blockchain 

technology on payment services in the South African banking sector. The thematic map 

serves as an essential visual aid, organising and categorising data within the identified 

themes to clarify blockchain technology’s effects in this context. The thematic map structures 

the data into three main themes—Challenges, Benefits, and Effects on Payment Services— 

each comprising specific sub-themes that reflect the study’s research objectives: 

• Challenges: Representing the first research objective, this theme includes sub- 

themes such as regulatory compliance, data privacy concerns, legacy system 

integration, and change management. Each sub-theme is connected by arrows to 

highlight dependencies or interactions such as how regulatory compliance affects 

data privacy concerns, and both influence legacy system integration. 

• Benefits: Addressing the second objective, this theme explores the main benefits 

blockchain technology can bring to payment services, including cost reduction, 

income generation, cross-border efficiency and having a competitive advantage. 

Links between benefits illustrate where one benefit may amplify another. For 

example, improved transaction speed and enhanced record keeping of transactions 

contribute to customer satisfaction. 

• Effects on payment services: This theme aligns with the third objective, assessing 

blockchain’s specific effects on payment services within the selected Commercial 

Bank. Sub-themes under this category include operational efficiency, customer 

experience, transaction transparency, and fraud prevention. Arrows demonstrate 

how challenges like legacy system integration may affect the operational efficiency 

sub-theme, while benefits such as cross-border efficiency directly enhance customer 

experience and transaction transparency. 

From the thematic analysis, three themes and 12 sub-themes were derived. Figure 4.1: Mind- 

map Figure 4.1illustrates each theme with its corresponding sub-themes and participant 

outcomes. 
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Figure 4.1: Mind Map 

Theme 1: Challenges of Blockchain Technology in Payment 
Services (aligned to Objective 1) 

Theme 2: Benefits of Blockchain Technology in 
Payment Service (aligned to Objective 2) 

Theme 3: Effects of Blockchain Technology in 
Payment Services (aligned to Objective 3 

Sub-theme 3.1: Operational Efficiency 
Sub-theme 3.2: Customer Experience 
Sub-theme 3.3: Transaction Transparency 
Sub-theme 3.4: Fraud Prevention 

Sub-theme 2.1: Cost Reduction 
Sub-theme 2.2: Income Generator 
Sub-theme 2.3: Cross Border Efficiency 
Sub-theme 2.4: Competitive Advantage 

Participant Insights 
Challenges in Compliance, Governance and Regulation 
Challenges Related to Acceptance of the Technology 
Challenges in Change Management 
Challenges Related to Technology Evolvement 
Challenges in Technology and Innovation 
Challenges in Collaboration 
Changes Related to Cost 
Strategies to Overcome Compliance, Governance and Regulation  
Strategies to Address Collaboration Challenges 
Strategies for Organizational Change 
Strategies for Technology Adoption 
Strengthening Data Privacy through Cryptography 
Self-Sovereign Identity  
Doubts and Contrary Opinions 
API Layer for Integration 
Consensus Mechanism and Trust 
Blockchain Protocols for Interoperability 
General Technological Transition Risks 
Compliance, Governance and Regulation Risks 
Counter-Argument 
No Impact or Complementary Integration 
No Need for Integration 
Caution Against Integration 
Integration with Existing Technology 
Building Independent Infrastructure 
Addressing Legacy System Limitations 
Resource Allocation and Capital Constraints 
Integration of Legacy Systems 
Regulatory Uncertainty 
Resistance and Misconceptions 

Participant Insights 
Diversification of Services and Revenue Streams 
 
Cost Reduction and Efficiency 
 
Cost Reduction in International Payments and Cross-
Currency Payments 
 
Efficient Transaction Record-Keeping with Blockchain 
 
Potential for Competitive Advantage with BCT 
 
Ways in which BCT can provide a Competitive Advantage 
 
Ways in which BCT can add Value to the Organization and 
Clients 
  

Participant Insights 
Challenges in Executing Payment Services 
 
Risks in Traditional Payment Services 
 
Risks in Blockchain-Based Payment Services 
 
Seamlessness in Cross-Border and Cross-Currency Payments with 
BCT 
 
Reduction in Human Error with BCT with Consensus Mechanisms and 
Automation 
 
Reduction in Human Error with BCT – Immutable Ledger and 
Transparency 
 
Reduction in Human Error with BCT- Elimination of Manual Processes 

         

Sub-theme 1.1: Regulatory Compliance 
Sub-theme 1.2: Data Privacy Concerns 
Sub-theme 1.3: Legacy System Integration 
Sub-theme 1.4: Change Management 
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4.2.7 Step 7: Data interpretation with participants’ quotes 

Table 4.6: Profiles of the interviewees 

Participant Department Job Title 
P1 Business & Digital Enablement Head 
P2 Advanced Development Programmes Developer 
P3 Blockchain Innovation Software Engineer 
P4 Channels Enablement Head 
P5 Global Markets Digital Solutions Analyst 
P6 Blockchain Innovation Developer 
P7 Blockchain Innovation Analyst 
P8 Blockchain innovation Analyst 
P9 Business Enablement Lead 
P10 Blockchain Innovation Developer 
P11 Operations Head 
P12 Business Accelerate Head 
P13 Blockchain Innovation Engineer 
P14 Blockchain Innovation Engineer 
P15 Blockchain Innovation Developer 
P16 Operations Corporate Head 

 

The participants expressed their view/understanding of the challenges, benefits and risks in 

respect of the adoption and implementation of BCT, which has been supported with quotes 

from the transcripts (Appendix C). The interpretations of the quotes, exemplify each insight 

presented below. 

Interview Question 1A (IQ1A): The Bank has made advancements and investments in 
their digital capabilities; hence it is evident that it is open to exploring new technology. 
Since BCT is relatively new, ±13 years, when did the Bank consider to explore/adopt/ 
start using it? 

Focusing on when the Bank began exploring and adopting BCT and whether this technology 

aligns with the Bank’s advancements in digital capabilities, the following insights were 

identified from the participants’ responses through thematic analysis: 

• Emergence of interest (timeline): P1 mentioned that the Bank’s interest in 

blockchain technology began to emerge around 2017/2018, with a small number of 

people initially getting involved. P7 provided evidence of early involvement in 

blockchain experimentation as far back as 2017 or possibly even earlier, with 

participation in a Proof of Concept (POC) project called Khokha. 

• Transition to serious consideration: P6 noted that while there was exploratory 

engagement with blockchain, serious considerations started around 2018, 
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coinciding with the initiation of projects like Khokha. 

• Partnerships and collaborations: P3 highlighted that from 2018 to 2019, there was 

a particular focus on blockchain, especially in collaboration with the Industrial and 

Commercial Bank of China (ICBC). This alliance aimed to address problem 

resolution and to identify specific use cases. P7’s involvement in the Khokha project 

signifies the Bank’s undertaking in establishing teamwork related to blockchain. 

• Maturation and production: P3 mentioned that since 2019, blockchain use cases 

have evolved to the point where the application has been launched with a limited 

number of clients using it. 

• Long-term involvement: Based on P7’s comment, it is evident that the bank has 

maintained consistent interest and involvement in exploring the technology as 

participation has been ongoing since 2017. 

• Alignment with digital advancements: Whilst there is no precise wording from 

participants, their responses indicate that the Bank is receptive to explore new 

technologies which aligns with its digital transformation journey. 

In summary, the thematic analysis revealed that around 2017/2018, the sparked interest in 

blockchain technology stimulated experimentation which led to building strong synergies. 

The Bank’s transition to serious consideration and the maturation of blockchain use cases 

occurred in subsequent years, with clear evidence of partnerships and long-term 

involvement. This timeline suggests that the Bank’s engagement with BCT aligns with its 

broader advancements in digital capabilities, demonstrating its openness to exploring new 

technologies. 

Finding 1: The Bank started exploring BCT about seven years ago around payments and 

letters of credit. 

Finding 2: About five years ago BCT has gone live in certain areas of the banking operation. 

Interview Question 1B (IQ1B) focuses on whether a clear technology strategy is in 
place within the organisation and how it aligns with the Bank’s overall strategy and 
culture. Through the thematic analysis, the following insights were identified from the 
participants’ responses: 

I. Perceptions of technology strategy: 
a) Absence of a clear technology strategy: P1 expressed the view that there is no 

technology strategy in place, suggesting a perceived lack of direction or clarity 

in the Bank’s approach to technology. 
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b) Clear vision but lacking technology strategy: P2 acknowledged the presence 

of a clear vision for the Bank’s digital future but suggests that a specific 

technology strategy may be lacking. 

c) Emerging or developing technology strategy: P3 noted that while blockchain is 

top of mind in various areas, there is not a clear driver mandating blockchain 

as a key component of the Bank’s technology landscape. However, they 

anticipate that this may mature in the future. 

II. Evidence of a technology strategy: 
a) Confirmation of a technology strategy: P6 asserted that the Bank has a serious 

strategy in place, primarily centred on leveraging big tech and fintech 

partnerships. 

b) Evolution of strategy with learning: P9 confirmed the existence of a technology 

strategy and highlighted that it has evolved over time as the Bank learned more 

about blockchain, aligning with their objective of early involvement. 

c) Strong belief in blockchain as a key enabler: P13 provided strong support for 

the presence of a technology strategy, particularly focused on digitisation and 

blockchain. Emphasis was made on blockchain’s potential to propel the Bank 

into a new technological era and address legacy system challenges. 

III. Alignment with organisation strategy and culture: 
a) Alignment with strategic goals: P13 highlighted that the Bank’s strategy 

includes a strong belief in blockchain’s ability to enable the Bank to achieve its 

goals effectively. They emphasise blockchain as a technology capable of 

addressing existing business challenges. 

In summary, the thematic analysis revealed mixed perceptions regarding the presence and 

clarity of a technology strategy within the Bank. While some participants suggested that a 

clear technology strategy may not be in place or that it is still evolving, others firmly asserted 

the existence of a technology strategy that has evolved over time. 

Additionally, there is evidence of alignment between the technology strategy and the Bank’s 

strategic goals, with a strong belief in blockchain as a key enabler of the Bank’s digital 

transformation efforts, as indicated by P13. The overall findings suggest varying perspectives 

on the Bank’s technology strategy, with some participants confirming its presence and 

alignment with the Bank’s vision, while others express uncertainty or anticipate its 

development in the future. 
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Finding 3: Whilst the Bank has an organisational strategy in place, some participants felt 

that there is no clear technology strategy in place. 

Finding 4: Other participants argued that there is a technology strategy in place because 

of the changing landscape of technology. 

Finding 5: There is definite innovation and technological boundary-pushing to enable 

future readiness through technology implementation to ensure inclusive and 

sustainable technological advancement within the Bank. 

Interview Question 1C (IQ1C) investigates the motivating factors that encouraged the 
exploration, adoption and use of blockchain technology within the Bank. The following 
key insights were identified from the participants’ responses: 

I. Motivating factors: 
a) Digitisation and efficiency: An important case for blockchain stated by P3 is the 

digitisation of documentation as this would be beneficial across multiple banks 

but more importantly, to streamline processes which ultimately enhances 

efficiency. 

b) Market knowledge and speed: P5 felt that gaining a better understanding of 

possible speedy settlement of transactions and improved record-keeping on a 

blockchain, can improve market insights which drives exploration. 

c) Competitive advantage and adaptation: P6 placed emphasis on embarking in 

new business models to prevent stagnancy. Remaining competitive and 

resilient in a continually changing world motivates exploration. 

d) Learning and innovation: P1 highlighted a motivation to learn new things and 

influence potential changes in the business model. The desire for innovation 

and exploring new technologies is a significant motivating factor. 

e) Business logic and smart contracts: P15 noted that blockchain’s ability to 

encode business logic into smart contracts makes it an attractive choice for 

many banking projects. 

f) Disruption and potential: Since blockchain is perceived to be a game-changer, 

P10 mentioned its exploration is a huge motivation to understand its disruptive 

ability in the banking industry as a whole. 

g) Boundary-pushing and reputation: P12 expressed that by exploring the 

technology, the Bank can be motivated to expand their innovation strategies. 

h) Awareness of cryptocurrency: P13 drew attention to the importance of exploring 

the underlying technology to better understand cryptocurrencies. 
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i) Risk assessment and collaboration: Businesses are exposed to risk which was 

a motivating factor for P7 to explore how the technology could possibly assist 

the business in better managing and reducing risk Another motivating factor for 

P7 was to team up with blockchain partners to brainstorm risk management. 

j) Cost efficiency: Participants (P2, P5, P6, P12, P15, P16) highlighted cost 

efficiency as a leading factor to exploring how the technology can reduce 

transaction costs and back-end functions. 

k) Transparency and trust: Participants (P6, P8, P11) mentioned that the ability of 

blockchain to create a central data repository, is a motivating factor to explore 

how it can build trust and transparency. 

l) Inevitability and future preparedness: P8 foresees blockchain as the approach 

in managing the Bank’s data. Gaining foresight is the motivation to enable the 

Bank to adapt to future changes. 

In summary, the thematic analysis unveiled numerous motivating factors which are 

propelling the exploration and approval of blockchain technology within the Bank. These 

factors include the aspiration for learning and innovation, optimisation, market knowledge, 

competitive edge, risk assessment, future readiness, the potential for disruption, boundary 

expansion, well-informed of cryptocurrencies, smart contract abilities, cost efficiency and the 

importance of trust and transparency. The combination of these factors reflects a 

multifaceted approach to blockchain adoption within the Bank. 

Finding 6: The motivating factors that encouraged the exploration of blockchain technology 

were to learn new things so that the Bank has an understanding of how the wall 

of technology is changing and not get left behind. 

Finding 7: The use of BCT has the potential to change the business model and business 

performance. 

Finding 8: The use of BCT in respect of payment services definitely improves the Bank’s 

bottom line by decreasing costs and improving efficiencies. 

Finding 9: It is important for the Bank to be aware of what the market could possibly be aware 

of. 

Interview Question 2A (IQ2A) explores the main challenges of adopting BCT for 
payment services within a South African Commercial Bank. The following insights 
were identified from the participants’ responses: 
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I. Challenges in compliance, governance, and regulation: 
a) Uncertainty in regulatory environment: P6 pointed out that blockchain regulation 

within the financial sphere is undefined which poses a huge challenge in 

successful adoption. 

b) Resistance to regulatory change: P8 mentioned that it is very difficult to 

persuade regulatory bodies to relinquish traditional practices, thus the resistance 

to embrace new technology becomes very challenging. 

c) Compliance as a persistent challenge: P15 emphasises that keeping pace with 

compliance changes remains an ongoing challenge in the adoption of 

blockchain for payment services. 

d) Regulatory reporting infrastructure: P3 pointed out the importance of having the 

right regulatory reporting infrastructure in place, suggesting that the absence of 

such infrastructure can be a challenge. 

e) Complex and evolving regulatory laws: P12 noted that opportunities within 

organisations to innovate are negatively affected due to increased regulatory 

complexity year on year. 

II. Challenges related to acceptance of the technology: 
a) Fear of the unknown: P1 mentioned to reframe perspectives is challenging, 

highlighting the importance of organisation transformation. 

III. Challenges in change management: 
a) Adoption timing and caution: P16 suggested that banks in South Africa tend to 

adopt a ‘wait-and-see’ approach between themselves, instead of being the fore-

runner to experiment and implement new technology that could possibly affect 

all banks. 

b) Mindset change: P12 mentioned the challenge of changing the mindset to break 

away from traditional ways of doing things, highlighting the need for cultural and 

organisational change. 

IV. Challenges related to technology evolvement: 
a) Integration complexity: P7 noted that integrating new technologies becomes 

challenging when working with newer technologies, indicating potential 

complexity in the integration process. 

b) Immature technology: P4 and P6 expressed concerns about the relative 

immaturity of blockchain technology, which can be a challenge in adoption. 
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V. Challenges in technology and innovation: 
a) Complex legacy systems: P15 and P16 highlighted that complex legacy 

systems within banks, stand in the way of experimenting disruptive technology. 

b) Lack of technical and business understanding: P11 pointed out that the 

alignment of technical and business understanding is challenging but that it is 

imperative to enable successful adoption of the technology. 

VI. Challenges in collaboration: 
a) Need for collaborative partnerships: P12 emphasised that blockchain adoption 

requires collaboration and participation from partners in a network, indicating 

that unilateral adoption may not be effective. 

VII. Challenges related to cost: 
a) Cost of implementation: P15 mentioned that the implementation cost to render 

innovative technology for full-scale production deployment, is a huge challenge. 

In summary, the thematic analysis revealed multiple challenges faced by the South African 

Commercial Bank in adopting BCT for payment services. These challenges span 

compliance, governance and regulation; acceptance of the technology; change management; 

technology evolvement; technology and innovation understanding; collaboration; and cost 

factors. Tracking these issues will be vital for the successful integration of blockchain 

technology into the Bank’s payment services. 

Finding 10: Compliance, governance and regulation from a South African perspective as 

well as from a global perspective is a huge challenge in the adoption of BCT in 

payment services. 

Finding 11: The acceptance of BCT to certain levels of management is challenging 

because of fear of the negative aspects around the technology, especially 

cryptocurrencies. 

Finding 12: The Bank seems fearful of exploring and would rather wait for others to test 

the BCT technology. 

Finding 13: Between the technical and business teams, there appears to be insufficient 

awareness of the benefits blockchain technology can bring to the business. 

Finding 14: The current payment infrastructure is based on decades-old technology, which 

is complicated and challenging to merge with newer technology. 
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Finding 15: Partnership with other entities is lacking, which is preventing the organisation 

from accelerating innovation and the delivery of powerful digital services that 

BCT offers. 

Finding 16: Implementation on a production level scale is very costly. 

Research Question 1 (RQ1) explores how the South African Commercial Bank plans to 
overcome the challenges related to adopting BCT for payment services. Through the 
thematic analysis, the following insights were identified from the participants’ 
responses: 

I. Strategies to overcome compliance, governance, and regulation challenges: 
a) Engagement and control building: P13 indicated a strategy of connecting and 

working with regulators to set boundaries and construct control measures to 

establish levels of comfort to compliance with national laws. 

b) Rigorous evaluation: P15 mentioned conducting rigorous evaluations of 

blockchain technology and products to ensure that both internal and external 

regulatory requirements are met. 

c) Regulatory reporting infrastructure: P3 suggested that the Bank plans to 

improve the regulatory reporting infrastructure, which can make compliance with 

regulations better and easier. 

d) Close collaboration with regulators: P5 and P6 emphasised the importance of 

working closely with regulators and staying engaged with them. The Bank aims 

to build a cooperative relationship with regulators from various countries and 

institutions. 

II. Strategies to address collaboration challenges: 
a) Blockchain network participation: P11 stressed the necessity of partners to join 

the blockchain network. The Bank plans is working on strategies to partner with 

Stanbic in both Kenya and Nigeria. 

b) Expanding the ecosystem: P12 is of the opinion that the approach of 

collaboration, is a tool to overcome challenges by joining forces with companies 

of one mind to expand the network. 

c) Identifying partners: P9 highlighted that since the Bank is focused on closely 

working with like-minded companies, it is imperative to identify suitable 

partnerships from the start. 
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III. Strategies for organisational culture change: 
a) Cultural change: P7 recognised a shift in mindset amongst staff as well as a 

cultural change within the organisation are factors that needs to be driven to 

overcome challenges in the adoption of the technology. 

IV. Strategies for technology adoption: 
a) Investment in experimentation: P9 noted the need for investment in 

experimentation, indicating that the dedication is evident in adopting and 

exploring new technologies. 

b) Embracing new technology: P8 emphasised the need to embrace blockchain 

technology. Having a positive perspective toward technology adoption. 

V. Strategies for market intelligence: 
a) Education and broad participation: P6 mentioned the importance of educating 

internal staff and the community to improve market intelligence. The Bank 

intends to foster wider inclusivity within the market. 

In summary, the thematic analysis revealed a range of strategies and approaches the South 

African Commercial Bank plans to employ in order to overcome the challenges associated 

with adopting BCT for payment services. These strategies include improving regulatory 

reporting infrastructure, collaborating closely with regulators, engaging with regulators to 

build controls, conducting rigorous evaluations, identifying partners, participating in 

blockchain networks, expanding the ecosystem, driving cultural change, embracing new 

technology, investing in experimentation, and promoting education and market intelligence. 

These strategies reflect the Bank’s proactive approach to addressing challenges and 

successfully implementing blockchain technology in payment services. 

Finding 17: It is important for the Bank to establish control systems and levels of comfort 

with regulators to ensure visibility and making certain that respect for the laws 

of the country as well as other countries are not compromised in terms of 

compliance, governance and regulation. 

Finding18: Collaboration and building strong partnerships with other banks internationally 

are key to overcoming some of the challenges faced with in payment services. 

Finding 19: Change in organisational culture, specifically change in thinking, will help in 

solving some of the challenges. 

Finding 20: Embracing BCT in payment services is still challenging, and investing money in 

experimentation is slow. 
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Finding 21: It is important for the Bank to have market intelligence about what is happening 

in the existing market, for competition and growth. 

Interview Question 2B (IQ2B): South African legislation and banking governance is 
very strict in terms of data privacy and security. How can blockchain technology 
strengthen data privacy in financial transactions? 

In line with Research Question 1 (RQ1), Interview Question 2B explores how blockchain 

technology can strengthen data privacy in financial transactions within the strict legislative 

and banking governance environment of South Africa. The following insights were identified 

from the participants’ responses: 

I. Strengthening data privacy through cryptography: 

a) Data encryption: Participants (P1, P5, P6, P8, P11, P14) emphasised the role 

of cryptography in blockchain technology to strengthen data privacy. Data 

stored on the blockchain is encrypted, restricting easy access to sensitive 

information by unauthorised users. 

II. Self-sovereign identity (SSI): 
a) SSI for identity control: Participants (P11, P14) mentioned the concept of self- 

sovereign identity (SSI) as a means to strengthen data privacy. With SSI 

individuals manage and control their identity data. and blockchain technology 

safeguards this sovereignty against unauthorised access. 

III. Utilisation of private networks: 

a) Private blockchain networks: Participants (P1, P3, P12) highlighted the use of 

private blockchain networks that restrict access to selected participants. These 

private networks enhance data privacy by limiting who can view and interact 

with the information. 

IV. Doubts and contrary opinions: 
a) Privacy vs. visibility debate: P8 and P11 argued that blockchain technology, by 

design, may not necessarily cater to data privacy. They suggested that 

blockchain focuses more on data control than data privacy. Additionally, P13 

mentioned that transactional data visibility is essential for monitoring and should 

not necessarily be private, highlighting a perspective that favours transparency 

over privacy. 

b) Doubt regarding data privacy improvement: P2 was doubtful as to whether 

blockchain technology can improve data privacy, suggesting some reservations 

regarding its effectiveness. 
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In summary, the thematic analysis revealed that blockchain technology holds the potential to 

strengthen data privacy in financial transactions within the South African legislative and 

banking governance environment. The key techniques to enhance data privacy include the 

implementation of self-sovereign identity (SSI) systems, utilisation of private blockchain 

networks and data encryption through cryptography. However, there are contrasting views, 

with some participants expressing sceptics about the technology’s ability to improve data 

privacy and others emphasising the balance between visibility and privacy in transactional 

data. 

Finding 22: BCT can strengthen data privacy in financial transactions by using the 

process of cryptography to enable encryption. 

Finding 23: BCT can strengthen data privacy in financial transactions by using an identity 

management system called Self-Sovereign Identity (SSI). 

Finding 24: BCT can strengthen data privacy in financial transactions by using private 

networks. 

Finding 25: On the other hand, P2 was not sure that BCT could strengthen data privacy in 

financial transactions. 

Finding 26: Participants P8 and P11 argued that blockchain technology does not provide 

data privacy. 

Finding 27: P13 alluded to the fact that data should not be private as it hinders the 

process of monitoring transactions. 

Interview Question 2C (IQ2C): With the challenge of interoperability, how does the 
Bank apply protocol that enables blockchain economies to operate outside silos and 
transfer files between each other? 

In line with Research Question 2 (RQ2), Interview Question 2C explores how the South 

African Commercial Bank applies protocols to address the challenge of interoperability and 

enable blockchain economies to operate outside of silos. The following insights were 

identified from the participants’ responses:  

I. API layer for integration: 
a) Unique API layer: P1 described the Bank’s approach to addressing 

interoperability challenges by building a unique API layer around their 

blockchain. This layer enables integration with various systems and channels, 

allowing the Bank to connect different entities and branches across Africa. 
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II. Consensus mechanism and trust: 
b) Single trusted area of transaction: P13 discussed the concept of a single trusted 

area of transaction, where multiple blockchains and ecosystems can be 

connected to work together seamlessly. This approach eliminates the need for 

protocols and tedious reconciliations, as consensus mechanisms drive trust in 

the accepted truth at any given time. 

III. Blockchain protocols for interoperability: 

a) Blockchain protocols: P15 mentioned the use of blockchain protocols that 

promote interoperability as a solution to address the challenge. These protocols 

are designed to facilitate communication and data transfer between different 

blockchain networks. 

VI. Challenges and lack of strategic decisions: 
a) Fragmented business areas: P3 highlighted the current state where different 

business areas within the Bank are pursuing their own initiatives, leading to a 

fragmented approach. There is no overarching architecture to bring everything 

together, and the Bank has not yet made a strategic decision in this regard. 

In summary, the thematic analysis revealed that the South African Commercial Bank employs 

a combination of approaches to address interoperability challenges and enable blockchain 

economies to operate outside silos: 

• The concept of a single trusted area of transaction, driven by consensus mechanisms, 

eliminates the need for traditional protocols. 

• The use of blockchain protocols that promote interoperability is considered a potential 

solution. 

• The Bank has developed a unique API layer to facilitate integration across various 

systems and channels, connecting different bank entities and branches. 

• However, there are challenges, as different business areas within the Bank currently 

operate independently, and there is a lack of a comprehensive architecture to bring 

everything together. Strategic decisions regarding interoperability have not yet been 

finalised. 

Finding 28: Eleven (11) participants felt that the Bank has a solution in place in terms of 

interoperability by using APIs and applying consensus mechanisms for the 

different silos within the Bank to interact. 

Finding 29: P3 felt that there is framework in place to unite the different silos. 
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Interview Question 2D (IQ2D): What type of risks could the Bank encounter by 
transitioning to BCT? 

In line with Research Question 1 (RQ1), Interview Question 2D explores the types of risks 

that the South African Commercial Bank could encounter by transitioning to blockchain 

technology (BCT). The researcher identified the following insights from the participants’ 

responses: 

I. Compliance, governance, and regulation risks: 
a) Regulatory challenges: Several participants (P6, P8, P9, P10, P14) highlighted 

regulatory and compliance risks as significant concerns when transitioning to 

BCT. This includes challenges related to regulatory frameworks, compliance 

with personal information protection, and the permanence of information on the 

blockchain, which may conflict with data retention laws. 

II. Counter-argument: 
a) Counter-argument in favour of adoption: P13 presented a counter-argument by 

stating that reluctance to adopt may be a bigger risk than the technology itself. 

The participant cautioned that avoiding BCT adoption could marginalise the 

Bank’s future as the financial world is steadily moving toward distributed 

ledgers. 

III. General technological transition risks: 
a) Technology adoption risk: Participants (P4, P9, P11) expressed concerns about 

adopting emerging technologies, highlighting the inherent risks connected to 

unproven solutions, the challenges and the high costs involved in aligning with 

legacy systems. 

In summary, the thematic analysis revealed that transitioning to BCT involves several types 

of risks for the South African Commercial Bank: 

• Compliance, governance, and regulation risks related to navigating regulatory 

frameworks, ensuring data protection, and managing data permanence on the 

blockchain. 

• General technological transition risks, including uncertainty, untested technology, 

and the challenges of integration. 

• However, there is a counter-argument suggesting that the biggest risk lies in not 

adopting BCT and potentially becoming irrelevant in the evolving global financial 

landscape. 
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Finding 30: Any new technological adoption entails a certain measure of risk. 

Finding 31: P13 argued that it is a mistake and a big risk to not transition to BCT. 

Finding 32: Risks arise from pioneering ahead of national and international regulatory 

frameworks. 

Finding 33: Current compliance, governance and regulation is the opposite of what BCT 

offers in payment services in respect of data privacy and retention period of 

information. 

Interview Question 2E (IQ2E): How does BCT affect the integration of legacy 
architecture and new business models? 

In line with Research Question 1 (RQ1), Interview Question 2E explores how BCT affects the 

integration of legacy architecture and new business models. The following insights were 

identified from the participants’ responses: 

I. No impact or complementary integration:  
a) Participants (P1, P2, P8, P9) expressed the view that BCT does not significantly 

affect the integration of legacy architecture and new business models. They 

suggested that BCT can complement existing systems and processes through 

methods like implementing an API layer, successful interoperability, automation, 

and the use of APIs. In their opinion, BCT fits seamlessly with existing 

architectures. 

II. No need for integration:  

a) Participants (P3, P5, P7) believed that there may not be a need for integration 

as BCT could replace or rebuild legacy systems to work on the new technology. 

They saw BCT as potentially replacing legacy systems entirely, unlocking new 

business potential, and eliminating certain processes and systems. 

III. Caution against integration (not suitable for integration):  
a) P13 expressed a different perspective, suggesting that it might not be a good 

idea to integrate blockchain into legacy architecture. The participant believed 

that blockchain technology is not suited for integration into legacy systems, as 

it may not align with the goals and objectives of blockchain. 
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In summary, the thematic analysis revealed diverse perspectives on how BCT affects the 

integration of legacy architecture and new business models: 

• Some participants believed that BCT can seamlessly complement existing systems 

and processes, requiring integration methods like APIs and interoperability. 

• Others argued that BCT might not necessitate integration, as it can potentially replace 

or rebuild legacy systems to support new business models. 

• One participant expressed caution against integration, suggesting that blockchain 

may not be suitable for integration into legacy architecture due to misalignment with 

its intended goals. 

The impact of BCT on integration appears to depend on the specific use cases and strategies 

adopted by the South African Commercial Bank and its approach to leveraging blockchain 

technology. 

Finding 34: With the use of APIs, there would be no impact on the integration of legacy 

architecture and new business models. 

Finding 35: With the use of BCT, there would not be a need for integration as it could cancel 

entire processes and expunge existing legacy systems. 

Finding 36: P13 felt that integrating BCT into legacy architecture was not advisable as it 

does not align with the purpose of what BCT is meant to fulfil. 

Interview Question 2F (IQ2F): How does BCT assimilate into the current technology 
stack? 

In line with Research Question 1 (RQ1), Interview Question 2F explores how BCT assimilates 

into the current technology stack. The following insights were derived from thematically 

analysing the participants’ responses: 

I. Integration with existing technology: 
a) Integration with existing tech: Participants (P7, P14) highlighted the integration 

of BCT with existing technology as a common approach. In early-stage projects 

and proof of concepts, it is more likely to integrate with existing systems rather 

than creating entirely new solutions. The integration is facilitated through APIs 

(Application Programming Interfaces), making it a seamless process. 

Blockchain technology is considered API-driven and can be assimilated similar 

to any other system installation. 
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II. Building independent infrastructure: 
a) Independent infrastructure: Participant P6 offered an alternative approach by 

suggesting that building the infrastructure for blockchain from the ground up 

independently, without tying it to legacy systems, could be an effective strategy. 

This approach aims to avoid the constraints of old technologies and banking 

practices. 

III. Addressing legacy system limitations: 
a) Addressing legacy system limitations: Participant P15 acknowledged that many 

legacy systems may not be API-enabled, which can present challenges for 

integration with blockchain technology. To address this limitation, new 

technologies may need to be introduced to facilitate the integration process. 

In summary, the thematic analysis revealed that the assimilation of BCT into the current 

technology stack can be approached in several ways: 

• Some participants suggested building blockchain infrastructure independently 

without tying it to legacy systems as an alternative approach to avoid the constraints 

of legacy technology. 

• Integrating BCT with existing technology is a common practice, particularly in proof 

of concepts and early-stage projects. APIs play a crucial role in facilitating this 

integration. 

• The need to address limitations in legacy systems, such as the lack of API 

enablement, may require the introduction of new technologies to facilitate the 

integration of blockchain. 

Finding 37: There appears to be a difference of opinion as some participants felt 

assimilation into the current technology stack can be achieved through pilot 

projects and the use of APIs, whilst others felt that legacy systems should not 

be integrated but that brand new architecture should be introduced to avoid 

going back to the old way of working. 

Interview Question 2G (IQ2G): How does BCT onboard historical transactional 
(analogue) data and merge it with current data? 

In line with Research Question 1 (RQ1), Interview Question 2G explores how BCT onboards 

historical transactional (analogue) data and merges it with current data. The following insights 

were derived from the participants’ responses: 
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I. Recreating transactions anew:  
a) Participant P6 suggested that the approach to handling historical transactional 

data is to recreate these transactions anew within the new blockchain 

infrastructure. This implies that historical data may not be directly migrated but 

rather re-entered or re-recorded in the new system. 

II. Migration of historical data: 
a) Compliance and legacy data retention: Participant P13 emphasised the Bank’s 

requirement to hold information for a specific duration (five years) to comply 

with regulations. The participant suggested that when transitioning to 

blockchain, the existing databases and information in the legacy construct may 

be maintained for compliance purposes during this period. 

b) Migration where feasible: Participant P7 mentioned that historical data will likely 

be migrated to the blockchain where feasible. In specific cases where it is not 

deemed necessary, there may be a ‘closing out’ period, suggesting that certain 

data may be archived or phased out. 

III. Selectively storing relevant data: 
a) Selective onboarding of data: Participant P15 argued that blockchain does not 

need to onboard a significant amount of historical data from current databases 

onto the blockchain-based database. The participant believed that it would be 

costly and suggested that blockchain should store only relevant and necessary 

data, avoiding unnecessary migration. 

IV. Starting with new data:  
a) Participant P16 emphasised that when implementing a blockchain solution, 

there is typically no direct migration of existing data onto the blockchain. 

Instead, the blockchain starts with new data generated from that point onward. 

In summary, the thematic analysis revealed that the approach to onboarding historical 

transactional data and merging it with current data in the context of BCT varies: 

• Some participants suggested recreating historical transactions anew within the new 

blockchain infrastructure. 

• There is consideration for the cost-effectiveness and relevance of migrating historical 

data to the blockchain. 

• Others mentioned the feasibility of migrating historical data to the blockchain, 

complying with data retention regulations, or archiving data during a transition period. 

• The commonality is that blockchain typically starts with new data, and historical data 

may or may not be directly migrated depending on specific needs and feasibility. 
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Finding 38: There was a general feeling among the participants that historical data would 

be transferred to the new technology. 

Finding 39: P12 stated that the Bank has to comply with legislation to hold information for 

five years and for this reason, the existing databases will need to be held for 

five years. 

Finding 40: Two participants disagreed that historical data should be onboarded on a 

blockchain; instead, it should be stored off-chain. 

Interview Question 2H (IQ2H): Blockchain has an environmental cost. In terms of taking 
the environment into consideration, how does the Bank overcome the issue of 
consuming high amounts energy? 

In line with Research Question 1 (RQ1), Interview Question 2H explores how the Bank 

overcomes the environmental cost of consuming high amounts of energy associated with 

BCT. The following insights were derived from the participants’ responses: 

I. Awareness of environmental impact: 
a) Recognition of environmental impact: Participant P7 acknowledged that 

blockchain technology, especially in the context of cryptocurrency, has a 

significant impact on the environment. This highlights awareness of the 

environmental cost associated with blockchain. 

II. Bank’s approach to environmental concerns: 
a) Greening legacy systems: Participant P11 suggested that adopting blockchain 

technology, while decommissioning legacy systems, can lead to a greener 

approach. By reducing the need for more servers and infrastructure, blockchain 

can potentially contribute to a more environmentally friendly technology stack. 

b) Promotion of energy-efficient versions: Participant P15 discussed the Bank’s 

use of newer versions of Hyperledger and other blockchain platforms that 

actively promote throughput at lower cost. This is expected to result in 

significantly reduced environmental damage compared to mining activities. 

c) Carbon neutral ecosystem: Participant P13 mentioned that the Bank is in the 

process of establishing a node and intends to start mining. However, the 

participant highlighted that the Bank is part of a carbon-neutral ecosystem that 

uses different algorithms and technologies compared to Bitcoin’s energy-

intensive consensus mechanism. This indicates an effort to minimise the 

environmental impact of blockchain activities. 
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d) Environmental projects and carbon footprint: Participant P10 mentioned that the 

Bank is actively involved in environmental projects but not engaged in mining 

activities. Therefore, the Bank’s operations do not contribute to consuming high 

amounts of energy. This suggests a proactive approach to address 

environmental concerns. 

In summary, the thematic analysis revealed that the Bank adopts various strategies and 

approaches to overcome the environmental cost associated with blockchain technology: 

• The Bank is actively involved in environmental projects and avoids energy-intensive 

activities like mining. 

• Blockchain adoption is seen as a way to reduce the carbon footprint by replacing 

legacy systems and potentially contributing to a greener technology stack. 

• There is recognition of the environmental impact of blockchain, particularly 

in cryptocurrency. 

• Efforts are made to use energy-efficient versions of blockchain platforms to reduce 

the environmental impact. 

• The Bank is exploring carbon-neutral ecosystems and technologies to minimise 

environmental damage. 

Finding 41: The general feeling of the participants was that the Bank is very conscious of 

their carbon footprint, hence their use of BCT would not have a negative effect 

on the environment, especially because there is no need for mining in the 

banking industry. 

Finding 42: P11 alluded to the fact that the Bank would contribute to a healthier 

environment by discontinuing legacy architecture and replacing it with BCT. 

Based on the responses provided for Interview Question 2I1 and Interview Question 2I2 

regarding the Bank’s technical expertise and the potential impact on IT staff, the thematic 

findings are as follows: 

Interview Question 2I1 (IQ2I1): Sufficiency of technical expertise 

All thirteen participants who answered this question indicated that the Bank lacks sufficient 

technical expertise to manage BCT, which suggests a consensus among the respondents 

that the Bank faces a shortage of in-house experts in the field of blockchain. This indicates 

that there are not enough experts within the Bank to manage BCT. 

Finding 43: There are not enough experts within the Bank to manage BCT. 



71  

Interview Question 2I2 (IQ2I2): Impact on IT staff complement 

The responses to this question were mixed and conflicting: 

• Three (3) participants believed that the use of BCT would increase the IT staff 

complement. 

• Three (3) participants believed that BCT adoption would decrease the IT staff 

complement. 

• Two (2) participants believed that there would be an initial increase in IT staff followed 

by a decrease. 

• Two (2) participants believed that the IT staff complement would remain constant. 

• Six (6) participants did not provide a response to this question. 

The conflicting responses suggest that there is no clear consensus on how the adoption of 

BCT technology would affect the IT staff complement within the Bank. Different participants 

have varying opinions, including expectations of both increases and decreases in IT staff 

numbers or no significant change. 

Finding 44: The information received is conflicting in that some participants felt that the 

adoption of BCT would decrease staff, whilst others felt that it would create a 

need for more staff. Contrarily, some felt it would not have any effect on the 

staff compliment. Furthermore, some felt it would initially cause an increase 

and thereafter a decrease. 

Interview Question 2I3 (IQ2I3): Would BCT require other banking personnel like myself 
to undergo a steep learning curve? 

Based on Interview Question 2I3 and the insights derived from the interviews, participants 

had mixed perspectives on whether BCT implementation would necessitate a steep learning 

curve or upskilling for the broader banking personnel. 

Participant responses 

Of the sixteen interviewees: 

• Six (6) participants believed that upskilling in their respective divisions would be 

necessary for the effective adoption of BCT, suggesting that specialised knowledge 

might be required to handle the intricacies of blockchain. 

• Six (6) participants felt that additional upskilling for the broader staff would not be 

necessary, indicating confidence that existing skills would be sufficient or that BCT 

could be integrated without a major adjustment in staff knowledge. 

• Four (4) participants chose not to provide a response. 
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The above differences of opinion voiced by the participants highlights the potential need for 

further evaluation within the Bank to determine specific upskilling requirements for BCT. It 

also suggests that if BCT is adopted, tailored training programmes may be necessary for 

certain divisions, while other staff members might continue with their roles unaffected. 

Finding 45: The feedback on upskilling requirements was divided, reflecting a clash in 

perspectives. Half of the participants viewed upskilling as essential, implying 

that BCT might introduce complexities that require specialised knowledge. The 

other half felt that additional training was unnecessary, possibly due to the 

perceived simplicity or user-friendliness of the technology or the Bank’s ability 

to incorporate BCT without extensive staff re-education. 

Interview Question 2J (IQ2J): Change is a crucial component of growth and evolution. 
However, change inevitably also poses challenges. What obstacles are management 
being faced with in respect of changing to BCT? 

In line with Research Question 1 (RQ1), Interview Question 2J explores the obstacles that 

management faces when transitioning to BCT. The following insights were identified from the 

participants’ responses: 

I. Resource allocation and capital constraints: 
a) Capital resources for modernisation: Participant P2 mentioned funding to 

replace outdated technologies is challenging as there may not necessarily be a 

budget for this. This suggests that financial limitations may obstruct the adoption 

of BCT. 

II. Skills and expertise shortage: 
a) Lack of qualified individuals: Participant P4 highlighted that finding 

professionals with the right skill set to aid with the adoption of BCT is difficult, 

particularly in the payments environment. This indicates a scarcity of qualified 

specialists in the field. 

III. Integration and legacy systems: 
a) Legacy systems integration: Participant P5 noted the challenge of integrating 

BCT with legacy systems and managing these existing systems. This 

integration hurdle can slow down the transition to blockchain technology. 

b) Silos and barriers: Participant P5 also mentioned the presence of organisational 

silos. The discord between departments can cause a setback in the adoption 

of BCT. 
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IV. Regulatory uncertainty: 
a) Regulatory challenges: Participant P5 highlighted the ongoing doubt 

specifically around BCT regulations. Regulatory uncertainty is a huge obstacle 

for management to be able to navigate the legal framework of BCT. 

V. Strategic management: 
a) Need for strategic leadership: Participant P10 suggested that management 

needs to adopt a strategic approach to overcome the challenges associated 

with BCT adoption. This implies that that firstly, a strong leadership team is 

required and secondly, careful and thorough planning are crucial to ensure a 

smooth transition. 

VI. Resistance and misconceptions: 
a) Resistance to change: Participant P13 mentioned some individuals prefer to 

hold on to familiar technologies instead of embracing modern solutions. 

b) Perception vs. reality: Participant P14 pointed out the challenge of battling 

misconceptions, particularly the association of blockchain with 

cryptocurrencies. Addressing these misconceptions and trying to reshape the 

understanding of the technology can be essential for its successful adoption. 

In summary, the thematic analysis revealed that management faces several obstacles when 

transitioning to BCT: 

• The necessity for strategic leadership and planning. 

• Uncertainty in the regulatory environment. 

• Capital constraints and the need for resources to replace outdated technologies. 

• Shortage of qualified individuals with expertise in BCT. 

• Challenges related to integrating BCT with legacy systems and breaking down internal 

silos. 

• Resistance to change and misconceptions about BCT. 

• These challenges highlight the multifaceted nature of the obstacles that management 

encounters in the process of adopting BCT. 

Finding 46: There is a lack of financial resources to sandbox legacy technology. 

Finding 47: There is a shortage of BCT skills set particularly in the payments environment. 

Finding 48: Teams within the Bank are not open to collaboration to integrate the legacy 

systems. 
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Finding 49: Regulation is an ongoing challenge as there is no clear way of managing BCT 

going forward. 

Finding 50: Management does not have strategy in place to embrace BCT. 

Finding 51: Employees are resistant to change due to lack of clarity and reasons for the 

change. 

Finding 52: The educational piece is lacking hence employees do not have a clear 

understanding of BCT. 

With regard to benefits of BCT on payment services in the banking sector: 

Interview Question 3A (IQ3A): Payment services are an income generator to the Bank. 
In which way can BCT add more value to enhance income generation? 

In line with Research Question 2 (RQ2), Interview Question 3A explores how BCT can add 

more value to enhance income generation in payment services within the banking sector. The 

following insights were derived from the participants’ responses: 

I. Diversification of services and revenue streams: 
a) Introduction of new services: Participant P6 suggested that BCT can potentially 

enable the creation of new services and revenue lines, including new forms of 

settlement, collateral transformation, digital asset deposit and loans, tokenised 

asset management and digital asset custody. This indicates that BCT can boost 

revenue by diversifying services. 

II. Cost reduction and efficiency: 
a) Lower transaction costs: Participant P7 mentioned that BCT can contribute to 

increase revenue by providing discounted transactional fees. Reduced fees 

can lead to increased profits for the Bank. 

b) Improved customer relationships: Participant P8 highlighted that BCT can 

increase client relationship, due to clients having the option of utilising more 

services. Enhanced client relationships can translate into higher income for the 

Bank, potentially through increased usage of services. 

c) Infrastructure savings: Participant P14 emphasised the potential for significant 

infrastructure savings when adopting BCT. The elimination of third-party 

intermediaries, managing reconciliation processes and decentralising 

payments can reduce costs, leading to income generation. 
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d) Streamlined processes and reduced costs: Participant P16 pointed out that 

BCT can eliminate the need for multiple systems and processes involved in 

reconciliation and auditing. As a result, costs can be significantly reduced. 

Streamlining processes and reducing operational costs can enhance income 

generation. 

In summary, the thematic analysis highlights the ways in which BCT can add more value to 

enhance income generation in payment services within the banking sector: 

• Improved customer relationships and increased service usage. 

• Streamlined processes and reduced operational costs. 

• Diversification of services and the introduction of new revenue streams. 

• Cost reduction through cheaper transaction costs and infrastructure savings. 

These factors collectively contribute to the potential for BCT to enhance income generation 

within the banking sector’s payment services. 

Finding 53: BCT can generate revenue for the Bank through potentially new products or 

services e.g., digital asset custody, digital asset loans and deposits. 

Finding 54: With the use of BCT, services could be more effective, which could lead to client 

expansion, which, in turn, could stimulate revenue growth. 

Finding 55: BCT optimises the management of infrastructure, which reduces costs 

significantly as payment services are maintained and controlled by a centralised 

single entity. 

Finding 56: BCT effectively automates portions of audit processes, which reduces the cost 

of monitoring since the accuracy of all transactions in the information systems 

will be time- stamped with real-time audits trails. 

Interview Question 3B1 (IQ3B1): How does BCT reduce cost for the Bank in effecting 
payments in respect of P2P? 

In line with Research Question 2 (RQ2), Interview Question 3B1 explores how BCT reduces 

costs for banks in effecting peer-to-peer (P2P) payments. Through thematic analysis, the 

following insights were identified from the participants’ responses: 

I. Cost reduction and efficiency: 
a) Inherent cost savings of BCT: Participants P4 and P12, among others, 
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emphasised that BCT offers inherent cost savings compared to legacy payment 

systems. They mentioned that BCT is cheaper, faster, and requires less human 

oversight. P12 specifically mentioned that the Bank can reduce costs to close to 

zero by leveraging blockchain technology. This underscores the cost-efficiency 

aspect of BCT. 

b) Reduction in processing time: Participant P13 pointed out that BCT can lead to 

a significant reduction in the processing time for payments. Faster processing 

can contribute to cost savings by optimising operational efficiency. 

c) Focus on peer-to-peer payments: Participant P15 mentioned that certain 

blockchain-based protocols like Ripple focus on peer-to-peer payments and 

institutional payments. These protocols aim to reduce banking-related costs 

associated with payment processing. This highlights the specific impact of BCT 

on P2P payments. 

In summary, the thematic analysis revealed how BCT reduces costs for banks in effecting 

peer-to-peer (P2P) payments: 

• BCT offers inherent cost savings by being cheaper and more efficient than legacy 

payment systems. 

• BCT can significantly reduce processing times for payments. 

• Blockchain-based protocols such as Ripple specifically target cost reduction in peer- 

to-peer and institutional payments. 

These factors collectively contribute to the cost-reduction benefits of BCT in the context of 

P2P payments for banks. 

Finding 57: BCT reduces cost in P2P payments as less human oversight is required. 

Finding 58: P2P payments require costly network and IT infrastructure support, which, with 

the use of BCT, can be reduced significantly. 

Finding 59: Processing time for P2P payments will be reduced, which ultimately reduces 

banking costs. 

Interview Question 3B2 (IQ3B2): How does BCT reduce cost for the Bank in effecting 
payments in respect of international payments and cross-currency payments? 

In line with Research Question 2 (RQ2), Interview Question 3B2 explores how BCT reduces 

costs for banks in effecting international payments and cross-currency payments. the 
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following insights were identified from the participants’ responses: 

I. Cost reduction in international payments and cross-currency payments: 

a) Automation through smart contracts: Participant P1 highlighted the role of smart 

contracts in reducing costs. Smart contracts can automate various aspects of 

international payments, such as operations and validation. This automation 

streamlines processes, lowers operational expenses, and minimises the need 

for manual intervention. 

b) Elimination of third-party correspondent banking and SWIFT: Participant P2 

emphasised that BCT reduces the need for third-party correspondent banking 

systems and SWIFT. Traditional international payment systems often involve 

multiple intermediaries and fees. By leveraging blockchain technology, banks 

can conduct cross-border transactions directly and eliminate the costs 

associated with intermediaries. 

c) Cloud-based solutions and distributed resources: Participant P7 mentioned the 

adoption of cloud-based solutions that run on a blockchain network. These 

solutions distribute hardware and software resources across many connected 

devices. This structure reduces the costs of maintaining a centralised 

infrastructure and allows for cheaper pricing models for global banking. 

In summary, the thematic analysis revealed how BCT reduces costs for banks in effecting 

international payments and cross-currency payments: 

• Cloud-based solutions hosted on a blockchain network distribute resources efficiently, 

thus leading to cost savings. 

• BCT eliminates the need for third-party correspondent banking systems and SWIFT, 

thereby reducing intermediary fees. 

• Operational costs are reduced as processes are automated with smart contracts. 

These factors collectively contribute to the cost-reduction benefits of BCT in the context of 

international and cross-currency payments for banks. 

Finding 60: BCT reduces the need for third party correspondent banking systems and 

SWIFT in cross-border payments by using smart contracts that reduce costs 

and subsequently enable exploration of different pricing models for clients. 

Interview Question 3B3 (IQ3B3): How can BCT reduce cost for the Bank in effecting 
payments in respect of keeping records of transactions? 
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In line with Research Question 2 (RQ2), Interview Question 3B3 explores how BCT can 

reduce costs for banks in terms of keeping records of transactions. The following insights 

were derived from the participants’ responses: 

I. Efficient transaction record-keeping with blockchain: 
a) Automatic recording through Hyperledger: Participant P5 mentioned 

Hyperledger technology which is built for commercial use and automates the 

recording of transactions. With the addition of new blocks to the chain 

transactions are securely recorded, eradicating manual input of data and 

maintaining system updates. 

b) Real-time and cloud-based records: Participant P2 highlighted the use of real-

time, cloud-based records facilitated by blockchain technology. Blockchain 

enables transactions to be recorded instantly and securely on a distributed 

ledger accessible through cloud-based solutions. This real-time recording 

reduces the need for extensive manual record-keeping processes and 

associated costs. 

In summary, the thematic analysis revealed how BCT can reduce costs for banks in terms of 

keeping records of transactions: 

• Automatic recording of transactions through Hyperledger technologies reduces the 

costs associated with manual input of data and maintenance. 

• BCT enables real-time and cloud-based record-keeping, eradicating the need for 

manual and time-consuming processes. 

These factors contribute to more efficient and cost-effective transaction record-keeping for 

banks using blockchain technology. 

Finding 61: With BCT,  the initiation, processing, authorisation, recording and reporting of 

transactions improves the record-keeping process. 

Interview Question 3C1 (IQC1): Would BCT give the organisation a competitive 
advantage in the financial sector? 

In line with Research Question 2 (RQ2), Interview Question C1 explores whether BCT would 

give the organisation a competitive advantage in the financial sector. The following insights 

were derived from the participants’ responses: 

I. Potential for competitive advantage with BCT: 
a) Dependent on blockchain journey: Participant P15 acknowledged that BCT’s 
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ability to confer a competitive advantage depends on implantation progression 

within the organisation. This suggests that the competitive advantage may be 

influenced by factors such as the organisation’s level of blockchain adoption, 

expertise, and the specific use cases implemented. 

b) Conditional competitive advantage: Participant P1 expressed a positive outlook, 

indicating that BCT has the potential to provide a competitive advantage to the 

organisation. However, this advantage is contingent on implementing 

blockchain technology effectively and efficiently. In other words, it depends on 

how well the organisation leverages blockchain to its advantage. 

In summary, the thematic analysis revealed the following insights on whether BCT would give 

the organisation a competitive advantage in the financial sector: 

• The competitive advantage is measured by the organisation’s growth in its 

blockchain journey. 

• Whilst BCT could probably provide a competitive advantage, successful utilisation 

depends on effective implementation. 

These insights highlight the potential impact of BCT adoption in shaping the Bank’s 

competitive status in the market. 

Finding 62: The Bank believes that adopting BCT will give the organisation a competitive 

advantage. 

Interview Question 3C2 (IQ3C2): If yes, in which way? 

In line with Research Question 2 (RQ2), Interview Question 3C2 explores in what ways BCT 

can provide a competitive advantage in the financial sector. The following insights were 

identified from the participants’ responses: 

I. Ways in which BCT can provide a competitive advantage: 

a) Enhanced user experience: Participant P1 also mentioned the importance of a 

good user interface for clients. BCT can provide an advantage by offering a self- 

service tracking system and an excellent user experience, making it more 

appealing to customers. 

b) Transparency and immutability: Participant P7 highlights that BCT’s 

transparency and immutable nature creates opportunities to enhance customer 

experiences. The transparency ensures trust, while immutability ensures the 

security and integrity of transactions, thereby improving the overall customer 

experience. 
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c) Low transaction costs: Participant P1 suggested that the use of BCT provides 

low-cost fees or even ‘no fees, which presents a competitive advantage. This 

can provide economical payment options, attracting clients and increasing 

market share. 

d) Inclusivity and partnerships: Participant P13 further emphasised that BCT is not 

only about winning or losing, but also about creating partnerships and 

ecosystems. This inclusive approach can foster innovation and new business 

model and ultimately provide a competitive advantage. 

e) Value in collaboration: Participants P9 and P13 emphasised that the value of 

BCT lies in its ability to facilitate collaboration and sharing of data among 

multiple parties. This collaborative approach can lead to new opportunities, 

efficiencies and enhanced services that provide a competitive edge. 

In summary, the thematic analysis revealed various ways in which BCT can provide a 

competitive advantage in the financial sector: 

• User experience can be enhanced by providing a good user interface for clients. 

• Transparency and immutability enhance trust and security, improving the overall 

customer experience. 

• Collaboration and data sharing among multiple parties create new opportunities and 

efficiencies. 

• An inclusive approach and partnerships can foster innovation and new business 

models. 

• Low transaction costs and user-friendly interfaces can attract clients and market 

share. 

These responses highlight the multifaceted nature of how BCT can be leveraged to stay 

ahead in the market, ranging from cost savings to improved customer experiences and 

collaborative innovation. 

Finding 63: Early adoption of the technology can give the Bank a competitive advantage 

by optimising on transaction costs, thereby strengthening its place in the 

market. 

Finding 64: Competitive advantage to the Bank does not necessarily mean being better than 

others, but rather fostering strategic alliances, thereby creating collaborative 

advantage, which can be utilised for the fuller value-creating potential of the 

broader ecosystems wherein they operate. 
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Interview Question 3D (IQ3D): How would BCT overall be a value-add to both the 
organisation and your client-base? 

Interview Question 3D explores how BCT can be a value-add for both the organisation and 

its client-base. The following insights were identified from the participants’ responses: 

I. Ways in which BCT adds Value to the organisation and clients: 
a) Collaborative environment: Participant P13 emphasised that the development 

of a collaborative blockchain and distributed ledger environment can cultivate 

new prospects, which can lead to shared benefits among stakeholders, 

including the organisation and its clientele. 

b) Exposure to new businesses: Participant P7 highlighted that through BCT there 

is a growth opportunity for import and export. This exposure can build strong 

client relationships between buyers and sellers, therewith benefiting the 

organisation and its clientele.  

c) Efficiency and cross-selling: Participant P1 suggested that BCT can enable the 

organisation to diversify its product offering and services. Furthermore, 

improved efficiency can result in transactions being processed faster which is a 

value-add to both the organisation and its clientele. 

d) Closed-loop ecosystems and cost savings: Participant P15 mentioned that BCT

 enables banks to create closed-loop ecosystems. In these ecosystems, allows 

banks to define the participants and create payment networks, resulting in 

reduced costs. These cost savings can be shifted to clients, making banking 

inexpensive and boosting the competitive edge of service offering. 

In summary, the thematic analysis revealed various ways in which BCT can add value to the 

organisation and its clientele: 

• Exposure to new businesses and opportunities. 

• Enhanced efficiency in services and transactions. 

• Relationship building in a mutually beneficial ecosystem. 

• Formation of commercially viable, closed-loop ecosystems that provide mutual 

benefits to the business and its clientele. 

These responses illustrate the potential of BCT to create value by improving operational 

efficiency, expanding business horizons, fostering collaboration, and offering cost-effective 

solutions to the organisation and its clients. 

Finding 65: BCT can maintain digital integration between customers and partners. 
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Finding 66: BCT can unlock the gate to establish an autonomous open and scalable 

payment network system, providing operational efficiency and performance 

excellence. 

With regard to the implication of BCT on payment services at a South African 
Commercial Bank: 

Interview Question 4A (IQ4A): What are the difficulties experienced when executing 
payment services? 

Interview Question 4A investigates the difficulties experienced when executing payment 

services. The following insights were identified from the participants’ responses: 

I. Challenges in executing payment services: 
a) Volume and infrastructure strain: Participants P10 and P15 mentioned 

challenges related to high transaction volumes and infrastructure strain. 

High-volume transactions, especially in the case of small transactions, can strain 

IT systems and affect processing efficiency. Implementing blockchain 

technology at scale in a complex network is also seen as challenging. 

b) Partnership and network participation: Participant P14 emphasised the 

importance of partnerships and getting parties to agree to join a payment 

network. Building a network and bringing participants on board can be 

challenging. 

c) Regulatory and compliance challenges: Participants P1, P9, P12 and P13 

highlighted the regulatory and compliance challenges associated with executing 

payment services. This includes reporting to regulators, dealing with multiple 

regulators for cross-border payments, and the absence of clear regulations for 

digital assets and payment mechanisms. Regulatory compliance is a complex 

and evolving aspect of payment services. 

d) Legacy systems and integration: Participants P2, P3, P5 and P8 discussed the 

challenges related to legacy systems and integration with existing systems. 

Legacy systems can be inefficient, and integrating blockchain technology into 

established systems can be complex. This can result in delays and batch 

processing. 

e) Data accuracy and due diligence: Participants P1, P10, P12 and P14 pointed 

out issues related to data accuracy, beneficiary details, and due diligence in the 

payment process. Ensuring that payment details are accurate and conducting 

proper due diligence are crucial to preventing errors and fraud. 
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f) Authorisation and authority levels: Participants P10 and P12 mentioned 

challenges related to authorisation processes and defining authority levels for 

payment transactions. Ensuring that the right individuals have the appropriate 

authorisation is essential for security and compliance. 

g) Lack of understanding and education: Participants P8 and P9 emphasised the 

need for education and understanding of blockchain technology. Some 

individuals within the organisation may not fully grasp the benefits of blockchain, 

leading to resistance or reluctance to adopt new technology. 

h) Scaling and network challenges: Participants P6, P10 and P16 discuss 

challenges related to scaling, throughput management, and network reliability. 

Ensuring that the blockchain network can handle increased transaction volumes 

and maintaining network uptime are essential considerations. 

In summary, the thematic analysis revealed various challenges faced when executing 

payment services in the context of blockchain technology implementation: 

• Volume and infrastructure strain. 

• Regulatory and compliance complexities. 

• Scaling and network challenges. 

• Building partnerships and network participation. 

• Legacy systems and integration difficulties. 

• Lack of understanding and education about blockchain. 

• Data accuracy and due diligence requirements. 

• Authorisation and authority level definition. 

Overcoming these obstacles is essential for the successful adoption of blockchain technology 

in payment services at a South African Commercial Bank. 

Finding 67: The difficulty in executing payment services lies in the fact that regulators 

globally are finding it difficult to structure a clear framework to govern BCT, 

which is designed to be self-regulating and self-maintaining. This is prohibiting 

the Bank from gravitating to an innovative approach to launch successful 

initiatives as they are currently compelled to take on a risk-averse approach. 

Finding 68: Legacy systems for payment services were developed many years ago, which 

currently lacks the ability to keep up with modern technologies. Modern 

payment solutions help to scale a business but as a result of the Bank being 

at the core of their overall banking architecture, making changes to their 

systems would affect daily operations. However, the delay in making changes, 

ultimately hinders business growth. 
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Finding 69: Inertia (persistence to use incumbent systems whilst there are better 

alternatives), appears to be applicable not only to individuals, but also to 

organisations. 

Finding 70: The formation of collaborative innovation partnerships to build an effect 

payment network is challenging. 

Finding 71: Traditional payment systems pose challenges such as lack of speed, 

downtime, scaling issues, throughput management and wrong beneficiary 

details, especially with cross- border payments. 

Finding 72: Internal processes to effect payment services are long-winded. 

Interview Question 4B (IQ4B): What are the risks for the Bank when performing 
payment services? 

Interview Question 4B explores the risks for the Bank when performing payment services. 

The following insights were derived from the participants’ responses: 

I. Risks in traditional payment services: 
a) Lost payments: Participant P6 mentioned that there is a high risk of payments 

not being allocated correctly when using traditional methods. This could be the 

result of errors in the payment process as well as technical malfunctions. 

b) Vulnerability to hacking: Participant P5 highlighted that by using traditional 

payments methods, sensitive financial data could be unprotected due to the risk 

of hacking vulnerabilities. This could lead to serious security violations. 

c) Fragmented client experience: Participant P2 remarked that traditional payment 

methods could lead to fragmented client experience which poses possible risks. 

Disconnected or inconsistent experiences could potentially have a negative 

effect on client centricity. 

II. Risks in blockchain-based payment services: 
a) Smart contract consensus reducing risks: Participant P12 mentioned that with 

the aid of smart contract consensus in blockchain technology, rules are 

implemented which discourages cheating. This feature of blockchain ensures 

transaction integrity which contributes to risk reduction. 

b) Decreased risk with proper checks: Participant P1 suggested that when 

accurate checks are in place, risk in blockchain-based payment services are 

greatly decreased. This infers that risk can be mitigated when blockchain’s 



85  

transparency and security elements are used correctly. 

c) Risk in P2P transactions between wallets: Participant P5 pointed out that within 

blockchain-based payments transactions, risks may still be evident in peer-to-

peer (P2P) transactions between wallets. Whilst blockchain offers security 

benefits, users may still be exposed to certain risks, such as fraudulent P2P 

transactions. 

d) Payment loss prevention: Participant P12 furthermore noted that it is unlikely 

for payments to get lost on the blockchain. The transparent and immutable 

nature of blockchain records aids in the prevention of unallocated payments. 

e) Reversibility and control in case of scams: Participant P13 explained that should 

an unauthorised payment take place as a result of an individual being 

defrauded, the underlying cash stays within central bank and can be reversed . 

This feature serves as additional protection to mitigate risk. 

f) Dispute prevention and visibility: Participant P12 highlighted that the visibility of 

the blockchain ledger to everyone and the presence of a single version of the 

truth can prevent disputes and reduce risks associated with transaction 

disagreements. 

g) No additional risks perceived: Participant P14 suggested that the Bank may not 

perceive any additional risks associated with blockchain-based payment 

services beyond those inherent in traditional methods. This viewpoint implies 

that blockchain technology may not introduce new risks. 

In summary, the thematic analysis revealed the following key risk themes: 

• Risks in traditional payment services such as fragmented client experience, 

vulnerability to hacking, and lost payments. 

• Risks in blockchain-based payment services include reduced risk with proper checks, 

risk in P2P transactions between wallets, smart contract consensus reducing risks, 

visibility and dispute prevention, payment loss prevention, reversibility and control in 

case of scams, and no additional risks perceived. 

Blockchain technology offers several features that can mitigate risks in payment services, 

including transparency, immutability, and smart contract enforcement. However, some risks, 

such as those related to P2P transactions, may still exist and require appropriate safeguards. 

Finding 73: Risks to the Bank using traditional technology in executing payment services 

include poor client experience in terms of payments that could get lost and 

client accounts that could get hacked, resulting in customer liability. 
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Finding 74: Risks to the Bank using BCT in executing payment services is significantly 

reduced as fraud is mitigated and operational interruptions are low because 

BCT develops smart contracts that induce the capability of visible and safe 

financial transactions. 

Interview Question 4C (IQ4C): The time delay in cross-border and cross-currency 
payments is still challenging. How can BCT make payment services more seamless? 

Interview Question 4C focuses on how BCT can make payment services more seamless. The 

following insights were identified from the participants’ responses: 

I. Seamlessness in cross-border and cross-currency payments with BCT: 
a) Automated processes: 

o P12 mentioned that due diligence automation for new and existing clients 

and real-time reporting for auditing firms are ways to accelerate cross-

border payments and streamline payment services. 

b) Real-time settlement: 

o Several participants emphasised that blockchain technology enables real-

time settlement of cross-border and cross-currency payments. This feature 

ensures that transactions are processed almost instantly, eliminating the 

delays associated with traditional methods. 

o Participants P2, P5, P6, P10 and P14 allude to the speed and near-real-

time nature of blockchain-based settlement, highlighting the potential for 

immediate or significantly faster transaction processing. 

c) Immediate verification and validation: 

o Participants mentioned that blockchain can facilitate immediate 

verification and validation of transactions. This capability reduces the time 

required to confirm the accuracy and legitimacy of payment transactions. 

o P5 mentioned that as long as all information is correct, blockchain-based 

transactions should take only a few hours for verification and validation. 

d) Transparency enhancement: 

o P3 highlighted that transparency in payment transactions can be 

improved with the use of blockchain.  

o Some participants acknowledged that the flow of transactions may not 

automatically be quicker with blockchain, but it notably enhances 

transparency in the payment process. The transparency feature allows 

all parties to track and validate entries. 



87  

e) Wallet structures for immediate settlement: 

o Participant P1 suggested the creation of wallet structures that represent 

bank accounts. These wallet structures can facilitate immediate 

settlement on the blockchain, allowing for the swift transfer of value to 

recipients. 

f) Integration of stable coins: 

o Participant P15 mentioned the integration of stable coin solutions over 

blockchain, which can provide security features and pave the way for 

seamless cross-border payments. Stable coins are known for their 

stability and can be used for various payment purposes. 

In summary, the thematic analysis revealed that blockchain technology can contribute to 

making payment services more seamless in cross-border and cross-currency contexts 

through the following key mechanisms: 

• Enhanced transparency. 

• Automation of processes such as due diligence and reporting. 

• Real-time settlement and transaction processing Integration of stable coin solutions. 

• Innovative wallet structures for immediate settlement. 

• Immediate verification and validation of transactions. 

These features correspond with the objectives of reducing time delays and improving the 

efficiency of cross-border and cross-currency payments. 

Finding 75: Traditional cross-border payments involve a variety of disparate systems, 

which results in high transactions fees and delayed processing times. As 

economies are globalising and digitalising, BCT offers cross-border payments 

the benefits of speed, near real-time clearing, and access to new markets. 

Finding 76: P3 alluded that BCT may not necessarily speed up cross-border payments, 

but it would offer transparency throughout the cross-border payment process. 

Interview Question 4D (IQ4D): In which way will human error be less/more if BCT is 
applied to payment services? 

Interview Question 4D explores the impact of BCT on human error in payment services. The 

following insights were identified through thematic analysis: 
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Reduction in Human Error with BCT: 
I. Consensus mechanisms and automation: 

a) Participants recognised that blockchain operates based on predefined rules 

and smart contracts, which automate and validate transactions without human 

intervention. This automated payment process reduces the potential for human 

mistakes. 

b) The consensus mechanism guarantees that multiple nodes in the blockchain 

network validate transactions, reducing the possibility of discrepancies and 

incorrect entries. 

c) The majority of participants (11 out of 12) believed that implementing 

blockchain technology in payment services can lead to a reduction in human 

errors. They attributed this reduction to the consensus mechanisms and 

automation features inherent to blockchain. 

II. Immutable ledger and transparency: 

a) Transparency, as enabled by blockchain, reduces the likelihood of errors being 

overlooked, as all participants can scrutinise transaction details. 

b) Participants emphasised that the immutability of the blockchain ledger plays a 

crucial role in decreasing human oversight. Validated data on the blockchain 

cannot be deleted or altered without consent, ensuring data accuracy. 

III. Elimination of manual processes: 
a) Some participants mentioned that blockchain technology eliminates manual 

processes that are inclined to human error. Manual tasks are replaced by 

automation reducing the chances of mistakes. 

b) The absence of manual data entry, approvals and settlement processes 

decreases the chances of human errors. 

In summary, the thematic analysis revealed that the immutability of the ledger, automation, 

consensus mechanisms and transparency innate in blockchain technology aids in the 

reduction of human blunders in payment services. Participants alleged that these facets 

combined with the removal of manual processes, yields blockchain beneficial for ensuring 

financial data accuracy and minimising errors. Only one participant expressed scepticism, 

emphasising that whilst it is not inherent to the technology itself, human error can still occur. 

Finding 77: Twelve (12) of the 16 participants believed that human error will be less if BCT 

is applied to payment services as both automation and artificial intelligence 

can be used to improve productivity, reduce time and cost associated with 

manual verification, and provide a seamless payments service offering. 
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Interview Question 4E (IQ4E): How does BCT prevent fraud in doing payments? 

Interview Question 4E explores how BCT prevents fraud in payment services. The following 

insights were identified through thematic analysis: 

Prevention and Reduction of Fraud with BCT: 
I. Transparency and immutable ledger: 

a) The transparency of transactions on the blockchain allows all participants to 

view and verify transaction details, making it difficult for fraudulent activities to 

go unnoticed. 

b) The immutability of blockchain data ensures that once a transaction is recorded, 

it cannot be altered or deleted without consensus, making fraud detection and 

prevention more effective. 

c) The majority of participants (9 out of 11) emphasised that blockchain 

technology’s transparency and the immutability of its ledger play a crucial role in 

preventing and reducing fraud. 

II. Real-time monitoring and traceability: 
a) Fraud investigations become less cumbersome as an audit trail facilitates the 

tracing of transactions on the blockchain. 

b) The window period for fraudulent actions are significantly reduces as 

suspicious activities and transactions are swiftly picked up with real-time 

monitoring. 

c) Several participants highlighted that fraud detection would become more 

efficient with blockchain’. 

III. Digital identity and secure payments: 
a) Blockchain can enhance security and reduce fraudulent transactions, by 

changing traditional account numbers to secure digital identities. 

b) Some participants mentioned the use of self-sovereign identity (SSI) and digital 

identity solutions on blockchain to prevent identity fraud and fraudulent 

payments. 

IV. Combining fraud prevention tools with blockchain: 
a) A few participants suggested that specialised fraud prevention tools together 

with blockchain solutions, serves as an effective combination in reducing fraud 

in payment services. 
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V. Fraud cannot be prevented completely: 
a) They highlighted that like any technology, blockchain can be misused 

for fraudulent activities, but its transparency makes fraud more traceable. 

b) A minority of participants (3 out of 11) acknowledged that while blockchain can 

reduce fraud, it cannot completely prevent it. 

In summary, the thematic analysis revealed that blockchain technology’s transparency, 

immutable ledger, real-time monitoring, traceability, and integration with identity solutions 

contribute to the prevention and reduction of fraud in payment services. While participants 

recognised blockchain’s potential to enhance security and deter fraud, some acknowledged 

that fraud cannot be entirely eliminated, but it can be significantly reduced through 

blockchain’s features and real-time capabilities. 

Finding 78: Seven participants agreed that fraud can be prevented using BCT tools such 

as shared ledger, artificial intelligence and self-sovereign identity as well as 

applying the characteristics of BCT architecture, namely immutability and 

quick settlement. 

Finding 79: Contrarily to finding 78, seven participants said that BCT cannot prevent fraud, 

but it can most definitely reduce it based on the characteristics of BCT 

architecture, which include transparency and a consensus algorithm. 

Interview Question 4F (IQ4F): In traditional banking, the services of intermediaries 
e.g., SWIFT are required. How does BCT change the dynamics of intermediaries? 

Interview Question 4F explores how BCT changes the dynamics of intermediaries in 

traditional banking. The following insights were identified through thematic analysis: 

Impact on intermediaries: 
I. Elimination of intermediaries: 

a) The participants envisioned a future where blockchain-based systems can 

replace traditional intermediaries, streamlining the payment process.  

b) Some participants suggested that blockchain technology has the potential 

to completely eliminate the need for intermediaries like SWIFT. 

II. Blockchain as infrastructure: 
a) Participants emphasised that blockchain itself is not an organisation but a 

technology infrastructure. 

b) They saw the possibility of traditional intermediaries such as SWIFT adopting 

blockchain technology to enhance their services and remain relevant. 
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III. Intermediaries embracing blockchain: 
a) Some participants noted that traditional intermediaries are not willing to be left 

behind in the blockchain revolution. 

b) They highlighted efforts by intermediaries to adopt blockchain solutions like 

Hyperledger, indicating a willingness to incorporate blockchain into their 

existing systems. 

IV. Blockchain as a replacement for financial services: 
a) Participants expressed the view that blockchain can replace not only SWIFT but 

also traditional payment methods like Visa and MasterCard. 

b) They saw blockchain as the underlying technology that can provide financial 

services directly to clients, reducing the reliance on traditional intermediaries. 

In summary, the thematic analysis revealed that blockchain technology has the potential to 

disrupt the role of intermediaries in traditional banking. Participants envisioned scenarios 

where intermediaries may be eliminated or adapted to incorporate blockchain technology into 

their (intermediary bodies) services. Some participants emphasised that blockchain itself can 

serve as the infrastructure for financial services, reducing the need for traditional 

intermediaries like SWIFT. 

Finding 80: The general feeling is that BCT can help to create a favourable environment 

where payments between parties—P2P, B2B—can deal with each other 

directly, with minimal or zero involvement of the middleman (SWIFT). 

Finding 81: SWIFT (Society for Worldwide Interbank Financial Telecommunications) could 

very well explore and adopt BCT in their operation. 

Interview Question 4G (IQ4G): The Bank effects monthly payments, for example to 
SARS. If the Bank utilises BCT, must SARS also be blockchain-enabled? 

Interview Question 4G explores whether SARS (South African Revenue Service) needs to be 

blockchain-enabled if the Bank utilises BCT for monthly payments. The following insights 

were identified through thematic analysis: 

I. SARS blockchain integration: 
a) Not necessary for SARS: 

• The majority of participants (11 out of 12) believed that SARS does not 

need to be blockchain-enabled for the Bank to utilise blockchain 

technology for monthly payments. 
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• They likely see blockchain technology as a backend solution that the Bank 

can use to enhance its payment processes without requiring SARS to 

undergo blockchain integration. 

b) Conditional integration for SARS: 

• Only one participant (P3) had a different perspective, suggesting that 

SARS may need to be blockchain-enabled if they (SARS) intend to use the 

server or system that utilises blockchain technology. This response implies 

a conditional approach, where SARS’ integration with blockchain depends 

on their specific requirements or use of the blockchain-based server. 

In summary, the thematic analysis revealed that the majority of participants do not believe it 

is necessary for SARS to be blockchain-enabled for the Bank to implement blockchain 

technology for monthly payments. They view blockchain as a tool that the Bank can use 

independently to optimise its payment processes. However, one participant suggested a 

conditional integration approach based on SARS’ intended use of the blockchain system. 

Finding 82: Most participants responded that a partner, e.g., SARS, does not need to be 

blockchain-enabled to interact with the Bank. 

Finding 83: P3 differed and felt that partners need to be blockchain-enabled to have 

access to the server. 

Interview Question 4H (IQ4H): Is cybercrime a concern in respect of blockchain? 

Interview Question 4H investigates whether cybercrime is a concern in relation to blockchain. 

The following insights were identified through thematic analysis: 

I. Cybercrime concerns in blockchain: 

a) High cybercrime concern: 

• The majority of participants (13 out of 15) expressed significant concerns 

about cybercrime in the context of blockchain. 

• They acknowledged that cybercriminals may target blockchain systems, 

and security measures need to be in place to mitigate these risks. 

II. Blockchain as a security measure: 
b) Blockchain as a cybersecurity solution: 

• Two participants (P15 and P16) held a different perspective, suggesting 

that blockchain technology can actually serve as a cybersecurity 

measure. 
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• They emphasised that blockchain enforces trust through inbuilt algorithms 

and complexity, making it difficult for cybercriminals to attack. 

• Additionally, they mentioned the use of blockchain for preventing 

cybercrimes related to digital identity and DNS attacks. 

In summary, the thematic analysis revealed that while the majority of participants expressed 

concerns about cybercrime in the context of blockchain, two participants viewed blockchain 

as a potential solution to cybersecurity issues. They believe that blockchain’s inherent 

security features can make it challenging for cybercriminals to exploit. 

Finding 84: Most participants felt that cybercrime is an ongoing concern in respect of BCT 

considering the lucrative nature of cybercrime and the ingenuity of criminals to 

plot attacks. 

Finding 85: Two participants disagreed that cybercrime is a concern as the method of 

cryptography and the process of encryption make it difficult for cybercriminals 

to attack. 

Interview Question 4I (IQ4I): What would be the back-up plan should there be a system- 
wide blockchain financial collapse or fail? 

Interview Question 4I investigates if a back-up plan is in place, should there be a system- 

wide collapse or fail. The following insights were identified through thematic analysis: 

I. Enhancing security 

a) All 16 participants advised that it is highly unlikely for all nodes in a blockchain 

network to fail simultaneously as blockchain networks are designed to be 

resilient. provided there are enough nodes to validate transactions and 

maintain a copy of the blockchain. 

4.3 Summary of findings 

All findings listed below in all probability have answered the research questions. 

Table 4.7:Summary of Findings 

No. Finding RQ 
1 The Bank started exploring BCT about seven years ago around payments and letters of 

credit. 
RQ3 

2 About five years ago BCT has gone live in certain areas of the banking operation. RQ3 
3 Whilst the Bank has an organisational strategy in place, some participants felt that there 

is no clear technology strategy in place. 
RQ1 
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No. Finding RQ 
4 Other participants argued that there is a technology strategy in place because of the 

changing landscape of technology. 
RQ1 

5 There is definite innovation and technological boundary-pushing to enable future 
readiness through technology implementation to ensure inclusive and sustainable 
technological advancement within the Bank. 

RQ2 

6 The motivating factors that encouraged the exploration of blockchain technology were to 
learn new things so that the Bank has an understanding of how the wall of technology is 
changing and not get left behind. 

RQ3 

7 The use of BCT has the potential to change the business model and business 
performance. 

RQ2 

8 The use of BCT in respect of payment services definitely improves the Bank’s bottom line 
by decreasing costs and improving efficiencies. 

RQ2 

9 It is important for the Bank to be aware of what the market could possibly be aware of. RQ3 
10 Compliance, governance and regulation from a South African perspective as well as from 

a global perspective is a huge challenge in the adoption of BCT in payment services. 
RQ1 

11 The acceptance of BCT to certain levels of management is challenging because of fear of 
the negative aspects around the technology, especially cryptocurrencies. 

RQ1 

12 The Bank seems fearful of exploring and would rather wait for others to test BCT 
technology. 

RQ1 

13 There is a lack of understanding from a technical and business perspective regarding the 
benefits blockchain technology can bring to the business. 

RQ1 

14 The current payments infrastructure is based on decades-old technology, which is 
complicated and challenging to merge with newer technology. 

RQ1 

15 Partnership with other entities is lacking, which is preventing the organisation from 
accelerating innovation and the delivery of powerful digital services that BCT offers. 

RQ1 

16 Implementation on a production level scale is very costly. RQ1 
17 It is important for the Bank to establish control systems and levels of comfort with 

regulators to ensure visibility and making certain that respect for the laws of the country 
as well as other countries are not compromised in terms of compliance, governance and 
regulation. 

RQ3 

18 Collaboration and building strong partnerships with other banks internationally are key to 
overcoming some of the challenges faced with in payment services. 

RQ3 

19 Change in organisational culture, specifically change in thinking, will help in solving some 
of the challenges. 

RQ1 

20 Embracing BCT in payment services is still challenging, and investing money in 
experimentation is slow. 

RQ1 

21 It is important for the Bank to have market intelligence about what is happening in the 
existing market, for competition and growth. 

RQ2 

22 BCT can strengthen data privacy in financial transactions by using the process of 
cryptography to enable encryption. 

RQ2 

23 BCT can strengthen data privacy in financial transactions by using an identity 
management system called Self-Sovereign Identity (SSI). 

RQ2 

24 BCT can strengthen data privacy in financial transactions by using private networks. RQ2 
25 On the other hand, P2 was not sure that BCT could strengthen data privacy in financial 

transactions. 
RQ1 

26 Participants P8 and P11 argued that blockchain technology does not provide data 
privacy. 

RQ3 

27 P13 alluded to the fact that data should not be private as it hinders the process of 
monitoring transactions. 

RQ1 

28 Eleven (11) participants felt that the Bank has a solution in place in terms of 
interoperability by using APIs and applying consensus mechanisms for the different silos 
within the Bank to interact. 

RQ3 
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No. Finding RQ 
29 P3 felt that there is framework in place to unite the different silos. RQ3 
30 Any new technological adoption entails a certain measure of risk. RQ1 
31 P13 argued that it is a mistake and a big risk to not transition to BCT. RQ1 
32 Risks arise from pioneering ahead of national and international regulatory frameworks. RQ1 
33 Current compliance, governance and regulation is the opposite of what BCT offers in 

payment services in respect of data privacy and retention period of information. 
RQ1 

34 With the use of APIs, there would be no impact on the integration of legacy architecture 
and new business models. 

RQ3 

35 With the use of BCT, there would not be a need for integration as it could cancel entire 
processes and expunge existing legacy systems. 

RQ3 

36 P13 felt that integrating BCT into legacy architecture was not advisable as it does not 
align with the purpose of what BCT is meant to fulfil. 

RQ3 

37 There appears to be a difference of opinion as some participants felt assimilation into the 
current technology stack can be achieved through pilot projects and the use of APIs, 
whilst others felt that legacy systems should not be integrated but that brand new 
architecture should be introduced to avoid going back to the old way of working. 

RQ3 

38 There was a general feeling among the participants that historical data would be 
transferred to the new technology. 

RQ3 

39 P12 stated that the Bank has to comply with legislation to hold information for five years 
and for this reason, the existing databases will need to be held for five years. 

RQ3 

40 Two participants disagreed that historical data should be onboarded on a blockchain; 
instead, it should be stored off-chain. 

RQ3 

41 The general feeling of the participants was that the Bank is very conscious of their carbon 
footprint, hence their use of BCT would not have a negative effect on the environment, 
especially because there is no need for mining in the banking industry. 

RQ2 

42 P11 alluded to the fact that the Bank would contribute to a healthier environment by 
discontinuing legacy architecture and replacing it with BCT. 

RQ2 

43 There are not enough experts within the Bank to manage BCT. RQ1 
44 The information received is conflicting in that some participants felt that the adoption of 

BCT would decrease staff, whilst others felt it would create a need for more staff. 
Contrarily, some felt it would not have any effect on staff compliment. Furthermore, some 
felt it would initially cause an increase and thereafter a decrease. 

RQ1 

45 Information received in respect of the broader staff compliment being upskilled in respect 
of BCT was clashing as half felt that is was a necessity and the other half felt it was non-
essential. 

RQ1 

46 There is a lack of financial resources to sandbox legacy technology RQ1 
47 There is a shortage of BCT skills set particularly in the payments environment. RQ1 
48 Teams within the Bank are not open to collaboration to integrate the legacy systems. RQ1 
49 Regulation is an ongoing challenge as there is no clear way of managing BCT going 

forward. 
RQ1 

50 Management does not have strategy in place to embrace BCT. RQ1 
51 Employees are resistant to change due to lack of clarity and reasons for the change. RQ1 
52 The educational piece is lacking hence employees do not have a clear understanding of 

BCT. 
RQ1 

53 BCT can generate revenue for the Bank through potentially new products or services 
e.g., digital asset custody, digital asset loans and deposits. 

RQ2 

54 With the use of BCT, services could be more effective, which could lead to client 
expansion, which, in turn, could stimulate revenue growth. 

RQ2 

55 BCT optimises the management of infrastructure, which reduces costs significantly as 
payment services are maintained and controlled by a centralised single entity. 

RQ2 
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No. Finding RQ 
56 BCT effectively automates portions of audit processes, which reduces the cost of 

monitoring since the accuracy of all transactions in the information systems will be time- 
stamped with real-time audits trails. 

RQ2 

57 BCT reduces cost in P2P payments as less human oversight is required. RQ2 
58 P2P payments require costly network and IT infrastructure support, which, with the use of 

BCT, can be reduced significantly. 
RQ3 

59 Processing time for P2P payments will be reduced, which ultimately reduces banking 
costs. 

RQ3 

60 BCT reduces the need for third party correspondent banking systems and SWIFT in 
cross-border payments by using smart contracts that reduce costs and subsequently 
enable exploration of different pricing models for clients. 

RQ3 

61 BCT has the potential to impact all record-keeping processes, including the way 
transactions are initiated, processed, authorised, recorded and reported. 

RQ2 

62 The Bank believes that adopting BCT will give the organisation a competitive 
advantage. 

RQ2 

63 Early adoption of the technology can give the Bank a competitive advantage by 
optimising on transaction costs, thereby strengthening its place in the market. 

RQ2 

64 Competitive advantage to the Bank does not necessarily mean being better than others, 
but rather fostering strategic alliances, thereby creating collaborative advantage, which 
can be utilised for the fuller value-creating potential of the broader ecosystems wherein 
they operate. 

RQ3 

65 BCT can maintain digital integration between customers and partners. RQ3 
66 BCT can unlock the gate to establish an autonomous open and scalable payment 

network system, providing operational efficiency and performance excellence 
RQ3 

67 The difficulty in executing payment services lies in the fact that regulators globally are 
finding it difficult to structure a clear framework to govern BCT, which is designed to be 
self-regulating and self-maintaining. This is prohibiting the Bank from gravitating to an 
innovative approach to launch successful initiatives as they are currently compelled to 
take on a risk-averse approach. 

RQ1 

68 Legacy systems for payment services were developed many years ago, which currently 
lack the ability to keep up with modern technologies. Modern payment solutions help to 
scale a business, but as a result of the Bank being at the core of their overall banking 
architecture, making changes to their systems would affect daily operations. However, 
the delay in making changes ultimately hinders business growth. 

RQ1 

69 Inertia (persistence to use incumbent systems whilst there are better alternatives), 
appears to be not only applicable to individuals, but also to organisations. 

RQ1 

70 The formation of collaborative innovation partnerships to build an effect payment network 
is challenging. 

RQ1 

71 Traditional payment systems pose challenges such as lack of speed, downtime, scaling 
issues, throughput management and wrong beneficiary details, especially with cross- 
border payments. 

RQ1 

72 Internal processes to effect payment services are long-winded. RQ1 
73 Risks to the Bank using traditional technology in executing payment services include poor 

client experience in terms of payments that could get lost and client accounts that could 
get hacked, resulting in customer liability. 

RQ1 

74 Risks to the Bank using BCT in executing payment services is significantly reduced as 
fraud is mitigated and operational interruptions are low because BCT develops smart 
contracts that induce the capability of visible and safe financial transactions. 

RQ2 

75 Traditional cross-border payments involve a variety of disparate systems, which results 
in high transactions fees and delayed processing times. As economies are globalising 
and digitalising, BCT offers cross-border payments the benefits of speed, near real- time 
clearing, and access to new markets. 

RQ2 

76 P3 alluded that BCT may not necessarily speed up cross-border payments, but it would 
offer transparency throughout the cross-border payment process. 

RQ2 
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No. Finding RQ 
77 Twelve (12) of the 16 participants believed that human error will be less if BCT is applied 

to payment services as both automation and artificial intelligence can be used to improve 
productivity, reduce time and cost associated with manual verification, and provide a 
seamless payments service offering. 

RQ2 

78 Seven participants agreed that fraud can be prevented using BCT tools such as shared 
ledger, artificial intelligence and self-sovereign identity as well as applying the 
characteristics of BCT architecture, namely immutability and quick settlement. 

RQ2 

79 Contrarily to finding 78, seven participants said that BCT cannot prevent fraud, but it can 
most definitely reduce it based on the characteristics of BCT architecture, which include 
transparency and a consensus algorithm. 

RQ2 

80 The general feeling is that BCT can help to create a favourable environment where 
payments between parties—P2P, B2B—can deal with each other directly with minimal or 
zero involvement of the middleman namely SWIFT. 

RQ3 

81 SWIFT (Society for Worldwide Interbank Financial Telecommunications) could very well 
explore and adopt BCT in their operation. 

RQ3 

82 Most participants responded that a partner, e.g., SARS does not need to be blockchain- 
enabled to interact with the Bank. 

RQ3 

83 P3 differed and felt that partners need to be blockchain-enabled to have access to the 
server. 

RQ3 

84 Most participants felt that cybercrime is an ongoing concern in respect of BCT considering 
the lucrative nature of cybercrime and the ingenuity of criminals to plot attacks. 

RQ1 

85 Two participants disagreed that cybercrime is a concern as the method of cryptography 
and the process of encryption make it difficult for cybercriminals to attack. 

RQ3 

86 All 16 participants advised that it is highly unlikely for all nodes in a blockchain network 
to fail simultaneously as blockchain networks are designed to be resilient. Whilst nodes 
are expected to go offline from time to time, the network can continue to function provided 
there are enough nodes to validate transactions and maintain a copy of the blockchain. 

RQ3 

 

4.4 Summary 

Chapter Four provided a detailed discussion of the thematic analysis and study findings. 

The report started with an introduction and a summary of the case study followed by a 

detailed review of the interview responses and transcribed data. The analysis of the 

research findings led to the identification of categories and themes aligned with the 

research questions. 

The next chapter will delve into the themes derived from the findings, linking them to 

the research questions and objectives. 
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CHAPTER FIVE: DISCUSSION OF RESULTS 

5.1 Introduction 
Blockchain technology has advanced into a transformative force that questions the key 

principles of traditional payment systems. As with any transformative innovation, it creates 

a complex interplay of risks, benefits and implications. This technology offers unique 

prospects to enhance cost and operational efficiency, increase transparency, expand the 

ecosystem, reduce fraud, and provide a competitive edge – capabilities that were previously 

improbable within the structure of traditional banking systems. Whether one perceives 

blockchain as a solution or a problem, it definitely has affected the future of payment 

services. 

Semi-structured interviews were conducted with participants as discussed in Chapter 4, and 

important insights were listed and labelled as findings. By carefully following the steps of the 

thematic analysis technique, findings were initially grouped into categories. Further analysis 

of the categories led to the identification of three core themes and twelve sub-themes (Table 

5.2) encapsulating the overall findings of the study. 

For ease of reading, the aim of the study, research objectives and research questions are re- 

stated below in Table 5.1. 

Table 5.1: Re-stating the aim, research objectives and research questions 

Aim of the Study Research Objectives Research Questions 

To determine the effect of 
blockchain technology on 
payment services in a 
South African Commercial 
Bank. 

• To identify and analyse the key 
challenges of applying blockchain 
technology in the South African 
banking industry. 

• To explore the main benefits of 
blockchain on payment services in 
the South African banking sector. 

• To assess the effect of blockchain 
technology on payment services at a 
South African Commercial Bank. 

1. What are the key challenges of 
applying blockchain technology 
in the South African banking 
industry? 

2. What are the main benefits of 
blockchain for payment services 
in the South African banking 
sector? 

3. How does blockchain 
technology impact on payment 
services at a South African 
Commercial Bank. 

 

The discussion of the themes is aligned with the research questions (RQs) and interview 

questions (IQs), establishing connections to the existing literature within the field. The 

analysis of sub-themes focuses on addressing the research questions, providing insights to 

resolve the identified research problem and achieve the stated objectives. 
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5.2 Discussion of themes and sub-themes 

Table 5.2: Themes and sub-themes 

Theme Sub-themes 
1. Challenges 1.1  Regulatory Compliance 

1.2  Data Privacy Concerns 
1.3  Legacy System Integration 
1.4  Change Management 

2. Benefits 2.1  Cost Reduction 
2.2  Income Generator 
2.3  Cross Border Efficiency 
2.4  Competitive Advantage 

3. Effects 3.1  Operational Efficiency 
3.2  Customer Experience 
3.3  Transaction Transparency 
3.4  Fraud Prevention 

 

5.2.1 Theme 1: Challenges 
For Theme 1, four sub-themes were derived. Each sub-theme highlights dependencies or 

interactions, such as how regulatory compliance affects data privacy concerns, while both 

influence legacy system integration. 

5.2.1.1 Sub-theme 1.1: Regulatory Compliance 
Despite the immense potential offered by blockchain technology, navigating regulatory 

compliance within the banking sector remains challenging. The overall lack of a regulatory 

reporting infrastructure creates uncertainty, which, in turn, impedes the adoption, integration 

and growth of the technology. Regulatory Boards across the globe still tend to cling to 

traditional practices, resulting in the change of laws and governance to be reactive rather than 

proactive. Whilst these challenges are present, the Bank has strategies in place to overcome 

the challenges. These strategies include close collaboration with regulators, engaging with 

them to build controls, conduct rigorous evaluation of the blockchain technology, and 

establish levels of comfort to ensure compliance with national and international laws. 

According to Adedoyin Tolulope Oyewole et al. (2024:646), 

“Balancing innovation with compliance in the FinTech sector requires a multifaceted 
approach that encompasses regulatory foresight, ethical consideration, and 
technological adaptability. Regulators and policymakers must navigate the ‘Innovation 
Trilemma’ by developing clear, simple and flexible regulatory frameworks that 
accommodate the rapid pace of technological advancements while safeguarding 
market integrity and consumer protection”. 
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Table 5.3: Sub-theme 1.1: Regulatory Compliance 

Theme 1: Challenges 
Sub-theme 1.1: Regulatory Compliance 

P# Participant Insight Literature Source 
P3 Regulatory reporting 

infrastructure 
Lindman et al. (2020) state that blockchain has become more prevalent 
across the globe, and this has sparked an increased interest among 
regulatory bodies and political entities to integrate the technology into 
their regulatory frameworks. Regulatory reporting requirements are 
often complex and differ across various jurisdictions. 

P6 Uncertainty in regulatory 
environment 

On the other hand, Bennet et al. (2024) argue that regulatory bodies 
are delayed in developing clear and comprehensive guidelines for 
financial institutions to develop robust regulatory frameworks and 
technical solutions that foster innovation while ensuring compliance 
and security in the implementation of the technology. 

P8 Resistance to regulatory 
change 

Furthermore, De Filippi et al. (2022) maintain that the absence of 
consistency in practices by regulators is another point of resistance to 
the adoption intention of organisations. 

P=Participant 

5.2.1.2 Sub-theme 1.2: Data Privacy Concerns 
The Bank is governed to comply with regulations both nationally and internationally to ensure 

robust client data privacy whilst simultaneously inducing innovation. Notwithstanding a 

minority of participants argued that blockchain technology, by design, may not necessarily 

cater for data privacy, most participants perceived blockchain technology as having the 

potential to strengthen data privacy using data encryption and self-sovereign identity (SSI) 

within the strict legislative and banking governance environment in South Africa. Rane et al. 

(2024a:136) support this idea by stating that data privacy can be enhanced in the financial 

industry with blockchain technology as it provides tamper-proof records of transactions open 

for validation and review at any point in time and that “this fosters trust, as clients are 

guaranteed that their confidential information is protected from alteration or exploitation”. 

Table 5.4: Sub-theme 1.2: Data Privacy Concerns 

Theme 1: Challenges 

Sub-theme 1.2: Data Privacy Concerns 

P# Participant Insight Literature Source 
P2 Doubt regarding data 

privacy improvement 
Wang et al. (2020) caution that blockchain technology, by its very 
nature, is unable to protect a users’ privacy unequivocally. 

P1, P5, 
P6, P8, 

P11, P14 

Data encryption The absence o f central authority was the impressive design 
principle in the initial hypothesis of blockchain technology. 
Authentication is undertaken through the utilisation of cryptographic 
keys, which sanctions trust without reliance on third-party 
intermediaries (Chowdhury et al., 2021). Additionally, cryptographic 
mechanisms are applied in data storage processes to improve the 
security of information (Chowdhury et al., 2021). 

P11, P14 Self-sovereign identity 
(SSI) 

Gans et al. (2022) agree with findings of other studies that blockchain 
technology gives autonomy to individuals to securely share their 
personal data for purposes of their choice and to engage with private 
companies through SSI. A digital identity can be created and used to 
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Theme 1: Challenges 

Sub-theme 1.2: Data Privacy Concerns 

P# Participant Insight Literature Source 
authenticate online transactions through an SSI blockchain-based 
application, which enables individuals to generate an encrypted 
identity and control their own data. 

P=Participant 

 

5.2.1.3 Sub-theme 1.3: Legacy System Integration 
The findings revealed that integrating blockchain technology with legacy systems appears to 

depend on the specific use cases, approach and strategies adopted by the Bank to leverage 

blockchain technology. The participants presented a diverse viewpoint on how blockchain 

technology may affect the integration of legacy architecture and new business models as 

listed below; however, Salzano et al. (2023:3) state that “according to the Legacy Dilemma, 

we must trade off the cost of continuing to cope with the legacy system against the investment 

needed to improve it and the benefit of easier subsequent maintenance”. 

• Some participants believed that BCT can be considered as an add-on to complement 

existing systems and processes, with the use of integration methods like APIs and 

interoperability. 

• Others argued that the need for integration is not required as BCT can potentially 

replace or rebuild legacy systems to support new business models. 

• One participant felt that careful consideration should be exercised, suggesting that 

blockchain may not fit into legacy architecture due to misalignment with its intended 

goals. 

Table 5.5: Sub-theme 1.3: Legacy System Integration 

Theme 1: Challenges 

Sub-theme 1.3: Legacy System Integration 

P# Participant Insight Literature Source 
P1, P2, 
P8, P9 

Blockchain as complementary 
integration 

When digital technology such as blockchain is added as a 
complementary value to new business models, the digital 
technology boosts the value proposition and furthermore 
compounds the economic value by magnetising a broader 
client base (Böttcher et al., 2024). 

P3, P5, 
P7 

No need for integration Bokolo (2024) is of the opinion that digital services of 
modern society are met through existing state-of-the- art 
blockchain infrastructure designed in such a way that it 
operates as a stand-alone digital platform. 

P13 Caution against integration (not 
suitable) 

Bokolo (2022) also identified that there is still a gap between 
practice and theory in respect of interoperability 
requirements and capabilities, hence integration becomes 
complex. 

P=Participant 
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5.2.1.4 Sub-theme 1.4: Change Management 
John Maxwell laments that “change is inevitable. Growth is optional” (AZ Quotes, 2024:1). 

The findings revealed that management faces the challenge of staff who resist adopting and 

adapting to new solutions, thereby stunting growth for themselves within the work 

environment. The underlying technology for cryptocurrency is blockchain. Staff battles with 

the misconception of cryptocurrency, resulting in resistance to embrace this technology. 

Another challenge that management faces is cost saving, given the volatile economic climate. 

This hinders the allocation of funds to explore new technologies. Another burning issue that 

management encounters is the presence of silos and barriers between departments, which 

impedes the smooth transition of technology within the organisation. 

Table 5.6: Sub-theme 1.4: Change Management 

Theme 1: Challenges 
Sub-theme 1.4: Change Management 

P# Participant Insight Literature Source 
P2 Resource allocation and 

capital constraints 
The challenge of deploying a blockchain solution within the banking 
sector is that it requires a substantial investment to cover the 
expensive cost for research and development, infrastructure, input 
regarding the software and hardware required for its initial 
launching, system design, operational costs, and maintenance and 
support costs (Vijai & Nivetha, 2020; Taherdoost, 2022). 

P5 Resistance and 
misconception 

Resistance to innovation change is two-fold. One being passive 
resistance, where there is a tendency to resist change in general 
and/or being content with how things currently stand. Active 
resistance on the other hand arises from rejection of an innovation 
based on negative viewpoints, intentions and activities (Friedman & 
Ormiston, 2022). Furthermore, Shojaei and Burgess (2022) 
comment that once innovation resistance is overcome, only then will 
the adoption of innovation grow. 

P13 Silos and barriers The silo organisational structure within the banking industry is a 
definite obstruction to integration within functional units as each 
business unit has its own data silos secured by firewalls and its own 
technology team, resulting in lack of alignment of goals and 
priorities (Teisserenc & Sepasgozar, 2021). 

P=Participant 

5.2.2 Theme 2: Benefits 
For Theme 2, four sub-themes were derived. Links between benefits illustrate where one 

benefit may strengthen another. For example, improved transaction speed and enhanced 

record keeping of transactions contribute to customer satisfaction. 

5.2.2.1 Sub-theme 2.1: Cost Reduction 
It is crucial for any company, including the Bank, to run a cost-efficient operation. This 

undoubtedly ensures sustainability by lowering costs and success by increased profit 

margins, which release revenue to facilitate growth. The findings revealed that cost reduction, 

through lower-priced transaction costs and infrastructure savings, improves customer 
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relationships and increases service usage. Furthermore, processes are streamlined, resulting 

in reduced operational costs for the Bank. These processes include improved transaction 

speed and enhanced record keeping of transactions. Choithani et al. (2024:126) state, “there 

is no doubt that, in addition to the key cost reduction effects of using AI in banking, it has the 

competence to change the work environment”. 

Table 5.7: Sub-theme 2.1: Cost Reduction 

Theme 1: Challenges 
Sub-theme 2.1: Cost Reduction 

P# Participant Insight Literature Source 
P4, 12, 

P13 
Cost reduction and efficiency 
with inherent costs savings, 
reduction in processing time, 
and easier peer-to-peer 
payments. 

Saripalli (2021) emphasises that the inherent cost savings of 
blockchain technology remove the timeous and costly function of 
intermediaries in the processing and reconciliation of transactions. 
Furthermore, processing time is fast-tracked as instant 
reconciliation occurs through consensus mechanisms and then 
recorded into a single version of truth, i.e., distributed ledger. 
Additionally, the focus on peer-to-peer payments can also 
drastically reduce bank related costs as blockchain technology 
combines the steps of authorisation, clearing and settlement into 
instant settlement mitigating counter-party risk). 

P=Participant 

5.2.2.2 Sub-theme 2.2: Income Generator 
Income generation for any company is pivotal for its existence. The findings revealed that 

with the use of blockchain technology, the Bank can generate strong revenue streams. This 

enables the exploration of new markets and services, which enhances client centricity. 

Blockchain technology also reduces transaction costs, and the efficiency in streamlining 

processes reduces infrastructure costs, which ultimately increases income as operational 

expenses are less. Hossein et al. (2024:257) state that “it is necessary for companies and 

businesses to know the new methods of business income generation under emerging 

technologies and to act based on them in today’s highly competitive world”. 

Table 5.8: Sub-theme 2.2: Income Generator 

Theme 2: Benefits 
Sub-theme 2.2: Income Generator 

P# Participant Insight Literature Source 
P6 Introduction of new 

services 
Banks have slacked in producing innovative banking products and 
services. But this can be turned around by giving clients increased value 
through digital asset exchange as well as exchanging multiple other 
financial assets on or through a blockchain network. This will assist the 
banking sector with restructuring lucrative opportunities and producing 
new revenue channels (Kumari & Devi, 2022) 

P7, P8, 
P14, 
P16 

Cost reduction and 
efficiency 

Noor (2022) states that infrastructure, procedures and competencies are 
the three pillars of strength that institute the success of any organisation. 
Blockchain technology has the potential to increase productivity, improve 
client centricity and reduce overheads, thereby strengthening the pillars. 

P=Participant 
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5.2.2.3 Sub-theme 2.3: Cross-Border Efficiency 
Cross-border payments done via the traditional methods are cumbersome, time-consuming, 

and costly. According to Sanyaolu et al. (2024:45), “blockchain technology has emerged as 

a transformative tool in the banking sector, significantly enhancing transaction efficiency 

through real-time processing, cost reduction, and improved cross-border transactions”. The 

findings revealed that the Bank is actively working on the solutions that blockchain technology 

offers, e.g., automation through smart contracts, elimination of third-party correspondent 

banking, and SWIFT and cloud-based solutions and distributed resources. Together, these 

dynamics will contribute to the benefits, as stated by Sanyaolu et al., in the context of 

international and cross-border payments. 

Table 5.9: Sub-theme 2.3: Cross Border Efficiency 

Theme 2: Benefits 
Sub-theme 2.3: Cross Border Efficiency 

P# Participant Insight Literature Source 
P1 Automation through smart 

contracts 
The major upgrade of blockchain-based smart contracts is that it can 
function without a central point of authority, which enables 
autonomous execution within pre-arranged settings and ensures 
continual service availability (Garg & Rao, 2023). 

P2 Elimination of third-party 
correspondent banking and 
SWIFT 

The major upgrade of blockchain-based smart contracts removes the 
need for trusted third parties, thereby reducing costs in international 
and cross-currency payments (Hewa et al., 2021). 

P7 Cloud-based solutions and 
distributed resources 

Traditional on-premises data centres require substantial initial and 
ongoing financial investments, however, banks and other financial 
organisations can utilise cloud-based solutions on a pay-as-you-go 
system, which not only saves money, but also allows for better use 
of available resources to brainstorm suggestions, and speedily build 
and test software to offer clients outstanding technological solutions 
(Łasak & Wyciślak, 2023). 
Despite these positives, Alshinwan et al. (2023) point out that 
confidence in cloud-based solutions are negatively affected by 
difficulties related to data migration to the cloud-based infrastructure, 
duration of data retention, possible human errors as cloud coding are 
written by humans, and the added cost of providing tighter processes 
and policies to secure personal user data. Swathi and Pahuja (2023) 
counter-argue that cloud providers are better equipped against 
security threats through advancements in encryption and multi-factor 
authentication, therefore the cloud can be declared as a safe haven 
for sensitive financial data. 

P=Participant 

5.2.2.4 Sub-theme 2.4: Competitive Advantage 
Rane et al. (2024b:1) state: “It is found from emerging trends that only those businesses 

which are using sophisticated technologies such as Artificial Intelligence, Blockchain, Big 

Data Analytics, Cloud Computing, and Internet of Things are now gaining competitive 

advantage through resilience, innovation, and customer-centricity”. Investing in innovation 

expands the operations of a business, which can help them stay ahead of their competitors. 
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The findings revealed that blockchain technology can provide the Bank with a competitive 

edge by lowering transaction costs, enhancing user experience, enhancing transparency 

and immutability, promoting collaboration, and fostering an inclusive partnership approach. 

Furthermore, cross-selling, exposure to new business relationships and opportunities, 

facilitation of collaboration in a mutually beneficial environment, and the creation of cost- 

effective, closed-loop ecosystems are all added value in gaining a competitive advantage. 

Table 5.10: Sub-theme 2.4: Competitive Advantage 

Theme 2: Benefits 
Sub-theme 2.4: Competitive Advantage 

P# Participant Insight Literature Source 
P1, P7, 
P9, P15 

Ways in which BCT can provide a 
competitive advantage: 
a) Low transaction costs 
b) Enhanced user experience 
c) Transparency and immutability 
d) Value in collaboration 
e) Inclusivity and partnerships 
 

Improved competitiveness in the banking and financial 
sector can be achieved through combining the task-
technology and technology acceptance theory, which a) 
offers cost savings; and b) has the potential to enhance 
customer experience (Kim & Hyun, 2023). Furthermore, 
Kim and Shin (2019) posit that the spin-off of customer 
trust in the blockchain solution generates c) 
transparency and traceability of information, which can 
be another source of competitive advantage; and d) 
“collaboration can strengthen competitive advantages by 
increasing firm-specific skills and realising economies of 
scale”. In relation to inclusivity and collaboration, (Bedin 
et al., 2021) state that organisations with horizontal, 
vertical or both types of relations that offer essential or 
non-essential services have a common goal, which is to 
create value for their client base. Blockchain technology 
enables organisations to form strategic alliances, merge 
similar abilities, and combine different businesses with 
different purposes to serve existing clients through a 
single platform that can improve client satisfaction. 
Additionally, strong partnerships have the opportunity to 
reach new clients, which are hard to find when operating 
in isolation 

P=Participant 

5.2.3 Theme 3: Effects on Payment Services 
For this Theme 3, four sub-themes were derived. Whilst a number of challenges may affect 

the Operational Efficiency sub-theme, there are benefits that directly enhance sub-themes 

3.2 (Customer Experience) and 3.3 (Transaction Transparency). 

5.2.3.1 Sub-theme 3.1: Operational Efficiency 
The use of blockchain technology in banking payment services presents operational hurdles 

that require attention. Odunayo Adewunmi Adelekan et al. (2024:326) emphasise that “the 

operational challenges in implementing AI and blockchain technologies are significant and 

multifaceted. Addressing these challenges requires a comprehensive approach that includes 

technical and infrastructural development, legal and regulatory adjustments, and ensuring 

compatibility with existing systems”. The findings revealed that volume and infrastructure 
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strain, lack of understanding and education, scaling and network challenges, and 

authorisation and authority levels, among other challenges, are setbacks in operating 

efficiently. The Bank is cognisant that these challenges need to be addressed to facilitate the 

successful adoption of blockchain technology. 

Table 5.11: Sub-theme 3.1: Operational Efficiency 

Theme 3: Effects on Payment Services 
Sub-theme 3.1: Operational Efficiency 

P# Participant Insight Literature Source 
P1, P2, 
P3, P5, 
P6, P8, 
P9, P10, 

P12, P13, 
P14, P15, 

P16 

Challenges: 
a) Regulation and compliance 
b) Legacy architecture 
c) Scaling and network 

challenges 
d) Volume 
e) Infrastructure strain 
f) Lack of understanding and 

education 

Sachitra and Dayaratna (2023) state that coherent with (a) 
regulation and compliance, existing (b) legacy 
architecture is a huge constraint in the banking 
environment as the integration of old systems with new 
technology poses compatibility issues. The nature of 
distributed ledger is to permanently store information that 
will induce (c) scalability issues due to a high (d) volume 
of transactional data. Apart for the scalability issue, 
integrating blockchain into other banking services requires the 
interaction of different networks, which could negatively 
influence the decision-making process resulting, in (e) 
infrastructure strain. Kaushal et al. (2021) highlight that 
despite the popularity of blockchain technology, there is a lack 
of understanding of the potential it offers. Furthermore, 
Themistocleous et al. (2020)emphasise that there is a need for 
well-structured blockchain (f) educational programmes as well as 
strong co-ordination between business units to initiate the overall 
adoption of the technology  

P=Participant 

5.2.3.2 Sub-theme 3.2: Customer Experience 
Customer service and customer experience are different topics, but equally important 

(Talkative, 2022). For the purpose of this study, the focus is only on customer experience 

using blockchain technology for payment services. Doing payments using traditional methods 

has negative outcomes, such as fragmented client experiences, vulnerability to hacking, and 

lost payments. Blockchain technology, on the other hand, offers features such as enforcing 

rules with smart contract consensus, visibility and dispute prevention, payment loss 

prevention, and reversibility and control in case of scams. All these features play a crucial 

role in mitigating risks, which provides memorable customer experiences. 

Table 5.12: Sub-theme 3.2: Customer Experience 

Theme 3: Effects on Payment Services 
Sub-theme 3.2: Customer Experience 

P# Participant Insight Literature Source 
P12 Smart contract 

consensus reducing risks 
Unlike traditional contracts, smart contract consensus secured by 
blockchain technology offers reduced transaction risk, less 
administration, decreased service costs and enhanced effectiveness 
of business processes (Taherdoost, 2023). 
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Theme 3: Effects on Payment Services 
Sub-theme 3.2: Customer Experience 

P# Participant Insight Literature Source 
P12 Visibility and dispute 

prevention 
Mahmudnia et al. (2022) aver that blockchain innovations have 
improved the payment system in that a blockchain- based network can 
record every transaction made on a single digital gateway. Transaction 
disputes are reduced owing to the safe network. 

P12 Payment loss prevention Furthermore, Mahmudnia et al. (2022) confirm that the loss of 
payments are prevented as automatic payments are made using self-
executing codes that prevent both the participant and the developer 
who has written the code to sway the agreement or defer the payment. 

P13 Reversibility and control 
in case of scams 

Chen et al. (2020:24) state that “the non-reversibility mechanisms of 
blockchain result in error intolerance”. Furthermore, Hilary and Liu 
(2021) reiterate that centralised databases hold only one primary 
version of a database and a distributed database comprises of multiple 
nodes that work together under one umbrella. Should one of the nodes 
collapse (e.g., hardware glitch), the integrity of the database will not be 
compromised, thereby making it ‘fault tolerant’. 

P=Participant 

5.2.3.3 Sub-theme 3.3: Transaction Transparency 
The lack of transparency in traditional transaction processes can lead to errors, disputes and 

fraud, further undermining the efficiency and reliability of banking services (Sanyaolu et al., 

2024:41). The transparency aspect of blockchain technology builds trust, which reduces the 

likelihood of fraud (Raghavendra & Lingam, 2024; Ajayi-Nifise et al., 2024). The findings 

revealed that blockchain technology in payment services provides transparency and 

immutability, and these features are an attraction to intermediaries to embrace the technology. 

Table 5.13: Sub-theme 3.3: Transaction Transparency 

Theme 3: Effects on Payment Services 

Sub-theme 3.3: Transaction Transparency 

P# Participant Insight Literature Source 

P2, P7 Provides transparency 
and immutability 

An immutable ledger is secured by blockchain applications that 
facilitate trustless transactions, resulting in reduced fraud and 
eliminating the need for intermediaries (Gupta, 2017). 
Flovik et al. (2021) conclude that blockchain aids organisations with 
maintaining an immutable record of transactions, ensuring that 
information is securely shared among relevant parties within a 
selected network. The immutable ledger ensures that once data is 
recorded on the blockchain, it cannot be altered or tampered with, 
which provides high data integrity and deters unauthorised 
changes. 
Intermediaries might pilot the technology as a business 
transformative opportunity in their operations to boost their 
strengths (Feulner et al., 2022). 

P=Participant 

5.2.3.4 Sub-theme 3.4: Fraud Prevention 
As technology evolves, fraudsters become more sophisticated in their tactics to commit fraud. 
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Fraud is not only prevalent in finance, it has an impact on people, industries and the 

environment. The findings revealed that it is impossible for fraud to be entirely eliminated. 

However, the features and real-time capabilities of blockchain technology in payment services 

can significantly reduce fraud. These features include real-time monitoring and traceability, 

digital identity and secure payments, as well as combining blockchain with fraud prevention 

tools. 

Table 5.14: Sub-theme 3.4: Fraud Prevention 

Theme 3: Effects on Payment Services 
Sub-theme 3.4: Fraud Prevention 

P# Participant Insight Literature Source 
 Real-time monitoring 

and traceability 
Rather than merely supporting a technological infrastructure, blockchain 
technology enables real-time triggering, execution, monitoring and control 
of transactions within the ecosystem that it provides (Şeyma Alkan, 2021). 
An immutable ledger is secured by blockchain applications that facilitate 
trustless transactions, resulting in reduced fraud and eliminating the need 
for intermediaries (Gupta, 2017). 

 Digital identity and 
secure payments 

Blockchain is an enabling technology for building digital identity, which can 
be maintained on a shared ledger enabling banks to access relevant parts 
of the stored data to perform due diligence checks. Digital identity for 
individuals improves security, speed of transactions and user experience 
(Devi et al., 2022). 

 Combining BCT with 
fraud prevention tools 

Chen (2022) depicts three elements that contribute to fraudulent activities 
as shown in figure 5.1. Adeyemo and Jacob (2024) explain that 
motivation/pressure highlight the financial or emotional pressure to 
commit fraud; opportunity refers to situations that give rise for fraud to 
occur, and rationalisation represents the mental reasoning people use to 
justify their fraudulent action. According to Louati et al. (2024), the 
implementation of blockchain technology together with machine learning, 
smart contracts, intrusion detection systems, multifactor authentication and 
strategic integration of advanced data analytics limits fraudulent behaviour. 
Adeyemo and Jacob (2024:141) furthermore explain that “pressures are 
alleviated through enhanced security measures, opportunities are 
curtailed through the deployment of sophisticated technological controls, 
and rationalisations are challenged by the accountability and traceability 
embedded in these innovations”. 

 
Figure 5.1: How blockchain characteristics help to break the fraud 

triangle (Source: Chen, 2022) 
P=Participant 
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5.3 Conclusion 
“1991 - A cryptographically secured chain of blocks is described for the first time by 
Stuart Haber and W Scott Stornetta. 

1998 - Computer scientist Nick Szabo works on ‘bit gold’, a decentralised digital 
currency. 

2000 - Stefan Konst publishes his theory of cryptographic secured chains, plus ideas 
for implementation. 

2008 - Developer(s) working under the pseudonym Satoshi Nakamoto release a white 
paper establishing the model for a blockchain. 

2009 - Nakamoto implements the first blockchain as the public ledger for transactions 
made using bitcoin” (ICAEW, 2024:1). 

It was only in 2017 that the Bank took an interest in blockchain technology and seriously 

engaged in experiments and use cases from 2018 onwards. The Bank has maintained 

consistent interest and is now live in production in certain areas in the business. 

The twelve sub-themes have been discussed based on the RQs, revealing that the data 

obtained, supports literature and aligns with conclusions drawn from prior research findings 

and recommendations. Research question 1 (RQ1) aimed to reveal the challenges faced by 

the Bank in relation to blockchain technology in payment services. The answers to this 

question revealed that whilst some of the challenges are ongoing, others are in the process 

of being overcome. Feedback from the participants reinforces the challenges discussed in 

literature which encompasses people, processes, procedures and technology. The findings 

aligns with previous research studies. Research question 2 (RQ2), pursued to understand 

the benefits of blockchain technology, which were found to be beneficial to the Bank. The 

findings revealed that that the Bank will continue to adapt the technology to further increase 

the benefits that can be gained. In research question 3 (RQ3), the researcher sought to 

understand what effects blockchain technology has in the Bank’s payment services. The 

findings revealed that whilst certain challenges such as operational efficiency requires 

improvement, the benefits outweigh the challenges. Payment services done via traditional 

banking methods has less value to both the Bank and its clients. Transitioning to blockchain 

technology is one of many innovations the Bank is currently working on to adopt a lens of 

functional understanding as they take a risk-conscious approach towards the technology. 
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CHAPTER SIX: CONCLUSION AND RECOMMENDATIONS 

6.1 Introduction 
This study aimed to identify and analyse the key challenges of implementing blockchain 

technology within the South African banking industry, with a particular focus on its application 

in payment services. It examined the potential benefits of blockchain technology for payment 

processes in the South African banking sector and evaluated the technology’s impact on 

payment services at a selected South African Commercial Bank. The Bank’s exploration of 

blockchain aligns with its broader digital strategy, showcasing its commitment to innovation 

and openness to adopting emerging technologies. Notably, there is alignment between the 

Bank’s technology strategy and its strategic objectives, with a strong emphasis on blockchain 

as a pivotal driver of digital transformation. 

The research revealed that the Bank employs several strategies to address the challenges 

associated with adopting blockchain in payment services, recognising the risks, complexities 

and security vulnerabilities involved. Despite these challenges, the Bank perceives 

blockchain as having significant potential to enhance the future of financial services. Findings 

suggest that the deployment of blockchain technology can bring substantial benefits, 

including increased efficiency and cost reduction in domestic, international and cross- 

currency payment services. 

This chapter is structured as follows: section 6.1 provides an introduction and overview of the 

study’s key objectives and findings; section 6.2 summarises the study’s primary findings; 

section 6.3 outlines the study’s limitations; section 6.4 offers recommendations for future 

research; and section 6.5 concludes the study. 

6.2 Summary of the findings 
Returning to the research questions established in Chapter One, this summary meets the 

research purpose. 

Research Question 1: What are the key challenges of applying blockchain technology in the 

South African banking industry? 

a) The Commercial Bank in particular, that was used for this study, plans to adopt a 

proactive approach to address these challenges by employing a number of 

strategies, such as improving regulatory reporting infrastructure, collaborating closely 

with regulators, engaging with regulators to build controls, conducting rigorous 

evaluations, identifying partners, participating in blockchain networks, expanding the 
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ecosystem, driving cultural change, embracing new technology, investing in 

experimentation, and promoting education and market intelligence. 

b) The challenges span compliance, governance and regulation; acceptance of the 

technology; change management; technology evolvement; technology and 

innovation understanding; collaboration; and cost factors. Addressing these 

challenges will be crucial for the successful integration of blockchain technology into 

the payments services of all South African banks who may be considering to 

implement blockchain technology.  

c) The challenge of strengthening data privacy in financial transactions within the strict 

legislative and banking governance environment of South Africa is a huge challenge. 

Blockchain technology can strengthen data privacy through cryptography, self- 

sovereign identity (SSI) and the utilisation of private networks. 

d) Different business areas within the Bank currently operate independently, and there 

is a lack of a comprehensive architecture to enable blockchain economies to operate 

outside of silos. Whilst strategic decisions regarding interoperability have not yet 

been finalised, the Bank has developed a unique API layer to facilitate integration 

across various systems and channels, connecting different bank entities and 

branches. The concept of a single trusted area of transaction, driven by consensus 

mechanisms, eliminates the need for traditional protocols. The use of blockchain 

protocols that promote interoperability is considered a potential solution. 

e) The Bank encounters the risks of non-adherence to compliance, governance and 

regulation by using blockchain technology to execute payment services. 

Additionally, the uncertainty of untested technology and the challenges of integrating 

it into existing systems can be costly and disruptive. Conversely, failing to adopt 

blockchain technology could result in the Bank becoming irrelevant in a world 

moving toward distributed ledger technologies. 

f) The challenge of integrating legacy architecture and new business models to effect 

payment services using blockchain technology can seamlessly complement existing 

systems and processes with the use of API layers and automation. On the other hand, 

blockchain technology might not necessitate integration, as it can potentially replace 

or rebuild legacy systems to support new business models. 

g) The assimilation of blockchain technology into the current technology stack is 

challenging as there is a need to integrate with existing technology, build independent 

infrastructure, and address legacy system limitations. 

h) Using blockchain technology for payment services is digital in nature, therefore 

onboarding any analogue transactions would be met with significant challenges. This 

implies that historical data may not be directly migrated but rather re-entered or re-
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recorded in the new system, which is costly. Since the Bank is required to hold 

information for a specific duration (five years) to comply with regulation, it is suggested 

that when transitioning to blockchain technology, the existing databases and 

information in the legacy construct be maintained for compliance purposes during this 

period. 

i) Blockchain technology is associated with consuming high amounts of energy. The 

Bank recognises of the environmental impact, particularly in cryptocurrency. For this 

reason, the Bank is actively involved in environmental projects and avoids energy- 

intensive activities like mining. Blockchain adoption is seen as a way to reduce the 

carbon footprint by replacing legacy systems and potentially contributing to a greener 

technology stack. The Bank is exploring carbon-neutral ecosystems and 

technologies to minimise environmental damage. 

j) The management of blockchain technology requires technical expertise. The Bank 

faces a shortage of in-house experts in the field of blockchain. It is foreseen that with 

the implementation of blockchain technology within the payment services space, the 

head count of banking staff could increase or decrease. The overall staff compliment 

within the Bank requires upskilling in their respective division. 

k) Transitioning to blockchain technology to execute payment services in the Bank is 

a huge change that poses challenges such as capital constraints, the need for 

resources to replace outdated technologies, shortage of qualified staff, integrating 

with legacy systems, breaking down internal silos, uncertainty in the regulatory 

environment, lack of strategic leadership planning, resistance to change, and 

misconceptions about the technology. 

Research Question 2: What are the main benefits of blockchain for payment services in the 

South African banking sector? 

a) Payment services using blockchain technology is complex as regulatory and 

compliance frameworks are still unclear, and the development of laws and 

regulations are still in the making. Existing legacy architecture is a huge constraint 

in the banking environment as the integration of old systems with new technology 

poses compatibility issues. The nature of distributed ledger is to permanently store 

information, which will induce scalability issues due to a high volume of 

transactional data. Apart for the scalability issue, integrating blockchain into other 

banking services requires the interaction of different networks, which could 

negatively influence the decision-making process, resulting in infrastructure strain. 

The lack of understanding the potential that the technology offers requires well-

structured blockchain educational programmes. 
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b) Fragmented client experience, vulnerability to hacking, and funds being lost are 

risks experienced using the traditional framework. Using blockchain technology to 

execute payment services appears to have less risks, as payments can be done 

using hot or cold wallets. Additionally, smart contract consensus secured by 

blockchain technology offers reduced transaction risk, and loss of payments are 

prevented as automatic payments are made using self-executing codes. 

c) Time delay in cross-border and cross-currency payments are still challenging using 

traditional architecture. However, using blockchain technology can contribute to 

making payment services more seamless and transparent using automated 

processes which provide immediate verification, validation and real-time 

settlement. 

d) An imperfect world will always be susceptible to human error. Automation features 

and consensus mechanisms inherent to blockchain ensure that multiple 

participants in the blockchain network validate and agree on the accuracy of 

transactions, reducing the likelihood of incorrect entries or discrepancies. 

e) Blockchain technology has the potential to enhance security and deter fraud. Whilst 

fraud cannot be entirely eliminated, it can be significantly reduced through 

blockchain’s features and real-time capabilities such as transparency and 

immutable ledger, real-time monitoring and traceability, digital identity and secure 

payments, and combining blockchain with fraud prevention tools. 

f) Blockchain technology has the potential to disrupt the role of intermediaries in 

traditional banking. Intermediaries may be eliminated unless they adapt to 

incorporating blockchain technology into their services. Since blockchain 

technology is based on distributed trust, its effectiveness as an intermediary-free 

platform can benefit the banking and finance sector in terms of managing payment 

services at reduced transactions cost and reduced time delays. 

g) The research findings revealed that the majority of participants do not believe it is 

necessary for SARS (South African Revenue Service) to be blockchain-enabled for 

the Bank to implement blockchain technology for monthly payments. The 

participants viewed blockchain as a tool that the Bank can use independently to 

optimise its payment processes. However, one participant suggested a conditional 

integration approach based on SARS’ intended use of the blockchain system. 

h) There is a symbiotic relationship between the ability of digital payment platforms 

and cybersecurity. Although blockchain technology in payment services is on the 

uprise given its distinctive characteristics, existing literature discusses 

apprehensions regarding the high risk of external cybersecurity threats in adopting 

this technology. Big corporate companies are concentrating more on when they will 
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experience a cyberattack rather than if there will be an attack as blockchain 

technology is susceptible to multiple cybersecurity attacks. 

i) A system-wide blockchain collapse or fail is highly unlikely, as blockchain’s 

distributed ledger mitigates the risk of single point of failure and the risk of data 

loss or system failure as it allows for identical data replication across multiple nodes 

over different locations. Should some nodes become compromised or unavailable, 

data will at all times be accessible from other nodes in the network. 

Large financial institutions worldwide continue to invest in blockchain technology and 

enhance their workforce capabilities to fully leverage its benefits, while also developing 

protective strategies to address potential risks. Despite the challenges it presents, blockchain 

technology continues to grow and expand across various industries, with users remaining 

undeterred by the ongoing exploration of its possibilities. 

Research Question 3: How does blockchain technology impact on payment services at a 

South African Commercial Bank? 

a) This study highlighted that blockchain technology could add more value to enhance 

income generation in payment services diversification and the introduction of new 

revenue streams, lower-priced transactions, infrastructure savings, improved 

customer relationships, streamlined processes, and reduced operational costs. 

b) The study revealed that by implementing blockchain technology protocols, it could 

reduce processing times, thereby reducing bank-related costs associated with 

peer- to-peer payments. 

c) Smart contracts and cloud-based solutions hosted on a blockchain network 

collectively contributes to cost reduction for the Bank when effecting international 

and cross-currency payments. 

d) The study revealed that blockchain technology can reduce costs for banks in terms 

of keeping records of transactions, eliminating the need for manual and time-

consuming processes through technologies like Hyperledger. 

e) The study also revealed that blockchain technology has the potential to influence 

the Bank’s competitive positioning in the industry, ranging from cost savings to 

improved customer experiences and collaborative innovation. 

f) The study furthermore revealed that blockchain technology could be a value-add 

for both the Bank and its client-base by improving operational efficiency, expanding 

business horizons, fostering collaboration, and offering cost-effective solutions for 

the organisation and its clients. 
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6.3 Limitations of the study 
This study focused on drawing insights from subject matter experts in a selected South 

African Commercial Bank to understand the impact of blockchain technology on the banking 

sector. A total of 16 participants were interviewed for this study. These interviewees were 

selected based on their job description, which focused on the tactical and operational levels. 

No discussions were held at the strategic level, limiting the insights that could have been 

gained from a larger number of participants. Moreover, the sample population comprised a 

single case study. A study across multiple banks could potentially have provided richer data 

insights. The unit of observation did not include the broader financial sector that banks 

ordinarily engage with, such as non-banking financial institutions and regulators. This study 

applied an interpretive qualitative research design, aided thematic analysis, which can be 

influenced by opinion, and which could lend itself to a high level of subjectivity and bias. 

6.4 Recommendations for future research 
Based on the findings of this study, several recommendations are proposed to help South 

African banks, particularly the Commercial Bank studied, to navigate the challenges and 

maximise the benefits of adopting blockchain technology in payment services. 

6.4.1 Strengthen compliance and regulatory collaboration 
To address regulatory and governance challenges, it is recommended that the Bank deepen 

its collaboration with regulatory authorities. This should involve proactive engagement with 

policymakers to shape blockchain regulations that align with banking needs, potentially 

through industry coalitions (Acosta Llano et al., 2024). Establishing a structured set of 

compliance guidelines specifically for blockchain will benefit the Bank in refining their 

processes to improve risk management and to produce high quality regulatory reports that 

meet sector standards. 

6.4.2 Bolster data privacy and security measures 
Blockchain technology uses features such as secure private networks, self-sovereign 

identity (SSI) and encryption to protect sensitive data (Ahmed et al., 2022). These security-

focused features could be beneficial to the Bank to align to the South African Constitution 

that enshrines data privacy through POPIA. Furthermore, to strengthen the security of 

blockchain payment services, it is crucial that the Bank builds fortified cybersecurity 

architecture to counteract external threats. 

6.4.3 Promote environmental sustainability in blockchain initiatives 
With the global focus on green initiatives, the energy-intensive nature of blockchain, related 

to cryptocurrency mining, remains to be a major concern. Banks are therefore recommended 
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to explore eco-friendly consensus processes and implement solutions to attain carbon 

neutrality, ensuring that blockchain implementation aligns with its environmental 

sustainability goals (Alzoubi & Mishra, 2023). 

6.4.4 Invest in blockchain talent and upskilling 
The limited pool of skilled blockchain specialists within the Bank, calls for investing in the 

hiring of external talent and upskilling internal employees to achieve blockchain proficiency. 

A deeper understanding across departments can be incorporated through continuous 

blockchain-focused education and training to ensure smooth implementation (Negi, 2024). 

6.4.5 Prepare legacy systems for integration and transition 
A thorough assessment is recommended as to whether the Bank should re-model the 

architecture, merge blockchain solutions with existing systems or apply a phased approach 

to either complement or replace outdated systems through a gradual roll-out. The latter 

approach could potentially minimise operational downtime and unnecessary expenses. As 

compliance to regulatory data retention requirements remain constant, the Bank should 

retain their legacy databases during the transition phase (Kolehmainen et al., 2020). 

6.4.6 Prioritise smart contracts and cost-effective solutions 
The use of smart contracts has multiple uses that the Bank could benefit from. Human 

involvement could become automated, reducing errors and improving transparency. Smart 

contracts together with cloud-based blockchain technologies not only simplifies currency 

exchanges but also improves the follow of cross-border payments to save time and cut costs 

(Drakopoulos et al., 2024). 

6.4.7 Advance cybersecurity and fraud prevention measures 
The Bank can benefit from blockchain’s built-in security capabilities, such as tamper-proof 

real-time alerts, with further support of threat detection systems. By adopting this two-fold 

approach, cyber threats exclusive to blockchain-based payments can be controlled 

(Nimmagadda, 2021).. 

6.5 Summary 
The adoption of blockchain technology across various sectors confirms its value. Whilst it 

may not be the solution for all technology problems, its global acknowledgement highlights 

its potential. The Bank sees this potential and is pursuing it through a multi-layered adoption 

strategy. The alignment between their strategic and technology goals, advertises a futuristic 

Bank.  
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In this chapter, a thorough review of the challenges, impacts and benefits of adopting 

blockchain technology in payment services at a South African Commercial Bank have been 

presented, providing insight to the research questions. The research identified critical 

challenges related to clean energy options, merging technologies, data privacy, regulatory 

compliance and a limited supply of workforce specialists. However, amidst these challenges, 

the study also demonstrated that blockchain can streamline payments to be more efficient, 

cost-effective and secure.  

The promising benefits of blockchain can reduce expenses through smart contracts and 

blockchain-based networks, providing smoother operations and saving time. While 

blockchain introduces promising advancements in fraud prevention, transparency and data 

privacy, it also signals potential risks in regard to interoperability with traditional banking 

systems and cybersecurity. 

The limitations of this study were also acknowledged, noting that the reliance on a single 

banking institution, with more focus on tactical and operational perspectives and less of the 

strategic level, may have limited generalisability across the wider banking sector and the 

findings of this study. The interpretive qualitative research design, while effective for exploring 

in-depth insights, also introduced some subjectivity – a limitation common to this approach. 

Finally, the research proposed actionable recommendations, underscoring the need for 

Banks to formulate and apply strong institutional policies and process flows, invest in the 

hiring of external talent and upskilling internal employees to achieve blockchain proficiency, 

build strong partnerships to boost data privacy and focus on developing solutions to integrate 

systems. By addressing these action points, South African banks can unlock the value of 

blockchain technology while managing connected risks. The recommendations offer a 

strategic roadmap to support the gradual and sustainable adoption of blockchain, positioning 

the Bank to leverage its benefits for improved efficiency and competitiveness in a rapidly 

evolving digital payment landscape. 
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APPENDIX A2: INVITATION LETTER TO PARTICIPATE IN THE 
RESEARCH 

To: Abrahams, Mercia  
Subject: RE: Mercia Abrahams - Blockchain Technology Thesis 
 
Hi Mercia 
 
Thanks and all the best to you too. 
Send me a note on the specifics you need as a reminder so that I can get you access to the right 
people. 
 
Kind regards 
Manager 
 

From: Abrahams, Mercia  
Sent: Wednesday, 31 March 2021 20:00 
To: xx 
Subject: RE: Mercia Abrahams - Blockchain Technology Thesis 
 
Evening Sir 
 
Trust you well. First quarter of 2021 is gone with the wind. Wishing you the very best for the next 
three quarters. 
The time has come for me to do my data collection. Please may I ask if I can make contact with you 
after the Easter weekend. 
There has been a change and I’m hoping that you will still be able to assist. I am going to need to 
do virtual interviews as my research has changed to follow a qualitative approach, using an 
exploratory design to identify the effects of blockchain on payment services. 
 
Thank you  
 
Kind regards 
Mercia 
 
From: xx 
Sent: 14 December 2020 08:24 
To: Abrahams, Mercia  
Subject: RE: Mercia Abrahams - Blockchain Technology Thesis 
 
Hi Mercia 
 
Well done and happy to be involved. 
 
Kind regards 
 
From: Abrahams, Mercia  
Sent: Friday, 11 December 2020 15:51 
To: xx 
Subject: RE: Mercia Abrahams - Blockchain Technology Thesis 
 
Dear Sir 
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Hope you doing ok. I’m sure you very busy wrapping up the year. 
I am so sorry that I am only letting you know now. It’s been so busy our end trying to get accounts 
opened and funds out of the country. 
I was the happiest human being when varsity issued me with the attached approval notification. 
I’ve asked my Supervisor if I can start early next year and he was ok with that. 
Will it be okay with you if I make contact with you again early in the new year? You can let me know 
when you back from leave. 
 
Once again thank you for helping me. 
I really appreciate it. 
 
Kind regards 
Mercia 
 
From: xx 
Sent: 15 September 2020 15:37 
To: Abrahams, Mercia  
Subject: Re: Mercia Abrahams - Blockchain Technology Thesis 
 
Hi Mercia 
Happy with that.  

 

From: Abrahams, Mercia   
Sent: Tuesday, September 15, 2020 2:45:22 PM 
To: xx 
Subject: RE: Mercia Abrahams - Blockchain Technology Thesis  
  
Good Afternoon Sir 
 
Hope you are doing ok. 
With regards to my thesis, the varsity has asked if it would at all be possible for me to make contact 
with at least 15 other people within the organisation in order for me to gather sufficient data. 
I do not need to interview them, the Dr said that I can send a questionnaire instead which I will first 
share with you. 
Hoping this will be possible.  
 
Thank you  
  
  
From: xx 
Sent: 17 July 2020 15:21 
To: Abrahams, Mercia  
Subject: RE: Mercia Abrahams - Blockchain Technology Thesis 
  
Pleasure Mercia and look forward to our chat. 
  
Kind regards 
 
 
From: Abrahams, Mercia   
Sent: Friday, 17 July 2020 14:49 
To: xx 
Subject: Mercia Abrahams - Blockchain Technology Thesis 
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Dear Sir 
 
Hope you doing well. 
My name is Mercia Abrahams.  
I would like to say thank you from the bottom of my heart, for your consideration to help me with my 
research. 
My reporting line, has played a pivotal role in my academic success but I honestly did not think that 
he would know the subject-matter expert for this topic. 
So I am over-joyed and I appreciate this more than you’ll ever know because I was about to de-
register since I’ve been battling soo much. 
I will make contact with you early next week as varsity requires a consent letter which I will forward 
on to you. 
I have to submit a proposal together with the consent letter from and only once my proposal is 
approved, will I then make contact with you re interview etc. 
If all goes well for me, my field work will commence September/October. 
  
Context re Topic 
  
Title: Effect of Blockchain on International Payment Services: A case of a Commercial Bank in 
South Africa 
 
Research questions:  
1. What are the challenges or risks of applying blockchain technology in the South African Banking 
Industry? 
 
2. What are the effects of blockchain on the following categories? 

• Quality of System,  
• Quality of Service,  
• Quality of Information,  
• Perceivable usefulness,  
• Convenient usefulness, and  
• Social influence. 

 
Could the possible challenges or risks of applying blockchain technology be? 

• Scalability 
• Energy Consumption 
• Currency stability 
• Legislations and regulations 
• Governance 
• Costs 
• Security 
• Interoperability 

 
Once again, many thanks. 
 
Enjoy the weekend. 
 
Kind regards 
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APPENDIX A3: LETTER OF INFORMED RESEARCH CONSENT 
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APPENDIX B: INTERVIEW SCHEDULE 

INTERVIEW QUESTIONS 

1. With the world going cashless, faceless, paperless, etc. most organisations are preparing 
for it with the use of technology. 

a) The Bank has made advancements and investments in their digital capabilities; hence it is 
evident that it is open to exploring new technology. 

 Since blockchain technology (BCT) is relatively new +- 13 years, when did the Bank 
consider to explore/adopt/start using it? 

 Comment: 

b) Does the organisation have a clear technology strategy in place? If yes, how does it align 
with the organisational strategy and culture of the Bank? 

 Comment: 

c) What were the motivating factors that encouraged the exploration/ adoption/use of the 
technology?  

 Comment: 
 
2. With regard to the challenges of applying blockchain technology in the South African 

banking industry 

a) What are the main challenges of adopting BCT for payment services in the Bank?  

 Comment: 

 How do you plan on overcoming these challenges? 

 Comment: 

b) South African legislation and banking governance is very strict in terms of data privacy and 
security. How can blockchain technology strengthen data privacy in financial transactions? 

 Comment: 

c) With the challenge of interoperability, how does the Bank apply protocol to enable 
blockchain economies to operate outside silos, and transfer files between each other? 

 Comment: 

d) What type of risks could the Bank encounter by transitioning to BCT? 

 Comment:  

e) How does blockchain impact the integration of legacy architecture and new business 
models? 

 Comment: 

f) How does BCT assimilate into the current technology stack? 

 Comment: 

g) How would BCT onboard historical transactional (analogue) data and merge it with current 
data? 
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Example: Payment history of a Mortgage Bond account that is 15 years old with 5 more 
years of payments to be made. 

 Comment: 

h) Blockchain has an environmental cost. In terms of taking the environment into 
consideration, how does the Bank overcome the issue of consuming high amounts of 
energy?  

  Comment: 

i) With regard to organisational resources, i.e. IT staff and banking Staff:  

 Does the Bank have sufficient technical expertise to manage BCT? 

 Comment: 

 Would the use of BCT reduce/increase your IT staff compliment? 

 Comment: 

Would BCT require other banking personnel like myself (Sales Administrator) to undergo a 
steep learning curve? 

 Comment 

j) ‘Change’ is a crucial component of growth and evolution. However, change inevitably also 
poses challenges.  

 What obstacles are management being faced with in respect of changing to BCT? 

 Comment 

 

3. With regard to benefits of blockchain on payment services in the banking sector: 

a) Payment services is an income generator to the Bank. In which way can blockchain add 
more value to enhance income generation? 

Comment: 

b) How does blockchain reduce cost for the Bank in effecting payments in respect of P2P? 

Comment: 

International payments and cross-currency payments  

Comment: 

Keeping records of transactions  

Comment: 

c) Would the use of blockchain give the organisation a competitive advantage in the financial 
sector? If yes, in which way? 

Comment: 

d) How would blockchain overall be a value-add to both the organisation and your client- 
base? 

Comment: 

 
4. With regard to the implication of blockchain technology on payment services at a South 

African Commercial Bank? 

a) What are the difficulties experienced when executing payment services? 
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Comment: 

b) What are the risks for the Bank when performing payment services? 

Comment: 

c) The time delay in cross-border and cross-currency payments is still challenging. How can 
blockchain make payment services more seamless? 

Comment: 

d) In which way will human error be less/or more if blockchain is applied to payment services? 

Comment: 

e) How does blockchain prevent fraud in doing payments?  

Comment: 

f) In traditional banking, the services of intermediaries e.g. SWIFT are required, how does 
blockchain change the dynamics of intermediaries? 

Comment: 

g) The Bank effects monthly payments, for example to SARS. If the Bank utilises blockchain, 
must SARS also be BC enabled? 

Comment: 

h) Is cybercrime a concern in respect of Blockchain? 

Comment: 

i) What would be the back-up plan, should there be a system-wide blockchain financial 
collapse or fail? 

Comment: 

 

Thank you for your time and patience in answering the questions. Your contribution is highly 
appreciated.  
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APPENDIX C: INTERVIEW RESPONSES FROM RESPONDENTS 

With the world going cashless, faceless, paperless etc, most organisations are preparing for 
it with the use of technology. 
RQ1(A) The Bank has made advancements and investments in their digital capabilities hence 
it is evident that it is open to exploring new technology. Since Blockchain Technology (BCT) 
is relatively new +-13 years, when did the Bank consider to explore/adopt/start using it? 

P1 ‘Around 2017/2018 things started getting very interesting. From one to two people getting 
involved with blockchain, more staff, about ten members from various areas of the Bank showed 
interest and started to understand that the technology was going to have an effect on the business 
in one way or the other’ 

P3 ‘From 2018 to 2019 there was a bit more focus on blockchain specifically with our partners 
ICBC (Industrial and Commercial Bank of China) you know in terms of finding or solving for some 
specific use cases and then from 2019 onwards there was definitely a focus you know the team 
started building specific use cases around payments and letters of credit in the Bank and it’s 
matured over the last two years, I mean to the extent where it’s now live and it’s in production and 
you know there’s one or two clients using it’ 

P6 ‘This was mainly exploratory though and I’d say 2018 is when serious considerations started 
being contemplated, coinciding with the likes of project Khokha’  

P7 ‘Been involved (and experimenting with) Blockchain as far back as 2017 (possibly even 
further), with our involvement in project Khokha, a Proof Of Concept (POC) to see if a distributed 
Ledger can replicate interbank clearing and settlement at a higher speed and quality’ 

Finding 1: The Bank started exploring BCT about seven years ago around payments and letters of 
credit. 

Finding 2: About five years ago BCT has gone live in certain areas of the banking operation. 

 
RQ2(B1) Does the organisation have a clear technology strategy in place? If yes, how does it 
align with the organisation strategy and culture of the Bank? 

P1 ‘In my opinion, it does not exist, neither does a technology strategy exist in architecture’ 

P2 ‘It has a clear vision of its digital future but the technology strategy is not necessarily in place’ 

P3 ‘So it is on the top of mind in a lot of spaces but there’s no clear driver to say that as part of 
technology or our technology landscape in the Bank blockchain must now be one of the things that 
you look at and I think that will mature in the coming years’ 

On the contrary, the following participants advised: 

P6 ‘The Bank has a serious strategy in place which is primarily underpinned by leveraging big tech, 
fintechs, building and partnering’ 

P9 ‘Yes, we do, and it’s been one that’s evolved because I think you know blockchain being a 
relatively new field. we’ve learned a lot, and that was part of the objective for getting involved quite 
early’ 

P13 ‘Innovation is very much on the radar but specifically for Blockchain, so I think that the Group 
as a general has sort of a strategy in place around digitisation and Blockchain. Blockchain is 
probably the best technology and capability to really enable the Bank to fulfil its goals. Blockchain 
fundamentally is the technology set that can propel the Bank into a new world of technology where 
interfaces and legacy systems and challenges can be alleviated through a new refreshed modern 
technology without having to spend billions of rands and years of efforts. It can be achieved quite 
easily and seamlessly in many ways parallel to the existing business world’ 

Finding 3: Whilst the Bank has an organisational strategy in place, some participants felt that there 
is no clear technology strategy in place. 

Finding 4: Other participants argued that there is a technology strategy in place due to the changing 
landscape of technology. 
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Finding 5: There is definite innovation and technological boundary-pushing to enable future 
readiness through technology implementation to ensure inclusive and sustainable technological 
advancement within the Bank. 

 
RQ1(C) What were the motivating factors that encouraged the exploration/adoption/use of the 
technology? 

P1 ‘The driving factor that motivated our team was to learn new things. Make sure that we change 
the business model and the reason I mentioned that point is because it ties into motivation. By 
exploring the technology, there could be a possibility for change. We took the opportunity to learn 
with the thought of influencing the business to take a closer look at the technology if it could bring 
about a change’ 

P3 ‘The use case for blockchain is very prominent in the terms of digitisation of documentation 
specifically because our products work across multiple banks as payments do’ 

P5 ‘Greater knowledge and understanding in the market. The possibility for faster settling of 
transactions. Better system of recording transactions on a blockchain’ 

P6 ‘Not to get left behind. Being able to participate in new business models’ 

P7 ‘Weigh the risks for our business. Collaborate with players in the blockchain space. Explore 
different solutions’ 

P8 ‘It’s the inevitable way of what we doing with regards to data’ 

P9 ‘Making sure that the Bank becomes future ready’ 

P10 ‘Understand how the wall of technology is changing. It’s also the element of the disruption 
that blockchain can cause in the financial sector that peaked curiosity. It has huge potential which 
is another reason why the Bank is exploring the technology’ 

P12 ‘To be seen as a bank that is always pushing the boundaries’ 

P13 ‘The biggest driver behind it was probably becoming aware of crypto and whats happening 
with the likes of bitcoin’ 

P14 ‘Bitcoin actually did’ 

P15 ‘Business logic encoded into smart contracts make blockchain the choice for banks for most 
of the projects’ 

P16 ‘Since we’re just talking specific to payments here was essentially the functionality that 
blockchain provides. In payments you talk about cutting down intermediaries’ 

Participants that mentioned cost efficiency as a reason: 

P2 ‘Cost’ 

P5 ‘Lower cost’ 

P6 ‘Cost’ 

P12 ‘Grow revenue’ 

P15 ‘And as a result reduction in the costs associated with the back office processing.  
Be it a digital payments process or it may be or it may be any process as well’ 

P16 ‘Bring down transaction costs’ 

 

Participants that mentioned transparency as a reason: 

P6 ‘Transparency’ 

P8 ‘There’s a trust and a transparency factor. It’s about building a pillar of trust’ 

P11 ‘First and foremost it’s one single Source of Truth, One Ledger, I believe this was the main 
driver, why they looked at blockchain’ 

Finding 6: The motivating factors that encouraged the exploration of the technology was to learn new 
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things so that the Bank has an understanding of how the wall of technology is changing and not get 
left behind. 

Finding 7: The use of BCT has the potential to change the business model and business 
performance. 

Finding 8: The use of BCT in respect of payment services definitely improves the Bank’s bottom line 
by decreasing costs and improving efficiencies. 

Finding 9: It is important for the Bank to be aware of what the market could possibly be aware of.  

 

With regard to the implication of BCT on payment services at a South African Commercial 
Bank. 
RQ2(A) What are the main challenges of adopting BCT for payment services in the Bank? 

This question was asked to understand if there were specific challenges that the Bank was faced 
with, in its journey to adopting BCT in the payment services environment. 

Ps 1, 3, 6, 7, 8, 9, 12, 13, 14, 15 made reference to Compliance, Governance and Regulation. 

P3 ‘The right regulatory reporting infrastructure can make things better and easier’ 

P6 ‘The regulatory environment is still highly uncertain’ 

P8 ‘Getting regulatory boards to get rid of their old ways of doing things and really embrace new 
technology’ 

P12 ‘Regulatory laws and rules that becoming more and more complicated each year’ 

P15 ‘Still need to comply with all the regulatory aspects is the biggest challenge’ 

 
Ps 1 made reference to Acceptance of the Technology 

P1 ‘Fear of the unknown, fear of the negative’ 

 

P12 and 16 made reference to Change Management 

P12 ‘Change of Mindset to break away from the norm, of how things were done before’ 

P16 ‘Banks waiting for news of big implementations but not being the first player to do it - still want 
to wait and watch’ 

 

Ps 4, 6, 7 made reference to Technology Evolvement 

P4’ ‘The level of technology is probably relatively immature’ 

P6 ‘The technology is still very early stage’ 

P7 ‘Integrating new technologies becomes quite a challenge when trying to work with newer 
technologies’ 

 

P11, P15 and 16 made reference to Technology and Innovation as well as Innovation 
Management 

P11 ‘Lack of understanding from a technical perspective and Lack of understanding from a 
business perspective’ 

P15 ‘Existing payments infrastructure are extremely complex within most banks because these 
are decades old infrastructure and you know legacy systems’ 

P16 ‘Legacy technology’ 

P12 made reference to Collaboration 

P12 ‘Blockchain in essence and by nature is a team sport. It doesn’t help to introduce blockchain 
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just for one entity. Bank needs partners who will participate in blockchain network’ 

P15 made reference to cost factor 

P15 ‘To implement disruptive technology at scale for production level is not very easy in terms of 
costs’ 

Finding 10: Compliance, Governance and Regulation from a South African perspective as well as 
from a global perspective is a huge challenge in the adoption of BCT in payment services. 

Finding 11: The acceptance of BCT to certain levels of management is challenging due to fear of the 
negative aspects around the technology, especially crypto-currencies. 

Finding 12: The Bank seems fearful of exploring and would rather wait for others to test the BCT 
technology. 

Finding 13: Between the technical and business teams, there appears to be insufficient awareness 
of the benefits blockchain technology can bring to the business. 

Finding 14: The current payments infrastructure is based on decades-old technology which is 
complicated and challenging to merge with newer technology. 

Finding 15: Partnership with other entities is lacking which is preventing the organisation to 
accelerate innovation and the delivery of powerful digital services that BCT offers. 

Finding 16: Implementation at scale of production level is very costly. 

 
RQ2(A1) How do you plan on overcoming these challenges? 

Ps 3, 5, 6, 13, 15 made reference to compliance governance and regulation. 

P3 ‘The right regulatory reporting infrastructure can make things better and easier’ 

P5 ‘Working as closely with regulators as possible, from many different countries and institutions 
and being ready to implement these solutions once the greenlight is received’ 

P6 ‘Stay close to regulators and lobby’ 

P13 ‘Work with and engage with regulators to ensure we’re building the controls and levels of 
comfort so that the visibility and honouring of the laws of the country is still in place’ 

P15 ‘Rigorous sort of evaluations on the blockchain technology on the product that you’re about 
to use whether it meets up internal as well as external regulatory requirements’ 

 
Ps 9, 11, 12 made reference to Collaboration 

P9 ‘Right from the outset, you need to be very focused on identifying partners’ 

P11 ‘It doesn’t help to introduce blockchain just for one entity. Bank needs partners who will 
participate in blockchain network like Stanbic, Nigeria, Kenya etc’ 

P12 ‘Working with like- minded companies to connect and expand the eco-system’ 

 
P7 made reference to Organisational Culture Change 

P7 ‘Require a change in culture; change in our thinking’ 

 
P8 and 9 made reference to Technology Adoption 

P8 ‘Embrace new technology like a blockchain’ 

P9 ‘needing to invest in their experimentation’ 

 
Ps 6 and 9 made reference to Market Intelligence 

P6 ‘Education both internal and to the public’ 
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P9 ‘Broader participation in the market’ 

Finding 17: It is important to the Bank to establish control systems and levels of comfort with 
regulators to ensure visibility and to ensure and that respect for the laws of the country as well as 
other countries are not compromised in terms of compliance, governance and regulation. 

Finding 18: Collaboration and building strong partnerships with other banks internationally is key to 
overcoming some of the challenges faced with in payment services. 

Finding 19: Change in organisational culture, specifically change in thinking will help in solving some 
of the challenges. 

Finding 20: Embracing BCT in payment services is still challenging and investing money in 
experimentation is slow. 

Finding 21: It is important to the Bank to have market intelligence about what is happening in the 
existing market for competition and growth.  

 

RQ2(B) South African legislation and banking governance is very strict in terms of data 
privacy and security. How can blockchain technology strengthen data privacy in financial 
transactions? 

Ps 1, 5, 6, 8, 11, 14 made reference to using the process of cryptography to enable encryption 

P1 ‘The data in the blockchain is encrypted’ 

P5 ‘Enforced with cryptography as well as other methods such as authorisation and authentication’ 

P6 ‘Encryption is baked into web 3.0 technologies and so privacy and security are one of the key 
parts of this industry and technology’ 

P8 ‘you’ve got to encrypt your own data’ 

P11 ‘Using cryptography, consensus is given every time when credentials is shared with another 
party’ 

P14 ‘That data, though it’s not visible, people make sure that they have some kind of encryption 
on top of it also’ 

 
Ps 11 and 14 made reference to SSI 

P11 ‘Self sovereign identity (SSI). That’s the keyword’ 

P14 ‘Self sovereign identity (SSI), means the customer has control over the identity of the self 

and blockchain actually ensures that identity is maintained by you’ 

 
Ps 1, 3, 12 made reference to private networks 

P1 ‘We create a private network not a public network’ 

P3 ‘Secure networks or private networks that only selected participants can see the information’ 

P12 ‘There are also private and public block chains that can work together or separately’ 

 
On the contrary, P2 was not sure that blockchain technology could strengthen data privacy.  

P2 ‘Not sure it can strengthen’ 

Ps 8, 11 argued that blockchain technology does not provide data privacy, whilst P13 alluded to 
the fact that data should not be private for monitoring purposes’ 

P8 ‘Blockchain doesn’t necessarily cater for privacy, it gives that control over to you who are the 
companies that are actually building the solutions itself’ 

P11 ‘Blockchain by design would be the complete opposite of data privacy’ 
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P13 ‘I think the visibility of transactional data is something that should be open and visible to the 
world and people should be able to monitor flow of things through a network and be able to identify 
when certain things are happening’ 

Finding 22: BCT can strengthen data privacy in financial transactions by using the process of 
cryptography to enable encryption. 

Finding 23: BCT can strengthen data privacy in financial transactions by using an identity 
management system called Self-Sovereign Identity. 

Finding 24: BCT can strengthen data privacy in financial transactions by using private networks. 

Finding 25: On the other hand, P2 was not sure the BCT could strengthen data privacy in financial 
transactions. 

Finding 26: Ps 8, 11 argued that blockchain technology does not provide data privacy. 

Finding 27: Whilst P13 alluded to the fact that data should not be private as it hinders the process of 
monitoring transactions. 

 
RQ2(C) With the challenge of interoperability, how does the Bank apply protocol to enable 
blockchain economies to operate outside silos and transfer files between each other? 

P1 ‘We built a unique API layer around our blockchain that allows us to integrate with and across 
silos with various systems channels using API’s. We create nodes that represent each of our bank 
entities and our branches across Africa’ 

P13 ‘There’s one trusted area of transaction and it could be multiple blockchains multiple 
ecosystems and they can be connected to almost work together so they still perceived as a single 
ecosystem where anybody can effectively communicate with each other and do business with 
each other and whatever the version of the truth at the at point is generally accepted without the 
need of having tedious reconciliations. To answer the protocols component of it in term so of a 
blockchain environment, it is supported by a consensus mechanism that drives the trust into what 
is considered the truth at any given time. No need for protocols, it’s a bit of a tricky construct’ 

P15 ‘There are some sort of solutions in the market one of them is algorithm which are blockchain 
protocols which promote interoperability’ 

P3 ‘Every business area is almost doing their own thing at the moment and there’s no architecture 
that brings everything together yet. The Bank’s not made a strategic decision yet’. 

Finding 28: Eleven (11) participants felt that the Bank has a solution in place in terms of 
interoperability by using API’s and applying consensus mechanism for the different silos within the 
Bank to interact. 

Finding 29: P3 felt that there is framework in place to unite the different silos.  

 
RQ2(D) What type of risks could the Bank encounter by transitioning to BCT? 

Ps 4, 9 and 11 felt that adopting any new type of technology is a risk in itself, whilst P13 argued 
that it is a mistake and a big risk to not adopt BCT. 

P4 ‘I think the Bank will probably be unlikely to change until there is a kind of ground swell within 
the international industries. Trying to integrate a brand new type of technology into existing 
platforms or building an entire new payment architecture from scratch becomes quite a big 
investment and quite a big change which is a very risky thing to do’ 

P9 ‘Brand new technologies bring uncertainty, so it’s it’s untested in some cases’ 

P11 ‘With the the technology being immature, there are a lot of moving parts, which makes the 
technology in itself a risk’ 

P13 ‘I think the biggest risk for the Bank is to not adopt blockchain technology, the reality is that 
the world is going to move into a distributed ledger context within the next five to ten years and if 
the Bank if not part of the movement, chances are they would become irrelevant’ 
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Ps 6, 8, 9, 10 and 14 made reference to compliance, governance and regulation. 

P6 ‘Regulatory problems’ 

P8 ‘We’re not looking at it from South Africa or Africa, everything is global hence lack of 
engagement with government and regulation is a risk 

P9 ‘Regulatory framework, is also a potential risk that we can run ahead of’ 

P10 ‘The biggest risk that I observed is compliance to personal information’ 

P14 ‘The information that gets embedded into a chain is there forever - legislation mandates that 
you can only retain it for five years. So I think there might be some compliance risks’ 

Finding 30: Any new technological adoption entails a certain measure of risk. 

Finding 31: P13 argued that it is a mistake and a big risk to not transition to BCT. 

Finding 32: Risks arises from pioneering ahead of national and international regulatory frameworks. 

Finding 33: Current Compliance, Governance and Regulation is the opposite of what BCT offers in 
payment services in respect of data privacy and retention period of information. 

 
RQ2(E) How does BCT impact the integration of legacy architecture and new business 
models? 

Ps 1, 2, 8 and 9 felt there would be no impact. 

P1 ‘By implementing the API layer it makes it easy for us to plug into an existing business model 
and we plug into an existing system’ 

P2 ‘It will hopefully complement through successful interoperability’ 

P8 ‘It’s automated with processes by API’s and all sorts of stuff’ 

P9 ‘You use things like API for example’ 

 
Ps 3, 5, and 7 felt that there would not be a need for integration. 

P3 ‘Legacy tech will be rebuilt to work on the new tech to offer the new services and unlock new  

business potential with that’ 

P5 ‘The new technology would ideally replace a lot of the legacy systems that exist’ 

P7 ‘The unique thing about blockchain technology is that, depending on the use case, it could 
wipe out entire processes and with it some existing legacy systems’ 

 
P13 on the other hand felt that integration was not a good idea. 

P13 ‘Don’t think it’s a good idea to integrate blockchain into legacy architecture as it’s not suited 
to what blockchain is meant to achieve’  

Finding 34: With the use of API’s, there would be no impact on the integration of legacy architecture 
and new business models.  

Finding 35: With the use of BCT, there would not be a need for integration as it could cancel entire 
processes and expunge existing legacy systems. 

Finding 36: P13 felt that integrating BCT into legacy architecture was not advisable as it does not 
align to the purpose of what BCT is meant to fulfil. 

 
RQ2(F) How does BCT assimilate into the current technology stack? 

P7: ‘Proof of Concepts and Early-stage projects, it is more likely that you will be integrating with 
existing tech rather than creating completely new solutions from scratch’ 

P14 ‘Blockchain or blockchain technology is very much API driven so it can be assimilated like 
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any other system installation. It is integrated through API’s. it is the modern design language’ 

P6 ‘Building the infrastructure from the ground up completely independently of legacy and not 
trying to tie them together would be the way I would go to avoid banking in old ways’ 

P15 ‘Most of the legacy systems may not be API enabled that is where we may have to bring in 
new technologies to aid in with the blockchain 

Finding 37: There appears to be a difference of opinion as some participants felt that assimilation 
into the current technology stack can be achieved through pilot projects and the use of APIs whilst 
others felt that legacy systems should not be integrated but that brand new architecture should be 
introduced to avoid going back to the old way of working. 

RQ2(G) How does BCT onboard historical transactional (analogue) data and merge it with 
current data? 
Example: Payment history of a Mortgage Bond account that is 15 years old with 5 more years 
of payments to be made. 

P6 ‘Recreate these transactions anew in the new infrastructure’ 

P7 ‘Historical data will most likely be migrated where feasible, and in specific cases, where not 
necessary, there will be a ‘closing out’ period’ 

P13 ‘As a bank we have requirement to hold information for five years. We will have to maintain 
that compliance at the time that we switch to blockchain by keeping the existing databases and 
existing information in the legacy construct for five years’ 

P15 ‘I would not think that blockchain would need to onboard a lot of historical data because 
blockchain itself is a database but it doesn’t make sense to onboard historical data from a current 
database onto a blockchain-based database one it would be too costly and secondly blockchain 
would need to store only the relevant data into its database’ 

P16 ‘You don’t actually migrate anything onto the blockchain solution per se, so you have that in 
your off chain database but onto the chain you only start with the new data that is being generated’ 

Finding 38: There was a general feeling that historical data would be transferred to the new 
technology. 

Finding 39: P12 stated that the Bank has to comply with legislation to hold information for five years 
and for this reason, the existing databases will need to be held for five years. 

Finding 40: Two participants disagreed that historical data should be onboarded on a blockchain, 
instead it should be stored off-chain.  

 

RQ2(H) Blockchain has an environmental cost. In terms of taking the environment into 
consideration, how does the Bank overcome the issue of consuming high amounts energy? 

P7 ‘Blockchain, and more specifically, its use with respect to cryptocurrency has proven to have a 
significant impact on the environment’ 

P10 ‘I don’t think that carbon footprint is understood by the industry as a whole but this particular 
bank is very involved in environmental projects. The Bank is not mining therefore they are not 
consuming high amounts of energy’ 

P11 ‘If the Bank managers to decommission legacy systems, which requires more servers or 
infrastructure and uses blockchain, then blockchain actually makes it greener’ 

P13 ‘We actually in a process of establishing a node once we have regulatory approval to start 
mining. But it is a carbon neutral ecosystem so the algorithm and technology used is not the same 
that Bitcoin uses for consensus’ 

P15 ‘In fact we have newer versions of Hyperledger which are the most used versions of private 
blockchains plus other versions like Ethereum which are actively promoting throughput at lower 
cost and therefore the environmental damage we expect would be much much much lesser than 
mining’ 

Finding 41: The general feeling of the participants was that the Bank is very conscious of their carbon 
footprint, hence their use of BCT would not have a negative effect on the environment, especially 
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because there is no need for mining in the banking industry. 

Finding 42: P11 alluded to the fact that the Bank would contribute to a healthier environment by 
discontinuing legacy architecture and replacing it with BCT. 

 

RQ2(I1) With regard to organisational resources i.e. IT Staff and Banking Staff, does the Bank 
have sufficient technical expertise to manage BCT? 

Thirteen out of sixteen Participants answered this question and all of them advised that there are 
not enough experts within the Bank to manage BCT. 

Finding 43: There are not enough experts within the Bank to manage BCT.  

 
RQ2(I2): Would the use of BCT technology reduce/increase your IT staff compliment? 

Six (6) participants did not respond. 

Three (3) participants felt it would increase the staff compliment. 

Three (3) participants felt it would decrease the staff compliment. 

Two (2) participants felt it would initially increase and thereafter there will be a decrease. 

Two (2) participants felt that the staff compliment will remain constant. 

Finding 44: The information received is conflicting in that some participants felt that the adoption of 
BCT would decrease staff, whilst others felt it would create a need for more staff. Contrarily, others 
felt it would not have any effect on staff compliment. Furthermore, others felt it would initially cause 
an increase and thereafter a decrease. 

 

RQ2(I3) Would BCT require other banking personnel like myself to undergo a steep learning 
curve? 

Four (4) participants did not respond. 

Six (6) participants felt that it would be necessary for other staff to be upskilled in their respective 
divisions. 

Six (6) participants felt that it would not be necessary for other staff to be upskilled in their 
respective divisions 

Finding 45: Information received in respect of the broader staff compliment being upskilled in respect 
of BCT was clashing as half felt that is was a necessity and the other half felt it was non-essential. 

 

RQ2(J) Change is a crucial component of growth and evolution. However, change inevitably 
also poses challenges. What obstacles are management being faced with in respect of 
changing to BCT? 

P2 ‘Mostly finding the capital resources to sandbox ancient technologies’ 

P4 ‘Difficult to find individuals who have that experience and the skill set to support you particularly 
in the payments environment’ 

P5 ‘Legacy systems, integrating with these and managing these systems is difficult; Silos/barriers 
between teams’ 

P5 ‘Regulation – constantly uncertain of the way forward’ 

P10 ‘Management needs to be strategic’ 

P13 ‘There are people who just want to go back to years ago and want to continue living in that 
space however stupid it is’ 

P14 ‘I think we keep on battling peoples perception when it comes to blockchain because people 
think blockchain means cryptocurrencies’ 

Finding 46: There is a lack of financial resources to sandbox legacy technology. 
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Finding 47: There is a shortage of BCT skills set particularly in the payments environment. 

Finding 48: Teams within the Bank are not open to collaboration to integrate the legacy systems. 

Finding 49: Regulation is an ongoing challenge as there is no clear way of managing BCT going 
forward. 

Finding 50: Management does not have strategy in place to embrace BCT. 

Finding 51: Employees are resistant to change due to lack of clarity and reasons for the change. 

Finding 52: The educational piece is lacking hence employees do not have a clear understanding of 
BCT. 

 

With regard to benefits of BCT on payment services in the banking sector: 
RQ3(A) Payment services is an income generator to the Bank. In which way can BCT add more 
value to enhance income generation? 

P6 ‘Potentially new services and revenue lines e.g. collateral transformation, tokenised asset 
management, digital asset custody, digital asset loans and deposits, new forms of settlement etc’ 

P7 ‘Through providing cheaper transaction costs’ 

P8 ‘So bigger customer relationships means they are using more of your services and using them 
more effectively so ultimately it leads to an income generator for the Bank’ 

P14 ‘Infrastructure savings can be big because you decentralising the payments’ 

P16 ‘With blockchain all those systems in between and processes that are for reconciliation and 
for doing your audits goes away and costs will be reduced significantly’ 

Finding 53: BCT can generate revenue for the Bank through potentially new products or services 
e.g., digital asset custody, digital asset loans and deposits.  

Finding 54: With the use of BCT, services could be more effective, which could lead to client 
expansion, which, in turn, could stimulate revenue growth. 

Finding 55: BCT optimises the management of infrastructure, which reduces costs significantly as 
payment services are maintained and controlled by a centralised single entity.  

Finding 56: BCT effectively automates portions of audit processes, which reduces the cost of 
monitoring since the accuracy of all transactions in the information systems will be time-stamped with 
real-time audits trails. 

 

RQ3(B1) How does BCT reduce cost for the Bank in effecting payments in respect of P2P 
P4 ‘The cost of the tech itself is cheaper, faster, and requires less human oversight than legacy 
payment systems’ 

P12 ‘The cost of actually doing business for the Bank is somewhere around a billion rand a year 
now in payments context to support the network and IT infrastructure and everything to make that 
happen so from a blockchain perspective we can reduce those costs to close to zero’ 

P13 ‘The processing time of for the payment is going to be reduced’ 

P15 ‘On the blockchain-based payments there are some protocols like ripple which are focusing 
on peer-to-peer payments and institutional payments that’s going to reduce a lot of the Banking 
related costs’ 

Finding 57: BCT reduces cost in P2P payments as less human oversight is required. 

Finding 58: P2P payments require costly network and IT infrastructure support, which, with the use 
of BCT, can be reduced significantly. 

Finding 59: Processing time for P2P payments will be reduced, which ultimately reduces banking 
costs. 
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RQ3(B2) How does BCT reduce cost for the Bank in effecting payments in respect of 
international payments and cross-currency payments? 

P1 ‘Operations and validation also can be reduced by virtue of us using smart contracts to 
automate some of those services. We’re doing that already’ 

P2 ‘Reduces the need for third party correspondent banking systems and SWIFT’ 

P7 ‘Introducing these new cloud-based solutions, hosted on a blockchain network, where 
hardware and software resources are spread out between every node on the network means we 
reduce our costs to create a payment significantly meaning we’re able to explore different pricing 
models’ 

Finding 60: BCT reduces the need for third party correspondent banking systems and SWIFT in 
cross-border payments by using smart contracts that reduces costs and subsequently enable 
exploration of different pricing models for clients. 

RQ3(B3) How can BCT reduce cost for the Bank in effecting payments in respect of keeping 
records of transactions? 

P2 ‘Real time cloud-based records’ 

P5 ‘Recording of transactions is done automatically through the Hyperledger and the introduction 
of new blocks to the blockchain’ 

Finding 61: BCT has the potential to impact all record-keeping processes, including the way 
transactions are initiated, processed, authorised, recorded and reported. 

 
RQ3(C1) Would BCT give the organisation a competitive advantage in the financial sector? 

P1 ‘Absolutely! If we do it right’ 

P15 ‘Yes it would It depends on where you are in this blockchain journey’ 

Finding 62: The Bank believes that adopting BCT will give the organisation a competitive advantage 

 
RQ3(C2) If yes, in which way? 

P1 ‘By coupling low-cost transaction fee or even zero fee, self-service tracking and a good user 
interface for clients, we can take a large chunk of the market’ 

P7 ‘The transparency and immutable nature of the technology allows for opportunities to explore 
new improvements and features to our customers and improve their overall experience’ 

P9 ‘The value lies in the sharing between multiple parties’ 

P13 ‘The concept around blockchain and distributed ledger is around creating ecosystem and a 
financial world that is inclusive and supportive of everybody to create a better world’ 

P13 ‘It’s not about winning or losing, it’s about creating partnerships’ 

Finding 63: Early adoption of the technology can give the Bank a competitive advantage by 
optimising on transaction costs, thereby strengthening its place in the market. 

Finding 64: Competitive advantage to the Bank does not necessarily mean being better than others, 
but rather fostering strategic alliances, thereby creating collaborative advantage, which can be utilised 
for the fuller value-creating potential of the broader ecosystems wherein they operate.  

 

RQ3(D) How would BCT overall be a value-add to both the organisation and your client-base? 
P1 ‘Efficiency and cross sell’ 

P7 ‘Exposure to more businesses in the form of importers/exporters, buyers/sellers, businesses’ 

P13 ‘This new blockchain and distributed ledger environment that is being developing and being 
created across the world is a collaborative thing. A collaborative world is being created’ 

P15 ‘Banks can create their own closed loop ecosystems which basically means that they can 
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define who are the sort of participants in the process and establish a payment network within that 
process itself and run their own network at a fraction of the cost through the use of the blockchain 
technology which would be the competitive advantages that the banks would get’ 

Finding 65: BCT can maintain digital integration between customers and partners. 

Finding 66: BCT can unlock the gate to establish an autonomous open and scalable payment 
network system, providing operational efficiency and performance excellence.  

 

With regard to the implication of BCT on payment services at a South African Commercial 
Bank. 
RQ4(A) What are the difficulties experienced when executing payment services? 

P1 ‘Reporting to the regulator’ 

P9 ‘There are many different regulators if you talking about cross-border payment that has to be 
taken into account’ 

P12 ‘It won’t actually be allowed to go into a production environment without regulation and 
approval’ 

P13 ‘There is the absence of regulations to govern how these instruments/digital assets should 
be managed and used as payment mechanisms’ 

 

P2 ‘Various legacy systems and external validations’ 

P3 ‘The actual processing of payments are still done on our core banking system’ 

P5 ‘Integrating with existing systems, marketing to clients’ 

P8 ‘This application or this architecture we have in the Bank called EE (Enterprise xxx) It sounds 
like a something out of a star trek movie. Basically this architecture is the problem. it’s goes through 
these steps of approval within the Bank. Some of these steps are manual based - it’s people 
actually physically pulling the data out, looking at certain fields comparing them based on data 
they get from maybe other divisions within the Bank and then they click ‘approve’ to send it on to 
the next level and that’s really where the delay process is taking place. it forces all this this 
payments stuff that we have that’s happening in the Bank to go into kind of like a batch process 
and it has to kind of filter in one by one by one. If that is wiped out and the trust is put into the 
blockchain technology then basically what it does, is you’re getting instantaneous trust traceability 
and transparency’ 

P10 ‘Where there are many small transactions. This creates high volume and this causes strain 
on the infrastructure or on the IT systems’ 

P15 ‘To bring in a blockchain technology at scale to an extremely complex and established 
network and to change the heartbeat of the system as such is going to be a challenge’ 

P8 ‘People don’t understand blockchain in its entirety and what benefit it can bring to the 
organisation; The Bank has to modernise, it has to move forward into the future it cannot stay 
doing the same thing that it’s currently doing forever else it will die’ 

 

P9 ‘To integrate blockchain into the mainstream financial network and payments systems across 
the world is not trivial. That is a big piece of work’  

P14 ‘Partnerships are very important when it comes to a payment network. The biggest challenge 
is people agreeing to come onto the network’ 

P6 ‘Lack of speed’ 

P10 ‘as well as downtime’ 

P16 ‘Scaling issues; Throughput management’ 

 

P1 ‘Wrong beneficiary details especially with cross-border payments’ 
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P10 ‘Authorisations and levels of authority’ 

P12 ‘There’s also a back end of due diligence that needs to be done’ 

Finding 67: The difficulty in executing payment services lies in the fact that regulators globally are 
finding it difficult to structure a clear framework to govern BCT, which is designed to be self-regulating 
and self-maintaining. This is prohibiting the Bank from gravitating to an innovative approach to launch 
successful initiatives as they currently are compelled to take on a risk-averse approach. 

Finding 68: Legacy systems for payment services were developed many years ago, which currently 
lack the ability to keep up with modern technologies. Modern payment solutions help to scale a 
business, but as a result of the Bank being at the core of their overall banking architecture, making 
changes to their systems would affect daily operations. However, the delay in making changes 
ultimately hinders business growth. 

Finding 69: Inertia (persistence to use incumbent systems whilst there are better alternatives), 
appears to be applicable not only to individuals, but also to organisations. 

Finding 70: The formation of collaborative innovation partnerships to build an effect payment network 
is challenging. 

Finding 71: Traditional payment systems pose challenges such as lack of speed, downtime, scaling 
issues, throughput management and wrong beneficiary details, especially with cross-border 
payments. 

Finding 72: Internal processes to effect payment services are long-winded. 
 
RQ4(B) What are the risks for the Bank when performing payment services? 

The following Ps answered this question in terms of risks using traditional methods of executing 
payment services: 

P2 ‘Fragmented client experience’ 

P5 ‘Vulnerability to being hacked’ 

P6 ‘Vulnerability to being hacked; Lost payments’ 

 

The following participants answered this question in terms of risks using BCT when executing 
payment services: 

P1 ‘Risk is reduced significantly to almost nothing provided that all the necessary checks are done’ 

P5 ‘P2P transactions between wallets is risky’ 

P12 ‘Blockchain uses smart contract consensus, so the rules that are implemented doesn’t allow 
for cheating’ 

P12 ‘No disputes cause the ledger is visible to everyone and there is only one version of the truth, 
so I would say that risks will be reduced’ 

P12 ‘Payments won’t get lost’ 

P13 ‘If somebody somehow manages to scam a person of his account details and manages to do 
illegal payment to an unauthorised account, reality is that the underlying cash is still within central 
banks control and effectively it can be reversed and the criminal party in a construct cannot get 
access to that asset’ 

P14 ‘I don’t think bank has any other any additional risks’ 

Finding 73: Risks to the Bank using traditional technology in executing payment services include 
poor client experience in terms of payments that could get lost and client accounts that could get 
hacked, resulting in customer liability. 

Finding 74: Risks to the Bank using BCT in executing payment services is significantly reduced in 
that fraud is mitigated and operational interruptions are low because BCT develops smart contracts 
that induce the capability of visible and safe financial transactions. 
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RQ4(C) The time delay in cross-border and cross-currency payments is still challenging. How 
can BCT make payment services more seamless? 

P1 ‘We are looking at creating a wallet structure. Wallets basically will represent some sort of a 
bank account and if you’ve got a representation of a value in your wallet, then on the blockchain, 
you can pass it to the recipient on the same structure you can get immediate settlement’ 

P2 ‘Real time validation and settlement’ 

P3 ‘Putting a blockchain solution in place might not necessarily make it quicker it might make it 
more transparent’ 

P5 ‘The use of blockchain will significantly speed-up settlement times. Provided all information is 
correct, the speed of the transactions should be a few hours at most, for verification and validation 
of transactions on the blockchain’ 

P6 ‘Near real-time international settlement is completely novel’ 

P10 ‘With blockchain it is real-time’ 

P12 ‘Real time reporting for auditing firms. To enable them to have a copy as well of the types of 
transactions that are processed. Currently, they look at auditing once or twice a year’ 

P12 ‘Automate due diligence for existing clients to speed the cross-border payment process’ 

P14 ‘Spot rates requires reconciliation but if done through blockchain it is immediate and the 
transaction is done’ 

P15 ‘Then there are some solutions supported over blockchain like stable coin solutions that will 
enable certain inbuilt security features to pave the way for blockchain to be integrated for cross 
border be it payments, be it remittances, be it you inter-entity payments ‘ 

Finding 75: Traditional cross-border payments involve a variety of disparate systems, which results 
in high transactions fees and delayed processing times. As economies are globalising and digitalising, 
BCT offers cross-border payments the benefits of speed, near real-time clearing and access to new 
markets. 

Finding 76: P3 alluded that BCT may not necessarily speed up cross-border payments, but it would 
offer transparency throughout the cross-border payment process. 

 

RQ4(D) In which way will human error be less/more if BCT is applied to payment services? 

12 out of the 16 Participants answered this question. With the exception of P1, the rest believed 
that human error will be less. 

P1 ‘Blockchain will not make more or less human errors. Reality is that it is human to make 
mistakes. If you lose your bitcoin wallet address, your password and your keys you’re done…. it’s 
gone!’ 

Finding 77: Twelve (12) of the 16 participants believed that human error will be less if BCT is applied 
to payment services as both automation and artificial intelligence can be used to improve productivity, 
reduce time and cost associated with manual verification, and provide a seamless payments service 
offering. 

 
RQ4(E) How does BCT prevent fraud in doing payments? 

P1 ‘Reporting by blockchain provides accurate information to Compliance Bodies or Regulators 
as it can identity trends, identify people, identify times which can help combat fraud’ 

P2 ‘Shared ledger’ 

P3 ‘But if you link the blockchain solution with fraud prevention tools or pro fraud checking tools 
the combination of the two will strengthen that process’  

P5 ‘Ensuring that transactions are not suspicious using AI/ML, building failsafe’s at each step of 
the process’ 

P8 ‘Because it’s immutable, there’s a way to trace back once it gets embedded on the actual 
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blockchain ledgers and these can be multiple ledgers; It’s hard, actually impossible quite frankly 
to manipulate the data once it’s passed in there; Immediately when it’s passed in a specific state 
it’s sealed and it’s there forever you would have to bring down multiple servers as a hacker and 
by the time you do that you’ll probably be caught and arrested; This is a technology of of trust and 
traceability’ 

P11 ‘Blockchain makes it very difficult because of the real-time factor’ 

P12 ‘We’re working on something called self-sovereign identity (SSI). Creating a digital identity to 
make payments instead of using an account number. That’s how blockchain can prevent identity 
fraud and fraudulent payments’ 

 

P4 ‘Reduce yes - Prevent no’ 

P6 ‘It doesn’t necessarily do that, billions in USD of fraud are committed leveraging blockchain; 
The transparency makes fraud much more traceable though’ 

P9 ‘the transparency on the data and the one version of the truth will make it harder to falsify 
records therefore some types of fraudulent activity will be harder to perform than others’ 

P10 ‘With any technology, once it can be figured out, it can be used to practice fraudulent activities, 
but I think blockchain will create more visibility’ 

P14 ‘Fraud can’t be prevented, but it can be reduced from the input’ 

P15 ‘Absolutely because of the real-time nature of blockchain using consensus with the relevant 
security of the participant will significantly reduce the fraud instances’  

 

P16 ‘The minute you bring in things like consensus mechanism and encryption that blockchain 
has that automatically brings in that level of trust and reduces fraud’ 

Finding 78: Seven participants agreed that fraud can be prevented using BCT tools such as shared 
ledger, artificial intelligence and self-sovereign identity as well as applying the characteristics of BCT 
architecture, namely immutability and quick settlement. 

Finding 79: Contrarily to finding 78, seven participants said that BCT cannot prevent fraud, but it can 
most definitely reduce it based on the characteristics of BCT architecture, which include transparency 
and a consensus algorithm.  

 

RQ4(F) In traditional banking, the services of intermediaries e.g SWIFT are required. How does 
BCT change the dynamics of intermediaries? 

P7 ‘There also exists the possibility to rule them out of the process completely. This is most likely 
how the future of payments will look’ 

P13 ‘Blockchain itself is the infrastructure to replace the use of SWIFT and the use of VisaCard 
and MasterCard to still provide financial services to the client’ 

P9 ‘Bear in mind that blockchain is not an organisation, it is a technology, so it could underpin the 
computing platform. Swift could adopt blockchain’ 

P12 ‘They do not want to be left behind hence them trying to get on board to get blockchains like 
Hyperledger’ 

Finding 80: The general feeling is that BCT can help to create a favourable environment where 
payments between parties—P2P, B2B—can deal with each other directly with minimal or zero 
involvement of the middleman namely SWIFT. 

Finding 81: SWIFT (Society for Worldwide Interbank Financial Telecommunications) could very well 
explore and adopt BCT in their operation. 

 

RQ4(G) The Bank effects monthly payments, for example to SARS. If the Bank utilises BCT, 
must SARS also be blockchain-enabled? 
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12 out of the 16 Participants responded to this question and 11 answered that SARS does not 
need to be blockchain-enabled. 

However, P3 differed – ‘Yes if they want to use that server’ 

Finding 82: Most participants responded that a partner, e.g., SARS, does not need to be blockchain-
enabled to interact with the Bank 

Finding 83: P3 differed and felt that partners need to be blockchain-enabled to have access to the 
server. 

 

RQ4(H) Is cybercrime a concern in respect of Blockchain? 
15 out of 16 participants answered this question. 

13 felt that cybercrime is a concern with the exception of one participant. 

P15 ‘No because blockchain basically enforces trust so it has got inbuilt algorithms which are 
evolving and getting more complex to break in to which would make it difficult for cyber criminals 
to attack it’ 

P16 ‘If you look at things like digital identity and self-sovereign identity, blockchain is being used 
to prevent such cybercrime from happening; It can also be used to prevent DNS (domain name 
service) attacks in your other website-based attacks so while there is an element of security that’s 
already existing, blockchain is being used to prevent these cyber attacks’ 

Finding 84: Most participants felt that cybercrime is an ongoing concern in respect of BCT 
considering the lucrative nature of cybercrime and the ingenuity of criminals to plot attacks. 

Finding 85: Two participants disagreed that cybercrime is a concern as the method of cryptography 
and the process of encryption make it difficult for cybercriminals to attack. 

  

RQ4(J) What would be the back-up plan, should there be a system-wide blockchain financial 
collapse or fail? 
Finding 86: All 16 participants advised that it is highly unlikely for all nodes in a blockchain network 
to fail simultaneously as blockchain networks are designed to be resilient. Whilst nodes are expected 
to go offline from time to time, the network can continue to function provided there are enough nodes 
to validate transactions and maintain a copy of the blockchain. 
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