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Abstract

Wireless Sensor Networks (WSNs) are being employed frequently to
gather data from an ever-increasing variety of environments and phe-

nomena. \iVSNs offers users in the industrial and academic community
a low power, unobtrusive, adaptable and wireless alternative to tradi-
tional sensing equipment. This study focuses on the development of

a configurable, low power and cost-effective gateway that will link a

WSN to the Internet. In addition, the gateway provides onsite stor-
age for the data collected by the WSN which may be uploaded at a
scheduled time to a computer at a specified Internet address through a
GSM or Ethernet link. Furthermore, the gateway provides a suitable
platform capable of executing a variety of multitasking operating sys-
tems such as Windows Embedded CE or Linux. This multi-platform

support permits the gateway the flexibility, through custom user ap-
plications, to adapt its functionality to the requirements of a WSN
elm I the environments into which these networks may be deployed.

This study has been successful in the design and development of a
low-cost gateway solution, allel has produced a functional prototype
system,
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Chapter 1

Introduction

A trend of the modern era is the miniaturisation of technology. Nearly every

facet of modern-clay life has been affected by this drive for smaller, lighter, faster
and smarter devices. VR."t technical improvements have been made in the de-
velopment of many devices such as microprocessors and radio transceivers where
their size and power consumption have been greatly reduced. The increase in the
processing capability of low power microprocessors and the integration of a ra-

clio transceiver has lead to a new paradigm ill sensing capability. Environments,
equipment, structural allel even biological platforms, which were once monitored
by single sensors and vast quantities of cable Lo transmit power and captured

data, call now be monitored by small, unobtrusive wireless sensors providing un-

paralleled spatial and parametric sonsing.

A W1."t variety of sensing devices used ill such applications is available. Typical
devices incorporate R,mierecontroller , radio transceiver, data memory, analogue

to digital converter (ADC) and electronic sensors. Sensing devices such as the
TelosB, FireFly and Mica2 incorporate a sinall 8-bit mierecontroller which offer
a moderate data processing capability and are adequate for the majority of ap-
plications. Where high performance data procossing or larger data throughput
is required, devices such as the IMote 2.0 (Crossbow Technologies, 2012), which
incorporates a 32-hit ARM processor and MI'vlX DSP coprocessor, arc available.

1



1. INTRODUCTION

equates to a theoretical limit of 261 devices. Each sensor has a unique Media

Access Control (MAC) address permitting system diagnostic tests and absolute
sensor identification on the network.

The network may be arranged in one or more combinations of the following
topologies: star, peer to peer or mesh. A star network consists of a central con-

trol sensor which coordinates the network and routes data from outlying sensors
to adjacent sensors. The peer to peer topology forms the basis for the mesh
network where any sensor is able to communicate with any other sensor within

range of its radio transceiver. These arc termed ad hoc networks as the sensors

determine their own data routing paths and have the ability to self heal (a self
healing network is able to maintain its operational integrity by routing the data
around any sensors that may have failed).

A considerable amount of research has been clone to date on many aspects of the
design, implementation and operation of sensor networks. Research focus areas
include:

- small footprint Operating Systems (OS) such as TinyOS (TinyOS, 2010)
tailored to br executed on sensor devices with constrained resources.

- specifications for the physical and MAC layers and networking topologies
<1,<-; defined hy the JEEE 802.15.4 standard

- routing protocols 1.0 improve the rcliahility and efficiency of data transfer

between sensors over low power radio links (Woo, Tong and Culler, 2003)
- sensor network data security

III addition to the research relating to aspects of the network operation, consid-

erable work IH-),S been done to develop and improve the hardware of the sen. or
devices. Areas of interest include the reduction of power consumption to extend

a sensor's battery life, the reduction of the size and mass of the sensors to permit
their deployment in cnvironmcuts not easily monitored previously anel the most
efficient design of the transceiver's autcnna to ensure maximum reliability of the
transfer of data [or the least amount of input power.

3



1. INTRODUCTION

Typical sensors incorporate a microcontrollcr, memory and a low powered radio
transceiver. Sensors such as the TelosB incorporate several ortboard electronic

sensors capable sampling both visible and infra red light, temperature and hu-

midity in the immediate environment. Additional sensing capabilities resulting
in increased versatility in varied deployment applications within, but not lim-
ited to, the automotive, chemical, environmental and electrical disciplines may

be extended hy the addition of appropriate sensors.

Figure 1.1: The Tclosls sensor node shown (Polnstrc et al., 2005) incorporates
three onboard sensors and an IEEE 802.15.4 compliant radio transceiver driving a
PIF antenna eteheel onto the PCB. The transceiver transfers data at a rate of up
to 250 khiLs/s over a distance of 100m ill an outdoor environment. Programming
and configuring l.hc node is done via the USB plug at the top of the PCB. A 16-
pill expansion port permits analogue, digital, control and serial communication
signals to he accessible Lo external equipment. The sensor may be powered by
batteries which arc housed in a casing locatccl uudcmcath the sensor (not shown)
when necessary. Three programmable LEDs, a reset and general pushbutton
switch arc available Lo tho user. The TolosB is built into a compact form factor
that measures approximately 65lJllll x 3111lm x 611l111,excluding the battery casing
(Willow Teelmologies Lt.d, 2(12).

WSNs arc deployed into environments Lo perform monitoring tasks. At some

point the data captured hy the sensors in the network will be required for use
outside the deployment cnvironment. All tho data collected by the sensors will
lICCe[ to be transferred Lo a single point (wd Lo be made available [or external

use. Ally one of the sensor nodes within the network may be nominated 3.'5 the
collection point or sink node and is usually connected to a device with extended

4



1. INTRODUCTION

functionality such as providing Internet access. The device that performs a go-

between the sensor network and the outside world is termed a gateway.

Figure 1.2: This figure shows how il sink node is au integral part of a typical WSN deployment
and links the ent.ire network to a gateway device (Shanghai Jiao Tong University, 2011).

The gateway is a fundamental component of a sensor network and is often ne-

glected ill terms of performance and practical implementation. The gateway's

fundamental function is to provide access to the data collected by the sensor net-

work. Acldi tional functiouali ty such as G PS capaliill t.y, persistcut data storage,

network re-programming and configuration may also be provided. Remote access

to tho gateway may 1)(' achieved through the Internet by multiple access media

such as GSM, WiFi or Ethernet.

Tho research discussed iIl sec Lion 1.1 provides details of the gateways implemented

ill actuni WSN dcploymcuts and highlighls the limitations and disadvantages

of each of them. A COllllllOll theme found throughout the case studies is the

need for a generic, feature rich, low power, low cost and robust gateway to meet

the requirements of typical WSN deployments. It is the focus of this study to

delermine the specification required [or a gateway based on real deployments and

to design and a construct a generic gateway Lo fulfill this need.

5



1. INTRODUCTION

1.1 Previous gateway implementations

The following C3,,,estudies examine the gateways implemented for WSN deploy-

ments in various environments. An assessment of the implementation, hardware
platform, opera.ting system, any additional features and the likely cost was made

of each gateway and the research outputs summarised in table 1.1. Any limita-
tions that were found in these implementations would be avoided where possible
during the development of the gateway in this study.

The WSN deployment on GDI (Mainwaring ct al., 2002) presented researchers

with several challenges due to the remote location of the island and the vast area
of the habitats to be studied. The deployment architecture resulted in patches of
Mica2 network sensors connected to the gateway via. a transit network consisting
of either a series of sensor nodes or a single-hop link.

The gateway consisted of a laptop computer executing PostgreSQL to provide
time-stamped storage for data collected from the WSN and to perform regular

data forwarding to a PostgreSQL database off-si te. Internet access and remote
connectivity was provided by a Hughes two-way satellite couuuunication system
for data retrieval allel network monitoring. A further example of the usc of a

laptop computer as a gateway was for the deployment of a network consisting of

TMote Sky sensors Oll the active Volcan Tungurahua volcano in central Ecuador
which collected seisruie and infrasonic data (Lorincz ct al., 2006). The gateway
consisted of ft lap Lop to provide persistent data logging which was connected to

the sensor network via a long range radio link. No mention is made of Internet
connectivity in this deployment.

Laptop computers arc able to execute powerful operating systems such as Win-

dows or Linux, arc moderately cost effectivo and offer several means of Internet
connectivity, thus making them suitable [or usc as gateways. However, laptops

arc not easily serviceable in remote or isolated environments, arc fragile and sen-
sitive to exterior climatic conditions, have all excess of peripheral devices not
r quircd by a gateway and require large amounts of power to operate.

6



1. INTRODUCTION

These attributes make laptop computers unsuitable as gateways for long term,

remote WSN deployments.

A gateway for the PipeNct study (Stoianov et al., 2007) in the US and the study
of power-efficient gateway design by Musaloiu-Elefteri, et al. (Musaloiu-Elefteri,

Musaloiu-Eloftcri and Tcrzis, 2008) were both based on the Stargate SPB400
Single Board Computer (SBC) by Crossbow Technology (Crossbow Technolo-

gies, 2010b).

The Stargate is based on an Intel PXA255 400:r--lHLIprocessor with 64MBytes of
SDRAM, PCMCIA and Compact Flash slots; a daughter board that interfaces
with the processor board provides lO-BaseT Ethernet, an RS232 communications

port and a USB host. An additional board is required to interface the Stargate
to Crossbows IRIS, MicaZ and Mica2 sensor networks. The Stargate is supplied
proloaeled with a distribution of Linux less than 10 MByte in size and includes
basic drivers for the boarel.

Internet connectivity for the PipeNet deployment was provided by a GPRS 1ll0-

ebn and all 802.11 WiFi radio transceiver connected to the Stargate permitting

either reinote or local drive-by nelwork debugging and configuration. Musaloiu-
Elcftcri employed an Ainbi Coui 802,11 b WLllOO CF WiFi and a Sierra Wireless

AirCarc! 860 IJSDPA PCMCIA card to connect their gateway to the Internet.
All data. received by the gateway from tho network was stored in a persistent
memory ensuring zero data loss in the event of a system power failure or data
link interruption eluting a periodic upload.

Data storage and transfer integrity relics on the gateway power supply which
requires careful consideration before the gateway is deployed. In addition the
type of power supply selected may impact the deployment period of a sensor
network. Power [or the PipeNct gateway was obtained from a nearby lamppost
thus guaranteeing all unlimited power source which was insensitive to the power
requirements of the gateway, Iu contrast, the gateway impi mentod by Musaloi u-
Eloftcri was battery powered and required an external power controller to reduce

7



1. INTRODUCTION

the consumption of their system in order to achieve the study's deployment pe-
riod.

The power consumption of any system is affected by the number of components
within the system. Many daughter boards and add-on modules were required to
extend the functionality of the basic Stargate SBC to implement the gateways

presented in these studies. Over and above increased power consumption, these
additional components result in reduced system reliability, increased complexity
and cost. Increased complexity results in additional potential points of fa.ilure

in the gateway, thus increasing the degree of difficulty of an on-site repa.ir. In
addition, the manufacture of the Stargate SPB400 has been discontinued (Cross-
bow Technologies, 2009) thus making the servicing or replacement of an existing
gateway based on this platform more difficult.

The Perrnasense II study (Tschudin, VonderMuehll and Gruber, 2009) researches

phenomena such as rock conductivity, crack deformation and rock temperatures
at different depths using a WSN distributed over several mountain rock faces
ill the Swiss Alps. The hostile cnvironment required a demanding specification
for the equipment used throughout the deployment. The sensor network would
have LO Junction [or (-l,tleast twelve months without intervention 3.S the mountain
slopes are normally unreachable for up to eight months at a time due to poor
weather conditions with temperatures falling to -30°C.

Researchers wanted to be able La manage and record context sensitive data from
a distance and it, was decided that a GPRS link would be employed to achieve

this aim. Tilly Node sensors were used in the deployment and one of these was

incorporated as a sink node in the gateway design. A Gumstix Vcrdcx ARM
Computer-on-modulo executing Linux was used as a central processing unit in-

terfaced with a Mikro'Tik 433 Series WLAN server and GPRS modern to provide
Illtemet connectivity (Keller and Beutel, 2009). Power for the gateway was pro-
vielcel hy a battery that was charged by a photovoltaic array and associated control
equipment.

8



1. INTRODUCTION

Cumstix modules arc available for online purchase directly from Gmnstix as ei-

ther stand-alone boards or in a starter pack tailored to a specific application. An
example of a suitable starter pack is the Cumstix Ovoro Network pack (Crossbow

Technologies, 2011) which would provide a very competent base for a WSN gate-
way. The pack includes an Overo Water Computer On Module (COi\l) board, a

Tobi communications, USB and display expansion board, 8GB Micro SD card,
power supply and miscellaneous connecting cables. The Water COM processor
board incorporates a TI OMAP3530 applications processor based on an ARM

Cortex-A8 CPU running at 720MHz, 512MB RAM, 512MB Flash and a micro

SD card slot; the Tobi comprises a 10/100baseT Ethernet interface, high speed
USB Host, HDMI over DVI for connecting a display monitor and general purpose
digital and audio 10.

The Network Starter pack is advertised for sale on the Gumstix website for

327USD, ns at February 2012. This price makes the usc of the Gumstix sys-
tem a potentially expensive option in terms of a South African context.

There are similarities between the Crossbow Stargate and Gumstix systems which
tend to make these products less attractive for use as a gatewa.y. Excluding avail-

ability and cost price, both these systems rely Oil the use of multiple daughter
boards interfacing with a main processor board to form a functional gateway.
This leads to redundancy of components such as audio and display capabilities

which are not required hy a gateway. These extraneous components add to the
footprint size, cost of the system and increase the overall power consumption. In

addition, the large arrays of finely-pitched contacts on the board interfaces are

all potential points of failure ill a system that is required to be robust, especially
for external deployments where extremes of temperature, luunidity, atmospheric
pollutants and vibrations arc abundant. The minute size of the Cumstix platform

would decrease the potential for ally on-site repair of a gateway should a failure

occur in a remote deployment.

In 2009, researchers at the Cape Peninsula University of Technology developed a

proof-of-concept gateway (Stcoukamp, Kaplan and Wilkinson, 2009) based on an

9



1. INTRODUCTION

Atmel AT91RM9200 evaluation kit. A Tmote Sky sensor was used as a sink node
and a Sony Ericsson GSM modern to connect the gateway to tho Internet. Linux

was the selected operating system due to its open-source nature, freely available

documentation and compilation tools and its flexibility in permitting a user to
execute application-specific software on the platform. This study utilised the ap-
plications serial forward, sf, supplied in the TinyOS software development kit

(SDK) to demonstrate the functiona.lity of the gateway by forwarding all pack-
ets received from a WSN sink node connected to a USB-enabled serial port to
an open TCP port on the gateway. The serial listen application, sflisten, also

found in the TinyOS SDK, was modified and cross-compiled for the AT91RM9200
to timestamp and write packets of data received from the sink node by the sf
application to an SD card for persistent storage and future transfer to arcmote
cornpu ter.

No hardware development was necessary for this study as a development kit
was employed and is suitable only to demonstrate a proof-of-concept design, for

software development and debugging. Similarly to the Cumstix solution, an eval-
uation kit for a particular processor usually implcmcuts all available peripheral
functions in order to demonstrate the capabilities of the processor which are not
necessarily required by a gateway.

Many commercial firms arc now offering gateway equipment designed to oper-

at with their owu proprietary WSN and sensors. Crossbow Technology offers
the eKo Pro Series system (Crossbow Technologies, 2010a), a complete WSN

solu tion sui table for environmental moni Loring. A typical eKo Pro system may

consist of rugged eKo node wireless sensor nodes, an ('B2110 eKo Base Radio and
the eG2100 eKo Gateway.

The hase radio implem uts the IEEE 802.15.4 radio standard and acts as the
sink node [or the WSN is linked Lo the gateway via H, USB cable. The gateway
executes the Dcbian Linux operating system (OS) and in addition is prcloadcd
with eKoServe and Xscrvc which permits 1-1, user Lo view real-time data, run
reports and set network alarui levels,

10
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The gateway has USB and Ethernet connections and requires a 5V DC supply
capable of delivering 4W.

Similarly, National Instruments (NI) produce a WSN system that permits seam-
less integration into the LabVIEW software suite (National Instruments Corpo-

ration, 20lOb) by means of either the NI-9791 or NI-9792 (National Instruments

Corporation, 20lOa,c) ethernot gateways. The gateways incorporate a built in ra-
dio transceiver which implements the IEEE 802.15.4 specification co-ordinating
communications with up to a maximum of thirty-six National Instruments vVSN-

32xx sensor nodes linking a distributed sensor network to a PC via ethernet or
serial link. The NI-9792 incorporates a processor which operates at 533MHz, has

256MB of DDR2 SDRAM and 2GB of persistent data storage. The OS incor-

porates a web server permitting remote user access to captured data and system
configuration settings via a web browser. The NI-9792 requires an external power
supply capable of delivering a voltage hetween 9 and 30V at 9,5W.

Both the couuncrcial gateways discussed rely on a host service or auxiliary equip-
ment to provide access to the Internet and a power supply which may limit their
suitability [or remote exterior deployments,

III March 2011 Libclium launched its newest gateway product, the Meshlium

Xtrcmc (Libcliuin Comunicacioncs Distribnidas, 2011o"b). This gateway cxc-

cutes Dchian Linux and provides support for 5 wireless standards Wif'i, ZigBee,
GPl1S, Bluotooth and GPS and wircel Ethernet giving a selection of methods for

connecting Cl. WSN to the Internet. IL abo stores sensor data locally in an internal
database HS well as 011 external Internet servers. This gateway may only he used

for WSN based on the 802.] 5.4 ZigJ3ee protocol which may limit its usc as a
gencric gateway, however, it is housed ill a robust aluminium enclosure suitable
for exterior deployments.

Table 1.1 snunnariscs the salient fcatu res and technologies implemented in the

gateways discussed. Il has been shown that a variety of differing platforms and
technologies have heen used Lo implcment gateways for WSN deployments.
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1. INTRODUCTION

Very few of the gateway examples cited arc constructed in a robust manner suit-

able for an external environmental deployment. Imminent failure or compromised
reliability of the WSN would certainly result if they were deployed.

In several cases, the initial procurement costs and recurring monthly costs of a
functional gateway arc high. In terms of a South African context, Internet connec-

tivity via Satellite is very expensive. The reasons for a WSN deployment requiring

such a link would probably need to be exceptional in order to justify a large re-
ourring expense. South Africa has widespread GPRS coverage and provides an

affordable connection to the Internet for the transfer of moderate amounts of data.

Linux was found to he the most common OS used in all the gateways discussed.

This is probably due to Linux being freely available. adaptable to different hard-
ware platforms and is supported by a large community of software developers.
Linux provides a. platform capable of supporting database applications such as

PostgeSQL and MySQL which were used to store and manage data received from

the WSN.

In addi tion, the majcri ty of gateways analysed provided persistent storage for

the data cap Lured hy the WSN. This is all important feature that is required
to ensure the intcgri ty of the "VSN as a moni toring tool as the loss of any data

would be deemed unacceptable. Scheduled, periodic uploading of the stored data

Lo remote file or database servers is penni ttcd by many of the gateways studied.

/\.11 important consideration for the deployment of any WSN and gateway arc their

power supplies. Typical sensor nodes ruil 011 batteries and arc optimised to be as

energy efficient H.'-l possible. A gateway typically consumes orders of magnitude
more power than a sensor due to its increased functionality, computational power

and data transfor to a reinote site. Batteries arc a viable proposition to power
a gateway provided that its power consumption is kept within reasonable limits.
A photovoltaic backup system would penuit the charging of the supply batteries
during the daylight hours thus permitting a gateway deployment in environments
where mains power was unavailable.

13



1. INTRODUCTION

The results of the research show that a generic, low cost and robust gateway
solution docs not seem to be available at present. The objective of this study
seeks to address this problem by developing a functional prototype gateway based

on the outcomes of the research in order to answer the research questions posed
in the following section.

1.2 Research questions

The following research questions relating to the stated objective were answered
hy the outcomes of this study:

1. is it possible to design a gateway genene III nature to suit a variety of
WSNs?

2. is it possible to design a low-power gateway with sufficient resources to
execute a multi-tasking operating system, provide persistent data storage
and scheduled transfers of the data to remote locations via the Internet?

3. is it possible to design a gateway that provides several Internet communi-
cation interfaces?

4. is it, possible (,0 dcsigu a gateway that included an interface for debugging

allel configuriug a WSN allel the gateway via the Internet?

G. is it possible Lo design a gateway that was cost effective and constructed
with componouts obtainable from South African electronics suppliers?

1.3 Research methodology

J\. literature search was undertaken to investigate the designs and attributes of
gateway implementations ill several deployments and those offered by commercial
firms. An allalysis of the findings resulted iu a defined set of requirements [or the

specification of the gateway proposed ill LItis study. The specification guided the
selection of a suitable hardware' evaluation platfonu for the development of the
OS and gateway test application. This was followecl by the design, construction

14



1. INTRODUCTION

and evaluation of the new hardware by executing the gateway test application.
The results obtained from several tests performed on the gateway are analysed
in order to answer the questions posed in section 1.2.

1.4 A generic gateway proposal

The popularity of employing WSN for the monitoring of varied environments is
ever-increasing which has lead to the development of a broad spectrum of sensor

nodes. The furthering of gateway equipment has lagged this development con-
siderably.

Therefore, a, gateway is required that:

- is generic ill nature and indifferent to the type of WSN connected to it
- permits various forms of connectivity to the Internet
- permits bidirectional Internet access with the WSN

- has a low power consumption suitable for battery operation
- is cost-effective

- is constructed in a. robust 111<11111ersui table for exterior deployments

The' following sections describe the software and hardware requirements for the
proposed gencric Internet gateway.

1.4.1 Software requirements

The functionality of the gateway is determined mostly by the software being

executed 011 it. The majority of the gateway features are provided by the OS,
however, additional functionality may be added by applications running on the
OS, such as the database progrannuc PostgreSQL. Therefore, a multitasking OS

is required.

The following Iunctionali ty is required and may be provided by either the OS or
a user application:

- porsistent storage for all TinyOS data packcts ree ived from the sink node

15



1. INTRODUCTION

- a file system suitable for the storage and retrieval of captured data

(a transaction-safe filesystern may be advantageous)

- the compression of data files to limit the amount of data to be uploaded

- periodic uploading of compressed data to a remote server with online access

- a user interface to permit configuration of the gateway application

- utilities to assist with remote troubleshooting of the gateway

- FTP or TFTP and Telnet servers and an optional HTTP server

The OS should permit the connection of a sink sensor for the transfer of data

to and from the WSN. Most sensors transfer data via a serial port and therefore

the OS is required to accommodate serial communications up to 115200 bits per

second.

In a typical WSN, data is transferred iu the form of packets, the size of which

is determined by the WSN system developer. The OS or user application is re-

quircd to be configurablc to accommodate data packets of differing lengths. The

uiaxinnun pcnnissi blo length of any packet to be buffered by the gateway at a
time is 10 kilobytes.

The rate of the packet data throughput will be determined by OS and/or appli-

cation latencics in response to the arrival of the new packet. In addition, the rate

at which the data is written Lo Lite persistcut memory or redirected to a remote

server on the Illternet may abo impact overall rate of data throughput. Due to

these constraints, the ga.teway developed ill this study will not be suitable for usc

in dcployiucnts requiring exceptionally high rates of data transfer such as those

rcq uircel for live audio or video streaming.

The gateway OS is required to recover and resume normal operation following a

power interruption.

The gat way configuration is Lo be stored in a persistent memory.

16
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1.4.2 Hardware requirements

The functionality of the gateway is mostly determined by its software. Many ass

permit user interaction via a display or graphical user interface, however such will

not be incorporated into this specification in order to maintain the low cost. low
power and robust design requirements of the study. Interactions with the gateway

will occur by means of a terminal emulator via a UART, Telnet client or Web
page interface.

The following is the proposed specification:

Processor and memory
- a microprocessor with sufficient speed, processing and peripheral

capabilities to support a multitasking OS such as Windows Embedded CE
or au embedded distribution of Linux

- Flash memory suitable for the persistent storage of the OS image,

filcsystcru and OS configuration
- sufficient RAM in order to support the OS and any applications required

Lo meet the' operational requirements of tbc gateway

- SD IMMC card support Loenable the persistcut storage of data
captured from the' WSN

Communication ports
- USB host port for the connection of a WSN sink node to the gateway

- 802.3 auto-negotiated ]Olsasc'I' or 100BR.'.;eTXwired Ethernet connection
- full modem UART torminatod ill a header with a pitch of 2,5411l111
- UART for connection to a local PC

Power supply
- power consumption not Loexceed 3,5W during normal usc to permit
stand-aloue operation from a 12Ah battery np to a maximum of 18 hours

- polarity protected DC illput ranging from 8V to 15V

17
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Miscellaneous
- general purpose processor 10 port pins terminated at a header
- LED system status indicators

- low profile and compact design
- robust electrical connectors and headers

- the gateway printed circuit board is to fit within an enclosure
with R minimum of an IP54 environmental rating

- ensure the use of components with an industrial temperature rating

of -40°C to 85°C where possible

- large heatsinles or forced cooling by fans of the gateway is not permitted

The following considerations shall be taken during the design of the gateway:

Mod ular design
- the proposed gateway is required to be generic in nature and
its Illternet councctivi ty adaptable to suit the deployment environment

- separate mod Illes, based 011 different Internet connectivity technologies,
will be constructed to fit within a defined footprint and incorporate a header

for serial communications and module control compatible with that of
tile gateway

Cost effective design

- 110 graphical usor illterface (GUl) is required
- attempt to source all components required from companies that are well

represented and supported ill South Africa to reduce costs
- design a PCB with the miniunuu of copper layers required in order
to reduce iuanufacturing costs

- avoid incorporating components in packages such ax hall-grid-arrays (BGA)
that require specialist equipment to assemble or repair the gateway PCB

The following considerations shall, ill addition to those listed, be applied to the

design of ally COllUllUI1 ication mod ulc for the gateway even though a specific
Internet conmumication technology is not specified here:

18



1. INTRODUCTION

UART and control interface
- UART and power COIltrol Iines to be buffered or level shifted
- UART and power control lines to be terminated in a header that is

compatible with the communications header on the gateway PCB

1.4.3 Delineation of study

The emphasis of this study was on the design and development of a suitable gate-

way hardware platform capable of supporting a multi-tasking operating system.
In addition, a custom software application to exercise and evaluate the gateway
hardware design was written and executed on the installed operating system. The
software application was only required to demonstrate the functionality of the the
gateway and did not focus 011 aspects such as system and data security or data
manipulation, mining or databasing.
Power supply design issues relating to photovol taic usage or battery maintenance
were HOt addressed.
A single TelosB wireless node was used to represent a WSN deployment by gen-

erating packet data typical of notwork traffic that may be encountered by the
gateway.
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1.5 Summary

This chapter introduces the topic of Wireless Sensor Networks and cites typical
applications and deployment environments. The attributes of a typical sensor are

discussed and why these are important. It is shown that in many situations WSNs

require Internet access for data transfer and for remote configuration. The data
captured by a WSN is usually routed to a sink node which provides a bidirectional

link to the WSN through which all data is transferred and network configuration
is permitted. The device known as a gateway is introduced and its functionality
and importance defined.

An in depth study of several existing gateway implementation is given and the
findi ngs summarised in Table l.1. The findings suggest that a need for the de-
velopment of a generic, cost-effective and robust gateway for a WSN exists thus
resulting in a defined study objective and specific research questions.

A specification of a proposed generic gateway is given including specific details
and considerations relating to the hardware design and software requirements.

The chapter concludes wi th a Delineation of Study.
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Chapter 2

The Gateway Hardware Platform

2.1 Overview

A hardware platform may be defined as the type of processor, controller or other
hardware on which a given OS or application is executed. Choo. ing an appro-
priate platform may become an overwhelming task as the variety of processor

architectures, processor peripheral functionalitv, internal complexity and modern
packaging Ionnats offered is extremely varied. Most of the large integrated cir-
cuit (JC) manufactnrors such as Texas Instruments (TI), Atmcl, NXP, Infincon.

Frcoscalc, Toshiba allel ST Microelectronics each offer their own ranges of mi-
croproccssors, all of them having characteristics suited towards specific end-usc
applications such H.':) 3D graphics reudering systems, Smartphoncs or personal

navigation devices. Tile result is a, vast selection of available processors. This
chapter explores several processor offerings for embedded applications and refines

the selection to enable a suitable device to be employed for this study,
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2. THE GATEWAY HARDWARE PLATFORM

2.2 Platform selection

2.2.1 System architecture selection

The gateway proposed is required to support. a multi-tasking OS such as an em-

bedded distribution of Linux or Windows Embedded CE (WinCE). These two

OS are amongst the most popular embedded operating systems because of the
many attributes and scalability they offer to embedded system developers. Linux
is able to be compiled to permit its execution on several embedded processor

architectures such as x86, Microprocessor without Interlocked Pipeline Stages
(MIPS), PowerPC, ARM, Motorola 681<, CRIS, V850 and SuperH (McCarty,

1999; Raghavan, Lad and Ncclakandan, 2006). Linux is therefore considered to
be a versatile cross-plaijortti OS. In contrast, the number of processor core archi-
tccturcs that are able to execute \,yinCE is a subset of those that support Linux,
namely ARM, MIPS, x8G, and SupcrH, (Pavlov and Bclcvsky, 2008a) and it was
decided to limi t the choice of core technologies to these.

In order to select an appropriate archi toeture from those listed for use in this
study, it WHS decided to investigate which of the IC manufacturers that produce
processors allel development tools bascel on these architectures is represented in

South Africa, as required hy the gateway specification. In February 2011 a Web-
based search or Lince prominent microprocessor suppliers in South Africa namely,
Arrow Altcch, Avnct Kopp and EBV Elcktronik was conducted and it was found

that tho vast majority of manufacturers they represent produce processors based
on the ARM architecture. It WH.S found that the remaining architectures had

little Lo 110 representation at all. This finding narrowed the search of a suitable
architecture to ARM-based microprocessors only.

An ARM is a 32-bit reduced instruction set computer (RISC) first developed by
Advanced rusc Machines, which later became ARM Holdings in 1998 (ARM
holdings, 2010a). ARM Holdings do not physically manufacture and distribute
ICs hilt. rather design allel license intellectual property to Partners which include
many prominent IC manulactnrors and
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systems design companies (ARM holdings, 2010b). ARM currently offer three pro-
cessor groupings depending on performance, functionality and capability. They

are the Classic ARM processors, Embedded Cortex processors and Application

Cortex processors.

Several of the processors in these families are able to execute full OSs such as

Linux and WinCE. A processor selection tool is available on the ARI'vi Web site
(ARM holdings, 2012) which permits a user to input criteria to search for the clos-

est suitable processor. The following criteria was applied to the processor search

tool: No multi-core processors; All.M, Jazcllc and Thumb instruction sets sup-
ported; cache memory required; a memory management unit (MMU) - an Mf\IU
is a. mandatory requirement for the execution of Linux and WinCE. Table 2.1

summarises the results of the processor search and compares common attributes.

Family Cortex-A ARMII ARM9
Archi tect ure ARMv7-A ARMv6 ARMv5TEJ
Processor Cortex-A8 ARM] 136.J(F)-S ARM1176.JZ(F)-S ARI\1926EJ-S
ARM ,( ,( .r ,(

Floating point ,( ,( ,( ,(

Jazcllc ,( ,( ,( ,(

Thumb ,( ,( ,( ,(

LI cache 321<13 64kB 64kB 8kB
MMU ,( ,( ,( ,(

Preformancc 1200 768 965 402
DMIPS
Performance 2 1,26 1,25 1,1
DMIPS/MHz
Max frequency 600 GlO 772 366
MHz
Power with cache 0,75 0,3G 0208 0,244
mW/MHz
Power at max 450 2] 9,6 160,576 89,304
frequency mW

Ta.ble 2.1: ARM processor attributes
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2. THE GATEWAY HARDWARE PLATFORM

Table 2.1 shows four ARM processor archi tccturcs, which cover a spectrum of per-

forrnaneo and power consumption levels, are available and able to execute Linux or
WinCE.] The Cortex-AS has the highest level of DMIPS performance but is also

consumes the most power at its maximum frequency. The ARMllxx processors
may operate at higher frequencies but they cia not guarantee a significant increase

in performance for the amount of power they consume. The ARM926EJ-S has
the lowest Dhrystonc performance level and consumes marginally more power per
megahertz than the ARMll, but at its maximum frequency consumes the least

power of all the processors.

The specification of the proposed gateway requires conservative power consump-
tion so that the system may be powered by a battery. In addition to the considera-

tion of the overall power consumption, the highest level of computing performance
is 1I0t required for this study a,') there is no display, requiring complex graphics ca-
pabili tics, nor is there a requirement for real-time data processing nor high-speed
data. transfer. Therefore, the ARM92GE.J-S is an ideal processor core to consider
for this study. The core is highly popular and has been incorporated into a broad
spectrum of embedded applications by many IC manufacturers. The resulting

soleetion of microprocessors, each with its own unique capabilities and pcriph-

rals, is vast. The following section deals with the selection of a microprocessor
suitable for this study.

2.2.2 Microprocessor selection

TI, At.mel, NXP allel Infincou arc companies that manufacture microprocessors
based 011 the AHM926E.J-S core with varied peripherals and are represented by

ageuts in South Africa, HS mentioned previously. The web sites of these man-
ufacturers were investigated to ascertain the particular device number for any
microprocessor based all the ARM926E.J-S core. Processors not meeting the

mini mum specification were not considered for inc!usion iJl the investigation.

'Thc results shown ill table 2.] are for informatiou purposes only and may vary clue' (,0 the
process employed to either manufacture or sYIII'!Iesi:-;e a particular prOCCSHor core.
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The following minimum characteristics and peripherals are required on the pro-

cessor in order for it to be considered a viable option for this study:

- ARM926EJ-S core

- a 180MHz to 400MHz oscillator frequency
- SDRAM memory access

- SD IMMC card interface
- a minimum of two UARTs
- USB host port

- lOBaseT I lOOBaseTX RMII Ethernet interface
- SPI, I2C peripheral interfaces

Table 2.2 summarises the attri bu tes of potentially viable microprocessors found

on various manufacturers web sites. The listed. devices all meet the minimum
requirements. Extraneous peripherals and features have been omitted in order to

promote the simplicity of the selection.

The results of the investigation show that several microprocessors would be suit-
able for use in this study, The performance between these processors is likely
to vary based 011 the maximum clock speed alone as the ARM926EJ-S core is

COllllllOll Lo all. An important requirement of the proposed gateway is its ability
Lo be able Lo be battery powercel. This constraint leads to a trade-off between
the power consumption of a microprocessor and its performance. It was decided

Loselect a processor with a lower operali ng frcq uency and to sacrifice some com-
puting performance iIt order to promote low power consumption of the gateway.

In addition to the power constraint imposed by the hardware specification, the

specification also requires manufacturing costs Lo be kept Lo a minimum where
possible. The package style of any device lias a cost implication for th manufac-

turing process of the system The investigation revealed that the majority of the
suitable microprocessors found are supplied ill a Ball Grid Array (BGA) package.
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The BGA package style differs from the traditional leaded device by bringing
the internal connections out to an array of tiny solder balls arranged in a matrix
underneath the device carrier.

This style of package has several advantages: it saves area on a PCB which pro-

motes a compact system design, reduces soldering shorts during mass production,

improves the transfer of heat from the IC to the PCB and offers low inductance
signal paths.

The BGA package style has several disadvantages that, in terms of this study,
require consideration. BGA-packaged devices that have several hundred connec-
tions concentrated beneath the IC carrier, such as the microprocessors listed in
Table 2.2, require PCBs consisting of many internal signa.l layers to permit the
routing of the signals from each ball. PCB designs incorporating six or more
layers designs are very common when employing large BGA devices which tends
to escalate the costs of the PCB manufacture significantly (Pfeil, 2007). In addi-
tion to elevated manufactnring costs, designs incorporating BGA are not easily
repaired and require specialist equipment and expertise (Cirimcle, 2004).

It WHS decided to select a microprocessor in a leaded package R.· apposed to a
BGA. The Quad Flat Pack (QFP) is a leaded package that presents several at-

tribu tes which meet the specification of this study. The advantages of the QFP
package arc as follows:

- QFP devices may consume more surface area on a PCB but they promote

a PCB design with fewer internal layers than an equivalent BGA device,
thus reelucing design, manufacturing and assembly costs

- the solder joints of a QFP device 011 a PCB may be easily inspected for

defect using (l, microscope or magnifier, thus reducing requirements
for specialist repair equipment
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- PCB incorporating QFP devices may he assembled or repa.ired ea.sily
without the need for costly component placing equipment

and solder masks as the hardware for this study is to be

assembled by hand

The results of the investigation in Table 2.2 show that a few microcontrollers that

have the required peripherals are manufactured in a QFP package. The package
type and the requirement for low power consumption, as discussed previously,

place a limit on the number of possible microprocessors that may be employed
in this study. Therefore the suitable microprocessors were the AT91SAM9XExxx
and AT91SAM9260 and are manufactured by Atmel.

At the time of this investigation, it was found that the AT91SAM9XE devices
were being distributed for sampling proposes only and it is unknown if an evalua-

tion kit for these devices was available for purchase. The AT91SAM9260 has been
in production for some time and employed in a wide spectrum of applications.

2.2.3 The AT91SAM9260 evaluation kit

An Evaluation Kit (EI<) is a PCB that incorporates a particular IC and support
componcuts to form a functional circuit permitting the evaluation and familiari-

sation of tbc IC. These kits are usually prebuilt and tested by the manufacturer

and arc usually fully functional without modification. Advantages of using all
valuation kit arc that it provides a functional reference design that may be used

Fl.'> a basis for new hard ware development and for the development of software

that, with minor modifications, wi11nm on the new development. The Atmel

AT91SAM9260-EK evaluation kit was acquired for this study because as it is

based 011 tho AT91SAM9260 microprocessor.
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The AT91SAM9260-EK has the following specification:

- AT91SAM9260 microprocessor

- 64 Mbytcs of SDRAM memory

- 256 Mbytes of NAND flash memory

- 8 Mhytes of dataflash

- one USB device port interface

- two USB V2.0 full-speed host port interfaces

- SD IMMe card slot

- processor debug UART

- two UARTs, one of which incorporates modem handshaking signals

- lO/lOOBaseT Ethernet interface with status LEDs

The AT91SAM9260-EK had the necessary peripheral functionality to satisfy the

specification for the proposed gateway. It was used to investigate and develop

the gateway's OS, for the development of a prototype gateway application and it

formeel the basis of tho gateway hardware design.

2.3 GSM/GPRS module selection

A GSM moelem wa.">required to satisfy the requirement of being able to deploy

the' gateway to a remote location without access to a wired Ethernet connection.

Many GSM moderns that arc available have' only an 11S232 serial communications

port intcrfacc ami very limi ted means to control their power consumption. In ad-

clition to these limitations, these modems were usually expensive due to their

robust and physically larger enclosure'S allel the extra power allel data connectors.

It was decided to search for a GSM module instead to significantly reduce the

footprint size, increase the versatility and reduce' the cost of the communication

module for the gateway.

The communications venelor Tcli t produce a wide range of GSM modules and arc

represented hy local agents. This meant that obtaining a module and technical

support, if required) would he greatly simplified satisfying the requirement of us-
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ing locally available components. It was decided to investigate the GC864 and
GM862 modules to determine if they would be suitable for use in this study.

After an investigation and comparison of the specifications of the GC864 and
GM862 families, it was found that the GM862-GPS was a suitable choice as it

features embedded TCP lIP, FTP and SMTP stacks, extended RF sensitivity and

Quad band, class 10 GPRS functionality (Telit Communications, 2011b). In ad-
dition, the SIM card holder is integrated into the module's case thus simplifying

the system design and reducing the component count and work required during

assembly of the gateway PCBs. A 50-way connector permits comprehensive con-
nectivity to the module providing the ability to control important aspects of its
operation such as the amount of power it consumes and the monitoring of its

connectivity status. The module also incorporates an integrated 20 channel GPS
engine which may provide the gateway with additional functionality such as an
accurate time base or the ability to perf orm location-based data logging.

A GM862-GPS evaluation kit and prepaid SH.! card were obtained in order to
develop and debug the GSM control and communications software module of
gateway application.
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2.4 Summary

This section discusses the hardware platform required to support multi-tasking

operating systems such as Linux and Windows Embedded CE. Several micropro-

cessor architectures suitable for the execution of these operating systems were

found, however packaging and availability constraints limited the selection con-
siderably. The ARM926EJ-S processor core was well suited to the gateway spec-

ification and widely available from several manufacturers represented by local

agencies.

Several factors such as the performance, power consumption, cost of system pro-
duction, peripheral set and packaging were considered during the selection of the

final choice of microprocessor. The AT91SAM9260 microprocessor by Atmelmet

all the requirements for the gateway specification and was the final choice for the
design. All AT91SAM9260-EK evaluation kit was obtained in order to develop
the gateway operating system, evaluation application and it formed the basis of
the gateway's hardware design.

A Tclit GM862-GPS module wa." selected to provide the gateway with remote

Internet councctivity as it is ct single-component, compact GSM solution offering
maximurn control over its operation via ct 50way interface. The GM862-GPS

incorporates embedded FTP, GPRS and SI\1TP stacks as well as a GPS receiver

whirl: may be used [or system time sott.iug and location-based data logging if

rcq 11ireel.

31



Chapter 3

Software Development

3.1 Overview

The previous chapter discussed the functionali ty, specification and selection of a
suitable hardware platform required for the gateway development. This chapter

provides details of software requiredto satisfy this study's specification in section
1.4. The selection of a suitable multi-tasking OS, its customisation, deployment
allel execution 011tile evaluation hardware platform is discussed. This is followed

hy detailed explanations of the the elovolopment of a gateway application to he
executed by the deployed OS.
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3.2 OS Investigation

The choice of OS has several implications for the development of a system. These

include factors such as the quality and costs associated with the OS and appli-
cation development tools, the ease of application development, debugging and

future functionality extensions. The OS selected should be scalable in order to
mateli it to the platform it is to be executed on. Careful consideration is required

if the platform '8 resources such 3..'3 the amount of system memory, processor op-
crational speed and variety peripheral devices are limited or constrained. The

requirement for embedded functionality such as web, file and remote communi-
cations servers within the OS may also be a consideration when choosing an OS
for a development. There were several OS such as VxWorks, eCOS, FreeRTOS,
Windows Embedded CE, ~tC/OS-II, OpenEmbedded and Angstrom Linux distri-
butions that were available and offered the functionality and attributes required
by specification for this development.

It was decided to limit the investigation of a suitable OS to Windows Embedded
CE as considerable documentation, knowledge bases and support forums were

readily available on the Internet. In addition, a demonstration vcrsion of Win-
dows Embedded CE and its Boarel Support Package (BSP) were available for the

EI\. selected in the previous chapter on Atmcl's Winclows4SAM website (Atmel

Corporation, 201Or).

3.2.1 Windows Embedded CE

Windows Embedded CE (WinCE) is a small-footprint, scalable or modular 32-bit
OS developed by Microsoft to run all non-PC embedded devices with limited hard-

ware resources. WinCEl.O WIlS introduced by Microsoft in 1996 which provided
programmers with PC software development knowledge an opportunity to build
applications for new devices using rt common programming interface (Pavlov and

Bclcvsky, 2008b). The OS lias heen modified and expanded several times since
then and Loelate includes support for tcchnologi s such as IPv6, VoIP, the .NET
Compact Framework allel USB 2.0.
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Windows Embedded CE 6.0 "vas released in September 2009 (Microsoft Corpo-
ration, 2009) and was selected for this evaluation.

WinCE is a flexible OS as its footprint and functionality may be scaled to meet
the software specification and hardware peripherals of a particular device. This
is achieved by configuring the OS compiler to add modules of functionality to a

basic OS core with limited peripheral functionality during a build or compilation
session. Each module of functionality may be selected from a catalogue of about

600 software components which is subdivided into broad categories such as Com-
munication Services and Networking, File Systems and Data. Store a.nd Internet
Client Services.

WinCE is intended for usc in embedded systems which incorporate peripheral
devices such as USB ports, memories with Serial Peripheral Interfaces (SPI) and
General Purpose 10 (GPIO) processor port pins. These devices require low-level
software routilles or drivers which provide an interface, or Original Equipment

Manufacturer (OEM) adaption layer, hetween the physical hardware peripheral
allel the OS. Drivers are written to be specific to the hardware and are respon-
sible for the initialising, maintenance allel data transfer between the OS and the

peripheral when required.

Groups of drivers and a. bootlocder programme, which is responsible for the ini-

tialisation of the target platform and the launching the OS image (Microsoft
Corporation, 2002a), specific to a particular hardware platform arc usually corn-

bincel into ct single collective known as ct Board Support Package (BSP). BSPs
arc complex and arc generally written hy third-party specialists 30'3 the integrity

of the entire OS relics 011 the quality and functionality of the underlying drivers.
A BSP may be supplied as a collection of precompiled binary files specific to a

particular target platform or as files of source coele which are compiled by the
end-user during an OS builel. The latter option permits an end-user the ability
Lomodify the operation of the drivers Losuit specific requirements of their target
hard ware platform.
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During the configuration phase of OS development the drivers within a BSP may
be added to the catalogue of selectable OS software modules. This permits the

selection of only the drivers required for the target hardware in a similar manner to
the software modules supplied with the OS development environment. A runtime

image of the OS is built by a toolchaui installed onto the development PC once
the entire OS has been configured within the development environment. The

installation and verification of an Integrated Development Environment (IDE)
and toolchain to build a WinCE image is discussed in the following section.

3.2.1.1 Windows CE 6.0 configuration

An IDE and toolchain were assembled and installed onto a PC to gain an un-
derstanding of the process required to configure and build a functional OS image
for evaluation. The resulting OS image would be deployed onto the EK and its

functionality verified. If the the OS was found to be functional, a small sample
application would be written and deployed to the EK and its functionality also
verified. The results of the OS and sample application evaluations would prove
that the entire software development. process was functional and the development.
of the gateway application could begin.

WinCE and its development tools arc not open-source software and they may not
be available [or use without charge. This could have cost anel licensing implica-
tions for the development of commercial systems employing this OS, however for

the purposes of this study, it was found that trial versions of the development

tools and IDE, which operate for a period of 180 days arc freely available for
download from the Microsoft website (Microsoft Corporation, 2010a).

The following packages were downloaded from Microsoft and installed outo the
development PC:

Visual Studio 2005, with Smart Device functionality included
Visual Studio 200[) Service Pack 1
WinCE 6.0 180 Evaluation vcrsion (Platform Builder)
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WinCE 6.0 Platform Builder Service Pack 1

WinCE 6.0 R2 and R3

WinCE 6.0 Product update packages

The central core of the entire WinCE OS development toolchain is Platform

Builder (PB) which is a software plug-in module for the Visual Studio 2005 (VS)
IDE. PB provides the compiler and linker used to build the image as well as the
catalogue of available software components for inclusion during the configuration

of an OS. The tools to develop and modify a BSP are also included with PB

(Phung, 2009a). In addition, the PB plug-in provides debugging and monitoring
utilities to troubleshoot or modify the operation of the OS or any user applica-

tions being executed on a target hardware platform.

A BSP for the AT91SAM92GO-EK evaluation kit was available for download

from tho Atmel AT91SAM Community website (Atmel Corporation, 2010b). The
BSP's source code was available for viewing and modification in VS after it was
installed onto tho development PC. It was suggested by the BSP developers and
deerned gooel practice to clone the BSP to preserve its original source code as

any modifications made would be incorporated into subsequent OS builds. The
installation of the BSP completed the toolchaiu installation required to build an
OS image.

The configuration of an OS began by creating a new OSDesign project ill VS.
A Design Wizard was launrhcd automatically which assisted with the setting up
of the working framework for the resulting image buitel. The AT91SAM9260EK
BSP was amongst a list of BSPs for other platforms supplied with PB and selected

hy means of a check box. This was followed by the selection of a Design Template
which configured a seL of predefined catalogue items that most closely matched
the requirements of the likely target hardware. There were several templates such

as Custom Device, Illdustrial Device or Gateway device available for selection;
the Custom Device type was chosen which left all the catalogue components
unsolcctccl.
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The Catalogues Items View pane in VS, as shown in Fig 3.1, permitted the mod-

ification of the OS configuration once the initial setup wizard was complete.

Cat~tog Items Vtew ... q. X

Gl Fiter· 11 <Search>

, Applications· End User
+ U Applications""'; SerVICes Development
ti C""""'-"<ation Servces eod NetWOlkirq
...U Core OS Ser vices
t oevce M¥l"Qemenl

ti c....l Fie Systems MId Data store
ti ....J Fonts

Gfoph;cs and Multrneda TechnoloQies
International

.tJ Internet Client Services
t-) Security

Shel and User treertece

..t 'YoKe over lP Phone Services
Windows Errbedded CE ErrOf Repo<ttnQ

+J
1'1 F'tMform M~
'" Thild P",ty

SSPo AT9ISAM926OEK
'"0 GATEWAY: ARMY' I

-J Device Driver s
Audio

_ ...J Etherneto Ethernet o.lvel

.1 U GPIO
tt 12C
>I 12C_EEPROM
.) SerialOl'iver

~ )oU:IOf1 [)'p!f,,1'" CatabQ Items View :t}r.lass V~Yrf

Figure 3.1: ThC' Cat.alog Items View pane ill VS permits the configuration of Windows CE.
The nsp for the AT9I SAM92GOET< was cloned and renruncel to GATEWAY:ARMV4I. Shown
h('['(' is t.he seleetion of t.]J(' Ethernet driver for inclusion ill the OS buikl.

The following listing is a selection of software modules ill the catalogue that were
added Lo the basic OS core:

Applications and Services development:
.NET Compact Framework 3.5

Networking:
Wired LAN 802.3

TCP lIP support
Network utilities: If'coufig, Ping
Telnet, Web and FTP servers
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Core OS services:

Device manager

USB host support
File systems:

Hive-based registry storage

FAT file system

Table 3.1 lists the required drivers selected for inclusion into the OS image:

UART SPI
USB host Ethernet
Bootleader on CSI Registry ill NAND flash
SD memory card JGC EEPROM
GPIO -

Table 3.1: Only tbc drivers required for the peripheral devices ill the final hardware design
were enabled for inclusion in the OS build.

The OS project properties may be configured as either of two types, Debug or

Release, permitting a user to configure an image build to include debugging func-
tionality or not respectively. It is important to note that this selection does not
alter ally of the chosen OS catalogue items but only the build options. It was

decided to configure a Debug OS build to include the debugging capabilities in
the ontput image [or the OS evaluation.

A WilJCE Debug illlage incorporates a kemel debugger, Kernel Independent

Transport Layer (KITL). KITL connects to PB via the onboard Ethernet con-
nection which transfers debug messagcs generated by the OS k mel to an output

window ill VS where several elobugging tools such as the Registry, File and Pro-

cess viewers arc located. These tools provide a user with real-time debugging

messages relating to the system operation and performance. The user is also
perrui ttcd to modify the execution of the system, for example by modifying the
valnes iu the Windows registry or terminating a programme being executed by

the OS. Enabling the KITL debugger disables the third party Ethernet driver
selected in the nsp and substitutes it with an in-built system elriver. Changing
the project properties to Release before a builel disables KITL allel reinstates the

38



3. SOFTWARE DEVELOP lENT

Ethernet driver selected in the BSP.

After the project properties were adjusted and the OS configured, the build pro-

cess was started by selecting Build Solution in the Build menu in VS. Messagcs
generated by the compiler and linker were displayed in the Output window of

the IDE where the build process wa." monitored. Many warning messages were
generated and ignored, however the build process would be terminated if a fatal
error was encountered by the compiler or linker. A typical OS build required an

average of about 30 minutes to complete and was dependent on the processing
capabilities of the development PC.

The build process completed without any fatal errors and the image file nk.bin
was generated along with a message of success. Several numeric metries relating
to the OS image such as starling ip, irnage start address and total ROM size were
displayed (1,1)(1 were rcquir d during the deployment of the OS to the EK. It was
found that thes' metries were also written to the file makeimq.oui which was
located ill the build output dir ctory.

3.2.1.2 Bootloader deployment

The EK was prepared for OS deployment by copying two bootleader programmes

FIRSTBOOT allel EBOOT generated during the OS builel to the dataflash mem-
my 011 the EK. The purpose of the bootleaders is to initialise the peripheral de-
vices 011 a hardware platform and Loprepare the platform memories and processor

Lo launch and execute the OS (Microsoft Corporation, 2002a). Th y may also be

used to deploy an OS image Lo ct persistent memory on the EK.

The AT01SAM02GO processor on the EK incorporates a ROM which is prcloadcd
hy the manufacturer with the bootleader ROMboot which is executed first after
the processor is released from a. resr-t condition. ROMboot attempts to locat a

valid signature FIRSTBOOT at address OxOill the dataflash and NAND flash
memories 011 tho EK. Jf FIRSTBOOT is not found, ROMboot attempts to connect
LoSAM-BA (Auncl Corporation, 2010a) via. the USB port on the EK. SAM-BA is
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a free, PC based in-system programming utility developed and supplied by Atmel

and performs low level functions such as memory verification sequences, erasing
and programming of platforms incorporating Atrncl's ARf\I microprocessors.

SAM-BA was launched on the development PC and a USB connection established

between it aud the EK to copy the file.' FIRSTEOOT. nbO and EEOOT. nbO
to addresses OxO and Ox4000 of the dataflash memory respectively. SAf\l-BA
was terminated and the EK reset after the bootloaders in the dataflash memory
were verified as being identical to the original files on the PC. Huper'Terminol,

a Windows-based terminal emulator, was launched on the development PC and
a serial connection established between it and the EI('s debug UART to permit

the configuration of BEaaT aftel' a reset of the EK.

A throe stage hoot process followed the reset: ROMbaat was launched and a sim-
ple text messag was displayed 011 the terminal confinning its operation anel that

of the debug UART.

A valid signature for FIRSTEOOT was found at address OxOin the dataflash
which started its execution. FIRSTEOOT checked location Ox4000 in the dataflash
for EEOOT's signature, which was found and EEOOT launched.

EEOOT provides a simple 1ll('111l based user interface through the terminal per-

mitt.ing t.h« configuration of tbc startup behaviour of the EK. EEOOT may be
configured to launch an existing OS image stored ill the EK't; NAND flash mem-

ory or 1,0 download a new OS image from PB all the development PC via Ethernet

Loeither the NAND Hash or HAM; EEOOT was configured to perform the latter

aL startup allel Lowrite the illIage Lothe NAND Hash memory. The numcric met-
ries that we're goueratcel and saved ill nuikeiuu). out during the OS build process
were wri UCl! into the lmaqe .flash con./1',r;um/,ion moun and the EK res t to permit

the modi ficd Cal) figuration Lo l.akc effect.
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3.2.1.3 OS image deployment

The OS image built by the PB toolchain on the development PC was downloaded

hy BBOOT via the Ethernet connection and written to the NAND flash mem-
ory. The EK was reset in order to test the booting process and OS launch from
startup. The messages displayed by the booting process, EBOOT a.nd the OS

image transfer from the NAND flash to RAM were monitored on HyperTerminal
and the process completed successfully without any errors. The OS image, now
resident in the RAM, was launched hy EBOOT and successfully initialised.

In order to verify that the OS was operating correctly, a. connection via. the Eth-
ernet to the EK was attempted from the Attach Device tool built into PB. The
initial attempts failed and messagos stating that "Kernel debugging ha.d been

successfully disconnected" were displayed in VS. It was found that the default
KITL options in the Connectivity Options window were unscloctcd: selecting a.ll
the KITL options in this window corrected the fault and a successful Ethernet
connection with the OS Oll the EK was established. All the remote debugging
tools such as Remote File Viewer, Process Viewer. Registry Editor, Performance
monitor and Kemel tracker became available after the connection was established.

Several utilities huilt into the OS such FIS ipConfig also became available after a
succcsslu] connection.

The application ipC01~rigwas launched ill VS to obtain the lP address allocated
to the EK hy the Ethernet network during the boot process. It was decided to
try and connect to tbc Tclnet and FTP servers incorporated in the OS during

its configuration. These tests would prove, if successful, that lP connections to
the OS to obtain a command prompt and to execute file transfers were possi-
ble through the Ethernot. Teind and FTP clients, PuTTY and FileZilla, were

loaded onto the development PC and attempts to stablish connections with the
EK from each were made.

Connections to both servers were unsuccessful as the default usernames and pass-
words in WinCE were unknown and were required to complete successful logins.
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Online research showed that the anonymous usernarue and password login details

of the Telnet (Microsoft Corporation, 2008) and FTP (FTDI, 2010d) servers may

be enabled by making specific modifications to the keys FTPD and TELNETD

in the WinCE registry by utilising the Registry Editor in PB. These registry con-

figurations are discussed in further detail in Appendix G; it is also shown how

the OS may be initialised with the modified settings after every system startup.

Successful connections could be established with the Telnet and FTP servers once

the necessary adjustments were made to the registry. Simple file manipulation

tasks and directory listings could be performed at the Telnet command prompt

and files could be uploaded and downloaded and directories manipulated via the

FTP server. These simple tests proved that that the deployed Windows CE

image was functional, that the PB toolchain used to build the OS image was

functioning correctly and that remote communications with the EK was possible

via an Ethernet IP-baseclnetwork.

3.2.1.4 .NET Compact Framework

Software applications to he executed on the WillCE OS may be written in either

native or unmanaged code, or managed code (Pavlov and Bclcvsky, 2008c). Un-

managed or Wi1l32 code is usually written in C or C++ and compiled to form

executable code that is native. or specific, to the processor on which it is to be

oxccu ted.

Unmanaged code is considered to operate at a lower level than managed code,

and may be optimised during compilation to have a. sinall footprint or high per-

formance and provides the greatest access to the hardware platform on which

it is being executed. Tho complexity of unmanaged application development is

increased due to several factors such <'1.'-) the need for additional code to manage

memory and sec uri ty requirements of the application and the disposal of pro-

gramming objects after they have servcel their purpose. These tasks arc usually

unrelated to the intended function of the application allel are often nogleetod

resulting in elevated testing costs and time periods.
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Application development using managed code removes many of these additional

complexities from the software developer's responsibility at the expense of a small

amount of processing overhead. In addition, managed application development

promotes the the development of software with fewer errors, is more compact and
readable.

The .NET Compact Framework (.NETCF) is a scaled down version of the .NET
Framework which presents an object-oriented API that has been designed to over-

come the problems of Win32 software development. A typical example of this is

that .NETCF groups common Application Programming Interface (API) func-
tions into classes, and collections of classes into namespaces which assist in aiding

the productivity of application development in an efficient development environ-
inent (Phung, 200gb). It was decided to include the .NETCF in the OS image
to permit the evaluation of application development using a managed language
with the inhcri teel benefits mentioned previously .

.NETCF is listed as a software module in the WinCE OS catalogue. Choices of
relcase versions and base configurations of.NETCF are available: .NETCF 2.0
or .NETCF 3.5, default and headless. The headless configuration of .NETCF is
required if the target. platform lacks a graphical user int rface (GUl), keyboard or
displayallel docs HOtinclude ally libraries that support forms, controls or drawing
applications (Microsoft Corporation, 2002b).

The EK aud final gateway design did not include a GUl and therefore the eval-

uatiou OS image built previously included the headless version of .NETCF 3.5.

Tho .NETCl~ 3.5 - headless version was selected as it included bug fixes and ad-
ditional functionality missing in .NETCF 2.0 that may have been required during
the development of the gateway application.

Managed code applications may be written in languages such as Visual C#.NET
or Visual Basic.Nli/I' and require the .NETCF to be included in the OS image
at build time in order Lo he executed. An advantage of writing applications in

managed languages is that the software is 1I0t compiled for a specific hardware
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platform nor processor architecture, but rather the Common Intermediate Lan-
guage (CIL).

CIL relies on the Common Language Runtime (CLR) and Base Class Libraries
(BCL) provided by .NETCF in order to operate on the hardware platform. This

architecture permits the porting of applications written in a managed language to

different processor architectures and hardware platforms without requiring low-
level technical details of the new target (Microsoft Corporation, 2002c). The test

and final gateway applications were written in Visual C# which simplified the

application development, reduced the development time and made it easier to
modify existing or add new functionality to the a.pplications.

3.2.1.5 Test application, deployment and verification

A small test application was written in C# first to investigate the process required
to develop applications capable of being executed on .NETCF and deployed to
the EK. It served as a base for the development and debugging of software snip-
pets and modulos that were used ill the gateway application. The functionality of
various hardware components on the EK such as initialising, writing and reading

files to aud from the SD card, the registration and the reception of data from the

wireless sensor node on the USB hub and the transfer of data files via FTP over

an lP network 1.0 a remote location were exercised and verified in an additional
application.

A simple menu-driven interface, accessible through a terminal emulator on a PC
via the UArrr, was also developed ill this application anel permitted user inter-

action with the application allel control over the verification of each developed
software module.

It was necessary to obtain and install Visual Studio 2008 Professional onto the

development PC in order to develop the applications for .NETCF 3.5.
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The test application development began by creating a new Visual C# project for
a Smart Device and .NET Framework 3.5 selected in the project setup wizard.

An application that created a new instance of a serial port, configured, opened
and transmitted a text message to it was written and built successfully generating
an executable file.

The Platform Builder debugging tools were activated in VS and a connection
with the EK processor esta.blished before the deployment and execution of the

test application occurred. The connection was established by connecting the EK

to the development PC by means of an Ethernet cable and executing the Attach
Device function, as done previously during the evaluation of the OS. An RS232
cable was connected between port COM! on the EK and a UART on the devel-

opment PC, Huper'Terminol launched and configured to accept data at the same
rate as that of COM! on the EK

The test application was deployed to the EK by copying it to the OS build

release directory all the development PC. File's copied to the release directory
are uploaded to the EK au tomatically hy the debugger in VS. A list of applica-
tions all the EK may found in VS, under the Target, Run Programs menu. The

Lest application was found in the list of applications shortly after it was copied
to the release directory. The test application in the list was highlighted and
launched. The debugging window in VS displayed the library files that were re-

quired to launch and execute .NETCF 3.5 and the test application.

The following events were displayed ill the VS debugging output window during

the execution of the test application: a serial port was openecl, the baud rate

configur d and text transmitted - which was displayed by HyperTerminal. Char-
acters from Hyper Terminal were sent to the application and different messages

echoecl back depending on the text sent thus confirming functional comruunica-
tions with the test application and the ability of the application to parse and
respond to the received data.
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The following conclusions from this evaluation were made:

- the deployment of an application to the platform was successful

- the test application was functiona.l

- the C# toolchain for application development was complete

and functional

- the PB debugging system WH.S functional and reported useful debugging data

- a framework with a simple user interface for the development

and debugging of software modules was created

3.3 Software module development

Several software modules ami functionality tha.t were required in the final gateway

application were developed and debugged hy using the framework created in the

test application from the previous section. The software modules developed were

verified and copied into the final application witbout the need for much additional

modification allel arc discussed ill the following section.

3.3.1 Windows registry

The WillCE registry is a database that stores configuration information and set-

tings for applications, OS kernel and hardware drivers (Microsoft Corporation,

2010b). Writ.ing' ami reading data to and from the registry was important func-

tiouality that was used cxtcnsivclv by the test allel gateway applications for the

storing and retrieving of configuration data. The OS incorporales a hive-based
registry which slores its data inside files or hives ill the OS filcsystcm on the

NAND flash of the EK. The dat.a ill the registry is therefore persistent and is not

lost nor altered during a power interruption or system reset.

Tbc registry is organised in (1 tree Ionnat where each subtree, identified by a

constant value or llKEY, is formed from branches called keys. Keys may con-

li-Uil sulikeys allel data entries which IlHW be modified programmatically by an

application.
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In addition, an application is able to create new and delete keys in the registry

when required .

.NETCF provides a Registry class within the Microsoft.Win32 namespace that
provides several functions which permit registry key manipulation. This class

was added to the test application and verified by creating several new keys and

populating them with data. The altering and deleting of these keys was tested

and each step verified in the PB debugging window and Remote device Registry
Editor tool.

3.3.2 SD/MMe memory card

The specification of the gateway application required the use of a persistent mem-
ory for the storage of data received from the sensor network. It was decided that
an SD or MMC card provided the most compact means of storing vast amounts

of data.

The SDCo1!.1!.(,tf, and Folder values of the Flashlotuier and StomgrManager reg-
istry keys were modified to 1 and Slrcard respectively to enable and mount the
SD card for access at the launch of the OS (sec Appendix G). The Folder valu

specifics tho directory to which the SD card is bound once the card is mounted

after the initialisation of the OS. The default. folder value wa.') modified to SD-
card which provided a conveniently short name [or the memory card cluring the

application dovelopment and verification. The PB debugger displayed several

message» confirming the initialisation and mounting of the memory card during
subsequent launchos of the OS. )J) addi Lion, the Iunctionali ty of memory card was

further verified by the writing and reading of Cl, file containing text to it by the

test application.

3.3.3 USB host interface

The TelosD wireless node has a USB plug permiLtillg its insertion into the USB

A socket on tho EK. IL WHS found that the node conlel not he registered on the
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OS as a USB driver and extra registry settings were required to be installed first.

The TelasB node incorporates a USB to serial UART converter manufactured by

FTDI (University of California" 2010). An online search of FTDI's website found
that a Virtual COM Port (VCP) driver was available for "VinCE 6.0 being exe-
cuted on ARM processor architectures (FTDI, 2010.1). The driver was installed

onto the EK by copying the driver files FTDIPORT.INF and jtdi.ser. dll to the
Windows directory of the OS filesystern using the automatic file download func-

tion of PB. Several keys and values were added to registry in the Registry Editor
in PB to configure and enable the drivers at the next OS launch according to
the document Winclows.Cliclnstallation.Cuido available from the FTDI website
(FTDI, 2010e).

The additional registry settings and names, with the directory paths, of the driver
files were added to the project. reg and project. bib files] respectively to ensure that
the registry settings and VCP drivers were automatically included in the OS im-
ages of subsequent. builds, as shown in Appendix G.

The cnumoration and initialisation of the TclasB node on the OS and its UART

assignment were displayed in the PB debugging output window during the launch
of the OS following a SYSLC'1ll reset. COMO, the UART assigned to the wireless

node, was opened and configured by the application which permitted ally data
transrui ttcd by the node to be received hy the test application, stored ill a memory
buffer and Ln1.l1S111itLedLa HYPc1'Tenninal via the UART.

3.3.4 Low-level API calls and Plnvoke

It may be necessary al, specific Limes during the development of a managed ap-
plication to call API functions located in WinCE system Dynamic Link Library

(DLL) files when the required Iunctiouality is not available in .NETCF. Examples
of these occasions arc the establishment of all Illternet connection and setting the
OS real time clock. Low-level API calls arc performed by Platform Invocation

ITII('s(' files are located ill LlI(' OS release directory.
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Services (Pluvokc) and data marshalling (Microsoft Corporation, 2003a) which
permits managed code to call unmanaged functions that arc implemented in OS

DLLs.

PInvake involves three steps: declaration, invocation, and error handling. At de-

sign time, the declaration will include the entry point, or function required, and

the module, or DLL, from where the function will be called. The declaration and
wrapping of the entry point function within a method would typically be done

in a utility class. Invoking the entry point is done by calling the newly declared
wrapper method where required. Error-handling when using PInvake must be
taken into careful consideration as the generated enol' exceptions in the event of
a fault may cause unknown operation or even a complete system failure.

Two error types exist:
- a NotS71]J]JortcdE.7:ception exception may be thrown if
invalid arguments or data is passed to the method

- a. MissingM etbodlixception exception may be thrown if
if t.hc entry point in the DLL being called docs not exist

The application is required to have It mechanism for dealing with these exceptions
elogan tly Lo avoi cl undcf ned system operation.

Data marshalling is required whell passing arguments froin . ETCF to unman-

aged code because the datatypes used in each arc different. Simple datatypes
snell as intogors and boolcans arc couvortcd automatically, however more complex

types such as strings, arrays and structures require the use of pointer arguments
(Microsoft Corporation, 2003b) which may increase the complexity of the appli-

cation development significantly.

The Plnvokc service and data marshalling was required during the dev lopinent
of the FTP and Time and Date control software modules.
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3.3.5 File transfer

The specification of this study required tha.t the transfer of stored files of data

collected from the sensor noele to remote file servers on the Internet should be

possible hy several connection technologies. Ethernet and GSf\l were selected as

the technologies to accomplish this requirement and it was decided to employ the

File Transfer Protocol (FTP) to ensure that the captured data files were trans-

ferred across the Internet without corruption to a remote server.

The software to accomplish an FTP transfer via GSf\l was written during the

gateway application development and is discussed in section 3.4.5; the software

required for all Ethernet transfer is discussed further.

It was found that .NETCF did not automatically include FTP client functionality

that could be easily included into a user application. An online search revealed

several commercial companies that offered the necessary software modules or

source code to provide FTP client functionality in .NETCF. Two problems with

these offerings were found:

high cost

é1H at the time of writing the cost from Rcbcx.nct for their FTP

solution WH,S 249USO (Rcbox, 2011)

system requirements

the commercial solutions usually require a platform with a GUl

which was 110t available on tbc hardware in this study

The commercial offerings were not considered viable for inclusion into the appli-

cation.

A search of the Microsoft MSO N wobsi te found that Internet client connectiv-

ity, including support for FTP functionality, is incorporat cl into the Windows

Internet Services Win/nel OLL (Microsoft Corporation, 2010('). This OLL was

iucorporat.od into the evaluation OS imago by enabling the Windows Internet
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Services catalogue item during the configuration. It was found during the OS
configuration that Win/net was dependent on the inclusion of display support
in order to permit the OS build to complete without a fatal error. The cata-

logue item Multiple-Monitor Support. was enabled to satisfy the display support
requirement of Win/net; it was found that. this addition had no effect on the
performance of the OS.

Plnvokc was used to call \t\1in32 Internet control API functions located in the

Winlnet DLL to transfer a file via FTP over an Ethernet connection to a remote
server by the following steps:

- the function Intemetilpeïi was called to initialise the Win/net DLL

for use by the application and to define the Internet connection
characteristics; a session handler number for subsequent function calls
was also obtained

- the function Iuieniet.Connect logged onto the remote FTP server with the

password and usernanic details and successfully established a new
FTP session

- tho function FlpPutFilr was called and handled the creation of a new file
all the server as well as the uploading of the file

- the I~TP session allel Illternet connections were terminated by the function

Closelntcruei after the file was successfully transferred

It was found that th transfer of files by FTP via an Ethernet connection using

PInvake and API calls was successful and very efficient.

3.3.6 User 10

The gateway developed ill this study wa.'; specified with versatility in mind. A

requirement of the hardware specification was Uie provision of general purpose

10 (GPIO) that may be used to control any external equipment such as a GSI\.I
morleur wi th all appropriately buffered electrical interface.
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A GPIO driver is included in the BSP for the EK and was enabled during the
configuration of the OS.

A general description of the Windows CE GPIO driver is given in a technical
design document released by Adcnco, the authors of the EK BSP (Adeneo Em-
bedded, 2007). According to the document, the GPIO driver is a stream driver
a.s it is accessed through a Win32 file 10 interface.

An extensive online search was conducted for further information regarding the

usage of this driver from the .NETCF or its invocation from Plnvokc, however
none was found. It was fortuitous that a. code snippet written in unmanaged

C++ was included in Adenco's technical design document which demonstrated

the GPIO driver's usage. The code example showed the members of several struc-
tures required hy the Win32 function Deincel Ocontrol and how it was called to
alter the state of GPIO pins.

A month of experimentation followed Lo implement GPIO functionality by using
Pluvokc to call the GPIO driver through Deuicel Oconirol from C#, however all

efforts were unsuccessful due Lo the complex data marshalling problems encoun-
tercel.

A temporary workaround was implemented Lopermit GPIO control from .NETCF.

Tbc C++ code example demonstrating the use of the GPlO driver was placed
into a new Win32 S1/1,CL1·t Deinee project in VS and modific I to alter the state

of any GPlO pin 011 any port bank of the gateway processor depending on the

values of four arguments passed to the rock. The code, as shown in Appendix

F.13, was compiled Lo generate an executable application, IO_control.exe, which
was downloaded Lo the EK using PB. lO_control was verified and found to be

functional by invoking it from R1m Proqrams ill PB a.ndmonitoring the voltage
level change 011 a. specified GPIO pill.

The Lest application WH.<; modified to invoke IO_rontml.e.7x> and pass the port pin

paramoters and required state t.o it, whcnovor a.change in the state of a GPIO pin
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was required. This method of GPIO control was found to be slow and unsuitable
for any high speed switching applications but very well suited to the slow control
requirements such as the control of the power of a GSl\1 modem.

3.3.7 System clock adjustment

The setting of the OS clock and calendar was the final requirement to be ful-
filled by the test application. A Plnvoke to the SetLocalTirne function within the

Coredll DLL provided the required time and date adjustment functionality. The
system clock and calendar were used in the gateway application for the times-

tamping of captured data received from the wireless node and for the scheduler

that performed the regular file transfers to a remote server.

The software modules developed in the test application were used in the devel-

opment of the gateway application which is discussed in the sections that follow.

3.4 The Gateway Application

The primary function of the gateway application is the capturing and storing of

data received from the wireless node conneetcel to the gateway and th scheduled

transferring of the data to a remote server located on the Internet. The previous
section discussed and provided details about the development and testing of func-
tional software modules required to achieve these aims. In addition to these, the

gateway application wa,'; equipped with several utility functions (section 3.4.4)

which pornut a us r to test the gateway configuration or perform system trou-
blcshooting.

The functionality of the gateway application ha..'-I been divided into five broad
classes of operation which arc discussed ill the following sections. The diagrams

used throughout the discussions provide a broad indication of the flow of the
software allel elo not reflect every conditional path available in the source code.
A full listing of the gateway application's source code may be found in Appendix
F.
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3.4.1 Application initialisation

The method Main in the public class Proerom instantiates an instance of Gate-

wayEngine which is executed first after the application is launched from the OS
command prompt or automatic launch by the OS after a system reset. Its pri-
mary function is to initialise: the application from the configuration values in the

registry, the user interface, FTP and logging threads, UARTs and the GSl\1 mo-
dem. It also incorporates the main programme loop which ensures the continuous
operation of the application until it is terminated. Once a termination request

is received, the Gateway Engine class ensures that the operation of application

threads, UARTs and modem arc terminated correctly to prevent undefined sys-
tem behaviour.

The application incorporates a text-based user interface that permits the config-
uration of the application and is accessible through either one of several connec-
tions: Ethernet, UAnT or GSl\I moelem. The windows registry was configured
to force the OS to launch the application after the initialisation of the OS (see

Appendix G) wa," complete and to permit access to the application's configura-
t.ion menus through a UART terminal emulator such as Hijper'Ternunol or GPRS
connection through LIl('GSM moelem. The application was designed in this man-
ner to insure that access Lo the application was possible after a system reset in

the absence of (1.11 Ethernet network connection. In addition, it is not possible
Lo terruinate the application through the terminal nor GPRS connection as this
would render tho gateway inoperable; the application may only be launched and

terminated manually in a command shell accessible through a Telnet client via
an Ethernet connection.

The selection of a part.i ular user interface may be configurecl by passing one of
the following arguments to the application at its invocation. Additional options
perruit the application Lo terminate multiplo application instances, prevent the

GSM modern from initialising and permit a resorting of the gateway configura-
Lion. The permitted control arguments arc:
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- eth steers the user interface to the current command shell accessible
through a Telnet client via an Ethernet connection

- kill terminates ally executing instances of the gateway application

- nogprs prevents the initialising of the GSl\'1 modem after an
application launch

- reset resets the application configuration to default values;
the user interface is through a terminal emulator via the UART

- eth reset resets the application registry configuration;
the user interface is through a Telnet client via an Ethernet connection

The application steers the user interface to a terminal via a UART if no argument
is passed to the application at launch time.

Figure 3.2 shows the flow of the initialisation of the application and the contents
of tbc main programmo loop found in the class GatewayEngine.

The class Console Userlnierjace is executed in a separate thread which permits
the configuration of the application by a user via the selected intcrfa e without

interfering with the operation of the logging and FTP threads. Console Userln-
icrjacc displays a 1ist of counnauds in a menu to assist the user to review and
configure the application settings stored ill the registry. Further details may be
found ill section 3.4.4.

The values slored ill the registry keys may he reset to default hard-coded values

by the method r;rcatcRegistrykrys if ei thor of the arguments reset or eth reset
are passcel Lo the application at launch.
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eth
Input argument selects nogprs
user interface and reset
configures application eth reset

kill

start user interface thread

create registry keys

sta rt timer thread

open SD card

open wireless node UART

print user interface

initialise logging thread

test logging media

create data file directory
on logging media

start logging thread if not
already started

initialise FTP thread

start FTP thread if not
already started

stop data capture

close GPRS connection
terminate all threads

End

Figure 3.2: The class Gat('wayEngine

Tbc method o]JcnSD('anl ensures that. tbc values in the registry arc set to ensure

that the memory card is initialised after the start. of the OS. A test of th direc-
tory structure of the card is performed to determine if (a) the card exists (b) the
c(1H1is mounted with the correct pat h name ill the OS. Data packet capturing is

not started if either of these tests fail.

The GSM modern is only powered Il» and initialised to accept a remote GPItS

connection from the Internet if eithor no arqunietit. or all invalid arqumcni is

passed to the application. The power supply 011 the communication module is
cycled Lo ensure that the CS!'.1 modern is in a reset state and disconnected from

the GSM network before its initialisation begins.
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The data logging and FTP threads are initialised only if they're not already in

execution. The presence of the memory card storage media is confirmed and a

new logging directory is created if it does not already exit. The logging and FTP

initialisation methods are part of the method runninql.oop, a continuous loop

that ensures the continual capture of data and FTP functionality when enabled.

The GPRS connection is managed hy modemConnectionManageT which permits

the application to keep track of the connection state of the GSM modem at all

times during G PRS and FTP connections.

The application may he terminated by entering quit at the prompt in the main

menu or kill apps in the uiils menu. kill apps sets a value in the RemoteKill reg-

istry key which forces the termination of all instances of the gateway application

that may he executing OIl the OS which is useful if an application has stopped

functioning allel cannot be terminated via its user interface. These commands are

functional only when the application is being accessed through a command shell

via ...), Tclnet client; resetting of the gateway is permitted by the reboot command

and is functional via all interface connections.

3.4.2 Data reception and storage

3.4.2.1 COMO Data Received event

Packets of data of a defined size arc receiveel from the wireless node through

COMO, a virtual COM port provided by the installed FTDI VCP driver, which is
opened and configured by the class UART in the source code. COMO':::;DataRe-
ceiued event in the class UART, a.e..; shown in Figure 3.3, is triggered after the

specified number of bytes have been received [rom the node.

The number of bytes received by!,('sR('ccivfrl is added to tho poi nter

MOTE_UART_Dataln_ Lo test that their sum is less than MAX_IN_BUFFER_SIZE.
The Il w data is copied Lo the buffer ronulvodo Datahi allel the pointer

MOTE_UART_DataJn_ incremented by bytcsReceived if this condition is true oth-

erwise MOTE_UART_Daf,aln_ wraps to zero Lo prevent a buffer overflow, lost data

and undefined application operation.
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The received data is copied to a TCP socket if the flag streamData is set by
the user interface. This permits a remote user to monitor the raw data packets

received from the wireless sink node.

Dauilieceiued event is executed in a separate thread which is managed entirely

by .NETCF. The code for the Douilieceiued event was kept to a minimum to
ensure that it was executed in as short a time as possible to permit high data
throughputs.

set flag pointerWrapped to true
endOfLastPacket = dataln pointer
set dataln pointer to 0

read received bytes from
serial port into buffer

copy received bytes
to TCP socket

increment dataln pointer
by number of bytes
received

F

Figure 3.3: The DoioRcceiucd event is triggered when H defined numher of bytes are received
in COMO's U Anr hullor.
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3.4.2.2 storeD at a method

The purpose of the method siorellaia in the class Logg'ingThread is as follows:

- create a new data file when a change of date is detected
- compress the previous day's captured data file and modify its extension
- parse the data stored in the buffer rawNodeDataIn for packet headers

- convert packets from binary into equivalent ASCII character codes

- place a timestamp derived from the system clock into the converted data
- write the tirncstamped data to a data file 011 the SD memory card

stoielraia starts by comparing the system date with the current logging date in

order to determine if a new day haf) started and if the previous day's data file
needs to be compressed. If a. new day is detected, a listing of the logging direc-

tory all the memory card is performed and any uncompressed data files found are
compressed in the gzip format by the method compressl.oql/iles. A new data file
with the current system date is created ready to receive converted data.

The in and out burrel' pointers, MOTE_UART_DataIn and MOTE_UART_DataOut
rcspcct.i vcly, arc compared to each other and data packets read out of the buffer
at MOTE_UART_DataOnt if it is less than MOTE_UART_DataIu. This ensures

that only the most recent data is converted and stored all the memory carel. A flag
pointer Wmppcd is sel and cndOjLnsIPac!,;c>t ini tlaliscel in the UA RT. DataReceived
event whell pointer MO TE_UART_DrdaIn wraps around to zero in order to over-
ride this comparison. pointerWmppcd is only cleared when MOTE_UART_DataOut
wraps around La zero thus reinstating the buffer point I' comparison.

By definition, all data packets transmitted by wireless nodes executing TinyOS
b 'gill ~U1dell~l with all id ntificr hex 'lE. A parser locates the addresses of the
packet identifiers within the data stored in the buffer which cl .fincs the boundaries

of the data packcts. Each data packet is copied from the buffer and converted
into readable ASCII characters and concatenated with the StringBuildc1' array sb.
Tbc pointer MOTE_UART_Data()ut is incremented during the packet conversion
and wrapped around to zero if C'ndOjLastPackct is exceeded.
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Ten converted packets arc accumulated in sb before being written to the data file
to limit the number of function calls to the to the system clock, to reduce the

number accesses to the memory card and data file. peeket.Counter reset to zero
and sb is reinitialised with a timestamp ready for the next set of packets.

dato.Store executes within a continuous loop that is exited when the gateway

application is terminated, as shown in Figure 3.4.

3.4.3 File transfer

The class F'I'P'Thretul contains the method sendLogFiles that is responsible for

the scheduled or forced transferring of compressed data files stored on the mem-
ory card to a remote server located 011 the Internet by either the Ethernet or
GSM connections. The connection options, server lP address, usernames and

passwords may he configured by the user in the ftp menu item in the user inter-
face, as shown ill section 3.4.4. Uscr-coufigurable iteration counters and timers
are implemented to ensure that several attempts arc made to establish a connee-
Lion to the Int.eruct and to complete the FTP file transfer if ei ther fails during

its operation.

This sec-tion discusses the control loop structure of sendLogFiles and file transfer

via, all Ethernet ronnoetion only; the transfer of files via a GSM connection is
discussed ill section 3.4.5.

sendLogfile8 consists of three nested loops: tbc first loop is continuous and con-
tains the code to perform the file truusfor. It is exited when the gateway appli-
cation is terminated; the second establishes a connection, at the scheduled time,

(,0 the Internet and remote FTP server and initiates all FTP session; the third

performs the file transfer via the configured connoetion type and the termination

of the FTP session and Interne!' connection.
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create new data file

compress previous day's file

MAX_BUFFER =
endOfLosrPocket

MAX_BUFFER =
UART.MAX_buHer

parse data in buffer to locate

packets bounded by hex 7E

Initialise locolPackerLengrh

convert packet of length

locolPocketLength starting

at daroOur into ASCII

Figure 3.4: The dn/,aSlor'(' method checks for new data stored ill buffer mwNodeDa/nIll. which
it parses to locate packcts hounded hy tho identifier hex 7E. The pack its of dat.a arc conver ted
Lo ASCl I cluuactcrs and accumnlatcd ill sb. TC'l1 accumulated packets are written Lo tho data
file at. a t.imo to reduce the 1l1l1l1])C'r of IH'('C'SSCS to t hc memory ('r1J'(].
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3.4.3.1 sendLogFiles control loops

The first or main loop in sendLogFiles polls the registry to obtain the most recent

configuration of the data file directory and the scheduled file transfer time and is
executed every ten seconds to reduce the frequency of access to the registry a.nd
system clock, as shown in Figure 3.5. A comparison of the system clock and con-

figured transfer time sets a flag start.File'Iransjer if a match is found. The time

comparison may be overridden by the flag [orceiietuil.oqs: which is set by a user
wishing to force the transfer of ally stored files before the scheduled transfer time.

The variables connect.Attempts, interval and F'I'Ptrtinsport are initialised with

configuration values read from the registry and the second loop entered if ei-
ther sta;rtFileTransjeT or [orceiiendl.oq«: is set. The secon I loop iterates and

decrements cotuiect.Aticnipts at a period of interval seconds if the Internet con-
neetion attempt or establishment of an FTP session via the configured transport
option fails. The second loop exits when cotuiect.Aiiempts reaches zero and the

programuie execution returns to the main loop until the following scheduled file
transfer occurs. If a successful connection to the Internet and FTP session with
the remote server arc established, the Hag s('rulFilrs is set and the second loop
exited.

The third control loop is entered if the Hag .'3mdFiles is set and sends the com-
pressed dat.a file. A successful file transfer or any failures that occur during it
result. i Il th ten IIi nation of the Internet connection and FTP session. The third

loop exits and the programrue execution returns to the main loop.
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Figure 3.5: The FTP fil(' Irausfor process is performed hy srndLogPilrs and consists of three
loops: t.hc r-irst.or main loop executes every IDs and is exitcel when the npplicat.ion is terminated:
the second loop aLLelllp!.Hto connect Lo t he lutcruct and establislt all FTP session: the third
loop performs the file transfer und t criuinat os the FTP and Internot connection.
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3.4.3.2 FTP session initialisation

The second control loop, as shown in Figure 3.6 attempts to connect to the
Internet and establish an FTP session with a remote server at the lP address re-
trieved from the registry. The server login details are retrieved from the registry
and initialise the variables seruerl P, user Ncme and pass Word. The user configu-

ration determines the connection options: Ethernet or GSM modem. This section
discusses FTP via an Ethernet connection only; FTP via a GSM connection is
discussed in section 3.4.5.3.

The method Openinternet in the cJéU.,S Win32 is called to instruct the OS to open

an Internet connection 011 the Ethernet port. If the connection attempt fails. the
second loop exits and the main loop resumes control. If an Internet connection is
established, a sub loop is entered to attempt the opening of an FTP session with
the remote server by the method OpenFTPsession in the class Win32. The sub
loop is iterateel up Lo conncctA tienipt s at a period of interval seconds if an FTP
session i:-iunable to be established. If connect.Attempts reaches zero, the Internet
connection is closed by the method Closeluiernet; the sub loop exited and control
returns to the main loop. If all FTP session is established successfully, the flag
scndPilrs is :-ietand the su bloop and second control loop arc exited.

3.4.3.3 FTP file transfer

The third controlloop, as shown in Figure 3.7, is entered if the flag sendFiles is set
and the varia bles logFilr Exiensioti and sentLogFileE.'Etension arc initialised from

the registry. A file listing of the logging directory where the stored data files are
located is performed. Those files with all extension matching logFileE.'Etension arc
sent to the FTP server by the method WritrFilcByFTP in the class Win32. Any

error that occurs du ring the transfor results in the torruination of the Internet

rouneetion and l~TP session and the loop exited. Th ext nsions of data files
transferred successfully arc renamed to scntLogFilrExtension which ensures that

the same files arc 110L transmitted again in subsequent FTP transfers; the Internet
connection and FTP session are terminated ami the loop exited.
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read registry: serverlP, username, pw

F

call Win32.0penlnternet

F

counter = connection attempts

call Win32.0penFTPsession

T

close Internet
exit loop = true
sendFiles = false

Figure 3.6: All FTP sossion is ostahl isliod ill till' secoud cont rol loop hefore a data file is
\Ipleaded to il reinote server. A SI1 b-loop decrements counter to cnsi I re that several at.tem pts
an' rnaelo 1.0 ost.ablisl: HII FTP session.
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F

read registry: extension of sent data file

read registry: connection type

get logging directory listing

read filename from directory listing

display error message

Figure 3.7: TIlC' third control loop is cutcrcd if tllC' lIag send.Fiies is set and transfers all
previously III1S('lIt ('0111presscel da t a f los. Tile FTP sossion and Internet connect ion arc closed
after tilt' file trnnsfcr».
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3.4.4 The user-interface

The gateway application incorporates a user interface (UI) found in the class

Console Userlnterface that permits the configuration of the application and trou-

bleshooting of the gateway hardware. The UI is text-based and is presented as a
hierarchical system of menus and sub menus each pertaining to a specific func-

tion offered by the application. The UI runs independently of the data logging

and file transfer operations penni t ti ng real- time control of the application and
gateway hardware. The user interface is accessible through either a Telnet client

or terminal emulator depending on the arguments passed to the application, as
discussed in section 3.4.1.

Assistance ill the form of explanatory messagcs and examples of acceptable con-

figuration argument ranges and formats are provided to the user in each sub

menu during configuration. The configuration values that are displayed in the
slib menus arc retrieved from the keys created by the class GatewayEngine in
the OS registry; any altereel configuration values are written back to the same
keys where they arc available for immediate use hy the remaining classes in the
application. The 111el1l1hierarchy is shown in Figure 3.8.
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Set time JI time lSet date

Date and time
Global FTP settings

I setup GSM FTP settings
Ethernet settings
Logger settings
GSM settings

Storage media
Log directory

log
Data file extension
Sent data file extension
Stop logging
Start logging-,

ftp t Selection] Ethernet] t GSM j
+ + +

GSM connection
Username

Username
Ethernet connection Password
Connection attempts

Password
Server lP address

Attempts interval
Server lP address

Hostname

GSM module type Resend attempts
Power - GPIO bank Resent interval

gsm Power - GPIO pin Receive timeout
Reset - GPIO bank Transmit timeout
Reset - GPIO pin

Force FTP transfer Open mote
Stop FTP Open SD card
Open stream Dir SD card

[utilities Stop stream Dir NAND flash
Get lP Dir log directory
Open GSM Kill apps
Close GSM Reboot system

[stream Ethernet Destination lPJ
Outgoing port

help Display menu listing

quit Terminate application

Figure 3.8: Gateway application I1Sel' interface structure
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3.4.5 GSM control

Little mention has been made thus far about the GSM functionality of the gate-

way communication module. The design process was structured in this sequence
in order to have a stable and operational software framework on which to begin
the development of the more intricate GSM control software.

An investigation to ascertain how a GPRS connection is established by WinCE
was undertaken. It was found that Dial- Up Networking and Connection Man-
ager modules are employed by WinCE to manage GSM modem control and to

establish GPRS connections to the Internet (Microsoft Corporation, 2004).

In addi tion, it was found the use of Dial- Up Networking and Connection Manager
have complex Plnvoke and argument marshalling requirements when controlled
programmatically from .NETCF. The lack of a GUIon the gatewa.y platform
prevented the use of in-built user controls in these modules to configure the GSM
modem ami connection settings. The use of these modules was abandoned and

it was decided to write the software necessary to control anel configure the GSM
modem, to manage its power requirements, councctiou status, and tirning when

interfacing to the GSM network. The FTP and TCP lIP stacks incorporated

into the GSM moelem were used Lo perform the required file transfers and to
implcment a GPRS interface to the gateway.

3.4.5.1 Modem initialisation

The initialisation of the microprocessor's UAnT connected to the communication

modulo and the GSM moelem is performed by the methods openModem and init-
GPRSscr"ucr in the class GSM which are called after the launch of the application

(refer to section 3.4.1). Power to the GSM mod ni is cycled to ensure that its

serial interface is ill a default state ready to receive commands and data from the
application.

A period of approximately 20 seconds is required for the GSM modem to be reg-
istered 011 the GSM network. The AT command ATEO is sent to the modem to
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test the functionality of the serial interface and to terminate the default echoing

of transmitted characters back to the application. The modem responds with OK
which confirms the the functionality of the serial interface. The modem power is
cycled and the initialisation is attempted again if an OK response is not received.

The following configuration sequence is applied to initialise the modem to receive
ePRS connections from the Internet:

PDP context definition

The method dcfinePDPcontc.Tt configures the Packet Data Protocol (PDP)
context which determines the packet structure of the data to be transmitted

across the network and the Access Point Name (APN) connection to the eSM
network. The modem is configured to send lP-type data and to connect to
Vodaeoni's unrestricted APN which permits incoming connections to a device

registered all the eSM network.

GPRS socket configuration

The method conJ7:.(]7t'rcGPRSsockrts configures a socket within the defined PDP
context which permits a epns connection from a remote dient on the Internet.

The GrRS socket is configured so that the TCP lIP packet size is 1000 bytes

and the transmit timer is set to 50ms. The transmit tinier ensures that a
packet which is only partially full is transmitted to the Internet.

Socket answering behaviour configuration

The method configurcSockclAutoansw('r configures the modem to answer an
incoming ePRS councctiou 011 the defined socket automatically and to send
the response CONNECT to the application.

PDP context activation

The method activatePDPconte:rt; activates the PDP context defined at the
start of the initialisation soqu nee, The network allocates a public lP address

to the modem which is sent to the application.
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Firewall configuration
The method configureFirewall configures a. firewall incorporated into the mo-

dem as a means of filtering the connection requests to the modem. An lP filter

may be configured through the user interface which permits connections from
a range of lP addresses to be accepted.

Listening socket configuration

The method config'U'reListeningSocket configures the modem to receive GPRS
connections 011 a specific lP port that is bound to the socket defined earlier.

The lP port number may be configured through the user interface.

3.4.5.2 GPRS communication

The modern is configured to receive connection requests from remote TCP lIP
clients on the Internet after the completion of the initialising sequence. The

method modemllnio.Receiuer in the class UART receives responses sent by the
modem over the serial interface. The responses are parsed for text such as OK
or CONNECT and me trackcel by a, state machine in the method modemConnec-
iion.Mosuuje: which determines the operation of the application.

1£ a valid connection request is received from a remote client, the modem sends

the response CONNECT which changes the application's operational state from

LISTEN to CONNECT. The CONNECT state is detected by the methods print-
ToConsole and r-earlPromConsole in the class Console Userlnierjace which steers
the application's user interface to the GSM modem's UART. The modem wraps

the text to be sent with TCP lIP headers and transmits the resulting packets to
the client vilt the Internet. Similarly, packets sent by the remote user are received

by the modem and the TCP lIP header data stripped away permitting the text

to be sent to the application via the serial interface.

All data received from the modem is parsed by ïuodem.Ilaio.Receiuer for the re-

sponses NO CONNECT or AJJORT which indicate that the remote client has
heen disconnected or that a network error ha,') occurred. The application's oper-
ational state is changed to NO CA RRIER and the GPRS listening socket is reset
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and reconfigured to accept subsequent GPRS connections. The application's op-
erational state is changed hack to LISTEN which steers the user interface back
to the interface-type configured at the application launch.

3.4.5.3 FTP initialisation

The PDP context established during the initialisation of the GSl\1 modem per-

mits the transfer of files by FTP to a remote file server by means of its inbuilt
FTP stack. The GSM modem requires additional configuration in order to trans-

fcr files at the scheduled time or when forced to do so by a user (refer to section
3.4.3.1).

scndLogFilcs calls the method openFTPlink, if the user has selected a file transfer
via the GSM connection, which configures the modem to establish a session with

a remote FTP server before the start of a file transfer. opcnFTPlink performs
the following additional configuration:

GPRS socket shutdown
The modcru is configured to receive incoming requests for communications

on the defined GPRS socket. The GPRS socket must be disabled temporar-
ily to permit the transfer of data via FTP and reinstated at its conclusion.

The socket is shutdown hy the method sliuidounuiocket and the application's
oporatioual state changcel LoFTP_INIT.

Modem handshaking
The method sctModcmHandshaking configures the modem's serial interface to
usc Xon/Xoff handshaking Lo control the stream of data sent to it during a

file transfer Loprevent data buffer overflows from occurring. The rate of data
transruission is dependent 011 the throughput capability of the GSM network

at the time of transfer which may be slower than the data transmission rate
of the application.
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Data is sent a. byte at a time to the modem's serial interface hy the method
sendBllffcr in the class UART until the modem responds with an Xoff char-

acter when its buffer cannot receive further data.

modemDataReceiver receives this character and pauses the transmission of

data to the modem. The modem sends an Xon character once the data in its
buffer has been transmitted which resumes the flow of data to the modem.

Establishing an FTP session
The method openFTP in the class GSM establishes a session with a remote
file server at the lP address or hostname and logs on to it with the configured
usernanic and password. All lP address for the hostname is resolved by a

Domain Name System (DNS) query performed automatically by the modem.
It may take several seconds for a session to be established with the server and

is dopendent 011 the data throughput of the GSM network at the time of the
transfer. The flag sendl/iies is set after the session is established.

If ally of the above configuration steps fail. the file transfer is abandoned, open-
FTPlink is exited and the programme execution returns to the calling loop (refer
Losection 3.4.3.2) where several subsequent attempts to send the file are made.

3.4.5.4 FTP file transfer

The transmissiou of a file begins after the successful establishment of an FTP
session with tho file server. TIle third operational loop, as discussed in section

3.4.3. L, is entered if the flag scndFilC's is set and the variables logFileExtension
and scntLogFilegctension are ini tialiscd from the registry. A file listing of the
logging directory where tho stored data files arc located is performed. The name

of a file with all extension matching logF'ilC'ErtC'nsion is passed to the method

7mtFTPJilc ill the class GSM which creates a ncw file of the same nam on the

server.

The method .wmdFile in the class FTPThTCa.d (refer to Figure 3.9) transfers the

data fiIe Lo the modem for transm issiou Lo the newly created file on the server.
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Any error that occurs during the transfer results in the termination of the FTP

session and the loop is exited. The extensions of data file transferred successfully

is renamed to sentLogFileE.xtension which ensures that the same files are not
transmitted again in subsequent FTP transfers. The transfer process is reiter-
ated for each file found in the directory file listing as shown in Figure 3.7.

The method closeFTP terminates the FTP session by calling the method di-
connectingFTPsession. The modem Xon/Xoff handshaking configuration is re-

turned to none by the method clearModemHandshahng as handshaking control
is not implemented elsewhere in the application. The application's operational
state is changed to FTP_CLOSED which is detected by modemConnectionMan-
aqer. modemConnectionManager calls enableSocket which reinstates the GPRS

connection or configures the modem to receive subsequent GPRS connection re-
quests. The application's operational state is changed to CONNECT or LISTEN
depending 011 the state of the application before the initialisation of the FTP
transfer.

The programme execution returns to the main control loop in setuil.oqlciles.

3.4.5.5 The operation of sendFile

The method sendFilf sends a data file Lo the GS}.! modem which transmits it
to a reinote file server after the FTP session has been initialised and a new file

created 011 the server. Figure 3.9 shows the programme flow of sendFile which is
discussed in detail ill the following section.

The data file Lo be transierred is opened for reading and the variable bytesRe-
mcinisiq initialised Lo the number of bytes contained in the file. The file is read
ill packets of lip to 300 bytes which are sent to the moelom a byte at a time by

the method scndfl71fj'c1' in the class UART. bytpsRemaining is decremented by

the number of bytes sent to the moelem during the transmission and indicates
that the entire file has been transferred when it reaches zero,
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Xon/Xoff handshaking is implemented to ensure that the modem's input buffer
is not over loaded with data from the application, resulting in possible unde-

fined modem operation or data loss. Xon/Xoff handshaking utilises two control

characters, Xon = 17 and Xoff = 19, to control data flow and are sent to the
application via the serial interface. Xon is sent when more data may be sent and
Xoff when the data transfer must stop. Handshaking is implemented in one direc-

tion only, from modem to application. as large amounts of data arc not received
by the application during a. file transfer thus negating the need for handsha.king

in the other direction.

The method modcniiuiialieceiuer, which executes in the thread modemHand-
shake'Thread, receives the Xon and Xoff control characters which set or clear
the flag siop'I'X. siop'I'X is utilised by sendBuffcr to stop or resume data transfer
to the modem. A timer, which is clocked by an application tick, is implemented

in 8cndBuffcr to ensure that the method is cxi ted if an X on character is never re-
ceived from the modem preventing the application from remaining in sendHuffeT
indefinitely. The programuie execution leaves 8cndBufjá and returns to sendFile
OIlC(' the data has been sent or timeout has occurred.

TIle loop ill sfnrlFilf iterates until bytfsRcmain'ing reaches zero or a timeout from
scndBufj'('_7' is detected allel the data file is closed for reading.

All enol' message is displayed on the user interface if a timeout in scndB'llffcT oc-
curred to alert the user of a potential file transmission error. An escape sequence

consisting of three consecutive + characters is sent to the modem to bring it out
of data uiodc and place it into commanel mode by the method sendEscapeSe-
quenee ill the class UART. scnrlPilc is exited am! programme execution returns

to sendLogFilcs.

If no ti rueout error occurred ill 8fTl,dBUff(,T and bytcsRcmaining reached zero, a

tim r is startcel to ensure that the final packet in the modem buflcr is transmitted

before sending the escape sequence to it.
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sendFile is exited and the programme execution returns to sendLogFiles.

r----------------------------------------l, ,,,

F

monitor modem

for connection

status responses

modem Data Receiver

Figure 3.0: The methods 8('ndFilp and modemilaio.Receiver
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3.5 Summary

This chapter discusses the choice of a suitable multitasking operating system for

the gateway and the reasons for selecting Windows Embedded CE. A discussion

of the tools Platform Builder and Visual Studio required to configure, build and
deploy a Windows CE image to the hardware platform is given. The purpose
of the bootleader programmes FIRSTBOOT and EBOOT generated during the

building of Windows CE, their deployment to the hardware and configuration is
described. A procedure to deploy the Windows CE image to the hardware plat-
form using the bootleaders and Platform Builder is given. The .NET Compact

Framework is introduced and reasons for its inclusion ill Windows CE are cited.

The dovelopmout and deployment of the test and gateway applications is done
in the high-level language C# which requires the .NET Compact Framework in

order to be oxccu teel.

The dcvclopmont of Illochdes of software to perform various functions such as
accessing the Windows CE registry or memory card to be incorporated in the
gateway application is described in detail. This if) followed by the development

of the gateway application that ha." fiv broad categori s of operation which are
discussed at. length: iuitialisation, data reception anel storage, file transfer, the

user interface and GSl\1 functionality.

The chapter concludes with the description of the control of the GSM modem
011 the gateway communication module, the initialisation required to permit a

GPRS connection Iroin a remote client and the trausf rring of stored data files
via FTP to a r nuotc file server on the Internet.
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Chapter 4

Hardware Development

4.1 Overview

The following chapter discusses the development and implementation of the final
hardware design of the gateway based on the requirements and specification listed
ill section 1.4.2. A high-level block diagram divides the design proposal into
functional modules with their interfaces which are discussed in detail. Particular
attention is paid to the power supply which is required to supply its output

voltages ill a specific sequence at. startup. The chapter concludes with details
relating to the layout and production of the printed circuits boards required for
the study.
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4.2 Gateway system modules

A gateway was required to receive and store packets of data sent by a wireless
sensor node through its USB interface in a persistent memory. Periodic transfers

of the stored data to a file server located on the Internet was also required. In
addition, a configurable design that permitted several Internet connection types
to be used for the file transfers was required. A fixed Ethernet interface wa.')
included in the design which provided a wired connection for access to the Inter-

net. In order to satisfy the requirement of an additional, cotifiqurable Internet
connection, the concept of a separate communication module incorporating any

one of several Illternet connection interfaces that connected directly to the main
gateway platform was conceived. The communication module designed for this
study incorporated a GSM modem permitting the deployment of the gatewa.y
into environments without access to a wired Ethernet connection.

Due to the reinote nature of some of the possible deployment environments, the
gateway was required to be able to be powered from a battery source and the

power cousumption required to 1)(' less than 3,5W during normal operation even
at. clovatod ambient temperatures.

A block diagram ill Figure 4.1 shows the topology of the overall system and the

modules with their interconnections relating to the system functionality required
Lo satisfy the specification. Details, such as part numbers and power consump-

tion, regarding the spcci nc COlll poncuts employed in the design are reserved for
discussion in section 4.3.

The AIlM9 microprocessor selected in section 2.2.2 was the central component in

the design as it. provided the ll('('C'ssary peripheral functionality required by the

specification.
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USB interfaces

The microprocessor incorporates a USB 2.0 complia.nt host port which was
required as an interface to the wireless sensor sink node linking the gateway
to a wider network of sensors.

IIEEE802.3 wired network _] Communication module

1 ~--------------------
Input: 8-15VDC

HAG 8P8C (RJ45) __t
header socket power supply "\V"

3,8V 2,8V

GPIO [ Ethernet PHY GSM/GPRS

header modem r---
RMII - - -- ------- -------,

USB A host
JTAG Control signa Is

socket fj SPARE 10 ARM 9 Commication UART

HOMA/HOPA microprocessor Debug UART

1~DOM/DOP Terminal UART
USB B device

I---
socket 2 ~I ... N 0

Vl ~ rl
"1 ~ ~

u ei o c:
0 « 0 A Bu

USB B device ~ EEPROM SDRAM UART to USB
socket 1

~
8KB 64MB converter

2

DATAFLASH .. NAND FLASH5V II+1,8V II+3,3V I

t t t 8MB r-- ~ 256MB

power

supply SD/MMC card

t interface

Input: 8-15VDC I USB

+

Figure 4.1: Gateway top-level block diagram

The USB bost was terminated in a USB A socket and connected to the gate-
way's 5V supply rail to supply the noele with power.

The design incorporated a USB JJ socket that serves a dual function depending
on the setting of several configuration jumpers:
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- the gateway may be configured to behave as a USB device when connected

to a PC for example when the bootloaders were written to

the gateway by SAM-BA

- the USB to serial converter required a suitable socket when connected to

a PC executing a terminal emulator

Provision in the design was made for two USE E sockets in case both of

the requirements listed above were needed simultaneously; only socket 1 was

populated during the gateway PCB assembly as the dual functionality was not

required in this study.

UARTs
The microprocessor has three UARTs: a debugging port used d ming the con-

figuration of the bootlaaders and for the display of OS initialisation messages,

and two for serial communications with the communication module and the

USB to serial converter.

The USB to serial convcrter provided two independent UARTs, A and B.

Port A was conneetcel directly to the microprocessor's UAnT employed hy

the gateway application when a terminal emulator is the application's user

interface; lort B wa." connect d to a set of configuration jumpers which permit

it to he steereel La either the processor's debug port or the communication

moelulo. Tbc latter of these wa." found to be a necessity during the verification

of the communication module after its assembly.

Ethernet interface
An position 8 contact (8P8C), couunonly referred to as an RJ45, socket

was used ill the design to provide the gateway with a connection to a wired

Ethernet network. A 1 hysical Interface (PHY) IC links the 8P8C connector to

the microprocessor's Reduced Media Independent Interface (IlMIl) bus. The

RMII ititerface is a reduced version of the full MIl as it uses between 6 and

10 of the original lG signals only and is capable of supporting data rates of

10Mbps and ]OOMbps between the PHY and microprocessor.
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User 10
The specification required that several unbuffered 10 pins on the microproces-
sor were to made available on a PCB header to permit their use for the control
of auxiliary equipment. The microprocessor control signals wakeup and shut-
down were made available on the header though they remained unused.

JTAG interface

The microprocessor's JTAG interface was made available on a PCB header
socket to perluit debngging functions such as single-stepping through low-level

coele or boundary scans when necessary and was included for the sake of a

holistic design. The header for this interface was not populated during the
PCB assembly é1S the JTAG interface was never required during this study.

System memories

The design incorporates several memory devices that serve different functions.
The 256MB NAN D Hé1,'.,]J memory stores the Windows CE image, hive-based
registry and the gateway application. It has an 8-bit parallel data bus which

is conneetcel La lines 0 to 7 of the microprocessor's 32-bit parallel data bus.

The microprocessor incorporates an SDRA~1 controller which provided the

necessary signals Lo control two SDRA~I memories connected to the micro-
processor's data bus. Each memory IC has a lG-bit parallel interface that was
connected to lines DO to DIS and DIG to D31 of the data bus respectively. The

couibincd mcmory capacity of the two ICs equates to 64MB which corresponds
to a total of 1G384 32-biLwords.

An 8MB dataflash was used iIl the design La store the bootleader applications

FIRSTfJOOT, EfJOOT and the configuration of NAND flash. The dataflash

has an SPI interface which is shared with the SDIMMC memory card interface.

SD IMMe memory card interface

An SD IMMC memory card was chosen to provide the persistent storage medium

for the data received Irom the wireless node as they provided excellent storage
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densities in a very compact form factor. Many of these memory cards sup-

port multiple electrical interfaces such as the SPI bus, one-bit and four-bit SD

buses. A four-bit SD interface was implemented in the design which permits

data transfer rates up to 100Mbps.

Power supply
The power supply is responsible for providing constant voltages to the compo-

nent supply rails in a hardware design. It is also responsible for ensuring that

the hardware is protected against reverse polarity connections from the main

power source.

A two-stage power supply consisting of a switched mode pre-regulator followed

by linear regulators was incorporated into the design. A switch cl mode pre-

regulator ensured that power losses and heat dissipation were kept to a mini-

11111111 if all elevated voltage source was applied to the gateway. This resulted in

improved efficiency of the supply as well as coustant power consumption over

Ct wide range of illput voltages. The specification required the gateway to be

polarity protected and functional over an input voltage range of 8V to 15V DC.

Tbc outpul of tho pre-regulator was required to supply the linear voltage

regulators and Uw USB host socket to power the wireless node and USB to

serial convcrter with !jV. Two low dropout (LDO) linear regulators were used

Lo deliver 1,8V and 3,3V Lo the microprocessor core and the remainder of the

circuit respectively from the !jV supply.

Communication mod ule

A GSM modern was incorporated into the communication module designed

for this study. Other technologies suitable Ior connecting to the Internet such

as Bluctooth or WiFi radio modules I1lRy he incorporated into subsequent re-

designs of Uw counnnnication moelulo provided that the communication and

control interface remains compatible with the interface on the main gateway

PCB.
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The communication and control interface consists of a 9-wire serial port imple-
mentation including handshake and data signals, 3,3V from the gateway PCB

and four control lines. Three of the control lines permit the gateway applica-

tion to manage the power supply of the communication module and status of
the modem. The fourth control line permits the monitoring of the modem's

power status, however this was not implemented in the gateway application.

The power supply of the communication module used a similar design topology

as the gateway's supply and WeLS specified to operate over an input voltage

range of 8V to 15V DC. The switch mode pre-regulator was configured to
regulate its output to 3,8V which supplies power to the GSI\l modem and

an additional linear regulator; the linear regulator's output voltage of 2,8V

supplies the GSM modern's communication interface.

4.3 Design implementation

This section discusses the implementation of each of the functional modulos intro-

cluccd ill tile previous section ill detail. Schematic diagrams of the final gateway
allel comuuuucatiou module designs may he found in Appendix B.

4.3.1 Microprocessor and memories

ThC' AT9lSAM92GO microprocessor (U4) by Atincl was selected for lise 111 the

gateway dosign as it illcorporates the peripheral features required to fulfill the
specification 0(' this study (refer to section 2.2.2). The circuitry of the micro-
processor and memory components form the central processing cor of the design

WH.'" based 011 the microprocessor's datasheet (Atmcl Corporation 2009d) and the

circuit schematic supplied with the AT91SAI\192GO evaluation kit (Atmcl Corpo-

ration, 20(7). Tile oirr-uitry of the processing core was incorporated unmodified
into the design of the gateway Lo ensure that, the bootleaders allel OS developed

previously still Iunctionod aftel" their deployment Lo the new gateway hardware.
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Clock sources
The microprocessor incorporates a clock generator module which consists of a
main oscillator, two phase locked loops (PLL) and slow clock oscillator which

derive their clocking somces from external l8.432J\IHz and 32.768kHz crystals
(Yl, Y2) respectively. The Real-Time Timer (RTT) module is used by the
OS to count elapsed seconds and receives its clock source from either the slow

clock or internal RC oscillator depending on the state of the OSCSEL pin;
OSCSEL was pulled high, enabling the slow clock oscillator source.

The values of the PLL second-order filter network (R13, CID, Cl l ) on the PLL-
RCA pin were set to the same values as those OIl the evaluation kit schematic

to ensure that its operation was functional in the final design. The PCB traces
to the network wore kept short to minimise degraded performance and high
quality X7R capacitors and 1% resistors were used during its assembly.

Mierprocessor reset
The processor pius, shutdown SHDN and wakeup Wf(UP were pulled up to

the] ,8V core supply with nEl and lOOkst resistors respectively and were
made available 011 a PCB header (P4) ill aso of a future requirement.

Tbc microprocessor reset pin NRST has active low, bi-directional Iunctionali ty
and wa...,pulled high to the 3,3V supply rail with a lkst resistor. NRST may

behave as an output and be asserted hy the the microprocessor to execute a

reset. of devices connected to it; or it lllay behave as an input to reset the

processor and other devices when asserted low by a pushbutton switch (SI)
COllll ctcd to it. The Ethernet PI-lY and dataflash memory arc connected to

tho NRST and arc held in a reset state whil NRST is asserted low.

Memory interface
The External Bus Int irfaco (EBI) Iacili tatcs the control and access of cxtcr-
nal memory devices such as the NAND allel SDTIAM memories and ensures

the successful transmission of data between these memories and th Memory
Controller of the ARM processor core.
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SDRAM memories
The SDRAM controller provides the microprocessor with a configurable in-

terface to l6-bit or 32-bit SDRAM devices and supports 8. 16 or 32-bit data
accesses. In addition, the SDRAl\I controller supports several CAS latencies
1, 2 and 3 and optimises the read accesses depending on its frequency. All
the address clocking, the timing of the data transfers on the bus and control

signals such as RAS, CAS and bank select required to interface to an SDRAl\l
memory are generated by the SDRAM controller.

Two 32MB SDRAM memory ICs (U5, UG). the l\lT48LC16M16A2P-75 (l\Ii-
cron Technology Incorporated, 2011) hy l\licron, were utilised in the design.
Each IC has a, l ê-bit parallel interface that was connected to lines DO to D15

and DIG to D3l of the microprocessor's data bus respectively. Several of the
microprocessor address lines AO to A17 were connected to the SDRAM address
inputs and control line DQML; the remaining control inputs CS, WE, CAS and

RAS were connected to the corresponding outputs on the microprocessor, as

shown in the datasheet (Atllle! Corporation, 2009a).

NAND flash

Tllc 25GMB NAND Hash IC (U7), a K!JF2G08UOB (Samsung Electronics,
20(8) by Samsuug, has an -bit parallel data interface that is connected to DO
to D7 of the microprocessor data bus. The remaining control signals CE, ALE,

RE, WE, CE and R/E arc connected to the microprocessor pi ns according to

the datasheet (Atrncl Corporation, 200gb). The NAND Hash is controlled by
dedicated circuitry iIJ the EEl which negate's the need for external interface
circuitry.

NAND memories contain invaliel blocks with bits that arc faulty. Samsung
identifies bad blocks by programming their first pages with data other than hex
FF which must be detected by the user application and avoided in normal usc.

Additional bad blocks ill the NAND Hash may occur with time and usc. An
Error Corrected Code controller (ECC) is implemented in the microprocessor

to detect aud correct errors ill the' data retrieved from the NAND flash. The
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ECC is has the ability to correct single bi t errors and to detect 2-bit random
errors; data with two or more bit errors is not able to he corrected by the ECC.

Dataftash
The 8MB Dataflash IC (U8), an AT45DB642D (Atmel Corporation, 2011) by
Atmel, has an 8-bit parallel and ct serial SPI interface consisting of SCLK,

MOSI, MISO and CS signals. The SPI interface was implemented to reduce

the number of connections to the microprocessor and to simplify the PCB

routing.

SD IMMe interface
The microprocessor incorporates a Multi Media Card Interface (l\ICI) that sup-

ports the MultiMedia Card (Mlvl C) specification V3.1l. SDIO specification
Vl.O and SD Memory Card specification Vl.O. The MCI module contains the

logic and error detection that performs command and data transmissions with
a memory card and handles any responses thereby limiting the overhead to
the microprocessor. SD card communications are bascel on a 9-pin interface
consisting of a clock, couuuand line, four data lines and three power lines.
A [om-bit SD and SPI interfaces were iuiplcrncntcd in the design to satisfy
the minimum tvlMC and SD specifications shown ill the documents listed and

tcnuinal.c ill a memory card connector CON4.

4.3.2 Ethernet PRY

The Ethernet PEY interface used in this design was based on the circuit schematic

supplied with the AT91SAl\192GO evaluation kit (Atmcl Corporation, 2007) to en-
sure that, the bootleaders and OS remained functional when deployed to the new

gateway hardware.

The EK schematic incorporates a D~191GIA Ethernet PHY interface device hy

Davicom which implomouts the physical layer functions defined hy the IEEE
802.3 standard. The DM91GIA is a low power, physical layer interface IC for

100Base- TX FH.'it Ethernet, allel 1OBasc-T Ethernet connections. It provides a

direct illterface to unshielded, twistcel pair category .5cable (UTP.5) usee! for Fast
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Ethernet or UTP3 regular Ethernet connections. Connection to the Medium Ac-

cess Control (MAC) within the microprocessor is through an R.r-.lII interface, a
reduced version of the full MIl interface. The RMII interface uses between 6

and 10 of the MIl's 16 signals and is capable of supporting data rates of up to
100Mbps between the PHY and microprocessor.

The EMAC module incorporated within the microprocessor implements an Eth-
ernet MAC also compatible with the IEEE 802.3 standard and provides address
checking, statics allel control registers, transmit and receive blocks and a DMA

interface as shown in the datasheet (Atmcl Corporation, 2009c).

A substitute for the DM9161A device was required as it was not locally available.
The DM9161B (UlO) was readily available and found to be a suitable, equivalent
device after a comparison of the datasheets (Davicoin Semiconductor Incorpo-
rated, 2000a) was performed. The only difference found was an additional Power
Saving Control register ill the DM9161B which was not found in the DM9161A.

The default configuration of this register was found to have no effect on the op-
eratien of the Ethernet interface ill the evaluation of the final design.

The RMII bus allel DM91G1B are clocked at a rate of 50MHz which was supplied
by a FXO-HC73GR. fixed oscillator Xl. Three LEDs, D9, D10 and Dll display
the state of the Ethernet connection: ACT, 100Ï'vlbps and full duplex mode.

The DM01G1B required a transformer to couple it to an Ethernet network. The

transformer provides electrical isolation between (a) the network and gateway, (b)

the transfer of signals between them without distortion and (c) the rejection of
COllllllOIlmode noise that may be present 011 the Ethernet cable. The transform-
ers may he supplied HS discrete components requiring a separate nJ45 connector

and matching networks to be placed nearby on the PCB or integrated directly

into the connector.

The latter option was desirable for this design as it offered a spacc-saving advan-
tage 011 the PCB area, reduced the required compollent count and costs and pro-
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videcl a single-component magnetic coupling solution required by the DM9161B's
datasheet (Davicom Semiconductor Incorporated, 2009b). A JOO-0061NL (Pulse

Electronics, 2010) integrated connector by Pulse Electronics was used on the eval-
uation kit and is an equivalent component for the Hll02NL as listed in Table 2
of the DM1961B datasheet.

The JOO-0061NL was found to be unavailable at the time of the design and the
JOO-0064NL (CON5) offered as an equivalent. The difference between these com-
ponents is the omission of the "Bob Smith" (National Semiconductor Corpora-

tion, 2008) termination network in the JOO-0064NL which reduces signal noise

resulting from common mode current flows in the magnetics and the susceptibil-
ity to noise resulting from unused wire pairs on the Ethernet cable.

Operational problems with the Ethernet interface were discovered during the

evaluation of the OS deployment and verification, as discussed in section 5.5.2.

4.3.3 USB to serial converter

The FT2232D (Ull) (FTDI, 2010b) is a dual USB to serial port manufactured by

FTDI that provides a high ly configurablc allel versatile interface between a PC

and an embedded device via a USB cable. The FT2232D was found to be sui table
[or inclusion ill the design 8.'-) the gateway required two independent UARTs (a) to

configure the bootleader EBOOT, (b) for the verification of the communication
moelulo Rile! (c) as a local interface Loa terminal emulator such as Hype1'Terw,inal.

The FT2232D is connected to R PC via a USB connection which is handled by the

IC entirely and requires no intervention from the target hardware. FTDI supply

R Virtual Coiniu Port (VCP) software driver which assigns each of the UARTs a
unique COM port number and access La either port from any application being

executed all the PC when the USB cable is connected. The configuration of the

bandrato. handshaking typ(', pari ty and the number of stop bits of each UART

is penni ttecl by the VCP driver allel each may be individually configured. The
configuration of the FT2232D was carried out by FT_?rog (FTDI, 2010a),

S9



4. HAIlDWAIlE DEVELOPMENT

a free configuration utility supplied by FTDI. The configuration is stored in a

93C46 EEPROM (UI2) and retrieved by the FT2232D when required.

The gateway's USB B socket (CONI) may be configured to connect to either the
microprocessor's USB interface or the FT2232D by jumpers J12, JI3 and JI4

included in the elesign. The use of configuration jumpers to select the function of
the socket permitted the purchase and use of fewer components.

An additional USB B socket (CON2) was also incorporated but left unpopulated
during the PCB assembly to permit the simultaneous use of the microprocessor's
USB port and the FT2232D if required.

The values of the remaining components required by the FT2232D circuit were
shown in the datasheet and based on a the USB self powered confiquration schematic
(FTDI, 2010c) and implemented ill the gateway design. Further details of the
power supply requirements are discussed in section 4.3.5.

UAIlT B's TX, IlX, CTS and IlTS signals on the FT2232D were connected di-
rectly to UAIlT I on the microprocessor as this port was assigned by the applica-
tion as the local user interface accessed through a terminal emulator. J9, Jl 0 and
.l l l permit UAIlT A Lo be steered to either the communication module or the
microprocessor's debugging UART. All additional function that permitted the

snoopi lig of the serial transfers between the microprocessor and the communica-
tion module was included in the design to permit the verification of commands
Lo and from the module when required.

4.3.4 USB host interface

The microprocessor incorporates a USB host port (UHP) and interfaces an exter-

nal USB connection with the application. The host port complies with the USB

2.0 Full speed ami Low speed specifications. The port provides several half-duplex

communication ports operating at 12Mbps and is capable of communicating with
up to 127 USB devices.
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The Tclo-B wireless node required a USB host connected to a USB A socket for

its serial communications with the gateway. A Y99000 USB A socket (CON3)

was included in the design to provide a suitable node connection. The tcnnina-

tion resistors R61 and R62 were set to 270 according to the te. t circuit shown in

the datasheet and the evaluation kit schematic.

A 450mA rosettablo thermal circuit breaker, Sl\IDC016F (F1) was placed in series

with the +5V supply to the host socket to protect the gateway's power supply

against short circuits or high current loading by equipment inserted into the

socket.

4.3.5 Power supply

The gateway power supply unit (PSU) was required to provide stable DC voltages

to three rails in the design: 3,3V for all IC Vee or Vdd supplies and GPIO lines,

1,8V for the processor core allel i ts peripheral modules and 5V for the USB host

socket allel USB Lo serial converter. The gateway specification in section 1.4.2

required the gateway Lo operate over an input DC voltage range of 8V to 15V, be

polarity prot ctcd ill case of a reversed supply connection and to be as efficient

FI,<; possible.

The PSU consists of two stages to reduce power losses over the required input

voltage range: all efficient switchcd tuodc, step down converter was selected as a

pre-regulator Lo reduce tho input vollage Lo [iV which in tum supplies two low-

dropout (LOO) lillear regulators. The LDOs regulate the 5V input to 3,3V and

1,8V as shown in figure 4.2.

Figure 4.2: A switched Illock regulator supplies two LOO regulators ill a two-stage supply.
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Table 4.1 shown the anticipated current draw in mA at 25°C by the 5V, 3,3V and

1,8V supply rails. The currents listed were obtained from the datasheets of the
components selected for use in the design and arc based on an operating duty

cycle of 100%. A reduced operating duty cycle, and therefore reduced current
draw, is expected in the built circuit.

IC 5V rail 3,3V rail 1,8V rail
AT91SAM92GO If] 180MHz

• VddCORE - - 130

• PlO controller - - 1,8

• USAnT - - 5..4

• usn host port - - 2,52

• usn device port. - - 3.6

• Two wire interface - - 3,78

• SPI - - 1.8

• Memory card illterface - - 5.4

• Timer COlliIter blocks - - 1,08

• El\IAC EtllclïJct block - - 15,84

K9F2G08UOn NAND - 15 -

2 x l\IT48LClGMIGA2P-75 SDnAM - 250 -

AT45DnG42D Dnr.nllash - 10 -
24 LCG4 EEPnOl\ 1 - 1 -

SO card - ;:0 -

OMD lGID Ethernet illterface - 168 -
FT22:32 USB convcrter - 30 -

i\193C46 E8pnOM - 1 -
Tclosl3 WSN 1I0<]e 25 - -

ToLHI 3,3V rail ('111'1'('111, 525 - -

Total 1,8V mil current 171,22 - -

TOTALS: 721,22 525 171,22

Table 4.1: Anticipated c-urrents (lilA) shown arc based 011 datasheet values required by the
oompououts within the gaLeway circui I, al, 25°C. lt, is noted that tile calculated power consump-
t.ion of tile 5V mil is :3,GW if 721 ,22l11A is drawn from it. This result is based 011 the components
operating at Cl. duty cycle of 100%, howover in prnct.irc, it lower duty cycle is anticipated re-
sulting ill a lowering of the average <:111'1'('111, drawn and therefore H. reduction ill the gateway's
power cousumpt.ion. Additional power losses also ocelli' within the power supply regulators
(not shown) tllus adding to tile overall power bndget of the gateway. These losses arc load
dependant and are thus inllucuccd hy t he operational duty cycle of the gateway compoucuts.
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4.3.5.1 Pre-regulator

A switching converter was used as a pre-regulator as they dissipate less power
than an equivalent linear regulator during elevated input voltage or output load-

ing conditions.

An LM2738YM (U2) (National Semiconductor Corporation, 2011b) by National

Semiconductor is a switched mode, PWl\II step-down DC/DC buck converter and
was selected to convert the gateway's input DC supply voltage to 5V which sup-

plies the 1,8V and 3,3V LDO linear regulators and the USB host socket, CON3.

The LM2738YM has the following characteristics required by the design:
- wide input voltage range of 3V to 20V

- load current capability up to 1,5A

- switching frequency of 550kHz thereby permitting the use of components
such as inductors ami capacitors with reduced electrical values and

therefore smaller PCB footprints
- internal soft-start and thermal shutdown protection
- conversion efficiencies of lip to 90% ensuring reduced power loss
- compact 8-Pin eMSOP packaging

Table 4.1 shows all anticipated current of 721,22mA required to be deli vered on
the 5V supply rail during normal gateway operation at 25°C. The LM2738YM
is capable of supplying doubl this current. The calculations used to determine

the component values for the LM2738YM circuit assumed an additional current
draw of 360,61mA or 50% of the tabulated result to aceomedate any unforeseen
rise in current demand. An increase in supply CUITent may rcsul t from factors

such ,..1...., an increase ill the ambient. temperature of the gateway or different sensor
node inserted into CON3 and drawing more than 25mA as drawn by the TclosB

node used in this study,

A portion of the total power consumed hy the gateway is lost as heat in the
power supply regulators, These losses arc a function of the efficiency of the rcg-
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ulator which may vary depending on its input supply and loading conditions.

The LM2738YM is shown in its datasheet to have an efficiency exceeding 90%
over the input voltage range and anticipated current consumption of the gateway.

This results in an additional wasted maximum power dissipation of 247,51mW
as shown hy the calculations in Appendix A.1.4.

A boost voltage was required to drive the gate of the main internal switching
NMOS of the LM2738 and may be derived by several means depending on the
input and output voltagcs of the regulator. As 5V was required from the output

of the regulator, the required boost voltage was derived from the converter out-
put, as shown in the LM2738 datasheet (National Semiconductor Corporation,
2011 a), which reduced the number of components required by the regulator cir-

cuit.

The value of the inductor required for the LM2738 converter was found by the

calculations in Appendix A.1.1. The valnes of the inductors were calculated for

the highest and lowest specified input voltage and the results averaged to find
the value of a suitable best .fit inductor.

A I anasonic ELLCTV220M 221£H inductor was selected for the design as it has a
rating of 2,7A, very low DC resistance and is available ill a magnetically shielded
SMD package (Pauasonic Industrial Company, 2010).

The choice and placement of input capacitors for the switch mode converter was
important to ensure its optimal performance. Capacitors with a low Equivalent

Series Inductance (ESL) were selected in order to reduce the impedance of the

supply to the r~gllla.tor to limit input voltage drops during switching transients.
The ESL of leaded capacitors at the 550kHz. switching frequency of the LM2738

exhibit high impedances resulting in possible unstable device operation; S11D-

packaged multilayer ceramic capacitors (MLCC) which have very low ESL ratings
were therefore used in tho design and placed nearby the converter. In addition,

these capacitors were required to be constructed with the X7R dielectric which
offers stable operalion over an extended temperature range.
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A lO/LF MLCC X7R capacitor, a Cl210CI06K3RAC by Kemet (KEMET, 2011),
was used as the input capacitor for the LM2738YM as it satisfied the require-
ments discussed above.

Similarly, the output capacitor was required to have a low Equivalent Series Re-

sistance (ESR) and low ESL to reduce output ripple and to bypass high frequency

noise generated by the switching components and inductor. An MLCC capacitor
was thus ideal for this application.

A minimum of 22jLF wal')recommended to maintain the stability of the regulator
feedback control loop, however the output capacitance was increased by an order

of magnitude by means of a parallel combination of four 47/LF MLCC capacitors

and a 470/LF electrolytic capacitor to ensure that the supply had a low output
impedance and minimal ripple.

The pre-regulator circuit required a Schottky diode as they have fast switching

times and forward voltage drops lower than regular silicon diodes. An RSX20IL-
30 (D7) was selected as it has El continuous forward current rating of 2A, a voltage

drop of 0,44V, a low peak reverse current of 150/IA and is enclosed in an SOD-I06
SMD package (Rolun Semiconductor Ltd, 2011).

The output voltage of the LM2738 is adjustable and wa') set by resistors R7 and
Ra whose values were calculated by the equation shown in Appendix A.1.2 and
Iound Lo be 52,3H2 and 10kD respectively.

Input polarity protection to the pre-regulator wa') provided by series diode D5.

All RSX201L-30 was selected as its forward current capacity was sufficient for
the application allel it was deemed unnecessary to add an extra component type

to the hill of materials.
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4.3.5.2 Supply rail LDO regulators

Two low dropout (LDO) linear regulators were required by the gateway to supply
1,8V to the microprocessor core and peripherals, and a 3,3V supply to power the

microprocessor 10 ports, memories and remaining components within the circuit.

An I\ICP1825 (Microchip Technology Incorporated 2008a) by Microchip is fixed
voltage LDO linear regulator that is capable of supplying 500mA at 1,8V from
a 5V input. It has a power good (PWRGD) output pin that switches to logic

high when the output voltage has reached at least 92% of it's rated ouput value,
a low quiescent current and is able to respond quickly to load transients. It is
available in a, 5-leacl DDPAK case providing good heat dissipation characteristics
when soldered to il PCB. These attributes made this device a suitable choice for
this application.

The 3,3V rail is supplied by an ST Microelectronics LD29150PTR (ST Mieroelee-
tronies, 2010a) adjustable LDO linear regulator. It requires two external resistors
to set the output voltage to the required level and is capable of supplying 1,5A
from il, ;jV input. The values of lUO and RG5 were calculated by the equations
shown ill Appendix A.l.3. The LD291GO incorporates internal current and thor-
mal liiuiting and is available ill a compact PPAK package. In addition, it has an

inhibit. (INH) input control pill that permits the output voltage to be switched
on whell set to logic high.

lOOuF and 47/LF MLCC capacitors were placed nearby to the inputs and outputs
of both regulators to avoid unstable regulation.

4.3.5.3 Power sequencing

The gateway power supply wa.') required to comply with a specific sequence at
f-iUU"LUp, H.')shown in figure 4.3, Loguarantee reliable booting of th microprocessor

(Atmol Corporation, 2009d). The following conditions were required:

- The 1,8V rail that supplies th microprocessor core, VddCORE, shall reach

a level of 1,5V or greater before ally voltage is applied to the 3,3V rail, which

96



4. HARDWARE DEVELOPl\IENT

supplies VddIOM, VddPO and VddPl and the microprocessor 10 ports

- The 3,3V rail shall reach and exceed 2V within 166MSafter VddCORE has
reached 1,5V anel 2,9V within 352t1S after VddIO has reached 2V.

Vee

l,SV ------

VddlO

2,9V ---------------------

VddCORE

i-166~s-+-3S2~s-+
Figure 4.3: Specified power up sequence

The PWRGD output signal of the MCP1825 1,8V regulator was connected to the

EN input of the LD29150PTR 3,3V regulator to ensure that this specification was
met, as shown in section 5.3.2. The P WRGD output signal rises as the output
voltage of tile MCP1825 reaches 1,G5V. A logic high signal on the EN input of

the LD29150 switches its output voltage on which begins to rise and reaches 2V

withill the specified 352/LS.

4.3.5.4 Thermal considerations

The regulators employed ill the design of the power supply required heats inks

to remove excess heat generated during operation. Fixing leaded regulators to

heatsinles is usually a simple operation as comparcel to that of equivalent SMD
devices. Derating factors such as the possibl ambient operating temperature of

the PCB, maximurn junction temperatures of the regulators and current elrawn

by the circui t at elevated temperatures and a load applied to the USB connector
were considered during the design of a suitable heatsink.
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In order to save space and cost, the copper planes on the PCB were used as the
heatsink for the power supply regulators. This design relied on natural radiation

and conduction to dissipate the heat from the planes into the surrounding air.
Forced cooling was not considered a. viable option due to increased power con-
sumption of the gateway by the cooling mechanism, dust and insect ingress into

the enclosure and added costs.

Appendix A.1.4 contains the equations used to calculate the anticipated internal

power dissipation of each regulator as summarised in Table 4.2:

Ref Regulator Pi7)( (W)
U2 U\12738, Vill=8V 0.247
U2 LM2738, ViII =15V 0.204
UI MCP1825 0,822
U3 LD29150-AD.l 1,429

Table 4.2: Calculated regulator intcrual power dissipation

The total power to be dissipated by the copper planes on the PCB was the sum
of the power dissipated by each regulator. The thermal resistance of the copper
plane affects the effectiveness of the heat transfer away from the regulators and

is dopendent 011 its thickness and length. The th nnal resistance is proportional
to length allel inversely proportional to cross-sectional area. Copper has a much
higher thermal conductivity than the PCB substrate material and breaks in the

planes caused hy tracks surrounding the devices were minimised to ensure maxi-

nuun heat transfor and efficiency of the heatsink. In addi tiou, thermal vias were

used to transfer the heat from one side of the PCB to the other as well as to the
internal planes increasing the effective surface area of the heatsink.

The individual heatsink surface area. required hy each regulator was calculated
by means of the equations ill Appendix A.I.5 and the results summed to find the

total approximate heatsink surface area needed for the three regulators &"5 shown

in Table 4.3.
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Ref Regulator PCB Area cm'I
UI MCP1825 17,306
U2 LM2738 5,814
U3 LD29150-AD.J 37,051

TOTAL AREA 60,171

Table 4.3: Calculated heatsink surface area requirements for the power supply regulators

The area of the heats ink required for the power supply regulators to operate

within a safe limit was found to be 60,171cm2. This area was made available in

the PCB layout and is discussed in section 4.4.

4.3.6 Configuration jumpers

Several jumper switches were included in the gateway design to permit the con-

figuration of the USB connection allel serial communications ports and the invo-

cation of the bootlosder ROMboot.

The microprocessor on the evaluation kit was packaged in a BGA-style case which

incorporated several extra, 10 pins (Atmel Corporation, 200ge) that are not avail-

able 011 the equivalent leaded QFP device selected for the gateway design. The

microprocessor ill the BGA package used port AS1 in conjunction with a system

reset to invoke ROMboot thus ignoring any previously installed boetleaders and

permitting Ho USB connection to SAM-BA (refer to section 3.2.1.2).

Jumpers J l and ,)2 were incorporated into the gateway design to permit the dis-

connection of the chip select lines of the AT45DB642 dataflash or K9F2G08UOB

NAND flash memones from the microprocessor thereby disabling them. A USB

connection with SAM-BA is attempted if the memories arc disabled directly af-

ter a microprocessor reset. Replacing J] and .]2 enables the memories for normal

access after a connection with SAM-BA is established .

.JlO and .J 11 configure the connections of the UARTs from the microprocessor,

communication module and FT2232 USB Lo serial converter. .JI0 and .Jl1 steer

port A 011 the FT2232 to either the microprocessor debug UART or to the corn-
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mumcation module, permitting a serial link with a PC.

J9 steers the transmit signal of the communication module to either the micro-

processor or FT2232 via. J10; the receive signal is permanently connected to the
microprocessor and .111. The FT2232 may be configured to snoop on the commu-
nica.tions between the microprocessor and the connnunicatiou module, as shown
in Figure 4.4, by a combination of jumpers J9, JlO and J11 .

.112 and .113 configure the USB destination from CONI to either the FT2232
or the microprocessor when using SAM-BA. Provision was made in the circuit

design to permit the simultaneous uso of the FT2232 and the microprocessor's

USB connection if required. CON2 was not populated during the assembly of the
final gateway PCB and may he added if required.

Figure 4.4 summarises the jumper configuration positions permitted on the gate-
way PCB:

CONl to USB UART Debug to USB UART Comms to proe UART

J12if'0 J9 000 J9 1« 010
J13 000 nl hlo ol nlooo

no hlo ol I

n4 00 no 000
I I

0 0 0

CONl to proe USB Comms to USB UART
nz 010 ol J9 010 ol
n3 hlo ol

nllt
o
:
o

n4 Ilo ol noooo
0 0

Figure 4.4: Gateway PCB configuration jumper positions

4.3.7 Communication module

The specification in section 1.4.2 of Llle study rcqui reel a coufigurable means
of connecting the gateway to tile Intomot. A separate conuuuuication module
incorporating a GSM module was designed Lo permit an additional means of

couucct.iug the gateway to the Internet.
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The communication module incorporates a UART with modem handshaking sig-

nals signals such as RTS and CTS FInd signals permitting the control and mon-

itoring of the module by the microprocessor. The schematic diagram of the

communication module may be found in Appendix B.7.

4.3.7.1 GSM/GPRS module

The GM862-GPS module, by Telit (Telit Communications, 201lb), was selected
for this study as discussed in section 2.3. It is a quad band GS:l\I/GPRS modem

that incorporates a 20 channel high sensitivity GPS receiver.

III addition, the module has a CMOS level UART, embedded TCP lIP stack with
support for GPRS, FTP and SMTP protocols, an extended operating tempera-
turo range, built-in SlM card bolder and several modes of operation that draw

approximate CUITcntvalues as shown:

- Power-off, < 261lA
- Idle, where the module is registered and in power saving mode, 2.6mA
- GPRS Class 10 transmission, 370mA
- GPS receiver allel antenna LNA supply, 7GmA

The module interfaces with a circuit through a 50-way Molcx connector MODI
which provides access to the required control and communications signals. Only
the signals required to control the modulc's connection status, communications

and handshaking were implemented as the remaining functionality offered by the

module was not required by the specification.

A GSM antcuna conn 'cts Lo the module via a GOD:l\IMCX ouncetor and was
required Lo exhibit a gain of b;s than 3elBi, have an impedance of 50D and be

able to accept a peak power level of 2W or greater and be suitably tuned to

operate up to l800]\lH~.
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4.3.7.2 Power supply

The communication module was required to operate at the same 8V to l5V DC

supply voltage as the gateway PCB. Supply polarity protection was included to

ensure the safety of the module during an accidental supply reversal. A two-stage
supply, as used for the gateway, was implemented in the communication module

design. The GSI\I module requires a voltage of 3,8V for its main supply and

2,8V for its serial interface which were supplied by a switched mode converter
and linear regulator respectively.

It was decided to use the same switched mode converter, LM2738YM (National
Semiconductor Corporation, 2011b) (U3), as was used for the gateway power sup-
ply pre-regulator to deliver the required supply voltage as it:

- is capable of a 1,5A continuous load current
- permits all adjustable output voltage
- is efficient and has a low quiescent current
- is fast-switching and is suitable for supplying a burst-type load

The LM2738 converter circuit was configured in a similar manner to the gateway

where the drive voltage for the NMOS switch was derived from its output (Na-
tioual Semiconductor Corporation, 2011a). The output voltag was determined

by the ratio of resistors R12 and R16 a.') shown by the calculations in Appendix

A.2.2.

A 2,8V supply was required to supply the UART of the GSM module. The module
illcorpomtes a regulator that is able to supply the required voltage, however it is
limited to a maximum output of ImA and is sensitive to electrical noise and fast-

rising signals. It was decided to incorporato an additional linear regulator into
the design to supply the 2,8V rail instead. An MCP1725 adjustable LDO linear
regulator by Microchip (Microchip Technology Incorporated 2007) was sel ted
as it has a low quiescent current, 500mA load current capacity which was more

than rcquir cl by the rail and is packaged in a compact 8-pin SOIC package.
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The values of the voltage setting resistors R13 and R17 were calculated by the

equations shown in Appendix A.2.3.

A 470Il,F electrolytic capacitor was placed just after the reverse polarity diode

D3 to ensure that the supply impedance to the communication module was kept

low and that a reservoir of charge was available during peaks of high current

demand during GSM transmission. 10p,F and several 47p,F :l\lLCC capacitors

were mounted nearby to the inputs and output pins of both regulators to ensure

optimal regulator performance.

GSM packets are transmitted at a rate of approximately 216Hz resulting in cur-

rent spikes up to 2A ill magnitude being drawn from the module's VBATT supply

pins. Two lOa/IF tantalum capacitors with very low ESR ratings were placed in

parallel directly beside the connections to the GSM module to ensure that max-
unum transfer of current OCCUlTed without loss.

4.3.7.3 Voltage level translation

The UAnT on the GM862 module operates at level of 2, Vand the micropro-

ccssor UART at 3,3V. It was necessary to address the difference in operating

voltages to ensure that 110 damage was caused to the module's VART by the

higher microprocessor levels and to ensure that the integrity of the data being

transferred ill either direction was maintained. Two TXSOl04E (Texas Instru-

mcnts, 20(8) bidirectional voltage level translators were incorporated in to the

design Lo accommodate the difference in signal voltages.

The level translators arc su ppliccl by the 2,8V and 3,3V of the conununication

module and gateway pow r supplies respectively. The level translators permit the

power of the connuunication module to be switched oiJ by the microprocessor

wilhout consequence Lo the microprocessor's V ART and ensures that the comrnu-

nication module docs not try to draw current through any of the digital signals

from the microprocessor.
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The GSM module has two control inputs: one that permits the module to be

powered on or off and the other resets the module. These pins are pulled up

to an internal supply by internal pull-up resistors and only require an external

pushbutton or open collector switch connected to system ground to function. Dig-
ital transistors, the DTAll4EKA (Q2. Q4) and DTCll4EKA (Q1, Q3) (Rohm

Semiconductor Ltd, 2009a,b) by Rohm, were connected to form a buffer circuit

permitting the 3,3V microprocessor signals to control the power and reset signals

on the CSt! module operating at 2,8V.

The L.l\12738 permits its output voltage to be switched on or off depending on

the state of its enable pin EN. Digital transistors, Q6 and Q7 were configured

a.'-i a buffer perrui tting a 3,3V microprocessor G PlO pin to control the EN pin

which is pulled lip to the input supply voltage by Rl l . The ability to control the

power supply on the communication module was used by the gateway application

to ensure that the GSM module was always reset to a default state before the

application attempted communications with it.

Status LEDs DG and D2 were incorporated into the design to indicate the presence

of power to the connuunicatiou module and the connection status of the CSt!

module with the GSt! network.

4.4 The Gateway PCB design

4.4.1 Layout considerations

One of the rcqu ircmcnts of the gateway developed in this study was that it should

be possible for the gateway to be deployed ill external environments being moni-

tored by a WSN. The gateway PCB communication module and WSN sink node

woulel need to be enclosed in a moisture and dust resistant enclosure. A Cewiss

GW44207 ouelosure was iuvcstigatcd and found to he a suitable enclosure; its

intomal diuionsions used to set tho overall size of the gateway PCB and the po-

sitions of tho couunuuication module and sink node. All area slightly larger than

the size of <1, Tclosls WSN node was removed from the side of the gateway PCB in

104



4. HARDWARE DEVELOPMENT

order to accommodate it when inserted into the USB hub connector, as shown in

the photographs of the manufactured PCB in Appendix C. This layout permitted

the most efficient use of the available area within the enclosure and prevented the
node from fouling the sides of the enclosure 1.

It was decided to mount the communication module above the gateway PCB on
support pillars to reduce the lateral footprint within the enclosure. A flexible
20 way ribbon cable connection between the gateway PCB and communication

module permits access to the gateway PCB jumper legend (refer to Figure 4.4)

and the ability to access the underside of the communication module during sys-
tem configuration or repair without interrupting its operation.

Components were placed on both sides of the gateway and communication mod-
nie PCBs in order to reduce the total surface area of the PCBs and to reduce
the lengths of signal traces where possible. The heights of the components were

taken into account in areas where the communication module overlaps the gate-
way PCB.

The TclosB node conuunnicatcs with a WSN through a small Planar Inverted F

(PIF) antenna etched 011 to its PCB. The node was positioned to the side of the
gateway PCB in order to gain as much distance as possible between it, the switch-

ing power supply regulator allel high speed memory buses of the microprocessor.

These components and signals may emit broadband electromagnetic radiation
or harmonics resulting ill electromagnetic interference (EMI) which may degrade
the RF signal reaching the sink node. Specialised equipment located in an RF

controlled anechoic chamber is required to accurately moasure and characterise
ally emitted or conducted interference.

The data bus between the microprocessor and SDRAM memories is 32-bits wide
and is accompanied by the address bus and several control lines. It was decided
to place these com poncuts nearby to each other and the microprocessor and to

IThe gateway, conuuunicat.iou moelulo allel WSN sink node PCBs have not yet been built
into all enclosure at, the time of' Litis writing
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complete the routing of the interlinking traces first during the PCB layout. This

was done in order to keep the lengths of the traces as short and uninterrupted by

vias and other components as possible to assist with minimising radiated ornis-

sions and to promote signal integrity. The NAND flash memory was placed on

the bottom PCB layer directly beneath the microprocessor to permit a connec-

tion of its 8-bit data. bus to the SDRAM data bus with minimal interruption.

The DM9161B Ethernet controller was positioned as close as possible to the mi-

crcprocessor to minimise EMI as the R.f\II1 bus that interfaces the two operates

at a clock frequency of 50MHz.

Peripheral devices such as the SD card slot and the communication module's data

interface operate from signals with less critical timing requirements and were po-

sition d towards the extremities of the PCB. Several spare 10 lines and the JTAG

interface of the microprocessor were routed to headers positioned on the edge of

the PCB to penni t easy user-access.

The power plane embedded within the PCB was connected to the output of the

3,3V regulator and forms a low-impedance path to all the IC supplies ensuring

optimal supply performance. All Vcc and Vdel supply pins of the ICs ill the

circuit were elocoupled with 100nF .f\ILCCr-; and positioned as close as possible to

tbc pill to assist with high speed switching current demands.

The ground plane performs an important function in assisting with the rcduc-

tiou of emitted EMI by provieling a continuous and shortened return path for

high sp eel signals allel the IC supply return currents. The return currents find

the most direct path back to their source through the ground plane and was

therefore important to ensure that the plane was not split nor interrupted un-

necessarily. Splitting a grounel plane increases its inductance anel adds length to

the current return paths resulting ill high-frequency voltage drops divided across

th two planes. This forms an efficient radiating dipole structure which leads to

increased EMI and magnetic coupling of noise into other parts of the circuit.
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In addition to the electrical purposes of ground planes, they arc used as a heatsink

to dissipate heat generated by the power supply regulators. The power supply

regulators were placed to the side of the PCB to ensure a compact layout and
efficient supply interconnections. Thermal vias were placed near to the tabs of the
regulator ICs to draw generated heat away and to conduct it into the ground plane

embedded within the PCB and on the bottom side. The area of uninterrupted
ground plane was found to be greater than the calculated amount required for
the regulators as discussed in section 4.3.5.4.

4.4.2 PCB manufacture

There are several PCB substrate laminates available such as FR-2 or Phenolic,
FR-4, Polyimide and Tefion. FR-4 is a flame retarding composite consisting of
woven fibrcglass matting impregnated with an epoxy binder and is a very COlll-

mou substrate material used in PCB laminates. It is cost effective, exhibits an
acceptable Relative Dielectric Constant over a wide frequency spectrum and is

mechanically stable in dryallel humid conditions. FR-4 was used in the PCBs
for this study due to these properties.

The number of PCB layers ill the' design \VRS limited to a maximum of 4 in order
Lo keep the manufacturing costs to a minimum.

Electrolcas Nickel Immersion Gold (ENIG) was applied to the copper traces and
grouudplanos Lo:

- il1J prove' the surface planarity to assist wi th the optimal placement of
SI\ID components

- red nee trace oxidation occurring after a prolonged exposure to the

atmosphere thereby improving the ability to solder the components
to the PCB

- Lo bring the finished thickness of the traces and groundplanes to 351tlll
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The PCBs were finished with a green solderrnask and white silkscreen legend on

the exterior layers. A flying-probe test was performed on the PCBs to ensure
that all the trace nets were electrically continuous.

Photographs of the gateway and communication module PCBs may be found in

Appendix C.
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4.5 Summary

This chapter discusses the design of the hardware required to meet the specifi-

cation of the gateway defined in section 1.4.2. A top-level block diagram divides
the gateway into functional blocks and the interconnections between them, the

WSN node and communication module.

Details of the design of the circuit follow with reasons given for the selection of

the each component. The power supply is an important feature in any electronic
system. The power supply for the gateway is a two-stage supply consisting of a
switched mode pre-regulator feeding two low dropout linear regulators that sup-

ply the board. The same design topology is used for the communication module.
In order to ensure that the system boots correctly, the processor core supply
voltage needs to be at a prescribed level before the peripheral supply is enabled.

All in-depth analysis of the thermal considerations for all the regulators is shown
in order to ensure that sufficient cooling is provided for the power supply regula-
tors by the PCB grounel planes.

The ga.Leway has several configuration jumpers that alter the operation of the
USB connection and system UAnTs. The functions of these are described and a

table summarises the jumper settings.

The couununication module is an auxiliary system that provides the gateway with

an additional moans of connecting to the Internet. Data communication with the
module occurs through a microprocessor UAnT made availabl 011 a Il ad 1'. The

Tclit GM8G2-GPS GSM moeilik was used in the design of the communication

module as it incorporates several of the rcq uircd Internet protocol stacks to sat-

isfy the gateway specification.

A similar two-stag topology to the gateway power supply was used in the com-

munication module and specific details about its design arc given.
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The communication module incorporates level translators to ensure that the in-

tegrity UART on the GS.1\f module is not compromised by the UART on the
microprocessor that operates Rt a higher voltage level. GS.1\fmodule control sig-

nals are buffered by digital transistors to ensure that they are at the correct signal
levels when driven by the microprocessor.

The final section of the chapter deals with several aspects of the PCB manufac-
ture. The PCBs have four conductive layers and were manufactured from FR-4

material. The copper tracks and planes were gold-plated to ensure that oxidising

was kept to a. minimum hefore the assembly process. Green soldcrrnasks and
silkscrccn legends were placed on both sides of the PCBs.
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Chapter 5

Prototype evaluation

5.1 Overview

The following chapter discusses the assembly and evaluation of the gateway proto-
type design. Various aspects of the hardware and software operation are evaluated

and the results shown.
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5.2 Preliminary assembly considerations

The gateway and communication module PCBs were visually inspected for obvi-

ous defects once they'd been received from the manufacturer. A flying-probe test

to check the continuity of the signal tracks was conducted by the manufacturer,

however it was deemed safe practice to conduct an additional visual inspection
before the population of any components took place.

A multimeter was used to check that no short circuits existed between any of the
supply rails and the ground plane on the PCBs; no short circuits were found.

It was decided to begin the PCB assembly process by populating the power
supply sections first and to ensure that these were completely functiona.l before
commencing with the soldering of the remaining components.

5.3 Power supply verification

5.3.1 Supply regulators

The assembly of the power supply commenced with the switched-mode 5V pre-

regulator, H.'" discussed in section 4.3.5.1, and associated components. Extreme
care W<LS exercised during the soldering of the LM2738YM to the PCB to avoid

solder spikes due to the small package type, fine piteli of the pins and the nc es-
sit.y for the uso of soldor pa.ste to bond tho heatsink pad cmb deled underneath
the compollent to the PCB.

A laboratory DC power supply was set to deliver lOY at a limited current of
approximately lOOlllA. The power supply was connected to the gateway PCB
first and the pre-regulator output on the 5V rail was measured with a digital
multimeter and found Lo be at 5,Ol V. A similar Lest of the pre-regulator on the
couununication module showed that its output was at 3,795Y.
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The temperature of the pre-regulator components on both PCBs were checked
manually to ensure that none of them were generating excessive heat which would

indicate the presence of a possible fault with the regulator or PCB. None of the
components were hot to the touch and power supply did not register any current
being drawn on its display during the tests.

These initial tests were conducted without any loading connected to the pre-
regulator outputs. Their output voltages were remcasured once the PCB assem-

blies were completed to confirm correct output voltages under load as shown in

table 5.1.

The remaining linear regulators and associated components were soldered to the

PCBs. It was Iound that the incorrect footprint for U3. the LD29I50 3,3V fixed
output regulator, 011 the gateway PCB had been placed onto the PCB during
the design phase. The fixed regulator wa.') replaced with an LD29I50- ADJ. an
adjustable regulator [rom the same family, packaged with the footprint currently

placed on the PCB. A supply rail LED indicator D8 and its limiting resistor
R.IO were substituted by a resistor divider network to set the output voltage of

the adj ustablo regulator to 3 ,3V. These resistors were selected by calculation, as

shown in Appendix A.l.3.

Target Gateway GSM comms
voltage PCB module

U2, U3 Pre-regulators !JV, :3,8V 4.989V 3,783V
UI MCP1825 1.8V J,791V -

U3 LD29l50-ADJ 3,:W 3,282V -

U4 MCP1725-ADJ 2,8V - 2.84V

Tahle 5.1: Power supply regulator output voltages with complete pcn assemblies
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5.3.2 Power supply start up sequence

The gateway microprocessor requires a. specific start up sequence on its 1,8V and

3,3V supply rails as discussed in section 4.3.5.3.

The following specification must be met:

- The 1,8V processor core rail VddCORE must reach a level of 1,5V or

greater before any voltage is applied to the 3,3V rail

- The 3,3V rail must reach and exceed 2V within 166f.J,safter VddCORE has

reached 1,5V and 2.9V within 352~LS

In order to verify the power supply startup sequence, a two channel oscilloscope

captured the voltagcs Oll the 1,8V and 3,3V supply rails as shown in figure 5.1:

Tek JL • Acq Complete M Pos: 50,00,us
....

, 1,8V rail
a..ilaol .....' .. I; \PI ~ ii i ~lL'd .~' LI

~
eH1 500rnV CH2 C'OOmV M 50,0,us CH1 r 1,28V

MEASURE
I_. I'
Ma;:
2,08"1
CH1

Rise Time
46,60).Is

CH2
Ma:,;
3,76V
CH2

fj Rise Time
tj6,20,l.ls

Figure 5.1: Start up sequence volt ages generated by the gateway power supply.

Figure 5.1 shows that. the voltage sequence generated by the power supply during

startup adequately niccts the Liming requirements of the specification.
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5.3.3 Gateway power consumption

The gateway specification in section 1.4 required an operational time of up to

18 hours when powered by a l2Ah battery and therefore components with a low

power consumption were selected for the design where possible. The gateway's
power consumption was required not to exceed an average of 3,5W during normal
operation.

Figures 5.2 and 5.3 show the power consumed by the gateway at various stages

of operation and represent a summary of the data captured in tables D.l and D.2
found in appendix D.

The current measurements were performed by a digital multimeter connected in

series with the DC supply to the gateway at the specified supply voltage extrem-
ities of 8V and 15V.

The results were obtained with the gateway and communication module PCBs

at room temperature, nominally 21°C, and at 60°C by placing them into a small
convection oven and heating it to simulate elevated ambient temperatures of the

cuviroumouts into which the gateway may be deployed. The heat test was consid-

creel necessary to ensure that the gateway power consumption remained within

ill the specified limits and that coneet operation was maintained at elevated tern-
pcraturcs.

The results show tha; the power consumption of the gateway remains within the

specified limit of 3,5W for all modes of operation at the permitted power supply
extremities of 8V and 15V whilst at 21°C and at an elevated temperature of GO°C.
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Figure 5.2: Power consumption at 21°C with the DC supply set at 8V and 15V.
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Figure 5.3: Power cousumption al. GO°C with the DC supply set at 8V and 15V.

Legend for figures 5.2 and 5.3
Index Index

1 Gateway held ill reset 8 Wireless node inserted
2 USO cable connected 9 Launch gateway app. with LAN
:3 EDOOT execution 10 Gatcway app., LAN disconnected
4 ElJOOT, LAN councct cd II GS11 moelem initialising. GS11 registration
5 Launch Windows CE 12 Moelem in Liston 1110<]e

G Windows CE 13 FTP session initialise, file send
7 Windows CE, LAN disconnected
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5.4 UART verification

The gateway incorporates an FT2232D USB to dual UART converter, UIl on

the gateway PCB, which permits two UARTs, A and B, to be used during the
configuration of the bootleader Eboot, as a local interface for the gateway appli-

cation and for the testing and verification of the communication module. UIl is
connected to a PC via a USB connection where UARTs A and B are assigned a

unique COM port number by the PC OS. The manufacturers of the FT2232D,

FTDI, supply a Virtual Corum Port (VCP) software driver which permits a user
access to each UART by a terminal emulator such as HyperTerminal. HuperTer-
tninal and all oscilloscope were used to verify the operation of UART A after the

configuration of the FT2232D. UART B's operation will be checked during the
verification of the gateway software in section 5.5.

The configuration settings of the FT2232D are stored in EEPROM U12 and were
COli figured by FT_P'/'Og, a proprietary setup application supplied by the manufac-
turor FTDI, as discussed in section 4.3.3. The FT2232D was configured by the

following proecel me:

- Jumpcrx .112, .Jl3 and .J14 on the Gateway PCB were configured to route

tho signals from the USB connector CONI to IC UIl.

-1ho FTDI USB drivers and FT_Pmg were installed
outo the development PC.

- Power was applied to the ga,t,eway PCB.

- J\ USB cable was connected between the PC and the Gateway PCB.
- The PC detected new hardware and completed the USB enumeration
process with UU.

- FT_Prog was started following the successful installation of the new

USB device.

The FT2232D was configured so that:
- it is self-powered i.c. it derives its power from the gateway and not
the USB port.
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- both the output serial ports would function as UARTs accessible by the

VCP software drivers.

- the Product Descriptor string was set to "\tVSN Internet Gateway" which is

displayed by a PC during the first USB enumeration session of the gateway.

HsjperTerminal and the communication module were used to test the operation

of the UARTs on the gateway. Huper'Iermituil configures a COl'v! port on the

PC which correlates to either UART A or B on the gateway and sends ASCII

characters to it at every keyboard stroke. Similarly. any characters echoed back

to PC via the UART and COM port are displayed by Hsjper'Ierminal. This

may be used to perform a loopback test of the UART by connecting its TX and

RX signals together and any character that is transmitted by Hyper Terminal, at

the the configured baud rate, should be echoed and displayed without corruption.

The GSM modem on the communication module incorporates a UART that oper-

ates at a different voltage level to that of the gateway, 2,8V and 3,3V respectively.

Bi-directional level shifting lCs thus bridge the voltage difference a.'S discussed in

section 4.3.7.3. It was decided to perform a loopback test on UART A and to

include the level shifters to ensure correct operation of the entire communications

link at an elevated baud rate.

The following proccdure was required in order to perform the loopback test to

verify the operation of the UAHT and the level shifters:

- j \tlll pers .]9, ,)10 and .]11 were configured to rou te UART A to the

comnnuncation module.

- Hijper'Temusutl 011 the development PC was started and COf\l port 6
configured Lo 115200 baud no handshaking, 8 bits, 1 stop bit.

- the gateway and comrus module were powered and the USB cable connected

Lo the development PC.

- the centre pins of junipers ,12 allel ,]4 on the conununication

module were Iinkcd:
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- channel I of an oscilloscope was connected to the middle pin

of .]10 and channel 2 connected to the link on J2 and J4.
- a capital U was pressed on the keyboard.

The following result was obtained from the oscilloscope:

Tek JL • Acq Complete M Pos: 33,60)Js CURSOR

Type
mOOamm

Source
Da

0\1 2.72\1

... Source
DI

CH1 1.00'0/£:\..1 CH2 1.00'0,1 M 10,0)Js

oV 3.20\1

CH1 \. 2,08V

Figure 5.4: Chanucl l 011 1,11('oscilloscope shows 1,11(·output of UAnT A 011 the FT2232D when
capital U is trnusmitt.cd hy fl1J]H'I'T(,7illi1la[ al. 115200 baud and reaches a high level of 3,3V.
Chan nel 2 shows the corresponding sigllal generatcel by tho level shifter which only reaches a
le-vel or 2,8V. The voltage' valuo« displayr«] ill the figure show t hc dilfcrcnc hetween the high
allel low voltage levels of (.]1(' sigllals and arc not referenced lo signal ground.

It was Ionnel that a capital U was echocel back and displayed hy Hsjper'Iermi-
tuil without corruption. Holding the U koy clown Oil the keyboard generated a
stroaru of characters that were all echoed and displayed correctly. This proved

that. the loopback tost WHS successful and that the FT2232D dual UART and

counuunical.ion module level shifters were dccmeel to be lunetioning correctly.
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5.4.1 GSM modem and power control verification

The GSM modem on the communication module interfaces to the PCB via a

50pin Molex connector. Part of the loopback test was repeated in order to verify

that the communication link with the GRPS modem wa.s functional:

- the link between jumpers J2 and J4 was removed.

- the baudrate on Hsjper'Terminal was adjusted to 9600.

- the modem was activated by holding pushbutton switch S2 in

for a short period until status LED D2 flashed.

- 'AT' followed by 'Enter' was typed into HyperTeTininal.
- the modem responded with 'OK'.

The same test was repeated at 115200 baud to test the opera.tion of the commu-

nications link at an elevated bit rate. The modem's baud rate was modified to

115200 by entering the AT command AT +IPR=115200 into HyperTerminal; the

baudrate in Hsjper'Iermuui; WHS modified to 115200 a.nd 'AT' followed by 'Enter'

typed. An 'OK' response was received by from the modem. thus confirming the

correct operation of the communications link and the GS I modern.

Tito status of the power Slip ply and GS:i\I morlem on the communication mod-

1110 may be controlled allel monitored by several hardware signals that operate

at voltages other than 3,3V thus rendering them incompatible with the gateway

microprocessor. Digital transistors Q1 to Q7 provide signal level-shifting and

buffering or the signab and converts them to a suitable level for the miereproces-
sor.

The communication module power supply may be disabled by placing a logic

o onto pill 14 of connector P2. This permits the gateway processor to control

the amount of power that is consumed by the system when required; it also per-

m its the microprocessor to reset the modem if communications wi th it have failed.
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5. PROTOTYPE EVALUATION

An oscilloscope was used to capture a logic 0 to 1 transition on pin 14 during a

power up event and the corresponding signal on the enable input of the switch
mode pre-regulator U3:

rek • Acq Complete M Pos: 480,Ons
....

CURSOR

Control signal from micro-
processor on pin 14 of P2

Enable signal
on pin 4 of U3

1~ ......t~~,.....,~~~~...,..,

15Vr:....--3I-ls-~~

CH1 5,OOV~,I) CH2 2,OOV~,I) M 1,00)Js CH2 r 1,68V

Figure 5.5: Channel 2 shows t he transition from H. logic 0 to 1 applied lo tho base of digital
t.ransistor QG. This transitior: switches Q6 and Q7 oJJ permitting the enable input, as shown
011 c-hannel I, of the pre-regulator IC U3 to rise Lo LIl('modulc's supply voltage, ill this case 15V,
thus cnnbling t ho pre-regulator U3. Tt. was noted that, the switching of the digital transistors
from rt conductive to a non-rouduetivo st.ate Look approximately 3/ls.

This test proved that Uw microprocessor was able to control the power supply
on the communication module thus permitting overall system power control and
the resetting of tho GSJ\,I moelem by the gateway application when required.
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5.5 Software verification

A Windows CE operating system image was built using the toolchain assembled

on the development. PC according to the discussion in section 3.2.1.1. The boot-

loaders and OS image, as discussed in section 3.2.1.2, needed to be deployed to

the gateway platform before any verification of the software could begin. The

procedures used to deploy the image to the new platform are discussed in the

following sections.

5.5.1 Bootloader deployment and verification

This section describes the procedures required to install the bootloaders onto the

gateway using SAr..l-BA. Refer to section 3.2.1.2 for further details.

The following procedure was required in order to invoke the USB link from the

gateway to SAM-BA:

- jumpers .112, ,J23 and J14 were configured to steer the USB signals from

CON 1 to the microprocessor.

- jumpers Jl and .J2 were removed disabling the NAND and

datafiash memories.

- power was a pplicd to the gaLeway.

- SA.tvI-BA was installed onto the development. PC and started.

- a USB cable was connected between the gateway and the PC.

- after the USB enumeration of the gateway, the \ usb \ARMO connection

and at91sa1l19260-ck board ,U'C' selected in the SAM-BA drop down menu.

SAM-BA displaycel H, screen, as shown in figure 5.6, that permitted the writ-

ing, read ing, orasing and veri fication of the memories on the gateway platform,

Jumpers .J 1 and .J2 were' replaced enabling the dataflash and NAND memories

for access by SAM-BA.

The bootleaders FJRSTEOOT allel EEOOT were deployed Lo the dataflash mem-

ory hy the following sequence:
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5. PROTOTYPE EVALUATION

- the script "Enable Dataflash (SPIO CSl)" was selected and executed.
- the script "Send Boot File" was highlighted permitting the selection

of FIRSTEOOT. nbO which was written to address OxO.

- EEOOT. nbO was selected next by clicking the folder icon situated
to the right of text box Send File Name.

- Ox4000 was written into the Address box and the file upload

started by clicking the button labeled Send File.

_.. SAMDA 1.10 a191sdm9160 ek ~lfQllxl
Fie Script Fie LH'lk H""
at91."",926Q MemoryD~pi4y

StartAddr... Ioo Relreoh I O~pi4ylormat

Size in byte(.} ·IOxl00 r ••CI r B·brt r 16-br1 Co' 32-biI

0,,00000000 OxHOOO020 OxHYfrrrr OxOOOOOOOO Ox04000000
0,,00000010 Ox00200614 OxOOOOOOOO OxOOOOOOOO OxOOOOO020
0,,00000020 OxOOOOOOOO OxOOOOOOOO OxOOOOOOOO OxOOOOOOOO
0,,00000030 OxOOOOOOOO OxOOOOOOOO OxOOOOOOOO OxOOOOOOOO
0,,00000040 OxOOOOOOOO OxOOOOOOOO OxOOOOOOOO OxOOOOOOOO
0,,000000'0 OxOOOOOOOO OxOOOOOOOO OxOOOOOOOO OxOOOOOOOO
0"00000060 OxOOOOOOOO OxOOOOOOOO OxOOOOOOOO OxOOOOOOOO

AppIet trace, on OBGU

Iinfo, il Apply I

OotoFIo,hAT450BIOCB EEPROM A124 NoncFIosh I NorFIo,h SDAAM I SAAM S.. ""'Io.hAT25IAT26

Download I Upload Fie~~- ~ ~~RK~eFieNome r--------------------------- ~ ------------R~~~~~F~ie----------~----------~~~--------~Addr." I(bd) S~.lFor R~e Fie} ~ byte(.} Compar•• ont lie wrlhmemory

(SAM BA v2 JO) 1 % DATAFLASH: :Inlt 1
-I- DATAFLASH: :Inlt 1 (trace level: 4)
-I- Loacllng applellsp-dataflash-at91sam9260.bln at adáess Ox2(OO)(OJ
-I- Memory Size : Ox84oooo bytes
-I- Buller adáess : Ox20002CAO
-I- Buller size: OxlOCO bytes
-I- Apple! initialization done
(SAM BA v<'. 10) 1 %

SCIrpI.

\u.bIAAMO Boord ot91.om926O-elt ..,

Figure 5.6: 1'11(' SANJ-DA application permits a user full control over the writing, reading,
erasure and verification of the memories 011 the gateway platform.

SAM-BA was terminated and tho USB cable and power supply rcmov cl from the

gateway after the successful uploading of the boetleaders to the gateway,
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The bootleader installation was verified by:

- configuring jumpers J12 . .J13 and J14 to steer the USB signals from CONI

to the FT2232D UART converter.
- configuring jumpers .J9, JI0 and .]11 to steer the microprocessor debugging

port to the FT2232D UART converter.

- starting Hsjper'Terminol and configuring COM port 5 operate at 115200
baud, 1 stop bit, no handshaking.

- reconnecting the USB cable and the power supply to gateway.

- connecting to COM port 5 in Huper'Termiïial immediately after the USB
connection was registered on the PC.

- the 'space' hal' on the PC keyboard was pressed to enter EBOOTs
configuration menu as shown in figure 5.7 .

• S.ridl(()M~ lIy".rr.rmlndl r;--Irgl~

0) Hoc address ,..,.,. (00:12:72:72:20:20)
1) lp address , (192.168.0,3)
2) Subnet Hask address .. (255.255.255,0)
3) OHCP ,.,' ..,.",.", .. (Disabled)
4) Boot delay (seconds) .. (5)
5) FreQuency settings .., (core at 180, bus divider 2)
6) Download i.oge to Flash
7) Launch e~isting flash resident i.age at startup
I) Launch fJash resident i.age now
d) Download fro. ethernet no..
s) Save configuration now
r) Restore default configuration and save now
n) I.age flash .enu
>

I

I

Eie ~dt _ ~.. lJonoI.. tJeél

D~.3 oa~
EMnc Init : 10 Hbit/s HnLF DUPLEX (RHII)
EOBG:nT91Init Reading HAC address 0~1200 0~7272 0~2020
INFO: EMACB Ethernet controller initialized,
Press IENTER Ito Ieunch i.age stored in fIash or r SPACE Ito cance I,
Initiating i.age lalmch in 'seconds
Ethernet Boot Loader Configuration :

Comected(Xhl<4:18 AtA.o deled 1 t 5200 8-N-1

Figure 5.7: The menu displi\Y ill EflOOT permits tho coufigurat.ion of the bootleader and
the behaviour of the gateway following a reset.

The bootleader installation was proven to be fully functional hy the results of the
preceding proccdur s.
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5.5.2 OS deployment and verification

The previous section dealt with the deployment of EBOOT onto the gateway

platform. The following discussion shows how the OS image was installed onto

the gateway by utilising EBOOT.

The configuring of EBOOT began by entering the Image flash menu and en-

tering three OS parameters (Physical Start Address. Starting ip and Total
ROM size) which were obtained from the file makeimage. out located in the OS
build output directory. It was noted that these values may change every time a

now OS image is generated.

The lP address of the gateway may be assigned automatically by enabling the

DHCP function at menu item 3 or statically at item 1; a DHCP assigned lP was
selected for this test.

The user may select where the new OS image is to be stored all the gateway by

menu item G which toggles the selection between SDRAM or flash memories;
the flash memory wa.'>selected for this test. to ensure that the OS image remained
alter the removal of power to tho gateway.

The bootleader may be configured to Launch an existing image at startup
or Download a new image at startup by menu item 7. The bootleader was

configured to launch an rxisting OS image after a system reset or power up.

The gateway and development PC were connected to a nrtwork router in order to

conmienee wiLh the OS illlage deployment. Once the gateway was connected to

the router, it. was found that the DHCP process could not be completed and after
several attempts hy the bootleader to restart the process, the gateway was reset.

The router DlICP lP pool allocation was checked to cl tormine if the gateway
hael been assigned an lP address, hut none was found.
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An investigation of the gateway PCB layout surrounding the Ethernet circuit

revealed several potential issues that may prevent its operation at high bit rates.

It was also suspected that the Ethernet socket CON5 containing the coupling
magnetics may be at fault (section 4.3.2). The specified JOO-0061NL connector
was unavailable at the time of purchase and a similar device JOO-0064NL was pur-

chased instead. The JOO-0061NL incorporates "Bob Smith" terminations that are

missing in the JOO-0064NL. In addition, it was found that the Ethernet connection
was being attempted at 100Mbps only and that no attempts were being made at
the slower rate of 10Mbps. It was not possible to force the router nor bootloader

to attempt an Ethernet connection at 10Mbps; it was thus decided to modify
EEOOTs source code to limit the Ethernet connection to 10Mbps. The modified
source code was recompiled and redeployed to the gateway using the procedures

discussed in the previous section. This problem is discussed further in section 6.3.

The new bootloador limited the connection of the Ethernet to 10Mbps, shown in
figure 5.7, and the gateway WRS successfully assigned an lP address by the DHCP
server within the router.

The OS image was downloaded to the flash memory from the development en-
viremuent on the PC (refer to section 3.2.1.3) and the gateway reset in order to
test the OS installation.

The retrieval of the OS illlage from the NAND flash and initialisation began
successfully which was reported Oll HyperTerrninal. However, the OS initialising

process stopped and the gateway was reset when the Ethernet DHCP request at-

tempt failed. An investigation of the hardware system-reset line NRST using an

oscilloscope revealed that NRST was ass rtcd during the initialisation, thus reset-
ting the Ethernet interface IC and clearing the settings configured by EEOOT.
The OS Ethernet driver files were modified to remove the assertion of NRST,
to disable Ethernet auto-negotiation at 100Mbps and to force the Ethernet to
connect at 10Mbps only.
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The OS image was rebuilt in order to include the modifications made to the
Ethernet drivers ami redeployed to the gateway by EBOOT. The gateway was

reset in order to test the new OS installation and to ensure that the initia.lisation

completed successfully. No further errors were reported during the initialisation
process. The time taken for the entire boot and OS launch process was approxi-

mately 28 seconds.

A Telnet client on the development PC was used to connect to the Windows CE

Telnet Service on the gateway at the lP address allocated by the router and a

directory listing of the file system requested, as shown in figure 5.8.

• Tclnel llyperTerminal ~1~lrxl
Eile lidit y:1ew ,ol IransfOf (jeIp

D~ ~ ,.,C! C9 cf

Welco~e to the Windows CE Telnet Service on WindowsCE I

:
Pocket CHO v 6.00
\> dir

Directory of \
01/01/98 04:00a <OIR> Network
01/01/98 04:00a <OIR> NandFlash
01/01/98 04:00a <OIR> SOcard
01/01/06 04:58a <OIR> Hy Docusen ts
01/01/06 04:58a <OIR> ProgralIIFiles
01/01/06 04:58a <OIR> Telllp
01/01/06 04:58a <OIR> Windows

!Found 7 filets). Total size 0 bytes.
1 Oir(s) 26120192 bytes free

,
\>

-_
--;-"rl" ,Com.cteel 00:01:30 AlAodetect TCP/lP ,.,_,.,

Figure 5.8: HY7!rl-Trl"1)/innl WHS used HS Il Tclnet client to log 011 to the gateway OS and
request it directory listillg of the file system.

This test proved that the Windows E G.O OS hael been successfully generated by

the toolchain all tho dovelopmout PC, deployed and installed onto the gateway
platform and was operational at the completion of the booting process.
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5.5.3 Gateway application verification

The gateway application was deployed to the platform by an FTP client as shown

in Figure 5.9 and launched in a Telnet terminal window. The success of these
steps proved that the FTP server and the .NET Compact Framework 3.5, as
discussed in section 3.2.1.4, embedded in the OS were both functional. The

following sections discuss the verification of the evaluation application.

IZ GATEWAY·192.168.1.5 fileZilla GJ§~
Eie !;;d~ '(lew lronsfer :ïerver e_ookm",ks I:!elp Mew version .veilable!

13 ,I "!:lost: [ PMswrd: r !:ort: [ 11 Quickcomect lElUSern""",:

st.tus: Comech1Qto 192.168.1.5:21. ..
St.tus: ComectIon established, ...oItin<;!for welcome mess'Qe ...
Response: 220 Sef~e reedy for ~ user,
Command: USER anonymous
Response: 331 Anonymous eccess allowed, send ident~y (e·mM nome) es oessword,
Command: PASS .
Response: 230 Use' ioQ<)ed Il, proceed.
Command: SYST
P... ponse: 215 WIldows_CE verSIon 6 O.
ommand: FEAT

Response: SOO Syntax error I command lK"!Ie1:OQOIzed.
St.tus: Comected
st.tus: RetrlevllQ dl! ectory istln<;i...
Command: PWO
Response: 257"r
ommand: TYP[ I

Response: 200 Command "' .. y.
Command: PASV
Response: 227 EnterllQ P."",e Mode (192, 168, I ,5, 199, IBS).
Command: LIST
Response: 125 O~a cOf"If)f!(honalready ooen: trMt'Sf~r start.JnQ
Posponse· 226 rlosllQ dot. C"","",ctoo.
St.tus: Directory IistlnQ successful

Local s~e: ft .... ~\V_S__2008_\G_ot.... YA~\:::~;\~~:~~ ese\ v r-:-::-;----'-----'-'-----------

Gotew.yA~ 290311

obi
L) DebuQ

Rele es e

My Documents
-I UNondFl.sh

~
Documents and 5ettln<;is

NetWO!k
P, O<T.m Fles
SDc",d

Fllen""", I

[] A~herTe't.csprol·FIIeListAbsol.Jte.txt

Q Gotew.yApp.cspt'ol·FleListAbsolute.txt

LlGot .... y~.exe

I1!!!l Gotew.yApp.pdb
I1!!!l ResolveAssemblyReference .cecbe

<
Selected I file. Total stze: 57,656 bvtes

Flestz. F~ '"

567 Te:

I,201 Te:

57,856 API
105,961 POI

5,765 CA v

>

Filenome I Fllestze FlIetype

_G.!lf!!wayAppe'te 71,l68 Apphc~tlon

Selected I fie. Tatol size: 71, 168 bytes

5erver/local file Dlroctlon Remote file SIze Prlor~ status

Queued llIe. f Foiled transfers Successful trensfers ---------
I - Queue: ""lXY ••

Figure 5.9: Tho exchange of commands between the FTP client FileZilla and Windows CE6.0
server Lo establish an FTP scssiou, Lo login Lo the server and request Cl. directory listing arc
shown ill tho Figure above. FiI(!Zilia was used Lo create the subdirectory Apps in NandFlash
and to upload the gateway application Gal('7I!(LyApJi. ('x;e Lo it.
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5.5.3.1 Application launch

The gateway hardware developed in this study did not include a display nor user
interface and therefore relied on the use of a terminal emulator such as HyperTer-

minol, via the DART, or Telnet client via the Ethernet connection to permit the

configuration of the application. It was necessary to include a means of selecting
the application's user interface in order to reduce the complexities of program-
ming a parallel user interface. This was achieved by permitting a user to pass an
argument to the application from the OS command prompt only 1 (section 3.4.1).

The application may be launched by entering gatewayapp <optional argument>

at the command prompt in the \NandFlash \Apps directory of the OS filesystem.

The following arguments are accepted by the gateway application:
- eth steers the user interface to the CUITent command shell accessible
through a Telnet client via an Ethernet connection

- ki 11 terminates any oxccu ting instances of the gateway application

- nogprs prevents the GSM modem going online after an application launch
- reset rescts the application configuration to default values;
the user interface is through a terminal emulator via the DART

- eth reset resets the application's configuration to default values;

the user interface is through a Telnet client via an Ethernet connection

The application defaults its user interface to the DART if none of the arguments

listed above are passed to it at launch time.

It was found that each of the arguments listed performed correctly according to

the descriptions given when appended to the application invocation.

lIL was not possi bic Lo launch the gat.cway application Iroiu Il UART terminal emulator as
the OS COInIlHuIdprompt was only Hc("cssiblc through Il Tclnet client running Oil a PC connected
to the gateway via the Ethernet.
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5.5.3.2 Application configuration

The gateway software specification required the application 'S configuration to be

stored in a persistent memory to ensure that the gateway's functionality was

maintained after power interruptions or system shutdown. Default configuration
data was written into registry keys that were created by the application during

its first execution on the gateway pla.tform. Thereafter a user was permitted
to adjust the configuration by means of the application's menu structure when
necessary (refer to section 3.4.4). The registry is, by definition, stored as hives

in the NAND flash memory. and is therefore persistent and unaffected by system
rescts or power interruptions.

5.5.3.3 Persistent data storage

The specification required the application to store and tim stamp any data pack-
ets received from the WSN node in a persistent memory to preserve them in the

event of a system reset or power interruption. The gateway incorporates a socket
for the insertion of an SD or MMe card which is used by the OS or gateway ap-
plication as the persistent storage medium for data. Figure 5.10 shows a snippet

of timestarnpeel da ta captured and stored on the memory card by the application.

f 11l1/IlH/.10[; NotCIJdd G:"lrQl~
Elle ~dit Filma! ijew (je4p

Logf11e: 20120327.LOG.
16:10:57 126 69 0 255 255 0 0 29 0 137 23 148 49 51 44 51 51 44 48 54 44 71 65 82 89 32 68 69 32 86 73
76 76 73 69 82 83 10 13 242 47 126 00 126 69 0 255 255 0 0 29 0 137 23 149 49 50 44 51 50 44 48 55 44
71 65 82 89 32 68 69 32 86 73 76 76 73 69 82 83 10 13 191 247 126 00 126 69 0 255 255 0 0 29 0 137 23
150 49 49 44 51 49 44 48 56 44 71 65 82 89 32 68 69 32 86 73 76 76 73 69 82 83 10 13 60 228 126 00 126
69 0 255 255 0 0 29 0137 23 1514948 44 51 48 44 48 57 44 71 65 82 89 32 68 69 32 86 73 76 76 73 69
82 83 10 13 113 60 126 00 126 69 0 255 255 0 0 29 0 137 23 152 48 57 44 50 57 44 49 48 44 71 65 82 89
32 68 69 32 86 73 76 76 73 69 82 83 10 13 121 106 126 00 126 69 0 255 255 0 0 29 0 137 23 153 48 56 44
50 5644 494944 71 65 82 89 32 68 69 32 86 73 76 76 73 69 82 83 10 13 52 178126 00 126 69 0 255 255o 0 29 0 137 23 154 48 55 44 50 55 44 49 50 44 71 65 82 89 32 68 69 32 86 73 76 76 73 69 82 83 10 13
159 244 126 00 126 69 0 255 255 0 0 29 0 137 23 155 48 54 44 50 54 44 49 51 44 71 65 82 89 32 68 69 32
86 73 76 76 73 69 82 83 10 13 210 44 126 00 126 69 0 255 255 0 0 29 0 137 23 156 48 53 44 50 53 44 49
52 44 71 65 82 89 32 68 69 32 86 73 76 76 73 69 82 83 10 13 184 16 126 00 126 69 0 255 255 0 0 29 0
137 23 157 48 52 44 50 52 44 49 53 44 71 65 82 89 32 68 69 32 86 73 76 76 73 69 82 83 10 13 245 200
126
16:10:57126690255 255 00290137 23 15848 5144 50 5144 49 54 44 71 65 82 8932 6869 32 86 73
76 76 73 69 82 83 10 13 200 165 126 00 126 69 0 255 255 0 0 29 0 137 23 159 48 50 44 50 50 44 49 55 44
71 65 82 89 32 68 69 32 86 73 76 76 73 69 82 83 10 13 133 125 93 126 00 126 69 0 255 255 0 0 29 0 137
23 160 48 49 44 50 49 44 49 56 44 71 65 82 89 32 68 69 32 86 73 76 76 73 69 82 83 10 13 209 115 126 DO
126 69 0 255 255 0 0 29 0 137 23 161 48 48 44 50 48 44 49 57 44 71 65 82 89 32 68 69 32 86 73 76 76 73
69 82 83 10 13 156 171 126 DO 126 69 0 255 255 0 0 29 0 137 23 162 48 49 44 49 57 44 50 48 44 71 65 82
89 32 68 69 32 86 73 76 76 73 69 82 83 10 13 69 168 126 00 126 69 0 255 255 0 0 29 0 137 23 163 48 50
44 49 56 44 50 49 44 71 65 82 89 32 68 69 32 86 73 76 76 73 69 82 83 10 13 235 56 126 00 126 69 0 255 v

Figure 5.10: All data packcts received from the WSN sink node were in 8-bit binary format
which were couvort.od hy the application into equivalent ASCII characters fwd written to ct data
file 011 the III mory card. Every eleventh packet was tunestampcel and the data delimited hy
white space characters to aid it.s fut ure analysis. The dnt.a file name was composed fro III the
gateway's system date IIlId H new file created when a change in date wa» detected.
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5.5.3.4 Packet repetition rate

As discussed previously, all data packets received from the wireless sink node

were required to be stored in a persistent memory. The following evaluation was
required to determine if any packets of data transmitted by the wireless node were
lost by the gateway, and if so, to establish the transmission rate when this occurs.

A stable stream of packets was required to simulate a wireless network for the
evaluation. A wireless node was programmed with the firmware in Appendix

F .14 to transmit sequentially numbered packets each consisting of 42 bytes to the
gateway application for up to an hour at a time to ensure a reasonable sample

of packets. A timer Tmril ill the node's firmware was adjusted to alter the delay
period t between each packet transmission, as shown in Figure 5.11 and Table
5.2:

Tek

1

• Acq Complete M Pos: -400.0).)s.. CURSOR
Type-
Source
tmI

Cl.t 6.000ms
~t 1S6.?Hz
Cl.V O.OOV

2,..
CH1 SOOmV~ CH2 2.00V MS.OOms CH2 \. 2.08\1

Figure 5.11: t. is t.lio delay period between the trausmission of each 42 byte data packet and
was adjusted hy alt.erillg it timer value ill tho transmitting node's source code. The 511lS dclay
period bet.ween Lhc packets was the shortest time achievable hy the node application aile! was
lcugt.hcucd for ('11 .h subsoqucut. 1.est.
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TmrO t (ms)
10 5.24
15 1O.0G
20 15.0G
25 20.35
35 29,GO
50 44,40
100 93.00
150 142.GO
200 191.20

Ta.ble 5.2: The delay period I, between each packet transmission is adju ·ted by Tmrtl In the
wireless node packet. generator firmware.

Data packets were captured at each delay period i, converted and stored in files
on the gateway SD memory card. Each file was imported into an Excel 20031

worksheet in order to determine the num! er of corrupt packets received or pack-

ets absent from the total sam pie. A snippet of a typical data file is shown in
Figure 5.12:

153743 126 69 o 255 255 0 0 29 o 137 16 206 46 51 44 56 51 44 52 51 44 67 60 85 84 32 67 65 80 69 84 79 87 78 44 90 65 10 13 20 188 126
126 69 o 255 255 0 0 29 o 137 16 207 46 52 44 56 52 44 52 52 44 67 80 85 84 32 67 65 80 69 84 79 87 78 44 90 65 10 13 205 90126
128 69 o 255 255 0 0 29 o 137 16 208 48 53 44 se 53 44 52 53 44 67 80 85 84 32 67 65 80 69 84 79 87 78 44 90 65 10 13 123 4 126
128 89 o 255 255 0 0 29 o 137 16 209 48 54 44 56 54 44 52 54 44 67 80 85 84 32 67 65 80 69 84 79 87 78 44 90 65 10 13 165 53 126
126 69 o 255 255 0 0 29 o 137 16 210 48 55 44 56 55 44 52 55 44 87 80 85 84 32 87 65 80 69 84 79 87 76 44 90 65 10 13 192 184 126
126 69 o 255 255 0 0 29 o 137 18 211 46 56 44 56 56 44 52 56 44 87 60 65 64 32 67 65 60 69 84 79 87 78 44 90 65 10 13 54 192 126
128 89 9Q _ 8. 10 13 ,., 23. 128
128 69 o 255 255 0 0 29 o 137 16 215 49 50 44 57 50 44 53 50 44 87 80 85 84 32 67 85 80 69 84 79 67 76 44 90 65 10 13 73 216 126
126 69 o 255 255 0 0 29 o 137 18 216 49 51 44 57 51 44 53 51 44 67 80 85 84 32 67 65 80 69 84 79 87 78 44 90 65 10 13 253 237 126
126 69 o 255 255 0 0 29 o 137 18 217 49 52 44 57 52 44 53 52 44 67 80 85 84 32 67 65 60 69 84 79 67 78 44 90 65 10 13 36 31 126

153743 126 69 o 255 255 0 0 29 o 137 16 218 49 53 44 57 53 44 53 53 44 67 80 85 84 32 67 85 80 69 84 79 87 78 44 90 85 10 13 65 142 126
128 69 o 255 255 0 0 29 o 137 18 219 49 54 44 57 54 44 53 54 44 67 80 85 84 32 87 65 80 69 84 79 87 78 44 90 65 10 13 159 191 126
126 69 o 255 255 0 0 29 o 137 18 220 49 55 44 57 55 44 53 55 44 87 80 85 84 32 67 65 80 69 84 79 87 78 44 90 85 10 13 170 188 126
126 69 o 255 255 0 0 29 o 137 16 221 49 56 44 57 56 44 53 56 44 67 60 65 84 32 67 65 60 69 84 79 67 76 44 90 65 10 13 92 216 126
126 69 0 55 255 0 0 29 o 137 16 222 49 57 44 57 57 44 53 57 44 67 60 85 84 32 67 65 80 69 84 79 87 76 44 90 65 10 13 57 73 126
126 69 o 255 255 0 0 29 o 137 16 223 50 48 44 48 48 44 54 48 44 87 60 65 84 32 87 65 80 89 84 79 87 78 44 90 85 10 13 240 201 126
126 69 o 255 255 0 0 29 o 137 18 224 50 49 44 48 49 44 54 49 44 67 80 85 84 32 67 65 80 69 84 79 87 78 44 90 85 10 13 68 89 126
126 69 o 255 255 0 0 29 o 137 16 225 50 50 44 48 50 44 54 50 44 67 80 85 84 32 67 65 60 69 84 79 87 78 44 90 65 10 13 156 116 126
126 69 o 255 255 0 0 29 o 137 16 226 50 51 44 48 51 44 54 51 44 87 80 85 84 32 87 65 80 69 84 79 87 78 44 90 85 10 13 249 229 126
126 69 o 255 255 0 0 29 o 137 16 227 50 52 44 48 52 44 54 52 44 67 80 85 84 32 67 65 80 69 84 79 87 78 44 90 65 10 13 32 23 126

153H3 126 89 o 255 255 0 0 29 o 137 16 228 50 53 44 48 53 44 54 53 44 67 60 85 84 32 67 65 80 69 84 79 87 78 44 90 65 10 13 21 20 126

Figure 5.12: Shown above is it snippct of a data file stored on the gateway SD memory card
where every eleventh packet. is tunestampcel. Each consecutive packet is assigned a unique
number (lG 20G, lG 207, lG 208, etc) mi shown by the vertical highlighting. The horizontal
highlighting shows lt corrupt packet mi it.s length and data aligument arc incorrect. Corrupt
packets were considered 1.0 be equal to lost packets and were included ill the packet l088 cal-
culatiou. The number of los I packcts may he calculated hy fiudiug the difference hetween the
packet numlx-rs adjacent Lo the discent iuuity. As call be seen from the above, 3 packets have
been lost.

J Excel 2003 perurits H maximuni of G55:35 rows of data to be imported into it worksheet and
is it kIlOWIl limitation of the package.
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The wireless node assigns a sequential number to each packet transmitted. The
packet numbers were copied into a. graph to locate any lost or corrupted packets.

A straight line graph without discontinuities was expected if no packet losses were

present in the data. file, as shown in Figure 5.13. Lost or corrupt packets were
shown in the graph as discontinuities as in Figure 5.14.
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Figure 5.13: No parket loss was found when I, = 20llls as the graph is continuons.
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Figure 5.14: Parket losses an' represented hy discoutinuit.ics ill the graph. This graph W~

generatcel hy the data file' cnpt.urcd at. I, = 5,24111Swhich resulted ill a packet loss of 50,42%.
ThC' largest step ill the graph al position 5000 was the result of the packet address wrapping Lo° Irom 65535.
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The discontinuities of the graph in Figure 5.14 show the position in the data file
where the gateway was not able to process the data. packets being transmitted

hy the wireless node resulting in packet loss or corruption.

The numher of lost packets at each discontinuity was calculated by finding the

difference between the packet numbers of the packets adjacent to the discontinu-

ity in the data file; the total number of lost packets was calculated by summing
these differences.

The total number of eipected packets was found by calculating the difference be-
tween the packet numbers of the last and first packets received and taking into
account any packet number wrap around from 65535 to 0 as shown in Figure 5.14.

The percentage of lost packets in a data file is the quotient of lost packets and
expected parkets multiplied hy 100:

Pt
parkrts/08f

OSSfof = x 100
packet S('.l'p('cfed

(5.1)

where:
PlOS8fof - total percentage packet loss

7)(1('I,;('t8/08f - total number of lost packets

]J(I,cA:c1;Sr.,,/)('cf('r! - total 1l11111berof expected packets

Table 5.3 shows the results of the packet loss PlOS8101 calculations after the

listed data was substituted into equation 5.1. The data. for ]Jad;etslost and

7'0,cl,;r/:8('.I'7>('('f('d was obtained from the analysis of the data files imported into
the Excel spreadsheets.

It was found that the loss of data, packets increased sharply as tdclay was shortened
below 151lls. It, was suspected that the loss of data packets, as shown hy the

discontinuities in Figure 5.14, when tdcloy = 5,24ms and tdclny = 1O,06ms may be

caused by the application's data receive buffer being overwhelmed by fresh data
Iroin the wireless node before the existing data in the buffer could be processed
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and stored by the application resulting in a buffer overflow scena.rio. Further
investigation of this problem would be required to confirm this suspicion a.nd to

find a suitable solution.

TmrO I'r/r/ny (ms) f.rnllr (Bis) paclcctsi., .•/ pa eket 8e.l'l'eci rr! Ploss/or (%)
10 5,24 2049 GGG21 132127 50,42
15 10.0G 2204 9531 3G2GG 26,28
20 15.06 174G 8 3G78G 0,02
25 20,35 1431 300 54627 0,55
:35 29,60 1088 19 33598 0.06
50 44,40 772 5 13628 0.04
100 93,00 412 0 20429 0.00
150 ]42,60 277 0 4299 0,00
200 191,20 210 0 2659 0.00

Table 5.3: The porcentage of packets lost increases as the delay period between the packets
reduces. The values ill T1II.1'O were entered into the packet delay timer on the wireless 1I0de.
Ir/r/I/!! and ]}(!('h'PI s/" .•/ arc the resulting delay periods between the packet transmissions and
IWrC('lltagc packet loss by the gateway application respectively. The rate transmission rate
1./',.(//,. data is 1'1'0111Table 5.4.

The following equation Wê;I.S used to determine the rate at which the data was

transrui ttod to the gateway in bytes pCT second:

1
t.r,.a/r = x uo.o j Injtes

~)(I('k('/ uiidtl: + tc/do!J
(5.2)

where:

1.1',.,,/(' - rate of data transmission (B/s)

~)(I('k(,/ uiidtl, - width of a data packct'' (s)
it/cl(l!J - delay period between packet transmissions (s)
'//0. of byles - number of bytes in a data packet?

Table 5.4 shows the results of transmission rate calculations after the listed data

was substituted into equation 5.2.

2no. of bY/C'8 ill a packet is fixed at. 42 which equated to H Tl'(lrl>e1l111'"'' of gms at 115200
baud.
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TmrO Ir/,,/o)) (ms) T7'nrkrl,,,ir/1I1 + fde/(/y (ms) t.Tnll" (Bis)
10 5,24 14.24 2949
15 10,06 19.06 2204
20 15.06 24,06 1746
25 20.3S 29.35 1431
35 29.60 38,60 1088
50 44.40 54.40 772
100 93.00 102,00 412
lSO 142.60 151.60 277
200 191.20 200,20 210

Table 5.4: T7nTO dctormiucs the data packet transmission rate.

Figure 5.15 shows the packet loss versus the rate of data transmission. A small

increase in the packet loss was noted at a delay period of 20,35ms. It was sus-

pected that a combination of coincidental events between the gateway's operating
system, VCP drivers and the application may have caused this marginal increase
in packet loss. Further investigation of this problem would be required to confirm

this suspicion.

lO

•

/
/
I
/
/

50

40

o

Transmission rate (Bis)

Figure 5.15: Packet, loss increases sharply as the rate of data packet transmission increases.
The small increase ill packet. loss HI, the t ransmission rate of litH Bis may be caused by
coincidental events occurring ill the operatillg SySiCIlI, VCP driver and application.

136



5. PROTOTYPE EVALUATION

5.5.3.5 Stored data transferral

Scheduled transfers of the recorded data to remote file servers located on the In-

ternet were required by the gateway specification. File transfers were configured

to be cxccu ted by FTP via either the Ethernet connection or communication
module at the scheduled time configured in the application's log and ftp menus.

The stored data files were compressed by the application prior to being trans-
ferred to limit the amount of data transmitted. Only files with the .gz extension

that were successfully transmitted would have their extensions modified to .gzl
to ensure that a repeat transmission of the original files did not occur.

The Ethernet and GSM Internet connections were both evaluated for FTP file

transfers. The communication module was configured to FTP the compressed
data file 20120301.LOG.gz to a remote file server located at the address gate-
'/1)ayftp. dyndns. orq whose assigned lP is resolved following an automatic DNS

query performed hy the GSrvI service provider. After the successful completion

of the file transfer, the application was reconfigured to permit the Ethernet to
transfer the compressed file 20120302.LOG.gz to the file server all the local net-
work at address 192.168.1.2.

Serconshots taken of the gateway application's selected user interface and the
FTP server during the file transfer evaluations are shown in figures 5.16 and 5.17.

A binary comparison was performed after the transfers on the files received by the

server and the original files 011 the gateway memory ard to check for corruptions
that may have occurred during the transfers. The files were found to be identical

proving that the FTP transfers via both interfaces were completely functional
and reliable.
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Figure 5 .16: The GSflJ modern 011 the communication moduie was configured to execute
the FTP transfer of the COlli pre .scd data file 20120301.LOG.gz. The display 011 the left shows
the AT commands required to initiate an FTP session with the file server located on the
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provider when the AT#FTOPEN command is issued to the modem. The file transfer hegins
once tho FTP session with the server is opened successfully. The length of time it takes to scud
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I·1P suss ion onened

fHceptTon fn sendl.oef i les1T: Svv t ee . -xcent ion: Cannot open In te-ne t ....

ft t GntconynllP. r TPlhread eendl Ogr i I cs()
Rc."ining Atte.oto;; • 4 in JOs

I=~:;:~;:~~~~::=:::::~:::'ir~~t~,~~-;=
rnUl'lk'OI:.'}ld.'1 ,'l:'_~ " ..... h»-:I ...1111.1Y!1·.: .:O t.-I",' ,.. (I , .~.;..,
rJJ'I1l'tI."Oli,'l'Wil.I,'",··,,.,.. ,,"~""II'1.'lii1111o;l : ..fl~ hI "' , .... ....,..~h,.:*.'
rlllXmI2OI111)t1111220Q2A04 Inct Ic'OQIIIdnltl921681sp US[R 9Il'-..v
lln"(l'lk'f_ll.'Jr\4'.".'.'(J[L:N 1...... ~r'H\'i.'\(o(I\r). nlP.,·~,otd, ....,.f'I:Il .. ~_~

11llDJII1201V04f1212ZDQ2~ InoIbggitdI'llI1!ll1681 Sl,PASS-
rnnnLliOl,''!W'l.'I.:!O').:n. 0'II-....l!'1.1J$1lr, . 'I'IlOOO""ltll'1
ICOXKI'Jj2Ul11Gl(111220)2Pto! o-t""",ll'121QJ I '!II' lYP£1
rnnl"l).'OI. 'W'1.:1.' ,"0"'''''' ~_'JtIt1'l11JAI"1 .'lIY)IK"",~~1
1CXXXXl9,12011~f111220llF'tol o.-~II92I6815J)PASV
If'tnl<IL'O!;'''lt/li 1.' .'1':11.. ,'M ~--..1I'1· IlAI r,J 711f,.. ...nIjI!''''''·" .. IoI·w!ooll';'' IN'! ~ 111111
111l1l1.112I)12t'(laf111220J2Pt.4 0fiI__ p921681 SI_STOR M'12Dll2lOGQl
r~\..'111~/fiolf1 \·.n t ~ 0'1'......,,111.' 1(041 r, 10,0(( 10.7>*,1'(11"'"
,n:n:"'L'ftI.'I!M·I.'I. 'tI'.~ 0'I' .... 1I'1.'1'"'1'i ,,If:Ir nl
1~12U11.«111\2lO12Ptot 0fiI~fl92Hj815t\~«n>ad"

Opening Internet vie [thernet connection
Svs t cs t ieo is: 4/13/20l2 1:09:/.0 (lH

ln terne t connoc t ion opened
~ at te.pts to OI)CI) '-lP session
Hl' usorneee: got.OilY ousseord: Htcch2C10 lP: 192.168.1.2

Sending file 2C1293C2.LOG.gl
File tnmsrcr successful'
n.no.ing fi Ie 20120302.LOG Ul to 70120302.LOG.uzl

1"11' sess ion cl osed OK

Internet ccnnec t ion closed Ol(
10 '

I~--------------------------~~
"Corv'*ted0114'4) ....,

Figure 0.17: The gHLeway application mny ho configured lo transfer a compressed data file
ViHthe Et.hornet connection lo il file server on t IIC local network. The US('l"IlHIllCand password
were truusmit.tcd 1.0 the server HLtho designated lP address; all Internet connection and FTP
SCSSiOl1werp esLablished and the file trnnsforrcd successfully to the server.
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5.5.3.6 Remote gateway connection

The gateway is likely to be deployed into remote locations that will not permit

the configuration of the gateway application via an Ethernet or USB cable con-
nected to Ft nearby network or PC. The communication module is able to accept a
connection from an lP-based client terminal connected to the Internet permitting

a remote user access to the gateway. The GSJ\lmodem required a SIM card with

the unrestricted APN enabled hy the GSM service provider before a public lP
address could be assigned to the modem and any incoming GPRS connections
accepted.

Figure 5.18 shows Ft successful GPRS connection and text transfer between a client
terminal and the GSJ\lmodem on the gateway's communication module following

its configuration by the application. In this instance, the GSM modem was
configured to accept incoming connections from a range of lP addresses 41.241.0.0
to 41.241.255.255 on TCP port 49500. Only a client with an lP address within

the range of permissible addresses defined by the combination of the modem's
f tewall allel II filtel' mask was penni ttcd to connect to the gateway.

Figure 5.18: A user was able to connect to the gateway remotely via a epRS connection
using lt TCP lIP client such HS PlITTY which senels ASCII characters Lo all lP address over a
TCPliP connection Oil Hny TCr port. which permitted t.hc user lo modify the configuration or
operation or tho gaL<'w<ty. At. tho time of t.his writing, only lP addresses in the range 41.24l.0.0
(.041.2111.255.255011 port. 405()() were permitted (.0 COIIIlCCt. Lo tho ga.t.eway.
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5.6 Gateway hardware cost

The specification in section 1.4 required the gateway to be designed in such a

manner as to minimise the costs of its manufacture and to incorporate compo-
nents that were sourced from component manufacturing companies represented

by local suppliers only. Only the costs for the production and assembly of the
hardware has been taken into account; a costing for the software development
tools and licenses has not been performed.

The final component costings were separated into two bills of materials as shown
in tables E.1 and E.2 in Appendix E respectively.

The construction cost of the gateway wa.')R1622,97 (approximately 194.43 USD)
and R1145,73 (approximately 137.25 USD) excluding 14% VAT.
The total cost was R2768,70 (approximately 331.70 USD).

The cost of the hardware developed in the study was found to be considerably
lower than the commercial offering by National Instruments and the Atmel devel-

opmcnt kit employed by Steenkamp, et al. (Steenkamp et al., 2009). The Cuuistix
Network starter pack was advertised for sale at 327 USD and did not include a

GSM /GPRS moelom module; thus the cost of gateway developed in this study
was less than the Cumstix offering.

The development of the gateway in this study may be deemed low cost when

compared to the gateway technologies listed in table 1.1.
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5.7 Summary

This chapter discusses the evaluation of the gateway hardware platform, the

deployment of the bootleaders. Windows Embedded CE OS and the gateway

application software developed for it,

The following evaluations of the gateway hardware were conducted:

- visual inspection and electrical continuity checks of all PCBs

before assembly

- power supply pre-regulator output verification

- power supply start up sequence

- gateway power consumption at supply voltage extremities

and various temporat mes
- USB to serial port converter verification

- couununication module UART level shifter and control verification

The hardware platform was found to be functional and the power consumption

remained within the spocificd limit of 3,5W eluring all modes of system operation,

The bootloadcrs, OS and gateway application were deployed to the platform and

veri ficd seq ucn tia 11y, as summarised below:

- bootleaders written to dataflash memory by SAM-BA

- EflOOT COil figured through a terminal emulator via the UART

- Ethernet interface found not to function <tt 100l\lbps;

EflOOT modified lo Iorcc Ethernet connection lo 10Mbps

- OS deployed lo NAND flash memory via Ethernet from development PC

- OS Ethernet driver modified to forc ouncetien at 10Mbps

- OS vcrifi 'cl; Telnet and FTP servers functional

- gateway application deployed to gateway via FTP

- application launch, configuration, data storage, data transfers

via El.hcru land GSM media verified

- gateway packet data receiving rate ability characterised

The filial cost of the gateway hardware construction in comparison lo other gate-

way implcmcntatious concludes the chapter.
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Chapter 6

Conclusions

6.1 Overview

The following chapter presents the general conclusions of the study and provides
the answers to the research questions posed in section 1.2. Several problems en-

countered during the evaluation of the assembled hardware and the development

of the gateway application arc discussed. The chapter concludes with rcconuncn-
elations for future work to improve the performance of the hardware and gateway
application developed during this study.
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6.2 General conclusions

Wireless Sensor Networks and several typical deployments were studied in order to

establish the types of equipment used to permit remote access to the network from

the Internet and how generated data was handled. It was found that gateway

devices, several with Internet connectivity, were implemented with equipment
such as laptop computers, IC evaluation kits and complex single board computers,

with varying degrees of success and cost. Based on the findings of the study, a
specification for a generic. low cost gateway with several Internet connection
options was developed to provide answers to the following research questions:

1. Was it possible to design a gateway that is generic in nature to suit
a variety of WSNs?

This study produced a functional, gencric gateway that has the ability to
interface to several WSNf; by means of a wireless sink node which interfaces

with the gateway through a dedicated USB host socket on the gateway PCB.
The application written for the gateway permits the storage and forwarding
of ally packcts received from a Wireless Sensor node executing the TinyOS
operating system.

2. Was it possible to design a low-power gateway with sufficient re-

sources to execute a multi-tasking operating system, provide per-
sistent data storage and scheduled transfers of the data to remote
locations via the Internet?

Windows Embedded CE is a multi-rasking operating system and was found

La be a suitable choice for usc ill this study af; it permitted the inclusion of the
.NET Compact; Frosnesooi}: which supported the development of the gateway

application in Visual C#, a high-level object oriented language promoting the

case of future modifications and additions to the gateway appli ation.

Persistent storage for the data packets received [rom the wireless sensor node
was provided hy an SO memory card. The received packet:') were converted
from their raw 8-bit binary Ionnat into equivalent ASCII characters to form
readable data which was timcstampcd and slored ill files organised hy the FAT
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filesystem implemented automatically by the operating system.

Windows Embedded CE implements a real time clock which was used by a
scheduler in the gateway application to perform regular uploads of stored data

by using the FTP protocol to remote file servers on the Internet. The Gzip
compression algorithm was applied by the application to data files stored on
the SD card when a change in date was detected to limit the amount of data

transmitted over the Internet.

The gateway was designed to have a power consumption of less than 3,5\1\1

during all stages of its operation permitting it to be powered from a moderately

sized battery and photovoltaic charging system when required.

3. Was it possible to design a gateway that provided several Internet
communication interfaces?
The gateway designed in this study ha.') a fixed wired Ethernet port and a re-

movable conununicatiou module featuring a GSrvr modem which both permit
access to the IIItern ct. In order to ensure that the gateway functionality was
kept generic allel its means of connecting to the Internet configurable, the idea

of an auxiliary module featuring a specific Internet connection technology was
concolveel. A full modem UAnT with handshaking signals was terminated on
a gCllcric header which connects lo a corresponding head r on the comrnu-

uical.iou module via a flexible ribbon cable permitting the easy removal and
r placement of the communication module when required. Only one conuuu-
nicatiou module featuring a GM8G2-GPS moelem and its supporting software

wa.')developed in this study.

4. Was it possible to design a gateway that included an interface for

debugging and configuring a WSN and the gateway via the Inter-
net?
The gateway application has a user interface that is accessible via the Internet

through either the Ethernet or GSM connections. The same user illterface is
also accessible through a serial port 011 the gateway permitting a local user the
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opportunity to configure or troubleshoot the gateway. The user interface per-
mits the adjustment of the gateway application's configuration settings which

are stored in the Windows registry, which is persistent by definition.

In addition to the scheduled uploading of stored data, the application permits

the forwarding of raw packets of data received from the WSN node to a remote
TCP lIP server via an Ethernet connection only when debugging or monitoring
of the WSN is required.

5. Was it possible to design a gateway that was cost effective and con-

structed with components obtainable from South African electronics
suppliers?

It was decided that all the components required for the gateway be procured
from locally based agents and suppliers that represent the international man-

ufacturcrs of the components. This was done to simplify and expedite the
procurement process aile! to ensure that the costs of the components were
kopt to a minimrun. The overall cost of the gateway and communication mod-
ulc hardware developed in this study was found to be less than the costs of

gateway implcmcntatious examined previously.

6.3 Problems encountered

The Ethernet interface 011 the gateway PCB was unable to establish a connection

to a network at 100Mbps and it was suspected that the PCB layout surrounding
the Ethernet connector CON5 may have been the cause of this problem. In ad-

clition, it WH.c.; suspected that the absence of the "Bob Smith" termination in the

magnetics of the Ethernet connector usee! in tho design may be a contributing fac-
tor in preventing Ethernet connections at 100Mbps. As a temporary workaround.

the bootleader EBOOT and the Windows CE Ethernet driver supplied with the

AT91SAM92GO board support package were modified to force the Ethernet to
connect at 101\1bps Lo ensure Ethernet connectivity and to overcome this prob-
lem.
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The control of general purpose 10 port pins on the microprocessor by the gateway
application was found to he complex due to the data marshaling required to call

a low-level 10 function within the operating system.

A workaround solution was implemented where an auxiliary application JO_Control. ere

was invoked and passed arguments to control the state of individualIO pins (refer
to section 3.3.6).

The lack of a graphical user interface on the gateway platform prevented the use
of the Dial Up Neiuiorkinq functionality incorporated in the Windows CE OS for
the control of the GSM modem on the communication module. This resulted in

the development of a bespoke modem control class within the gateway application
to permit incoming GPRS connections anel FTP file transfers via the Internet, as
discussed in section 3.4.5.

6.4 Future work and recommendations

The present gateway prototype employs a powerful multitasking operating system
which required a complex hardware platform to support and execute it resulting
in a moderate power consumption of up to 3,5W for normal operation. This

power eonsuni pt.ion prohibits the long term deployment of the gateway without a

battery charging system or other permanent power source. This results in future
research Lodevelop a hardware platform with further reduced power consumption
which may be achieved in several ways:

- redesign the power supply to completely exclude the use of linear regulators
supplying the low voltage rails a.'i th se devices waste significant power in
the form of heat

- rcspccify tho gateway to exclude the usc of a full multitasking operating
system permitting the use of a smaller mierecontrollor with fewer pcriphcr-

als and bespoke firmware tailored to promote minimised power consumption
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- rewrite the application in C++ to negate the need for the .NET Compact
Framework which was shown to increase the gateway's power consumption
when invoked

- investigate alternative operating systems such as OpenBSD that may offer
reduced power consumption during their execution

- investigate the use and inclusion of a 3G GSM modem on an additional
communication module to reduce the average power consumption by reduc-

ing the FTP file transfer time

The size of the gateway PCB may be reduced by utilising a microprocessor and
memories encased in BGA-style packages even though these packages pose sev-
eral disadvantages as discussed in section 2.2.2. Adding additional signal layers

to the PCB will also result in a reduced system footprint and increased signal
and power supply integrity.

The PCB layout surrounding the Ethernet connection should be investigated and

modified if any potential problems arc found to permit a connection at 100Mpbs.
In addition, a connector incorporating the "Bob Smith" termination should be
procured and incorporated into the revised design.

The present gateway application converts all packets received by the wireless node
in 8-binary format to equivalent ASCII characters. This wa" found to create very

large data Hies on the SD memory card resulting in unwieldy data manipulation

requirements awl lengthened file access times. The gateway application may be
modified to address this issue by filtering the received data packets and only stor-
ing the relevant packets in the stored data files. In addition, the binary to ASCII

conversion may be removed and the only the raw packet data stored resulting in

smaller data files. A further recommendation is to monitor the size of the current
data file and to create a. new file should the initial one become too large resulting
iu several files for the day's data capturing.

The evaluation of the packet repetition rate in section 5.5.3.4 revealed that large

packet losses occur at elevated data transmission rates.
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6. CONCLUSIONS

It was suspected that an overflow of the data buffer may be contributing to this
problem. In addition, a marginal increase in packet loss was found when the

transmission rate was 1431B/s which was thought to be caused by coincident
events occurring between the operating system, VCP driver and the application.
Both of these issues require further investigation and solutions implemented to
solve them.
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Appendix A

Appendix A: Power supply
calculations

Power supply component and thermal

calculations
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A.I Gateway power supply

A.I.I LM2738 indlictor selection

The following equations found in the LM2738 datasheet (National

Semiconductor Corporation, 2011b) were used to determine the value of the
converter inductor Ll:

(A.l)

where:

V9W = internal switch voltage drop

IOlLl. = output current
Rmio1/ = On-resistance of the internal switching MOS

D = Vo+ "llel
Vi11 + Vri - VqW (A.2)

where:

D = duty cycle
Vo = output voltage

Vin = input voltage
Vri = cateli diode voltage drop

(A.3)

where:

!:liL = 0.1 X 10111

1
Ts= -/9 (A.4)

where:
I, = switching frequency

The value of the inductor L may be founel by

. (DT~)L = 2!:li
L

X (\1;.11 - Volll) (A.5)

The following design values were substituted in to the quations A.l, A.3 and
A.4:

Ionl = l,081A - from table 4.1 with 50% safety margin added
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RDSan = 250mO - datasheet value 1s = 550kHz - switching frequency
Va = 5V - output voltage

The following results were obtained from equations A.1, A.3 and A.4:

Vsw = 0,27V
hpk= 1,189A
T, = 1,818jts

It was necessary to investigate the influence of the input voltage range on the
duty cycle of the converter. Two calculations were performed at the extreme ties

of the input voltage range by substituting the above results and the following
design values into equation A.2:

Vinl = 8V
Vin2 = 15V
Vit = 0,44V - catch diode forward drop

The duty cycle varies as follows:

Dl = 0, G65 if Vint = 8V
D2 = 0,358 if Vin2 = 15V

Substituting these results into equation A.5 yields two inductor values suitable
for each input voltage extremity:

L""in = 18,ljd-1 if Vin = 8V
L,l/lu; = 32,GjlH if Vin = 15V

A standard inductor value of 22jtH was selected for the converter circuit. A

Panasonic ELLCTV220M inductor was chosen as it has a rating of 2,7A which

cxccdcd the peak current of 1,189A very low DC resistance and was available in

a magnetically shielded SMD package (Panasonic Industrial Company, 2010).

A.l.2 LM2738 output voltage

The output voltage of the pre-regulator is set by the ratio of resistors R7 and

!l9, RI anel R2 respectively and is determined by:

(A.G)

where:
Va - output voltage

\I,'('J - reference voltage, set at 0,8V
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R2 = lOkn - datasheet recommendation

Substituting Va = 5V into equation A.6 yields Rl = 52,5kn.

52,5kn is a non-standard resistor value, however the E96 resistor range includes
a 52,3kn value which was selected for the design.

Recalculating the output voltage with the adjusted resistor value yields:

Va = 4,98V.

A.1.3 LD29150 output voltage

The output voltage of the LD29150PTR (ST Microelectronics, 2010a)
adjustable linear regulator is set by RIO and R65, R, and R2 respectively and
determined by:

(A.7)

where:

Va - output voltage

v,'('J - reference voltage, set at 1,23V
R2 = 10kn - nominated value

Substituting Va = 3,3V into equation A.7 yields R, = 16,829kn.

16,829kO is a. nou-standard resistor value, however the E48 resistor range
iucluclcs a 16,9kn valu which was selected for the design.

Recalculating the output voltage with the adjusted resistor value yields:

'10) = 3,309V.

A.l.4 Regulator power dissipation

The following equations calculate the anticipated power to be dissipated by the
three regulators in the gateway power supply.

A.1.4.1 LM2738 pre-regulator

The internal power Pill I('1'1/(// generated hy the LM2738 switched mode converter
may be calculated by:
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(A.8)

where:

Pcond - conduction power loss in the NMOS switch
Pq - quiescent power loss

Psw.r - switching loss falling
Psw,' - switching loss rising

The tenus of equation A.8 are calculated by the following equations:

(2 )[ 1 (/::;'iL)2]Pcond = lout x D 1+ 3' x lout RDSon (A.9)

where:

lout - output current
D - duty cycle

Rnson - NMOS on resistance

/::;.iL = 0.1 X Iou I

(A.1O)

where:

Iq - quiescent operating current
11i.n - inpu t vol tagc

(A.11)

1
P.~wr·= "2 (11;11 X Ioul. X I, x trist') (A.12)

where:

fs - switching frequency

t.rall - NMOS switch-off time
t'''isf' - NMOS switch-oil time

The following design values were substituted into equation A.9 to calculate
PeoJ/(l a.t the input supply voltage extremetics.

Dl = 0,665 at \!;n = 8V) from equation A.2

D2 = 0,358 at \lin = 15V, from equation A.2
lonl = 1,081A - from table 4.1 with 50% safety margin added
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RDSon = 250mn - datasheet value
6.iL = 0,l081mA

Therefore,

Pcond1 = 194,27mW at Vi" = 8V
Pcond2 = 104,59mW at ViTI = 15V

The following design values were substituted into equation A.10 to calculate Pq
at the input supply voltage extremetics.

Iq = 1,9mA - datasheet value

Vinl = 8V
Vin2 = 15V

Therefore,

Pq1 = 15,2111Wat Vin = 8V

Pq2 = 28,5m\t\T at Vin = 15V

The following design values were substituted into equation A.11 to calculate

P.~IIIJ at the input supply voltage cxtrcmctics:
Is = 550kHz - datasheet value

tJo.1l = 8ns - approximated datasheet value

Vi", = 8V
Vi"2 = 15V

Therefore,

P.~IIIJI = 19,021tlW at Vit/ = 8V
P.s1IIJ2 = 35,67m W at Vin = 15V

The switching rise and fall times were assumed to b equal, (tJC/1I = trise)
according Lo the datasheet. Therefore:

P.s/Ut·1 = P.~/IIJI = 19,02mW at Vin = 8V
P.slU"l·2 = P.~/IIJ2 = 35,67111W at \1;/1 = 15V

All of tho terms required Lo calculate Pit/lentlll at each input voltage extrcmi ty
have been found.

Therefore:

~nl('nw/l = 247,51111\t\Tal. ';jn = 8V

Pi"IC1"1IO/2 = 204,43mW at Vi" = 15V
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It has been shown that the most internal power is dissipated by the

pre-regulator when the input voltage is at its lowest value.

A.1.4.2 Linear regulators

The following goueral equations calculate the power dissipation of a linea.r

regulator:
(A.13)

where:

P',ot - total power dissipated
Ptdo - power dissipated under load

PI I - quiescent power under loadgnr

(A.14)

where:

\l;n - input voltage

Vont - output voltage
10'111 - output current

(A.15)

where:
Iv,,, - current drawn by the loaded regulator

\1;'11 - input voltage

3,3V LDO regulator LD29150 power dissipation

The following design values were substituted into equation A.14 to calculate

Ado:

\/jn = 5V - pre-regulator output voltage

VrJUI = 3,3V
lOll I = 787,SIllA - from table 4.1 with 50% safety margin added

Ther fore,

Arlo = l,339W

The following design values were substituted into equation A.IS to calculate

P'.'}Ud:
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Vin = 5V - pre-regulator output voltage
Iv", = 18mA - datasheet value (ST Microelectronics, 2010b)

Therefore,

Plgnd = 90mW

All of the terms required to calculate Pial by equation A.13 have been found,

therefore, Ptot = 1,429W

1,8V LDO regulator MCP1825 power dissipation

The equation A.13 may be applied to calculate the power dissipation of the
MCP1825 regulator (Microchip Technology Incorporated, 2008a).

The following design values were substituted into equation A.14 to calculate

P1do:

Vi7' = 5V - pre-regulator output voltage

II,JlLt = 1,8V
IOlLl = 256,83mA - from table 4.1 with 50% safety margin added

Therefore,

Ptc/o = 821,86m W

The following design values were substituted into equation A.15 to calculate

P'fjnr/:
\1;71. = 5V - pre-regulator output voltage

lv.; = 150/lA - datasheet value (Microchip Technology Incorporated, 2008b)

Therefore,

PI!!"" = 750/J,W

All of the terms required to calculate Ptot have been found by equation A.13,

therefore, Ptot = 822,61mW
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A.1.5 Groundplane heatsink calculations

Thermal calculations for the cooling of electronic components may be simplified
by means of an electrical circuit analogy: a heat source is the equivalent of a

constant current source, heat flow is the equivalent of current, temperature is
the equivalent of voltage and conduction, convection and radiation paths the

equivalent of resistance (Kollman, 2005).

Therefore, the cooling circuit may be represented by:

(A.16)

where:

Tj = IC junction temperature
Pd·iss = power dissipated by an IC

RO./G = junction-case thermal resistance

ROes = case-sink thermal resistance
ROSA = sink-ambient thermal resistance

Tcm,./) = ambient temperature

The heat generated by a chip within an IC flows through a junction to the case
which has a thermal resistance Ro./c normally specified by the IC manufacturer.
Rocs is the thermal resistance of th interface between the case and the heatsink
which is negligible if the device is soldered directly to the heatsink or copper
plane and may therefore be ignored ill the following calculations. The heatsink is
rcqui reel to dissi pate the heat into tbc surrounding air by radiation and cond uction

and has a thermal resistance ROSA and is a critical factor in determining the overall
effectiveness of the cooling circuit.

The copper groundplancs on the gateway PCB were used as the heats ink for the
power :-;upply regulators. Heat flows from the regulators into the plane where

it is conducted laterally; cooling is provided by the heat being conducted and

radiated into the surrounding air ill contact with the surface area of the plane.
The analysis of this problem becomes complex as the only known quantities

arc the power generated within the device PrliS8 and the junction-case thermal

resistance, Ro.Jc:.
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The following equations determine an approximate surface area of the heatsink

plane required to keep the regulator junction at a safe temperature that will not

cause damage to the components nor PCB.

Temperature rise 60T is proportional to power dissipation Pdiss and inversely pro-

portional to surface area Sa- The proportionality constant h is the heat transjer
coefficient and is approximately o,oon"!! / (cm? DC) for still air (Kollman, 2005).

Therefore temperature rise may be calculated by:

(A.17)

Substituting li into the equation A.17,

60T = 1000.Pdiss

Sa
(A.18)

From equation A.16 it can be shown that

(A.19)

therefore if 60T = 6oTH .•n,

(A.20)

then
1000

ROsA =-S
(/

(A.2l)

Th surface area required is found by substituting equation A.2l into equation

A.16, removing Roc.') and changing the subject to Sn:

S _ lOOO.Pdiss

(I - Tj - Tomb - (Pdiss.RoJc)
(A.22)

Tbc thermal resistance of the copper plane affects the effectiveness of the heat

transfer away from the regulators and is proportional to its length and inversely

proportional Lo its cross-sectional area. Breaks and discontinuities in the plane
caused by tracks surrounding the devices should be minimised to ensure maximum
heat transfer as copper has a much higher thermal conductivity than the FR4

PCB substrate material.
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In addition, thermal vias may be used to transfer the heat from one side of the
PCB to the other as well as to planes within the PCB thus increasing the effective
surface area of the heatsink.

The individual heatsink surface area required by each regulator is calculated by

means of equation A.22 and the results summed to find the total approximate
surface area required.

A conservative maximum junction temperature T, = HO°C and ambient
temperature To7nb = 60°C are used throughout the calculations. The Pdiss value
for each regulator has been calculated in section A.1.4.

The following design values were substituted into equation A.22 to calculate

surface area Sal for the Lr-.12738:

RoJC = 300e /H! - datasheet value

~liss = 247, 51m ~V - from section A.1.4

Therefore,
5(1, = 5,814('11/2

The following design values were substituted into equation A.22 to calculate
surface area 5", for the LD29150:

Ro./c = 8°e /W - datasheet valu
~/is .. = 1,429111 - [rom section A.1.4

Therefore,
5(1.2 = 37,051(''/11,2

The following design valnes were substituted into equation A.22 to calculate
surface area 5(/, for the MCP1825:

Ro./c = 3°e/W - datasheet value
Prli88 = 822, 61ml!V - from section A.1.4

Therefore,
25(1.:1 = 17,306C711

Tho total required surface area is found by: 5(/,,,, = Sill + 502 + 50:1

Therefore 5(/101 = GO,171C7112 which was made available on the groundplancs
during the design of the gateway PCB.
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A.2 Communication module power supply
The power supply for the communication module was based on the same topology

as the gateway power supply and consists of an LM2738 switched mode converter
supplying power to a linear regulator. The switched mode pre-regulator was

required to reduce the input voltage range of 8V to 15V DC to 3,8V as specified

by the GSM module's datasheet (Telit Communications, 2011 b). An MCPI725
adjustable LDO linear regulator (Microchip Technology Incorporated, 2007) to
further reduce this voltage to 2,8V was included into the design to provide power

to the level translators.

A.2.1 LM2738 inductor selection

The equations A.l, A.2, A.3, A.4, A.5 in section A.I.l may be used to calculate

the value of the inductor required for the communication module's pre-regulator.

The following were substituted into equations A.l, A.3 and A.4:

10111 = 500mA - average current required (Telit Communications, 2011 a)
~iL = 50mA - 0.1 x loui., datasheet clefinition
RIJ.'ioll = 2501110- NMOS on-resistance
I, = 550kHL:';- switching frequency

The following results were obtained from equations A.l, A.3 and A.4:

V~W= O,125V
ILpk= O,55A
T, = 1,8J811s

JL was necessary Lo investigate the influence of the input voltage range on the
duty cycle of the converter. Two calculations were performed at the extremetics
of the input voltage range by substituting the above result and the following

design values into equation A.2:

V~IIJ= 0,125V
Va = 3,8V - output voltage

Vri = 0,44V - catch diode forward drop

Vinl = 8V
Vill2 = 15V

The duty cycle varies as follows:

DI = 0,201 if Villi = 8V
D2 = 0,277 if \!in2 = 15V
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Substituting these results into equation A.5 yields two inductor values suitable

for each input voltage extremity:

Lm'in = 15,34f.LH if Vin = 8V
Lmax = 56,41LH if Vin = 15V

A standard inductor value of 33/LH was selected for the converter circuit. A
Panasonic ELLCTV330M inductor was chosen as it has a rating of 2,7A which

cxccdcd the peak current of 0,55A, very low DC resistance and was available in

a magnetically shielded SMD package (Panasonic Industrial Company, 2010).

A.2.2 LM2738 output voltage

The output voltage of the LM2738 is adjustable and was determined by resistors
R13 and ru7, u, and R2 respectively.

Substituting Va = 3,8V and R2 = lOkO, a recommended value, into equation A.6
yields Rl = 37,5kO.

37,5kO is a non-standard resistor value, however the E96 resistor range includes

a 37,4kO value which was selected for the design.

Recalculating the output voltage with the adjusted resistor value yields:

Vci = 3,792V.

A.2.3 MCP1725 output voltage

The MCP 1725 output voltage is determined by equation A.23 and is set to 2,8V:

(A.23)

where:

Va - output voltage

'~'('J - reference voltage set at 0,41V
R2 - lOkO, datasheet recommendation

Substituting Va = 2,8V and R2 = lOkO into equation A.23 yielded

RI = 58,29kO.

58,29kO is a non-standard resistor value, however the E48 resistor range

includes a 59kO value which was selected for the design.
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Recalculating the output voltage with the adjusted resistor value yields:

Va = 2,83V.

A.2.4 Thermal considerations

The maximum power dissipated by the gateway pre-regulator was found to be
247,51mW when the input voltage was = 8V at a maximum load current of

1,081A. The area of heatsink calculated to maintain safe operating conditions
for the gateway pre-regulator was found to be 5, 814cm2.

It was therefore reasoned that the area of the communication module's ground-
plane, which totals approximately 39,7 cm2, would act as an adequate heatskink
for its pre-regulator.

The loading of the IvICP1725 is minimal as the only components being driven

are the level translators UI and U2 and an indicator LED D6. It wa.') reasoned
that the power generated wi thin the regulator would be easily dissipated hy the

component's package and through its legs into the surrounding groundplane.
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Appendix B

Appendix B: Schematic diagrams

Schematic Circuit diagrams
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Appendix C

Appendix C: Gateway PCBs

Photographs of the gateway and communication

module PCBs
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Figure C.l: Gateway PCB, top layer

Figure C.2: Gateway PCB, bottom layer
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Figure C.3: Communication module, top layer

Figure CA: Communication module, bottom layer
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Figure C.5: The assembled gateway and communica.tion module PCBs, top la.yer

Figure C.G: The a.'1S mblcd gateway and communication module PCBs, bottom
layer
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Appendix D

Appendix D: Gateway power
consumption results

Tabulated results of the gateway power

consumption
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Figures 5.2 and 5.3 in section 5.3.3 are derived from the data presented in tables
D.1 and 0.2.

The column, System state, indicates the operational mode of the gateway with

corresponding test conditions listed in column Condition. The supply current
measurements are listed in column Itol (mA); the calculated current drawn by
the Ethernet and USB serial interfaces and the wireless node is shown in column

lealc (mA); the total power consumed during each state is the product of the
applied voltage and current drawn and is shown in column Ptot (W). Each state
of operation is assigned an index number in column Index which is used as a cross

reference in the results shown in section 5.3.3.

Figure D.1 shows the gateway and communication module being heated in a small

oven to obtain current measurements whilst at an elevated temperature.
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Figure D.1: Gateway and communication module were heated in a small oven
to GOoe to verify that the power consumption r maincd within the 3,5W limit
required by the specification.
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Appendix E

Appendix E: Bill of Materials

Gateway and communication module bills of

materials and component costings
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Appendix F

Appendix F: Application source
code

Prototype gateway application source code

F.l Catcwnvliuginc.cs
F.2 Wi1l32.cs

F.3 UART.cs

F.4 Cow;olcU scrlntcrfacc.cs
F.G GSM.cs

F.G Logging.es
F.7 Logging'I'hroad.cs
F.8 FTPThrcncl.cs

F.9 GPIO.cs

F.lO So kcrStrcam.cs
F.l2 Main.es

F.12 Modem.es

F.13 IO_ColltroJ.c++
F.14 PACKETTXApp.ncsC

F.lG PACKETTXC.tlcsC
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IIFILENAME:
IIVl.04
II
II
II
II
II
IIIIVl. 03
II
II
II

GatewaYEngine.cs
22-04-2012 Reword main menu text
10-03-2012 Added nogprs, reset, eth reset, kill command line switches

eth - ethernet ro console
nogprs - stops GSM server starting automatically
reset - defaults all registry values
eth reset - defaults all registry values, ethernet ro console
kill - stops all iterations of GatewayApp running

01-03-2012 Added remote TCPlIP interface functionality
Added get local lP address function to win32 class
Added data streaming over TCP port - outgoing only
Added stop ftp functionality to user menu - breaks FTP foreach loop andelases internet

connection after file send
II 27-02-2012 Added logger registry key packet size - adjustable packet size from sink node
Ilv1.02 23-02-2012 Added GZ compression to data logger. FTP zip files instead
Ilvl.01 05-2011 Initial release
using System;
using system.IO;
using system.Collections.Generic;
using System.Text;
using system.Threading;
using system.Runtime.lnteropServices;
using system.Diagnostics;
using Microsoft.win32; IIFor accessing the registry
namespace GatewayApp
{

public class Gatcwa~Enqinp
{

DataRecorder datalogger = new DataRecorder();
consoleuserlnterface.consolelnput userconsole;
IIIPAddress 10calIPaddress = IPAddress.parse("127.0.0.l");
private canst string version = "1.04";
public void mainEngine(string[] controlArgs)
{

baal exitloop;
bool startGPRSserver = false;
if (controlArgs.Length != 0)
{

IIAn argument is passed to GatewayApp
if (controlArgs[O] == "eth") userConsole = consoleuserrnterface.consolelnput.Ethernet;
else if (controlArgs[O] "nogprs") userConsole = (onSOleusE,'Interface.consolelnput.UART;else if (controlArgs[O] == "reset") liReset all registry keys to default values. Create new keys if >L

nee

}
else if (controlArgs[O] == "eth reset")
{

use rConsol e = conso 1elise r rn i erface .canso 1e ï nput .UART;
Reqistry.Setvalue(@"HKEY_LOCAL_MACHINE\SOFTWARE\WSN_Gateway\GatewayApp", "Keys exist", 0);

}
else if (controlArgs[O] == "kill")
{

userConsol e = Con.,O1eusert nt,e rfare .canso 1e rnout .Ethernet;
Rf'(jist "y . setVa 1ue (@"HKEY _LOCAL_MACHINE\SOFTWARE\WSN_Gateway\GatewayApp", "Keys ex; st", 0);

wi n i".killAppS();return;
}
else liND parameter, default to UART console and start GPRS server
{

startGPRSserver = true;
userConsole = Con olpu·erlnterface.consolelnput.UART;
lireturn;

}
else liNO parameter, deFaull to UART console and start GPRS server
{

startGPRSserver = true;userConsole = (on 01(1 .,I'rInted,lce.consol(·lnput.uART;
lireturn;

try
{

[nn5010userlnlert~(r.softwareVersion = version;
Cllnsllll'lIser-lntt'rf.;rcc.se~ectConsolelnp'ut(userConsole);110pens UART if neecun .uleu·prlnt~rtd[P.prlntToConsole( \n\rGatewayApp.exe started\n\r");
GPlO.setGPIO("B", 2, true); liTurn off LED2 on gateway PCB processor defaults it ON
int FTDIl arencv-« onvr- rt .TOlnt32 (R"gi 1ry.cetva 1ue(@"HKEY_LOCAL_MACHINE\Drivers\uSS\Cl ientDri vers\ >L

FTDI DEVICE", "t.at encyr tme r". 2));
Con ,0 h'II~'" Inl.< r frc- .printToConsol e « ui IHJ.Format ("FTDI 1atency = {O}\n\r" ,FTDIl atency)) ;
if (FTDIlatency != 16)
{

Rl'qi.Lry.setva 1ue (@"IIKry LOCAL_MACHINE\Dri vers\usB\Cl ientDri vers\FTDI_OEVICE", "t.at encyt imer" , >L
16);

con~olpu~erlnt(rfJcP.startComm5Thread();
win11.ereateRegistryKeys();
vJi IIl1 .StartTi me rThread ();
Wi nl) .opensoca rd();
listart GSM only for UART console interface
if (userConsole != con~OI('lherIlltl'lfM('.(Onsolelnpllt.Ethernet)
{

liStart GPRS server by default if user does not pass gprs to command line
if (startGPRSServer == true)
{

if (G~M.openModem() == true)
{

Illf request to exit application does not exist, open GPRS server
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if (wln:l2.exitGatewayApp ~~ false)
{

Iionly reset gateway if exitApplication request does not exit
if (GsM.initGPRSServer() ~~ false && win32.exitGatewayApp =~ false)
{

lonsoleuserInterface.printToconsole("system rebooting in 2s\n\r");
rhread.sleep(2000);
win32.systemReset(); IIHardware reset of systemThread.sleep(lOOOO);

}
dataLogger.openMoteUART();
COllsoleUserlnterfacc.printHelpscreen();
exitloop = false;
int counter = 20;
while (exitloop ~= false)
{

if (runningLoop() ~= false) exitloop
else
{

true; Ilwaits for exitApplication exit request

counter--;
if (counter ~~ 0) exitloop = true;else Thread.Sleep(5000); Ilwait Ss before trying to start application again

try
{

dataLogger.closeMoteUART();UART.closeserialport(uART.MODEM_UART);
(onsoleuserlnterface.closeconsoleuART();
if (userConsole == (onsoleI..5erInterface.consoleIllput.Ethernet)
{

(ollsoleusLIInterface.printToConsole(String.Format("\rGatewayApp closed. press Enter key ...\ .t
n\r")) ;

}
try { IJARf.modemHandshakeThread.Abort();
catch { }
try { fTF'rhl'ad.threadRunning = false; }
catch { }
try
{

loggin9rhread.loggingThreadRunning ~ false;
IILogglngThread.dataLoggingThread.Abort();

}
catch { }try { win32.realTimernterruptThread.Abort(); }
catch { }try { conso let serllllufaCf'.userrnterface.AbortO;
catch { }
return;

}
catch { }
return;

}
catch(rxcpption msg)
{ con"oJeWlrTntcl'fJU .pr tnt roconso leCs r:ing.Format( "\rGatewayEngine failed. Exception: {O}" ,msg));

umm r\l
//1 Main running loop
I,', I Ullllllrll

r. turn true to attempt
private bool runningLoop()
{

to start the loop again, false quits the application relllrns~

bool exitLoop=false;UJ1RRPCordf'r.loglrror loggerError;
try
{ Ilwait here until application exit requested

do
{

Iisetup and start data logging
loggerError = dataLogger.setupLogging();
if (loggerError != D lt IR<.'cordr.LOlJError.NoError && loggerError != Dat lRecorder.LogError .

LoggingAlreadYStarted)
('011 ol"IJ~!ri ntort c.r c .printTOConsole(,trilllj.Format("cannot start Data Recorder: {O}",

10ggerError.ToString()));
IIFTP files to remote server
F1PlhrrJd.startFTPthread();
if ((OlhOIt'IJS"1IOU'1f·l(('.exitApplication
{

true II win32.testForKillAppS()~=true)
exitloop = true;
continue;

}
while (exitloop == false);
return false;

~,M.modemConnectionManager();
1I1reJ.d.sleep(0);

}
catch (t.xrvp t 1011msg)
{ Con~olrU~er[ntPI i c·.printToConsole(msg.ToString());

return true;
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//FILENAME: win32.cs
using System;
using system.Text;
using system.Runtime.Interopservices;
using system.IO;
using System.Io.ports;
using system.Threading;
using Microsoft.win32;
using System. Net;
using system.Net.sockets;
names pace GatewayApp
{

( /1 'su:nmary',
//! LOW level access procedures
I/I </sUnttnilry>
I/public class win32
public static class win3!
{

#region Definitions
/1/ "SUnlinary>
/// public system time structure
/ I! </sllnHnary>
public struct SY5T[MTIME
{

pub 1ic ushort Year;
pub 1ic ushort Month;
publ c ushort DOW;
publ c ushort Day;
publ c ushort Hour;
publ c usho rt Minute;
publ c ushort Second;
publ c ushort Millisecond;

public static Thread realTimeInterruptThread
private static bool _50ms_toggle_;
private static bool timerThreadstarted;
I/I ,lImmMY
I/I Name of application using internet connection
/ / / / e umrua ry"
public const string HTTP_USER = "GatewayApp";
public const UIIlt32 HKEY_LOCAL_MACHINE = OxB0000002;
private const Ulnt32 FLAG_ICC_FORCE_CONNECTION = 1;

new Thread(timerThread);

#region Registry Key definitions
/ / / ·":~umnl('lr~y'>
!// Reg key: HKEY _LOCAl_MACHINE\SOFTWARE\vISN_Ga teway\GatewaYApp\LOGGER
/ // ,'/surnmary"
public const string LoggerKey = @"HKEY_LOCAL_MACHINE\SOFTWARE\WSN_GatewaY\GatewaYApp\LOGGER";
//1 <',u1nmaIY,
!// Heg key: (~"HKEY_LOCAL_MACHINE\SOFTWARE\WSN_Gateway\GatewayApp\GSM"
/ I/ h,ummdry"
public const string GSMkey = @"HKEY_lOCAL_MACHINE\SOFTWARE\WSN_Gateway\GatewayAPP\GSM";
I;! ....sunma I'y)
1;1 Heg key: @"HKEY_LOCAl_MACHINE\SOFTWARE\WSN_Gateway\GatewaYApp\GSM\GPRS"
,I/ I',umm,lry
public const string GPRSkey = @"HKEY_LOCAl_MACHINE\SOFTWARE\WSN_Gateway\GatewayApp\GSM\GPRS";
II! <" umm;ll'y'
III Reg key: @"HKEY LOCAL, MACHINE\SOFTWARE\WSN_Gateway\GatewaYApp\STREAM"
II I' umm.; ry

public const string StreamKey = @"HKEY_lOCAL_MACHINE\SOFTWARE\WSN_Gateway\GatewayApp\STREAM";
11/ (,UlOnJ;'I'Y
I/I @"HKEY lOCAL_MACHINE\SOFTWARE\WSN .Gateway\GatewayApp\FTP"
III I umm.i ry'
publiC const string FTPkey = @"HKEY_LOCAL_MACHINE\SOFTWARE\WSN_Gateway\GatewaYApp\FTp";
1// 51J111I11,]ly
II! Reg key: HKEY LOCAL..MACHINE\SOFTWARE\wSN_Gateway\GatewayApp\FTP\GSM
'/ I 1,lmlindrY,
public const string FTPGSMkey = @"HKEY_LOCAL_MACHINE\SOFTWARE\WSN_GatewaY\GatewayApp\FTP\GSM";
1// ,Wl1mil I'y
/ / / Reg key: HKEY lOCAL ..MACHINE\SOFTWARE\WSN_Gateway\GatewayApp\FTP\ETH
//1 /illnlllldry
public const string FTPETHkey = @"HKEY_LOCAl_MACHINE\SOFTWARE\WSN_Gateway\GatewaYAPP\FTP\ETH";
#endregion
/ / / lIlllnl<II'y
//1 Internet ilnd FTP consLants found in winlnet,h
/ 'I ...> umnia ry.'
private const urnU2 INTERNET_OPEN_TYPE_PRECONFIG
private const Urnt)? INTERNET_OPEN_TYPE_DIRECT
private const utili32 GATEWAY_INTERNET_ACCESS
private const 1)]11132 INTERNET_OPEN_TYPE_PROXY
P riva te eons t u IIIt :12 INTERNET _OPEN_ TYPE_PRECON FIG_WITH_NO_AUTOPROXY
private const UlntJ2 INTERNET_FlAG_ASYNC

asynchronous (where supported)

0;
l'
2 :
3; // via named proxy
4; // prevent using java/script/INS
Ox10000000; /1 this request is

/1 use registry configuration
/1 direct to net

private const Jllln32 INTERNET_INVALID_PORT_NUMBER 0; /1 use the protocol-specific default
private const ulnt32 INTERNET_DEFAULT_FTP_PORT 21; 1/ default for FTP serversprivate canst IJ Inl 32 INTERNET_DEFAULT_HTTP_PORT BO; // HTTPprivate const 1J1r11. J2 INTERNET_DEFAULT_HTTPS_PORT 443 ; // HTTPSprivate const 1.11nl 3:' INTERNET_DEFAULT_SOCKS_PORT lOBO; /1 de faul t for SOCKS fi rewaTl servers.
private const lJlnt.l2 INTERNET_SERVICE_FTP = 1;private const Ulnt32 INTERNET_SERVICE_HTTP = 3 ;
private const uIrn32 INTERNET_FlAG_PASSIVE OxOBOOOOOO; 1/ used for FTP connections
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private canst Ulnt32 INTERNET_FLAG_NO_CACHE_WRITE
private canst UInt32 INTERNET_FLAG_DONT_CACHE
private canst Ulnt3Z INTERNET_FLAG_RESYNCHRONIZE

is newerprivate canst ulntJ2 INTERNET_FLAG_HYPERLINK
sernantic which works right for scripts

private canst UlnL32 INTERNET_FLAG_NEED_FILEprivate eons t urm 32 INTERNET _FLAG_MUST _CACHE_REQUEST

Ox04000000; // don't write this item to the cacheINTERNET_FLAG_NO_CACHE_WRITE;
Ox00000800; /1 asking wininet to update an item if it ~
Ox00000400; // asking wininet to do hyperlinking ~
Ox00000010; // need a file for this request~ INTERNET_FLAG_NEED_FILE;

private canst UJntJ2 FTP_TRANSFER_TYPE_ASCII
private canst ulnt32 FTP_TRANSFER_TYPE_BINARY Ox00000001;~ Ox00000002;
private canst IJInt32 INTERNET _FLAG_ TRANSFER_ASCII ~ FTP_TRANSFER_TYPE_ASCII;
private canst Ulnt32 INTERNET_FLAG_TRANSFER_BINARY ~ FTP_TRANSFER_TYPE_BINARY;
private canst int POWER_STATE_RESET ~ Ox800000;
private canst int POWER_FORCE ~ 4096;
private canst int IOCTL_HAL_REBOOT ~ Ox101003C; //The value of IOCTL_HAL_REBOOT was found by my app Reboot. ~

exe on winCE

//Ox00000001
/1 Ox00000002

/ Il «su.nma I y>
III win32 Handles
IiI ;,umrnary>
private static Intptr InetHandle;
private statie Intptr FTPsession;
private static string serverIP_ ~
private statie baal InternetOpen_;
private static baal SDcardReady_ ~ false;
private static baal exitGatewayApp_ ~ false;
public static string serverIP
{

get { return serverIP_; }set { serverIP_ ~ value; }

public statie baal issysclockSet
{

get { return sysclockSet_; }

//i sum.nar v
1(, Timer bit that toggles every SO"'S
III ISlImm,) ry»
public statie baal _SOmsToggle
{

get { return _SOms_toggle_;

( " j <;U!mn.llYo'
III Shows if timer thread has started
// i / .ummarv:public statie baal RTIthreadStarted
{

get { return timerThreadStarted;

/ // .unnn. ry
III True if SD card available for access
I/I r= umm.i rpublic statie baal SDcardSetup
{

get { return SDcardReady_;

// lrnnli1I'y
// Exit GatewayApp when exitApplication is true

f Uln!Tll r y
public statie baal exitGatewayApp
{

get { return exitGatewayApp_; }
set { exitGatewayApp_ ~ value; }

/ .umm ry
I system clock set? (true/False)
I ( I ununa r y
private statie baal sysClockSet_;
#endregion
#region DLL_imports
[DI1Tlnporr("Coredll.dll", EntrYPoint = "setsysten=ower stare". sert.as t trror = true)]
private statie extern Ulnl II setSysternPowerState(string psState, int stateFlags, int options);
[ullr.mpcrt("coredll.dll", Entrypoint ~ "seu.oca lr+ne". SetlastError ~ true)]
private statie extern baal SetLocalTime(ref ~~Tl Tf [ Time);
[0Ilr-nport ("Coredli. dll", Entrypoi nt = "GelDi skr rcespacetx", SetlastError ~ true)]
public static extern baal GetDiskFreespaceEx(string dirName, ref long FreeBytesAvailable, ref long

TotalBytesAvailable, ref long TotalFreebytesAvailable);
[Dlll'npo['t("Coredll.dll", SetlastError = true, CharSet = ChM',rt.Auto)]
public static extern u[nll? GetLastError();
[fJlllmpQrt("Coredl1.dll")]
public statie extern int RegFlushKey(Ufnt32 hKey);
[DI II'npon("Coredll.dl I")]public static extern Lfnt3' RegopenKeyEx(1 rnTJ. hKey, string lpSubKey, ulnt32 ulOptions, ulnT32 samDesired, ~

out 11111111 phkResult);
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[Dilr.nporr("Coredll.dll")]
public static extern UInt32 RegcloseKey(UInt32 hKey);
[Dlllmport("coredll.dll")]
public static extern bool KernelIoControl(int dWIoControlcode,

byte[] inBuf,
int inaufs ize,
byte[] outBuf,
int outBufSize,
ref int bytesReturned);

[Dlllmport("wininet.dll", SetlastError ; true, CharSet ; (harSet.Auto)]
private static extern Ulnt32 InternetAttemptConnect(Ulnt32 dWReserved);
[ollIrnport("wininet.dll", SetlastError ; true, CharSet ; charSet.Auto)]
private static extern bool InternetCheckConnection(string lPSZURL,

lJlnt32 dWFlags,
Ulnt32 dWReserved);

[ollIrnport.("wininet.dll", SetlastError ; true, CharSet ; charSet.Auto)]
private statie extern Intptr Internetopen(string lpszAgent,

u.1nt32 dWAccessType,string lpszproxyName,
string lpszproxyBypass,
lJlnt32 dWFlags);

[ollJmporr.("wininet.dll", SetlastError ; true, CharSet; cha rserAutoj ]
private static extern bool InternetcloseHandle(lntptr hInternet);
[Dlllmport.("wininet.dll", SetlastError ; true, CharSet ; charSet.Auto)]
private static extern IntPtr InternetConnect(IntPtr hInternet,

string lpszServerName,
Ulnt32 nServerport,
string lpszusername,
string lpszpassword,
Ulnt32 dwservice,
Ulnt32 dWFlags,u.1nt32 dwContext);

[Dlllmport("wininet.dll", SetlastError ; true, CharSet ; charSet.Auto)]
private static extern bool FtpputFile(Intptr hConnect,

string lpszLocalFile,
string lpszNewRemoteFile,
Ulnl32 dWFlags,
lJlnt32 dwcontext);

#endregion
// / ',UITImMy"'
I/i Performs a system r"eboot
I; / '/' umma ry»public static void systemReset()
{

c.pw.setGPIO("C", 6, false);
resetting system!

}

IIOirect 10 connection to processor reset line - ugly method of

1// summ.: ry,
(// writes a registry value that causes instances of GatewayApp to terminate
,II / umrnarypublic static void killAppS()
{

R('91<;try,Setvalue(@"HKEY_LOCAL_MACIIINE\SOFTWARE\WSN_Gateway\GatewayApp", "RemoteKill", 1);eXltGatewayApp_ ; true;

III .umnrr v
//1 Polls registry for command to close application
//1 .j ummar; .
/ i rt.:' Lu rn r'f:' l.U I'D
public static bool testForKillAppS()
{

exi tGatewayApp_ ; conver-t .rroaoo 1ean (1'(~gl stry. cerva 1ue ((~"HKEY_LOCAL_MACHINE\SOFTWARE\WSN_Gateway\GatewayApp", "RemoteKill", 1));
return exitGatewayApp_;

'region FTP methods
public static urn! 32 Attemptlnternetconnection()
{

return InternetAttemptConnect(O);

/ I ; ~·Ulnll1_\! v>
Ii checks if connection to the Internet can be established
I I /summJry .•
/i p.iram n,IW' "!II\!"Jp. rrm.
/ I rf'Uir'n rrue if connection is made, el se false r t .un'>public statie bool ChecklnternetConnection(string URL)
{

return InternetCheckConnection(URL, FLAG_ICC_FORCE_CONNECTION, 0);

1/ I summ) r'Y)
IIi lstablishes the characteristics of the internet connection
1// ISUfJ1rn.lry.
// par<1111 rt lOlt "IIIJI'llt' • Name of application calling this funct t on pMalO>
//! ro t urn s True If connect i on is opened, else false if a lready opened r- t ur-ns.
publ ic stati c bool Openlnternet(stri ng HTTPuser, ref u rntJ? ErrorNumber)
{

string nullStr = null;
IIInternet already opened: do not open a new session
if (Internetopen_ == true) return false;
InetHandle = InternetOpen(HTTPuser, INTERNET_OPEN_TYPE_DIRECT, nullStr, nullStr, INTERNET_FLAG_ASYNC);
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ErrorNumber = GetLastError();
if (ErrorNumber == O)Internetopen_
else Internetopen_=false;
return InternetOpen_;

true;

\lU!TI11l. ly)'

" closes present internet connection
; / unm.; r 1 )

'I! p.iram rLVlIl, " rr" er ror number r, H,l'n
! '; ri'll1rl1"TI'ue indicates successful closure, else false /returus.
public static bool Closelnternet(ref ulnt3? ErrorNumber)
{

bool result;
result = InternetCloseHandle(InetHandle);
ErrorNumber = GetLastError();
if (result == true) InternetOpen_ = false;
return result;

:,'; su.nm.i ry»
I,; Opens an FTP session
/!I/summa ry
/: I par am namt~· "rr-" <Ip;_ll~a:n: ..
1// <par-anI name: "!.Jsprnarn(l".></pdn:H'l;
I/I «param name I'P'-lSSW01'd">< 'paré.1111>

I/I retulns Error code, 0 if session opened successfully</retul'n
public static bool openFTPsession(string IP,string username,string Password, ref lir.ntJ2 ErrorNumber)
{

ConsolelJserrnterfdce,printToConsole(String.Format("FTP username: {OJ password: {I} lP: {2}\n\r" .use rname v,password,IP));
FTPsession = InternetConnect(InetHandle, IP,Trim(), INTERNET_INVALID_PORT_NUMBER, username, password, .t

INTERNET_SERVICE_FTP, INTERNET_FlAG_PASSIVE, 0);

ErrorNumber = GetLastError();
if (ErrorNumber == 0) return true;
else return false;

/ 1/ . summ.iry
III uploads file via FTP to remote file server
/!/ /SLIOIITIdr'y.
I/I par am nune "f t lorov tore" Local file to send '/param:>
'I/ par am n,lnll"11C'wfileNnl'",Name of new file on remote server lP ra"
I! return .True if file upload was successful, else false· return
public static bool WriteFileByFTP(string fileToStore, string newFileName)
{

}
return FtpputFile(FTPsession, fileToStore, newFileName, INTERNET_FLAG_TRANSFER_BINARY, 0);

I/I SIJmmHy,
II; closes present internet connection
I/ / /5uoHndry
1// returns True indicates successful closure Irelurns,
public statie bool closeFTPsession(ref Ulnt32 ErrorNumber)
{

bool result;
result = InternetCloseHandle(FTPsession);
ErrorNumber = GetLastError();
return resul t;

#endregion
#region Time and clock methods
public static void SetSystemClock(~YS1IMIIMl NewTime)
{

SetLocalTime(ref NewTime);
sysclockSet_ = true;

1/ I'W'lI'.r,
//1 Converts DateTime to struct SYSTEMTIME
J ~J / l/!nnl-l r 'I
/f p.ll\101n;lIl1f r'p~\'I)ttTl'lll p vrrr»

rvt urn "s t ruct,SYSTEMTIME" .rtlurn :
public static sy',rIMIIt·lIconvertDateTime(Dd!.plilllf'TimeNow)
{

SY'>lEMTIM[ X = new SY5TEMTI'1l0;
X,Year = (ushort)TimeNOw,Year;
x,Month = (uShort)TimeNow.Month;
x,Day = (ushort)TimeNow.Day;
X,DOW = (ushort)TimeNow,DayOfweek;
X.Hour = (ushort)TimeNow,HoUr;
x.Minute = (ushort)TimeNow,Minute;
x.Second = (ushort)TimeNow,Second;
x,Millisecond = (ushort)TimeNow,Millisecond;
return x;

/// UlnolMy
/1/ Compares a dale LO current system date
" I, "I unrna ry:

f p,]rdm n,nl!' '': Il_tlo, tlf~(~ Date to compare p c;\1 II.
" r--turn Tl"UI? if dates differ, else false r',lUI"

public statie bool ISDateDifferent(~ I~Ti Of'DateTocheck)
{

),Ilf'riml'SystemDateNow = Dal, flmp,Today;
if(oatlTlmp,Compare(DateToCheck,SystemDateNow)!=O)return true;
else return false;
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/ /1 <~,umma t'y>
//! compares a time to current system time
/!/ ISlJmm<lry~'/;' p.:ram n- nlt, "11 me rochcc k' ~,Time to compare 'Pj r"n!>
i return True if hour and minute match, false~ retJ 'ns-

publ ic stati c boo l TimeMatch(-S'SH' IMf TimeToCheck_)
{

SYSTEMTlm SystemDateNow_;
SystemDa teNow_=Conve rtDateTi me (uat erime. NOW) ;

true;
if (systemDateNow_.Hour
else return false;

TimeToCheck_.Hour && systemDateNow_.Minute TimeToCheck_.Minute) return

1// «su-nma ry.
III Starts a timer thread that toggles a bit every SOms
i/! ','3wrun.:lry>
public static void startTimerThread()
{

if (RTlthreadstarted == false)
{

realTimelnterruptThread.lsBackground = true;
realTimelnterruptThread.Start();(onsoleIJSerlnterfdce.printToConsole("Timer thread started\n\r");

/ 1/ .·.·,Um%HY··
if/ Toggles a bit every SOms
1// <!summarv,public static void timerThread()
{

timerThreadstarted = true;
while (true)
{

~SOms_toggle_ = !_SOms_toggle_;
Thread.sleep(SO);

#endregion
#region Data storage methods
; / / sumna ry
//1 Enable sD card for data storage
iI/ l,iUnlindr'Y
s re t urn s.True if successful, else false<! rrt urns >

public static bool openSDcard()
{

SDcardReady_ = false;
Heg'istry. t.oca1Machi ne.Crea teSubKey(@"SOFTWARE\FLASHLOADER") ;Registry.setvalue(@"HKEY_LOCAL_MACHINE\SOFTWARE\FLASHLOADER\", "SDconnect", 1);
Reqistry.Setvalue(@"HKEY_LOCAL_MACHINE\system\storageManager\profiles\sDMemory\", "Folder", "sDcard"); ~

try
{

Di rec rorvï.nf'odi rïrrfo = new Di rectorylnfo("\\sDcard");
DircctorylnFo[] dirlist = dirlnfo.GetDirectories(); I/Get directory listing of dirInfo
convo let serIlltt·rf.rc('.printToConsole("SDcard opened successfully\n\r");
return true;

cOn~()I('lIS('I·rnttrtd(·'.printToConsole("SDcard not found.\n\rNo data logging allowed, only system
seLup\n\rlnserl SDcard into slot and reboot system\n\r");

return false;

}
catch (Di rt'ctorYNotrounr]fxropt ion)
{

}
calch ([Keprt1on msg)
{

(()n.,()ll'lht'IÏIl!.l'rf,lu'.printToConsole(~t.r'iny.Format("[xceptionin win32 class: {O}\n", msg.Message));
return false;

/ // .Ulllnl,11y
/11 Close SO card in registry for valid test at next start of Gateway app
/ I Ulnn,;} I 'I
public static void closeSDcard()
{

Hp,) is\ry.se tva1ue (@"HKEY_LOCAL MACHIN[\SOFTWARE\FLASHLOAD[R\", "soconnecr", 0);
if(SDca rdReady_==t ruejcoo-.o 1(>11~"rlin~rf<leo.PrintToConso 1e("Cl os ing SDcard\r");
else Cons o lcu .ortnt e t;I('.printToConsole("Hesetting SDcard setting in registry\r");

/ I Ulllnl,ll Y// Checks if media volume exists and if capacity is sufficent
/, unm ly)

/11 p.nam n.lnlt"r Hit Iltlit.h Media path to test 1',\1 Int,
Ii.' cp,,, .irnII lin" "cx is t ",Resul t of mcd ia exist i est IH'lln
'Ii Illl am 11',n, "Lhro hold" Mlnimum amount. of space allowed on media pa ra r
I param Il I( r-nouqhr'P.! ty' Resul t of medi a capaci ty lest 'I I n

public static void doesvolumeExist(string currentPath, ref bool exists, float threshold, ref bool
enoutcapacity)

doesvolumeExist(currentPath, ref exists, threshold, ref enoughCapacity, false);
}

II .umm ll'~·

//1 Checks if media volume exists and if capacity is sufficent
/ I .unun.u (
/1 plr"linnunc "rurr cmi th Media path to test P,H
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iii <paldnt oa1re-,,"e)(;SL" Result of media exist t es t-o par '11'
/1, <p;Hdm name "!.hresholtJ">Minimum amount of space allowed on media p, ra,n:>
1/; ,'par,)," name "enouqhr apar.t ty" ,·Result of medi a capaci ty t es t-o par-n».
/; I param nal1le~,"ignorerhl-p .hoId" Ignol-e medi a capaci ty test iparaln,
public static void doesvolumeExist(string currentPath,ref bool exists, float threshold, ref bool

enou{hcapacity, bool ignoreThreshold)
long FreeBytesAvailable = 0;
long TotalBytesAvailable = 0;
long TotalFreebytesAvailable = O·
exists = false;
GetDiskFreeSpaceEx(currentPath, ref FreeBytesAvailable, ref TotalBytesAvailable, ref

TotalFreebytesAvailable);
if (TotalBytesAvailable != 0) exists = true; //0 bytes available if volume does not exist
if (ignoreThreshold == true) return;
enoughCapacity = true;if (Availablestorage(FreeBytesAvailable, TotalBytesAvailable) < threshold) enoughcapacity false;

1/; «.urnma r'y>
/1' Calculate remaining storage capacity on volume
/// /sul1rnary>
/,/ p.i r am n.nlt_' ·"r·,p Gyte v i t l vo lc ' para.n.
: / 'p:Jldntnanl<,""fot<11Ilvt'>"valhbl" "pardnl'
:;1 ':rf~1urn~>Space avai1able as a percentage<f f'turn:,:>
private static float Availablestorage(long FreeBytesAvailable, long TotalBytesAvailable)
{

float BytesAvailable, TotalvolumeBytes;
BytesAvailable = FreeBytesAvailable;TotalvolumeBytes = TotalBytesAvailable;
return (BytesAvailable / TotalvolumeBytes) * 100;

,;! < summa ry
I I perform directory listing on selected media
jl Ic:.drtlln(lry.
1:/ p. ran nann "mod i a op t ions : sd, usb , hdd pa, nl

public static void dirListing(string media)
{

long FreeBytesAvailable = 0;long TotalBytesAvailable = 0;
long TotalFreebytesAvailable 0;
string path = "\\";

switch (media)
{

case "sd":
path="\\SDcard";
break;

case "usb":
path = "\\Hard Disk";
break;

case "held":path = "\\NandFlash";
break;

case "log":
path = ,lring.Format("\\{O}\\{l}\\", Rt!g;stry.Getvalue(N;n32.LoggerKey, "Media", "\\"), Pf'g,<;trj>I!

.Getvalue(winJ2.LoggerKey, "Directory", ""));
break;

wln32.GetDiskFreespaceEx(path, ref FreeBytesAvailable, ref TotalBytesAvailable, ref
TotalFreebytesAvailable);

try
{

if (Total FreebytesAvailable > 0)
{

ccn.,o I"u lOr In lI' r [Jce. pri ntToConso 1e(" t ri ng. Forma t("\n\rDi rectory of {O}: \\\n\r" ,path)) ;
1)1' (OCt.nrv i nf0 di rlnfo = new oi ree tor -rnto Cpath) :
ui rr-cr urv rntof l dirlist = dirlnfo.GetDirectoriesO; IIGet directory listing of dirInfo
foreach (DiretturyTn[u dirNext in dirlist)
{

(OIlSOI 'v,e r in t (' rt lC, . printTOConso 1e (St r i nq .Format ("\r{O}", di rNext. ToStri ng () .Tri m())) ;

r; lot o fo l] filelist = dirlnfo.GetFiles("*.*");
foreach (I i lo rnf o fileNext in filelist)
{

(Oil ,ol"I)~t"rme rf irr .printTOConsole( lrlng.Format("\r{O}", fileNext.ToString().Trim()));
}
Conso 1"vSC rIn u- rfau .printToConso 1e( til nq .Format ("\r\n {O] File(s)", fil et i st. Length)) ;
r.on so 1 ('I ise r t n ted au'. printToConso 1e( tring. Forma t("\r {O} Di res)\r\n", di rt, ist. Length)) ;

(0I1S0INJ~l"·ll1uOrl,\c~.printToConsole(>tril1g.Format("{O} Free Bytes: {l}\r" ,path, FreeBytesAvailable)) >I!

(on~()lf'lJ,erInt('d.lc".printToConsole( ,t,1nC).Format("{0} volume s ize : {l}\r" ,path,
TotalBytesAvailable));

r.on \0 Il'LJs~~rr11t." f <I( o .PrintToConso 1ebt r 'I nq .Forma t("{Ol Free Bytes: {l}\n\r" ,path,
TotalFreebytesAvailable));

}
catch { }

}
#endregion
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#region Registry methods

1// ',:sumrnal'y'>
//1 Checks if registry keys exist. Create if they do not exist and set all to default values
Ii! !summa "Y>
public static void createRegistryKeys()
{

int keyExist;
stri ng key = @"HKEY_LOCAL_~1ACHINE\SOFTWARE\wSN_Gateway\GatewayApp";

(0I1S0 Icus er-r nt;e rface . pri ntToConso le (" Readi ng req i st I'y\n\ r") ;

keyExist = (Onven.Tolnt32(Rcgistry.Getvalue(key, "Keys exist", 0));
if (keysx i s t != 1) I/Assume no I'egisny keys for the app exist, so create them with default values
{

Consol "UserInterface. pri ntToConsol e("creati ng regi stry keys and resetti ng to defaul t values\n\r");

Regi st ry. Loca I Machi ne. createSubKey(@"software\wsN_Gateway\GatewayApp") ;
l<egistry.LocaIMachine.createSubKey(@"software\wsN_Gateway\GatewayApp\FTP");
Reqistry.LocaIMachine.createsubKey(@"Software\wsN_Gateway\GatewayApp\FTP\ETH");
Reg'i 5 t rv . Loca I Machi ne. createSubKey(@"software\WSN_Gateway\GatewayApp\FTP\GSM") ;
Regisny.LocaIMachine.createSubKey(@"software\WSN_Gateway\GatewayApp\LOGGER");
Registry.LocaIMachine.CreateSubKeY(@"Software\WSN_Gateway\GatewayApp\GSM");
l<e9is \ ry. Loca I Machi ne. CreateSubKey(@"Softwal'e\wSN_Ga teway\GatewayApp\GSM\GPRS ") ;
He(jist.ry.LocaIMachine.CreateSubKey(@"software\WSN_Gateway\GatewayApp\STREAM");

consol eus er Int e rf ace . pri ntToConsol e("wri ti ng defaul t regi stry va I ues\n\r") ;

key = LoggerKey;

Registry.setvalue(key, "Media", "SDcard");
Req'i 5 t ry. sctva I ue (key, "Di recto ry", "LOG_DATA");
Registry.Setvalue(key, "Extension" "LOG")'
Registry.setvalue(key, "Old extension", "~Zl");
Registry.setvalue(key, "Packet size" "41')'
Re(Jistry.setvalue(key, "Send time", 1'0010");
Reg'ist:I'y.Setvalue(key, "Logger enabled", 0); IIEnsure logger is disabled if values in keys are not",

set

public lP

lP add r es s

key = GSMkey;

Req'istry.setvalue(key, "Module type", "Telit GM862");
Registry.Setvalue(key, "Power ID bank", "B");
Registry.Setvalue(key, "Power ID number", "20");
Registry.Setvalue(key, "Reset ID bank", "B");
Reqistry.setvalue(key, "Reset ID number", "21");

RegistI'y.setvalue(key, "Resend attempts", 5);
ReCjistry.setvalue(key, "Interval ms", 5000);
l<egistry.Setvalue(key, "Read timeout ms", 60000);
Reqistry.setvalue(key, "Transmit timeout s", 30);

key = GPRSkey;

RPgistry.setvalue(key, "Dut port", "");
Re(jistry.Setvalue(key, "In port", "49500");
Reqistry.setvalue(key, "Firewall mask", "255.255.0.0");
Registry.Setvalue(key, "Firewall lP", "0.0.0.0");
Registry.setvalue(key, "j nt erne t APN", "unrestricted");
Regisuy.setvalue(key, "update DNS", "www.dyndns.org"); IIDNS server address - update with

Req'istl'y.setvalue(key, "Check lP address", "checkip.dyndns.org"); IIAddress to ping to get public '"

key = StreamKey;

Reqistr-y.Setvalue(key, "Out port", "49500");
Ilegistl·y.Setvalue(key, "In port", "");
I{Pgi511·y.setvalue(key, "Destination lP", "0.0.0.0");

key = FTPkey;

Ilegi 5 try . SetVa I ue(key, "rranspo rt", 1); I /FTP transport defaul tis GSM
Regisll'y.Setvalue(key, "Attempts", 5); I/FTP connection attempts
Rl'giqry.Setvalue(key, "Attempts interval s", 30); IIInterval S between Internet connect attempts

key = FTPGSMkey;

Registly.Setvalue(key, "use rname" , '''');
Rf'gi5try.Setvalue(key, "password", "");
l{p(ji'ouy.Setvalue(key, "Hos tname" , "");
"eqi~tt·y.Setvalue(key, "serve r lP", "");

key = FTPETHkey;

Pt'g; ,t ry. Setval ue(key, "use rname" , "");
Ilcqistl'y.Setvalue(key, "Pas swor d". "");
Ih'qistry.Setvalue(key, "uos tname" , "");
Regisll'y.Setvalue(key, "server lP", '''');

I<'~(ji" \ ry. SetVa I ue (@"HKEY LOCAL_MAClIINE\SOFTWARE\WSN_Gateway\GatewayApp", "Keys exi st", 1);
RegFlushKeY(HKEY_LOCAL_MACHINE); liSaves aI I registry settings in NandFlash hive

}
RC'qistry.Setvalue(@"IIK[Y LOCAL_MACHINI:\SOFTWARE\wSN_Gateway\GatewayApp", "RemoteKill", 0);

}
#endregion

'region lP methods

public static string getIPaddressLAN()
{

stri ng hostName = ons .GetHostNarneO;
IPHo5lfnLry localIPinfo = Dns.GetHostEntry(hostName); IIDns.GetllostByName(hostName);
return 10calIPinfo.AddreSSList[0] .ToString();

/tendregion
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/IFILENAME: UART.CS
using System;
using System.IO.Ports;
using System. collections;
using System.Threading;
using system.Collections.Generic;
using system.Text;
using Microsoft.win32;
namespace GatewayApp
{

public static class UARl
{

#region Definitions
public const int MDTE_UART = 0;
public const int CONSOLE_UART = 4;
public const int MODEM_UART = 2;
private const int MAX_IN_BUFFER_SIZE_ = 400000;
private const int MAX_MODEM_IN_BUFFER_SIZE_ = 100;
private static stringe] availableports = serialport.GetPortNames();
private static bool[] comportOpened_ = new bool[lO] { false, false, false, false, false, false, false, false ~

, false, false };
private static SerialPQrt COMO
private static serialrort cOM2
private static SprialPort cOM4

new serialrort();
new 5erialrort();
new Serialport();

private static byte[] rawNodeDataln new byte[MAX_IN_BUFFER_SIZE_]; I/Buffer to hold data received from ~
sink node

private static int endofLastPacket_ 0; IIAddress of the end of the last packet received before the ~
inpointer wraps to 0private statie int MOTE_UART_Dataln_ = 0;

private static bool pointerwrapped_ = false;
private static int bytesReceived;
private static int bytesRead;
private static bool streamData_ false;
f/I dmmary
/f' Length of packet from Mote
Ijl ,'/5u1Imary
private statie int packetLength_ = 100;

I'egistry
liStart with an arbitary value - will be initialised from

private
private
privateprivate

static
static
staticstatic

byte[] MODEM_UART_InBuffer_
int MODEM_UART_Dataln_ = 0;
string modemonlineData;string modemonlineDataCopy;

= new byte [MAX_MODEM_IN_BUFFER_SIZE_] ;
IIData received from modem in online mode
IIA copy of data received from modem in online mode

public statie SprialPort consoleUART
{

get { return COM4; }

public static ,prialPort
{

}

modemUART
get { return COM2; }

private enum Hdndshak~(ontl'ol
{

xon = 17,
xoff = 19

} ;

public static illP;tdmodemHandshakeThread
public static bool stopTX;
private static bool startHandshakeRX_;

threadprivate static bool modemHandshakeThreadRunning_;
thread

new rh,'"lu(modemDataReceiver);

private statie int transmitTimer_;
received

Ilused to stopistart data transmission to the modem
IIStarts/stops handshake data reception in handshake ~
IlShows thread is running to prevent restart of ~
Iiset to a time value in seconds on every Xon byte ~
I/Timesout after last Xon recieved to send escape ~
IIConstant to set transmitTimer

sequence to modem
private statie int transmitTimerconst_;
fiendregion
'region class properties

.lHwnllr 'y

I Raw byte data received from sink node
I !1111Ol \ r y

pUblic static byte[] MOTE_UART_Raw_InBuffer
{

get { return rawNodeDataln; }

/.! .ummar y .
I Pointer to stiJrtaddress of recevied packet in buffer rawNocieDataln

f lJ~\ln,l ry
public statie int MOTE_UART_Dataln
{

get { return MOTE_UART_Dataln_;

I; umn. r'y
/ Set to true when buffer pointer wraps lO zero

f 1/ ./ lImnl,HYpublic static bool pointerwrapped
{
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set pointerwrapped_; value; }
get return pointerwrapped_; }

; r !film'" ry/ : Address of the end of the last packet written in MOTE_UART_Raw_InBuffer
1// It.: Umrll~_1! )
public statie int endOfLastPacket
{

}
get { return endofLastpacket_;

public statie int MAX_IN_BUFFER_SIZE
{ get { return MAX_IN_BUFFER_SIZE_;

public static bool[] comportopened
{

get { return comportopened_; }

/ ! / (,..,Utnm . .l ry.)
/1/ Length of packet from sink node
/ I / I " \J11In ,I ry'public statie int packetLength
{ get { return packetLength_;

/ dntn1ry>
1// Start or stop sink node data streaming
; /; <! umma r v»public static bool streamData
{ set { streamData_ ; value; }

get { return streamData_; }

; / f lP1Vll<' r y
//! A gate to start/stop receiving handshake signals in handshake thread
// / j unm» rypublic static bool startHandshakeRX
{

get{return startHandshakeRX-; }
set { startHandshakeRx_ ; value;

public static bool modemHandshakeThreadRunning
{

}
get { return modemHandshakeThreadRunning_;

lj' C,UlMl.11·Y>
III A timer that is set to trasmitTimerConstant
'// I'"umm,lrypublic statie int transmitTimer
{ get { return transmitTimer_; }

set { transmitTimer_ ; value; }

I drJ\!n .1t
I/I A constant that sets a timer after receiving a Xon control signal from the modem
I ~unund r
public statie int transmitTimerConst
{ set { transmitTimerConst_ ; value;

#endregion
I, unun.rrv

I openSerialporL
/ lWlllndr
; / 'p,Ir In 1),\'1,. (.,)11' COM port number to addre ss [!lr \'~>

I p, run n,"It' 'iJ,IudBaud rate of speci fied port p,H,ln,-
I'ptun,.... re t IHtI

public statie baal openserialport(int COM,int baud)
{

string COMname;
baal portOpen ; false;
try
{

COMname="COM"+COM. ToStri ngO;
intx=O;
(011'001"1)' el Jnt~rf.lu.',printToConsole("Available COM ports:\n\r");
/lconsole,Write("\f"Available COM ports:\n\r");
foreachCstring msg in availableports)
{ c.onsolct .orrnu rf ICP.printToConsole( trinq.Format( "{O} {l}\r" ,x, msg));

/ICon~ole.writC(String.Format("{O} (l)\n\r", x, msg));
x++;

}
swi tch (COM)
{

case MOTE_UART:packe tLength_ (onvo rt .Tolnt32 Cl{'\Ji st ry .cetva1ue (wiIl j) .Logge rxey , "packet size", ""));
COMO.portName COMname;
COMO.BaudRate baud;
COMO.DataBits 8;
COMO. Handshake = Hdncl.iiJ"k<'.None;I/COMO.Handshake = Handshake.RequestToSend;
COMO.ReadTimeout = timeoU\.Infinite;
COMO.ReceivedBytesThreshold = packetLength_;
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IlcOMO.ReceivedBytesThreshold = 1;
COMO. DataRecei ved += new Se r t a IDataRecei vcdFvenUDnd f' ,.(COMO_Da taRecei ved) ;

IlendOFLastracket_ ((int)MAX_IN_BUFFER_SIZE_ I packetLength_) * packetLength_;endOfLastPacket_ = (int)MAX_IN_BUFFER_SIZE_ - 1;

if (COMO.lsopen == true) COMO.Close();if (COMO.lsopen == false)
{

}
break;

COMO. Open 0 ;portOpen = true;comportopened_[MOTE_UART] true;

case MODEM_UART:
cOM2.portName
COM2.BaudRate
COM2.DataBits

COMname;
baud;
8'

COM2.Handshake = H~ndshake.None;
COM2.ReadTimeout 50;

if (COM2.Isopen == true) COM2.close();
if (COM2.Isopen == false)
{

}
break;

COM2 .Open0 ;portOpen = true;
comportOpened_[MODEM_UART] true;

case CONSOLE_UART:COM4.portName = COMname;
COM4.BaudRate = baud;COM4.DataBits = 8;
COM4.Handshake = Handshake.None;
COM4.ReadTimeout = 500;
IlcOM4.ReadTimeout = Timeout.lnfinite;
if (COM4.IsOpen == true) COM4.close();
if (COM4.Isopen == false)
{

Ilwait for ever for a console key entry

COM4 .Open 0 ;
portOpen = true;
comPortOpened_[cONSOLE_UART] true;

}
break;

default: return false;
}
catch (lxception msg)
{

}
return portOpen;

(01150 Ieuse rr n te r t dee. printToConsol e(su ing. Format( "{O}\n", msg .Message));

/ /, .ununar v
/11 Close UART
/II umm.l ry
~// 'p;..11 .UIl fl',lln' (nr. n p; I 1m

r 111l,r true when closed, false if still open ruurn s.
public static bool CloseSerialport(int COM)
{

string COMname;
COMname = "COM" + COM.ToStri ngO;
try
{

switch (COM)
{

case MOTE_UART:
if (COMO.Isopen == true)
{

COMO.CloseO;comPortopened_[MOTE_UART] false;
}
break;

case MODEM_UART:
if (COM2.IsOpen == true)
{

}
break;

(Oil .o leu ,I'r rrrr"rf,\(.e.printToConsole("closing MODCM uART\r");
COM2.CloseO;comPortopened_[MoDEM_UART] = false;

case CONSOLE_UART:
if (COM4.IsOpen == true)
{

COM4.CloseO;comPortOpened_[CONSOLE_UART] false;
}
break;

default: return false;

}
catch
{

return lruc;

(UlisuIPlISprllltt>lt,\«('.printToConsole(t rinq.jormat f "Error closing (O}\n", COMname));
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return true;

public static void WriteToserialport(int cOM,string Message)
{

string COMname;
COMname ~ "COM" + COM.ToString();
try
{

switch (COM)
{

case MOTE_UART:
cOMO.writeLine(Message);
break;

case MODEM_UART:
Ilconsole.writeLine(String.Format("Cl {O}\n\r", Message));
COM2.writeLine(Message);
break;

case CONSOLE_UART:
COM4.writeLine(Message);
break;

}
catch (Exception msg)
{ Cons()I('LJ5c~r·lnterfi\(e.printTOConsole(String.Format("[13J Exception message: {O}\n", msg.Message)); oL

public static string ReadFromserialport(int COM)
{

string message;
try
{

switch (COM)
{

case MOTE_UART:
message ~ cOMO.ReadLine();
break;

case MODEM_UART:
message ~ modemonlineDataCopy;modemOnlineDataCopy ....;
break;

case CONSOLE_UART:
message ~ COM4.ReadLine();
break;

default: return

}
catch (limpout~xcpptlDn) { }
return "";

return message;

public static stringe] GetportNames()
{

return <,p,.'alPon.GetportNames();

I unun ry
J change a COM port baud rate
I " lIrl1fl'1{lrlv

I)" linIld,n' " ..UtA" COM numbe r pM "n
pi rrm n utn "b !.II" New baud ra t e P,l n
I -rurn Truc if successful, else false r. !fns

public statie bool changeBaud(int COM. int baud)
{

try
{

switch (COM)
{

case MOTE_UART:
COMO.BaudRate
break;

baud;

case MODEM_UART:
COM2.BaudRate
break;

case CONSOLE_UART:
COM4.BaudRate ~ baud;
break;

baud;

default: return false;

}
cat h { return false;

return true;

InH Hy
,I Send i++ to modem to return to command mode
J l,U/lIHI"
I I ".11 nn '1<\,nl' "qu.udl i'It' Time in ms between escape char + (1)'\' am.-p.r.unn.um "1Hlf'cpon ," True = no response, only send -i++- Ip.,,.I11
freturn ,qUill::.

public statie string sendEscapeSequence(int guardTime, bool nOResponse)
{

if (noResponse == false)
{
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}
else
{

return sendEscapesequence(guardTime);

COM2.write("+");
rhreJd.Sleer(HuardTime);COM2.write( '+');
rhl·cad.Sleer(9uardTime);COM2.write( '+ );
Thr~ad.Sleep(guardTime);
return "";

;'/ )Wll'lj rv
I/! Send +++ to modem to return to command mode
; I:' .j <,' Utntlli_\ r V'

1/:' (:pdl am !l~l'n(' "qu;..l! d ti m« .r irne in ms between escape char +- p, 11rl'

/// ("(-'turn.:;, '/r'£1['ul'I1
public statie string sendEscapesequence(int guardTime)
{

byte byteReceived;
byter] holder; new byte[3];
string modemResponse;
try
{

for (int i ; 0; i < MAX_MODEM_IN_BUFFER_SIZE_; i++) MDDEM_UART_InBuffer_[i] 0;
COM2.DiscardlnBuffer();COM2.ReadTimeout; 10000; 1/105 timeout to wait for modem response
COM2.WriteC"+") ;
rhl·ead.Sleer(HuardTime);COM2. wri tee '+');
rhread.Sleep(9uardTime);COM2.write("+ );
rhread.Sleep(guardTime);
MDDEM_UART_Dataln_ ; 0;
whi 1e (true)
{

COM2.Read(MODEM_UART_InBuffer_, MODEM_uART_Dataln_, 1);
byteReceived ; MODEM_UART_InBuffer_[MODEM_UART_Dataln_];
holder[O] holder[l];
holder[l] ; holder[2];holder[2] ; byteReceived;
I/Test for OK, erroR, connecT, no carrieR, CR LFif «holder[O] ;; 'K' II holder[O] ;; 'R' II holder[O] =; 'T') && holder[l] ;; '\r' && holder[2] '"

;= '\n')

modemResponse ; fncodinq.Default.GetString(MODEM_UART_InBuffer_, 2, MODEM_UART_Dataln_); // '"Check that this line is correct
return modemResponse;

}
MODEM_UART_Dataln_++;
Ihrpad.sleep(O);

if (MODEM_UART_Dataln_ > 0)
buffer in case data is useable

{

}
catch
{

I/Same data has been received from the modem, so process the global '"

}
else return

modemResponse ; rncod i ng.Defaul t.GetStri ng (MODEM_UART_InBuffer _, 2, MODEM_UART _Dataln_) ;
return modemResponse;

again
""., IIReadsyte timeout accu red, so retu rn to ca11i ng function send command to modem

I sunma ry
I; Sends a command to modem and returns modem response

.unnn Ir y
p, r im rl,'" "romm rllJModem AT command p.i r m
p, I .m n m "t mn-our : Length of t i me i n ms to wait before returning to caller pdr<vn>

, ,"Iurrh. Retur-ns modem response, or empty string if timeout occurs r rurn
public static string sendCommand(string command, int timeout)
{

byte byteReceived;byter] holder; new byte[3];
string modemResponse;
try
{

cOM2.RtsEnable; true;
for (int i ; 0; i < MAX_MODEM_IN_BUFFER_SIZE_; i++) MODEM_UART_InBuffer_[i] O'
for (int i ; 0; i < 3; i++) holder[i] ; 0;
COM2.DiscardlnBuffer();
COM2.ReadTimeout = timeout;WriteToSerialport(MODEM_UART, s\rjnq.Format("{OJ\r", command));
MODEM_uART_Dataln_~O;
while (true)
{

Ihl'f.'Jt!.sleep(O);
COM2.Read(MODEM_UART_InBuffer_, MODEM_uART_Dataln_, 1);
byteReceived ; MODEM_UART_InBu ffer_ [MODEM_UART_Dataln_l ;
holder[Ol;holder[ll;holder[l ;holder[2 ;
holder[21 ; byteReceived;
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Check that this

liTest for (OK OR errOR OR connecT OR no carrieR) AND CR LF
if((holder[O]=='K' I I holder[O]=='R' I I holder[O]=='T') && holder[l]=='\r' && holder[2]=='\n')
{

modemResponse = Lncodinq.Default.GetString(MODEM_uARLlnBuffer_, 2, MODEM_UART_Dataln_); /1 oL'

line is correctreturn modemResponse;
}
MODEM_UART_Dataln_++;

if (MODEM_uART_Dataln_ > 0)
buffer in case data is useable

{

}
catch
{

IISome data has been received from the modem, so process the global ~

modemResponse = [l1cod'jng.Defaul t.GetStri ng(MDDEM_UART _InBuffer _, 2, MODEM_UART _Dataln_);
return modemResponse;

}
else return "". IIReadByte timeout accu red, so return to calli ng functi on send command to modem ~

again

/ / / ~'~)Lltnnl('\rv
//1 Sends upto 300 bytes of data to the modem UART.
/ /! < / s ummar 'I>
II; <'paldnl rl.'ll1f "blJffu".,Reference to buffer ar ray holding data to send ;PMd'O>
//i «param name "byt esrovvnd ' Number of bytes in buffer[] to send ;p,H'i\m,
/J/ re turns ·'/t'f;T.Urnpublic statie baal sendBuffer(ref bytel] buffer, int bytesToSend)
{

int data_out;
bytel] X = new byte[S];
baal old=false;
int counter = 1200; 1/1200 • SOms
data_out = 0;while (data_out < bytesTosend)
{

1 minute

if(stopTX == false) liS top transmitting if xoff received
{

COM2.write(buffer, data_out, 1);
counter=1200;data._out++;

inactivi ty
}
if (old != winJ2._SOmsToggle) IITimer thread allows this timer to exit loop after 60s of

}
thn',lt1.sleep(O);

old = WlI112._SOmsToggle;
counter--;
if (counter == 0) return false;

return true;

1// u.mn roy
; Thread La receive xon/xoff data from modem only during FTP
i I I lIrtl!Odry
static void modemDataReceiver()
{

bytel] X = new byte[20];
stopTX = false;modemHandshakeThreadRunning_
while (true)
{

true;

thrp,]tf.Sleep(O);
try
{

if (startHandshakeRx_ == true)
{

x[O] = 0;COM2.DiscardlnBuffer();
cOM2.Read(x, 0, 1);
if (x[O] == (int)Hdn Ish,\ke(()l1trol.xoff)
{

liEnable handshaking during file transfer only

stopTX = true; I/xoff received
}
else if (X[O] == (int)lI"ndsh keront.roLxon)
{

StopTX = false;transmitTimer_ = transmitTimerconst_;
Ilxon received - fill modem buffer
IIAllow ISs after last xon received before

sending escape sequence
I/conso Ieuser rnLeI'face. prinLroeonse Ie(" .") ;

polled to
}
else Ilonee modem is in LISTEN mode by GSM.initGPRSserver(), Lhe modem output needs to be

receive CONNlCl message{ IIModem accepts client connection automatically if permitted by the firewall.
if (G' I.GPRSmodemStatus == G',M.GPR:,t llu>.LISTEN II G<;I.GPRSmodemStatus == G 1·'.GPRSstltU5.

CONNECT)

modemOnlineData.Trim();
IIPrint any received data from modem to consoleif (GS .GPRSmodemStatus != G "'.GPP, tat u .CONNECT)Collsoletsl'rIl1terf,lc.e.

printToConsole(modemOnlineData);
IIIF CONNECT received, modem in 'online data mode', steer Console 10 to modem
if (modemOnlineData.Contains("CONN") true)
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CARRIER or ABORT found in data
GS~.GPRSmodemStatus ~ GSM.CPRSstatus.CONNECT;
(onsoleuserlnterface.printsplashScreen();
COM2.writeLine("Type help to acces menu\n\r");

//Modem out of online mode if NO ~

}
else if (modemonlineData.Contains("NO C") ~~ true II modemonlineData.Contains("ABOR" ~

true)

}
modemonlineDataCopy ~ modemonlineData;

//Modem is offline, therefore steer console 10 to eth or UART
G5M.GPRSmodemStatus ~ GSM.GPRS5tJtU5.NO_CARRIER;
(on .ole: "<'tIntelt,u·.printToConso1e(modemonlineData);

}
catch { }

j;! SLHW'lJ(_\I~Y'"

1// COMO DataReceived event handler. Attaches system time to date and writes this into a circular buffer ~
MOTE_UART_InBuffer

II <J summa r'y
ii:' (~pardm 11,.1,0(."-;..fnd(:)r" ·~.(.1t' '[I

/1/ param n<.\rnp,·:"e" ....,/pdr·Hn:~
static void cOMO_DataReceived(object sender, Sel"i;11Datapeceivedt:ventAI"g5e)
{

try
{ if (LoggingThrt',1d.pauseLoggi ng ~~ true) MOTE_UART_DataIn_ O'

bytesReceived ~ COMO.BytesToRead;
if (bytesReceived > 0)
{

I/Check there is enough space in rawNodeDataIn to hold a new packet. Wrap pointer if not enough ~
space I/if ((MAX_IN_BUFFER_SIZE_ - MOTE_UART_Dataln_) < bytesReceived I I MOTE_UART_Dataln_ >~

MAX_IN_BUFFER_SIZE_)if((MOTE_uART_Dataln_ + bytesReceived) >~ MAX_IN_BUFFER_SIZE_)
{

pointerwrapped_ ~ true;
endofLastPacket_ ~ MOTE_UART_Dataln_;
MOTE_UART_Dataln_ ~ 0;

bytesRead ~ COMO.Read(rawNodeDataln, MOTE_UART_Dataln_, bytesReceived);
//Streams sink node data to remote serverif (streamData_ ~~ true)
{

if (conjoleu erlntPrface.ActiveConsoleIO
{

if (~o(ketStredm.socketActive ~~ true)
{

consoleUSetlnterfacf'.conso1elnput.Ethernet)

~O(~pt Sr '0.1'n. TCPsocket .BeginSend (rawNodeDataln, MOTE_UART _Da taln_, bytes Read , System ~
.Net. Sockets. '>(JC krIF dgS.None, null, System. Net.sockets. Soc~et! 1,tg'.None) ;

}

MOTE_UART_Dataln_ MOTE_UART_Dataln_ + bytesRead;

catch (limpouIIILPpLion) //Receive packet of shorter length
{

}
catch (I XcC'plion msg)
{

((ItI' nl ,,'USP rrm» rfMe. printToConso 1e("tr Ing .Format ("{Ol\n\ r", msg.ToStri ng0)) ;
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IIFILENAME: Consoleuserlnterface.cs
using system;
using System.collections.Generic;
using system.Threading;
using System.Text;
using Microsoft.win32;
namespace GatewayApp
{

public static class c.onsoleuse rtn t er face
{

,/; Sd'fI (I t 1

console input selection
,/ '/~ummd.r-y,,,

public enum consoleinput : byte
{

UART = 1,
Ethernet,
MODEM

} ;

I. / <SlJlnm ti
; i FTP transport selection
!i I "hunllndry
public enum FTPtrlnsmitter int
{

GSM = 1,
Ethernet

} ;

II; ·~sum% r v»
/: Stream transport selection

I/! ;' .umm.i r y»
public enum Streamrr~nsmitter int
{

GSM = 1,Ethernet,
Seri al

} ;
private static int CONSOLE_UART = ~ARr.CONSOLE_UART;
public static DJtaRecordrr datalogger = new uatJRecorder();public static Thread userlnterface = new rhread(userlnterfaceThread);
private static cons01elnpllt consolelnput_ = consolelnput.uART;
private statie int FTPtransport = (int)FTPU<1nsrnitLer.GSM;private static bool userlnterfaceThreadRunning_;
private static baal exitApp_;
private static string softwareversion_;
private canst baal textData = false;private canst bool integerData = true;

IIDefault to all consoles
IIDefault FTP transport selection

r, / «s umm.rry»
/11 True if user interface thread is running
II/ I<,umlnary>
public statie baal userlnterfaceThreadRunning
{

get { return userlnterfaceThreadRunning_;

dll'n,l r y
Software version

If:' "lInmldr'ypublic statie string softwareversion
{

set { softwareversion_ = value; }

'ITI Il II Y
Active console user interface

Ulnln,} r-

public static con~oleJnrut ActiveConsoleIO
{

}
get { return consolelnput_; }

I <)wnrn,l t
I rrue if request LO exit gaLeway application is received from user

unun. r
public static bool exitApplication
{

get { return exitApp_; }

III ,Llnl11,"'V

III Opens J console UART for debugging
I Urn",'l!

public static void openconsoleUART()
{

if (tJ/ul.openSerialport(CONSOLE_UART, 115200) == true) I ,HI.comportOpened[CONSOLLUART]
else UARr.comPortOpened[CONSOLE_UART] = false; true;

I I / ,'um,"",'/
I ' Close console UART

U111n(1 r y

public static void closeconsoleuART()
{

if (conso lernput., == [<)11';01,'111".UART)
{

printTOConsole("Closing CONSOLE UART\r");IIIIRr.Closese rialport (L\RT .CONSOLE_UART) ;
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Allows a user to select the console (UART/Ethernet) to be used for this session, opens UART
p" trnn.nno 'choir.' :>Console typeop.i r un
p(~! am n.une. "ver";..Software version p::H :Am;.
, ,iJ1llnd ry>

pu lie static void selectConsolelnput(consolernput selection)
{

switch (selection)
{

case consolernput.Ethernet:
consolelnput_ = ton ,0lernput.Ethernet;
break;

default:
consolelnput_ = ronsolelnpul.uART;
openconsoleuART();
break;

}
printsplashscreen();

public static void printSplashScreen()
{

printToConsol e(Strl nq. rormat C'crur WSN GATEWAY ver: {OJ ~1arch 2012\r", softwareVersi on_));
printToConsole("By: Gary de villiers\n\r");

//**CONSOLE METHODS************************************************************************************************* ~
','r**-,'r**·,'r*f.' .'r*":.'r:

I /1 .um 1('I~y

I!! PI'ints messages to defaul t console and UART COM4
li ...umnta, v:
I'; par rn ti l'nc "!n(,S"LJe" Stri ng to send to consoles par-a 1>

public static void printToConsole(string message)
{

try
{

if (G~M.GPRSmodemStatus == GSM.GPRSstatus.coNNECT)
{

WIR r. wri teToSe rialPort (U,R r ,MODEM_UART, message);
IIConsole,writeLine(String.Format("D1 {O}", message));

}
else
{

if (consolelnput_ == tOnSolelnput.uART) llAHT.writeTOSerialport(lJARf.CONSOLE_UART, message);
else if (consolelnput_ -- cunsolclnput.Ethernet) cOllsole.writeLine(message);

}
catch { }

I,~ ~~~~;J~~~racters from selected console
j/ I:>unnndr-y
//1 return' String received from console·!rrturns~
public static string readFromConsole()
{

try
{

lhl'('ad.Sleep(O);
if (G'~.GPRsmodemStatus -- GsM.GPRSstatus.CONNECT)
{

string temp;
temp = IJIIPr . ReadFromSeri alPO rt(tAR f.MODEM_UART) ;if(temp I_'''')
{

con' ole.writeLine(<:uilll).Format("Text received Bl {O}", temp));
return temp.Trim();

}
else
{

if (conso letnput.; =- convo lc i nput i uerrr) return lJARl ,ReadFromSerialport(UAHf .CONSOLLUART) .TrimO ~
else if (consolelnput_ -- (on,olplnpul,Ethernet) return con, ole.ReadLine().Trim();

}
catch { return

}
return "";

"".,

/11 ;tJtnlOlty
I/I Displays current gateway settings
;' 1/ I .unm.rr
private static void printSetupScreen()
{

printTOCOnSOle("\n\rc.urr·ent gateway settings:\nV");printroconso leCst rlnq.Format( "Date and time: {O}\r" ,!l,H.'ri ilc.NOW));
printToconsole("\n\rGlobal rTP settings:\r");
displayFTPsettings();
printTOConsole("\n\rFlp GSM settings:\r");
displayFTPsettingsGSM();
printToConsole("VFTP [thernet settings:\f");
displayFTPsettingsETH();
printToconsole("\rGSM settings:\r");
displayGSMsettings();
printToconsole("\rLogqer settings:\r");displayLoggerSettings();
printToConsole("\rData streaming settings:V");
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/ j-:r * LOGGEH METHODS -;r*l', ,'r *i, ,'r*,', \, **,', ** ~'(* r,,', ~'r*-:r.* * ,', ,Or*,';,'r* l'e~'r*"r* * * * *"r ~',**-:c ** -:r* * l', .'rt: -1,,'(* *-:( ** * ,'tt ,';';r*,', ;'t* l',* * ,',* **.;.; * *;'r. * +.: * ** *-.', *,', ,'r * 1',,'rt 1',* * ** IL
l'r ,'(* <",'(*'f .. *.'r 'f:;)(":(

#region Logger setting options
;';' <sunma rv -
I; System Logger settings
.I / ~,!s unrua !'Y>
rivate static void printLoggerSetupscreen()

baal exitloop = false;
string message;
displayLo~gerOptions();
while (exltLoop == false)
{

message = readFromconsole();if (message. Length > 1)
{

switch (message)
{

case "media":
enterLoggerparameter("Media",false);
displayLoggerOptions();
break;

case "dir":
enterLoggerparameter("Directory",false);
displayLoggerOptions();
break;

case "ext":
enterLoggerparameter("Extension",false);
displayLoggeroptions();break;

case "old":
enterLoggerparameter("old Extension", false);
displayLoggerOptions();break;

case "packet":
enterLoggerparameter("packet size", true);
displayLoggeroptions();break;

case "send time":
enterLoggerparameter("send time",false);displayLoggerOptions();
break;

case "start":
enableLogger(true);
displayLoggerOptions();
break;

case "stop":
enableLogger(false);
displayLoggerOptions();break;

case "exit":
saveRegi st ryr):
exitloop = true;
break;

case "help":
displaYLoggerOptions();
break;

private static void enableLogger(bool start)
{

int enabled;
listring key = @"IIKEY_LOCAL_MACHJN[\SOFTWARE\wSN_Gateway\GatewayApp\LOGGER";strlng key = win32.LoggerKey;
if (start == true) Rf'qi',I ry ,Setval ue(key, "Logger- enabl ed", 1);
else "<'(li try.Setvalue(key, "Logger enabled", 0);

enabled = (0I1v<rt.Tolnt32(Re(j1"lry.Getvalue(key, "Logger enabled", 0));

printToconsole("Ir1nq.Format("Currcnt time is: {O}\r-", l),nerlrll('.NOW));if (enabled == 0) pr;ntToConsole("Logger is stopped\r");
else printToconsole("Logger is started\r");

/II unun.: r·~
I, Display logger' setting options
/,'/ ununarv
private static void displayLoggerOptions()
{

printToConsole("\n\rlogger scttings:\n\r");
displayLoggerSettings();
printToconsole("\n\rOptiolls:\r");
printToconsole("media \t SDcard, NandFlash, USBstick\r");
printToConsole("dir \t - Logging di rect.orvvr") :
printTOConsole("ext \t - -oooo- Log file extension\r");
printToConsole("old \t - -oooo- compressed file extension after file FTP'cI\r");
printToConsole("packet \t - size of packet fr-om sink node\r");
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pr ntToconsole("send time\t - <hhmm> Time at which logs are sent to remote site\r");
pr ntToconsole("start \t - Start 109gin9\r");pr ntToconsole("stop \t - Stop 10gglng\l"");
printToConsole("exit\n\r");

c; ur u. i y
Displays current Logger settings in registry

:' ! l umln,l r y>
private static void displayLoggerSettings()
{

int enabled;/Istri ng key = @"HKEY_LOCAL_MACHINE\SOFn'iARE\WSN_Gateway\GatewayApp\LOGGER";
string key = Win32.LoggerKey;
printToConso 1e(sui nq. Format("medi a: \t[Olvr". Reep 5try .Getval ue (key, "Medi a", "")));printToConso 1e(<;trinq.Format( "dir: \t{Ol\r", Reqi stry .Getval ue (key, "Di rectory", '''')));
pri ntToConso 1e (stt i ng. Format ("ext: \teO} \r", Reg's Ui .Getval ue (key, "sxtens i on", "")));
pr t ntroconso lers t. inq.Format("old: \t{O}\r", Reg,stry.Getvalue(key, "old ext ension", "")));
printToConso 1e (S li" inq. Format ("packet s1Ze:\t {O}\r", Req, st ry .Getval ue (key, "Packet s ize", "")));
printToConso 1e(sui nq. Format ("send time:\t[Ol\r", P.erjistry .GetVal ue (key, "Send time", "")));
enab 1ed = conve It. Tolnt32 (Req i" try .GetVal ue (key, "Logger enabled", 0)) ;
if(enabled==l)printTOConsole("logging: \tYES\r");
else printToconsole("logging: \tNO\!''');
string logoirectory_ = suing.Format("\\{O}\\{l}\\", Reqistry.Getvalue(win32.LoggerKey, "Media", "\\"), "'

R'~gi5 [ry .GetVal ue (lvin32 . LoggerKey, "D!,rectory", ""));prlntToConsole(Str1l1q.Format( t.oqqt nq path: (O}\r", logoi rectory_));
printTOConso 1e (S tring. Format("Cur rent 1ogfi 1e: {O}\n\r" ,Loggi ngThread. currentLogFi 1eName)) ;

f// .r unm, r{>
ii! Allows user to enter new Logger" parameters to registry
1// / .u-nmary
II I;"]r'anrna'nf "p.i ro n->t r Par"ameter in r eqist ry- par
//! parun ')i',ne "par um> "I< nl ;(>,";.Trueif parameter to be written to registry is an integer<!pa"J",'
private static void enterLoggerparameter(string parameter, bool parameterlslnteger)
(

string key = winl~.LoggerKey;
enterparameter(key, parameter, parameterlslnteger);

#endregion
I/**GSM METHODS**********************************************·*******.*.************.**********************.******** ~

l'ri( * ~'f*** ,'t 1( 'Ir 'if \'r

#region GSM setting options
/ ('summ -l roy
I System GSM settings

i I I:.urmnary>p ivate static void printGSMsetupScreen()
{

bool exitloop = false;
string message;
displayGSMoptions();
while (exitloop == false)
{

message = readFromConsole();
if (message. Length > 1)
{

switch (message)
(

case "module":
enterGSMparameter("Module type",textoata);
displayGSMoptions();
break;

case "powerbank":
enterGSMparameter("power ro bank",textoata);
displayGSMoptions();
break;

case "powerio":enterGSMparameter("power ro number",integeroata);
displayGSMoptions();
break;

case "resetbank":
enterGSMparameter("Reset ro bank",textoata);
displayGSMoptions();
break;

case "resetio":enterGSMparameter("Reset 10 number",integeroata);
displayGSMoptions();
break;

case "atLempLs":enterGSMparameter("Resend aLtempts",integeroata);
displayGSMoptions();
break;

case "{nt.erval":enterGSMparameter("Interval ms",integeroata);
displayGSMoptions();
break;

case "rxtime":
enterGSMparameter("Read tinreout ms",integeroata);
displayGSMoptions();
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break;
case "txtime":

enterGSMparameter("Transmit timeout s",integerData);displayGSMoptions();
break;

case "exit":
saveRegi stryO;
exitLoop = true;
break;

case "help":
displayGSMoptions();
break;

/ I I ··.SUllliO,H'y>
/IJ Display GSM setting options
1/; <:jsummary>private static void displayGSMoptions()
{

printToConsole("\n\rGSM settings:\n\r");
displayGSMsettings();
printToConso 1e("\n\ropti ons:V") ;
printTOConsole("module \t - GSM module type\r");
printror.onsoleC'powe rbank \t - <A ..C> Processor 10 bank controlling module power\r");
p rintroconso IeC'powe rio \t - <0 ..31> ro pin number controlling module power\r");
p rinttoconso leC'vesetbank \t - <A. ,C> Processor IQ bank controlling module reset\r");printToConsole("resetio \t - <0 ..31> ID pin number controlling module reset\n\r");
printToConsole("attempts \t - <0 ..100>
printToConsole("interval \t - <0 ..90000>
printTOConsole("rxtime \t - <0 ..90000>
printTOConsole("txtime \t - <0 ..1000>
printTOConsole("exit\n\r");

command resend attempts on GS~~ RX timeout\r");
ms Time between command attempts\r");
ms UART comms timeout\r");
s Time to send buffer at end of FTP Llpload\r");

;i/ ,summa ry.>
/;/ Displays current GSM settings in registry
i; I /SunllTI<try
private static void displayGSMsettings()
{

string key = @"HKEY_LOCAL_MACHINE\SOFTWARE\wSN_Gateway\GatewayApp\GSM";
printToConsole(SUlng.Format("module:
printToConso 1e (5 t riIll). Format( "powerbank :printToConsole(SUinC).Format("powerio:
printToConSole(Strinc,I.Format("resetbank:printToConsole(,trinq.Format("resetio:
printToConsole(Strinq.Format("attempts:
printToConsole(suinC).Format("interval:
printToConsole(st.rinq.Format("rxtime:printToConsole(~lring.Format("txtime:

\t{O}\r", Hegistry.Getvalue(key, "Module type", '''')));
\t{O}\r", Registry.Getvalue(key, "Power ID bank", "")));
\t{O}\r", Reglstry.Getvalue(key, "power ID number", "")));
\t{O}\r", Req t st ry i Getvaluef key , "Reset ID bank", '''')));
\t{O}\n\r", Reqistry.Getvalue(key, "Reset lO number", "")));
\t{O}\r", Hegistry.Getvalue(key, "Resend attempts", 0)));\t{O}\r", Registry.Getvalue(key, "Interval ms", 0)));
\t{O}\r", Registl'y.Getvalue(key, "Read timeout ms", 0)));
\t{O}\n\r", Registry.Getvalue(key, "Transmit timeout s", 0)));

I .ununo rv..
/ / Allows user to enter new GSM parameters to registry
I I ! ,I.tmnld r
//! P(.\11l111 lldlne "p':\I'dnlt,ltet''' parameter in registry\,!p,H'i.trl!'.>
,/ l'hIr,.lIn11<\111<' "pa r.nnvt. r t i ntoqo r" True if paramet er to be written to l'egistry is an integer" param.-
private static void enterGSMparameter(string parameter, baal parameterlslnteger)
{

string key = @"IIKEY_LOCAL_MACHINE\SOFTWARE\wSN_Gateway\GatewayApp\GSM";
enterparameter(key, parameter, parameterlslnteger);

#endregion
/ /** FTP Ml THOOS ** idr '* -Ir ,., 'kW 'If tt 'hit * ~~lt *'1, ~'.\'dl ir ,'t * '{dr. ,({'h*)' '* ** 'ft '* )'r* 'kir 'Ir* ~'r }'ddr 'ft **ir*** '(ddr 'U'/n: *** idr * '(dr ** ** '* * '* ** ~'r '" *1dr ***';; tt *'fdt * ** * 'Id, ','r * **** oL

v'l"*""1'r*"'''l'' ,~ir* ,'r

#region FTP setting options
: / I ,UIII""" Y
I i I Sys tem np
I i / / U 01\1:)1 y
private static
{

se lt i ngs
void printFTPsetupScreen()

bool exitloop = false;
string message;
displayFTPoptions();
while (exitloop == false)
{

message = readFromConsole();
if (message. Length> 1)
{

switch (message)
{

case "gsm":
setupFTP _GSMO;displayFTPoptions();
break;

case "eth":
setupFTP_ETHO;
displayFTPoptions();
break;

case "select":
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selectTransmission();
displayFTPoptions();
break;

case "exit":
saveRegi stry();
exitloop = true;
break;

case "help":
displayFTPoptions();
break;

/, unmuv
Display FTP setti ng opti ons

I </ <u.nnia ry»
pr vate statie void displayFTPoptions()
{

printToConsole("\n\rGlobal FTP settings:\n\r");
displayFTPsettings();
printTOConsole("\rFTP GSM settings:\n\r");
displayFTPsettingsGSM();
printTOConsole("\rFTP Ethernet settings:\n\ro");
displayFTPsettingsETH();
printToConsole("select \t - Select transmission type: GSM or Ethernet\r");printTOConsole("gsm \t - FTP settings for GSM transmission\r");
printToConso 1e("eth \t - FTP setti ngs for Ethernet transmi ssion\r") ;
printToConsole("exit\n\r") ;

,! I .ummarvDisplay global FTP settings
, I ! J u-nm a r Y'private static void displayFTPsettings()
{

printToConso 1e(strtlig.Forma t("'connection attempts: {Ol \r", Regl stry.Getva 1ue (wi n32.FTPkey, "Attempts", oL
0))) ;

printToConso 1e(Stroing. Format("connecti on inte rva1: {O} s\r", Reg istry.ce tva1ue(I'/;n32 .FTPkey, "Attempts oL
intervals", 30)));

FTPtransport = COllven.Tolnt32(Regi5try.Getvalue(Win32.FTPkey, "Transport", 2)); //Default of 2 = oL
ethernet

if (FTPtransport == (int)FTPtran,'nilter.GSM) printToConsole("FTP Transport: GSM\r");
else printToConsol e("FTP 'rr-ansporr : Ethernet\r");

#endregion
#region Setup FTP parameters for GSM
I/ ,1II!11I'!V
il Setup FTP parameters for GSM transmission
I -Ó, \J<Mr;ll 'y

private static void setupFTP_GSM()
{

bool exitloop = false;
string message;
displayFTPoptionsGSM();
while (exitloop == false)
{

message = readFromConsole();
if (message. Length > 1)
{

switch (message)
{

case "username":
enterFTPparameter("username", FTPtran~mi t.t or .GSM);
displayFTPoptionsGSM();break;

case "password":
enterFTPparameter("password", FfPtrdn<,mll\Lr.GSM);
displayFTPoptionsGSM();
break;

case "serverip":
enterFTPparameter("Servero lP", FTPlnllsrn; \ t er .GSM);
displayFTPoptionsGSM();
break;

case "hostname":ente rFTPparameter("lIostname", f lPtI<'nsm;t. 1 ~ r.GSM) ;
displayFTPoptionsGSM();
break;

case "exit":
exitloop
break;

true;

I Ii 1ll/1m,l! Y

II Display FTP setting options for GSM
I ununar 'private static void displayFTPoptionsGSM()
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printTOConsole("\n\n\rFTP setup for GSM transport:\n\r");
displayFTPsettingsGSM();
printTOConsole("options:\r");
printTOConsole("username\r");
printToConsole("password\r");
printror onso 1e("serverip\ r") ;
print roconso teC'bostnanevr") :
printTOConsole("exit\n\r");

<,urnrn,l'y
Displays current FTP settings for GSM transport

/l; ,;>unlln,H'Y>private static void displayFTPsettingsGSM()
{

I/sui ng key ~.WHKEY,_LOCAL,_MACHINE\SOFTWARE\wSN_Gateway\GatewayApp\FTP\GSM";
string key = wln32.FTPGSMkey;
printToConsole(Suin(j.Format("username: \t{O}\r", Registry.Getvalue(key, "username", "")));
printToConsole(suinq.Format("password: \t{O}\r", Registry.Getvalue(key, "password", "")));
printTOConsole(sninq.Format("hostname: \t{O}\r", Ri'qistry.Getvalue(key, "Hostname", "")));printTOConsole(strinq.Format("serverip: \t{O}\nV", Registry.Getvalue(key, "Server rr"; '''')));

private static void enterFTPparameter(string fieldName, FTPtransm'itter select)
{

I/string key = @"HKEY_LOCAL_MACHINE\SOFTWARE\WSN_Gateway\GatewayApp\FTP";
if (select == FTPtransmitter.Ethernet) enterparameter(Win32.FTPETHkey, fieldName, textData);

key + (~"\ETH": }else if (select == FTPtrJnsmitter.GSM) enterparameter(win32.FTPGSMkey, fieldName, textData);
key + @"\GSM"; }

}

/ I{ key ~ oL

I I {key oL

#endregion
#region Setup FTP parameters for Ethernet
III -ummarv>,I, Setup FTP parameters for Ethernet transmission
I! i umma ly'private static void setupFTP_ETH()
{

bool exitloop = false;
string message;
displayFTPoptionsETH();
while (exitloop == false)
{

message = readFromconsole();
if (message. Length > 1)
{

switch (message)
{

case "us ername":enterFTPparameter("username", FTPtransm'jtter.Ethernet);
displayFTPoptionsETH();
break;

case "pa ssworu":
enterFTPparameter ("Passwo rd", FTPt ranvrm t ter.Ethe rnet) ;displayFTPoptionsETH();
break;

case "serverip":
enterFTPparameter("Server lP", I'TPlr,1n<rnitter.Ethernet) ;
displayFTPoptionsETH();
break;

/Iense "hostname":
II enterFTPparameter("Hostname". FTPtransmitter,Ethernet);
II displayFTPoptionsETH();
II break;
case "exit":

exitloop
break;

true;

I I .nnm r)'

I ! Display FTP setting options for Lthernet
I/I j,llOlinMyprivate static void displayFTPoptionsETH()
{

printToconsole("\n\n\rFlp setup for Uhernet transport:\n\r");
displayFTPsettingsETH();
printToConso 1eC'opt, ions:\r") ;
printroconso 1e("username\r") ;printToConsole("password\r");
printToConsole("serverip\r");Ilpl'im roconsoj e ïvho stnomevr") :
printToConsole("exit\n\r") ;

'1/ C UITI!lI.1r y/ , Displays current rrp settings for Ethernet transport
i/I I>U1ll1n,lry-'private star i c void displayFTPsettingsETH()
{

115 Lring key = (~"HKEY LOCAL.,MACI!]NE\SOFTWARE\wSN_Gateway\GatewayApp\FTP\ETH";
string key = Wlnl1.FTPETHkey;
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printToConso 1e (s r n ng. Format("use rname: \t {OJ\r", Regi SHy. GetVa 1ue (key, "username" , "")));
printToConsole(strinr;.Format("password: \t{O}\r", Reqistry.GetValue(key, "password", "")));
IIpI"intToConso 1e (St ri ng. Format ("hostname : \t{O}\r", Regi stry. ce tva1ue (key, "Hostname" , ""))):
printTOConsole(St.rinq.Format("serverip: \t{O}\n\r", Reqistry.Getvalue(key, "Server ï P'", "")));

#endregion
#region FTP transport options
'Il ~:iwn:n'Jrv $

/, 'j Display' FTP t ransmi ssion options
II <{,'/~lImrndr
private static void displayTransmissionOptions()
{

printToConsole("\n\n\rTransport selection options:\r");
FTPtransport = (onvert ,ToInt32(Reqistry.Getvalue(win32 ,FTPkey, "Transport", 2)); IIDefault of 2

e ther ne t
if (FTPtransport == (int)FTPtransmitter,GSM) printTOConsole("FTP Transport: GSM\r");else printToConsole("FTP Transport: Ethernet\r");
printToConso 1e (st r ing, Forma t("Connec tion anempts: {OJ\n\r", Regi st ry,GetVa 1ue (wi n32,FTPkey, "Attempts", oJ!

0))) ;
printToConso 1e (S t rinq , Forma t("Connecti on interva 1: {OJ\n\r", Regi 5try,GetVa 1ue (Win32,FTPkey, "Attempts oJ!

interval s"; 30)));
printToConsole("gsm \t - selects GSM transmission for FTP\r");
printToconsole("eth \t - selects Ethernet transmission for FTP\r");
printToConsole("attempts \t - number of transmission connection attempts\r");
p r-i ntroconso leC'{n rerva'l\t - number of seconds between Internet connection attempts\r");printToconsole("exit\n\r");

;! ,llmm. rv'
/1, Selects either GSM or Ethernet transmission
" I / u-nnia f'yprivate static void selectTransmission()
{

bool exitloop = false;
strin!ilmessage;
I Is t ri ng key = (d"HKEY_LOCAL_MACHINE\SOFTWARE\wSN_Gateway\GatewayApp\FTP" ;
displayTransmissionOptions();
while (exitloop == false)
{

message = readFromConsole();
if (message,Length > 1)
{

switch (message)
{

case "gsm":
Rf'gisuy,Setvalue(win32,FTPkey, "Transport", (int)FTPuansmitter,GSM); III GSMdisplayTransmissionOptions();
break;

case "eth":
Regi 5 t ry .SetVa 1ue (Wi n32, FTPkey, "Transport", (int) f TPtl";)nsmit t er.Ethernet) ; IIDefau 1t oJ!

displayTransmissionOptions();break;
of 2 ethernet

case "attempts":
enterparameter(win3?,FTPkey, "Attempts", true);
displayTransmissionOptions();
break;

case "interval":
enterparameter(win31,FTPkey, "Attempts interval s", true);
displayTransmissionOptions();
break;

case "exit":
exitloop
break;

true;

Ilendregion
/ /~'r1rUSL R PARAM I ER CN' RY~' ** ~r*'it1t <11'" 'ft *'il1tl~ 'Ir * ~I* n~f* if "~I* '.'r ,'lw 1< ,'ddt'f"';r ','r t, ,'(* 1n'1 ~'r >/( ~dI1t:t'("11'(dl" 'Ir id, 'ft 'ft- ,'d, 'k1( '* 1dr '4 '* '" * *'11' '{( '* 'Ir ** ,",f -It 1r,'( ** *****'it t, ** ** ** * ~

~* 'le ,'r"lr"t ~'c** )'r 'Ir 'ft ,'r* 'Ir

#region User parameter entry
.unun H'y

III Enter a parameter to the registry
IJ' ( <umrna r
1/ pM 111 Il nt "I" f" xey path to wri t e to r Ir

/ p' r In Il ,nli f 1 I [ 'I .' Nilme of fle Id tO wr i te to p" "~I ~

I p.i run rr,nit'"NI',l. 1111 q. I" If true, conver-t st rt nq data ern.er-edto integer p.trI,n,',
private static void enterparameter(string key, string fieldName, baal writeInteger)
{

string userInput;
printToConso 1e (Sli inq .Format C'cur rent {O}: [I} \r" ,fieldName, Rey istry ,Getval ue (key, fieldName, "")));
printToConsole( trinq,Format("[nter a new {OJ, 00 to leave unchanged or empty to clear field\r",

fieldName)) ;
userInput = readuserlnput();
if (userInput == '''') return;
if (userInput == "empty") userInput = "";
if (writeInteger == false) R~qi ,trY,Setvalue(key, fieldName, userInput);
else
{
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int result;
if (userInput == "") result = 0;
else result = (onvert.Tolnt32(userlnput);
He(Jistry.setvalue(key, fieldName, result);

; / <swrm!d I Y">
II save the registry settings to persistent memory in hive
/ / su,nin,) ry>
pr vate statie void saveRegistry()
{

try
{

}
catch (Exception msg)
{

printToConsole("saving settings ...This may take a few seconds\n\r");win32.RegFlushKey(Win32.HKEY_LOCAL_MACHINE);

printToConso 1e (c; tling. Format ("{OJ\n\r" ,msg.rost ring ()) ;

I1/ ··éummary.
I/! Reads user input from console
I/! </~,)umrnary>
I/I <-I"ctuf"lls.-Textuser ent ers , or empty if 00 typed-v returns
private static string readuserlnput()
{

string userData;
while (true)
{

userData = readFromConsole(); IIAt ReadTimeoLlt, ,,"is returned from UART.ReadSerialport
if (userData ! = '''')
{

if (userData == "00") return
else return userData;

"". ,

}
#endregion

//**TIME MET.IODS**************************************************************************************************** ~
t( ~( * t( 1'( '* 'I: ~'( .'r '(: l~' -,'t

#region Date and Time methods
!/ <,Ul1InI<11 Y'
II System time and date setup
I/ !swnmal·V·pr vate statie void printTimeSetupScreen()
{

bool exitloop = false;
string message;
displayTimeOptions();
while(exitLoop == false)
{

message = readFromConsole();
if (message. Length > 1)
{

switch(message)
{

case "set time":
setTi me();
displayTimeOptions();
break;

case "set date":
setDate() ;
displayTimeoptions();
break;

case "exil":
exitloop
break;

case "help":
displayTimeoptions();
break;

true;

J(I -; >umml'lr'y
ill Displays available lime options
I/! c:/ ,lIlWIld rv
static void displayTimeOptions()
{

printToConsole("\n\rTime and Date settlngs:\n\r");
printToConsole(Strinq.Format("Current lime is: {O}\r", D,HPlime.Now»;
pri ntToconsole("set time,,"");
printToConsole("set date,,"");
printTOConsole("exit\n\r");

//.1 "'lNI!1Id ly.'
I/Set system time
i/ f .,unlln", ry.
private static void setTime()
{

wi 113/.')Y~T I.Mr I~'I NewTi me
bool Exitloop = false;
string userTime;

new wiI1Jl.w,>rf.Mrr~!1 0;
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NewTime = \Vin32.ConvertDateTime(DateTime.NOw);

printTOConsole(Strinq.Format("current time is: {O}\r" ,DateTime.Now));
printToConsole("Enter a new time (hhmmss) o r 00 to leave time unchanged.\r");

Exitloop = false;
while (Exitloop == false)
{

userTime = readFromConsole();
if (UserTime.Length > 1)
{

if (userTi me=="OO")
{

pri ntToconsol e("OK\nV");
Exitloop = true;

}
else if (userTime.Length >= 6)
{

printTOConsole(userTime.TrimO .substring(O, 6) + "\r");
NewTime.Hour = con'/crt.ToUlnt16(userTime.substrin<;!(0, 2).Trimp);
NewTlme.Mlnute = c:onvert.ToUlnt16(userTlme.Substrlng(2, 2) .TrlmO);
NeWTime.Second = c:onvrrt.ToUlnt16(UserTime.substring(4, 2).Trim());
\-lin 32. setsystemCl ock (NewTi me) ;
printTOConsole(String.Format("New set time is: {O}\r", DateTime.Now));
Exitloop = true;

; I, . umm.H·y
.!; Set system date
.I / ,/slI!llfnd r"v;>
private static void setDate()
{

w'j Il 32. SYSTEMTIMENewTime
bool Exitloop = false;
string userDate;

NewTime = Win12.ConvertDateTime(Dat!'Ti'I<~.NOW);

new win3Z.SYSTEMTIME();

printTOConsole(strinq.Format("Current date is: {O}V", Datefi'ne.Now));
printToConsole("Enter a new date (yyyymmcld) or 00 to leave time unchanged.\r");

Exitloop = false;
while (Exitloop == false)
{

UserDate = readFromConsole();
if (userDate.Length > 1)
{

if (userDate=="OO")
{

}
else if (UserDate.Length >= 8)
{

printToConsole("OK\n\r");
Exitloop = true;

being over writlen

printToConsole(userDate.Trim() .Substring(O, 8) + "\r");
NewTime = win32.convertDateTime(D,HHime.Now); II Read system time again now to avoid time 0(

incorrectly
NeWTime.Year = COnverl.TOUlnt16(userDate.substring(0, 4).TrimO);
NeWTime. Month = conve r t. TOUlnt16(userDate. subst ri ng (4, 2). Tri mO) ;
NeWTime.Day = <onvPI·t.ToUlnt16(userDate.Substring(6, 2) .TrimO);
\'0/ j 1132. SetsystemCl ock (NewTi me) ;
printTOConsole(<;lrin<j.Format("New set dale is: {O}\r", lJau>Time.Now));
Exitloop = true;

#endregion

I/**STRLMAING METHODS*·***~**********·*************·**********·*****.*********************************************** ~
*****************

#region Streaming methods

UiTlrrl('I'I
system streaming settings

. umm ry
private static void printStreamSetupScreen()
{

bool exitloop = false;
string message;

displaYStreamOptions();
while (exitloop == false)
{

message = readFromConsole();
if (message,Length > 1)
{

switch (message)
{

case "etl1":
setupStream_ETH();
displayStreamOptions();
break;

case "exil":
saveRegi stryO;
exitloop = true;
br-eak:
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, ! ('(>lJiWlla I .1

lj/ Display FTP setting options
,: I i ::.Ullrnl1 ry.

private static void displayStreamOptions()
{

printTOConsole("\n\rEthernet stream settings:\n\r");
displaYStreamsettings();
printToConsole("eth \t - Stream settings for- Ethernet transmission\r");
printTOConsole("exit\nV") ;

/!/ < ~lm,% r'Y
/// DisplilY global su-e"rn settings
/ / / <:;~umm.uv.private static void displaYStreamSettings()
{

printToConso 1e (StriIll) _Format("Desti nation lP add ress: {Ol\r", Reg;stry.ce tva1ue (\~i n32 .StreamKey,
"Destination rr". "0.0.0.0")));

printToConsole(strln9.Format("Outgoing port: {O}\r", Hegistry.Getvalue(win32.StreamKey, "Out por-t",
"49500")));printToConso 1e (St nng.Format ("Incorning port: {a}\n\r", Reg ist ry.ce tva 1ue (w in32 .StreamKey, "In port",
"")));

}

;!i ('summ,,11 y
!I! Setup streaming over Ethernet connection
/!I I umma r v.private static void setupstream_ETH()
{

bool exitloop = false;
string message;
displayStreamOptionsETH();
while (exitloop == false)
{

message = readFromConsole();
if (message. Length > 1)
{

switch (message)
{

case "destip":
enterparameter(win32.StreamKey, "Destination lP", false);
displaystreamoptionsETH();
break;

case "outport":enterparameter(win32.StreamKey, "out port", false);
displayStreamoptionsETH();
break;

case "inport":
enterparameter(Win32.StreamKey, "In port", false);
displayStreamoptionsETH();
break;

case "exit":
exitloopbreak; true;

I i urnm.ir ly
Displays rthernel slreaming setup options

:' IU1fl1'lprivate static void displayStreamOptionsETH()
{ printToConsol e("\n\n\rStrcami ng setup for E the rnet transport: \n\r") ;

displayStreamsettingsETH();
printTOConsole("Options:V") ;
printToConsole("destip - Destination lP address\r");
printToConsole("outport Outgoing parlato 65535, default is 49500\r");
printToConsole("inpor-t - Incoming po rt 0 to 65535, leave empty and outport is used\r");
printToConso 1e("exi l \nV") ;

Jl urmn HyDispluy global Str-eam settings
/ I / / UrnnJaryprivate static void displayStrearnSettingsETH()
{

printToconsole( lrinl).Format("Destination lP address: {O}\r", Pl'yisuy.Getvalue(win32.StreamKey,
"Destination lP", "0.0.0.0")));printToConsole(,Ulnq.Format("Oulgoing por t : {O}\r", I«qi ,try.Getvalue(Winl2.StreamKey, "Out port",
"49500"))) ;

printToConsole('>1 r'in\J.Format("Incorningport: {O}\n\r", H"(ll I ry.Getvalue("in>2 .StreamKey, "In port",
"")));

}

#endregion
1/ ·'1*Ul I LS METI lOOS l'f;1 * 1'[ I"~* 'Ir :dr 1" ~'(1r-lr \'1* 'Ir ~'dr" \'1 .'r" I"~,'(* ~ ,'f 1",:: ;'(",~ .'r" 'ir ,', **}J *'iI >r '* 'tn'r **,'r *.H:' -:r '4.1 * * ..~-;\-.w;'1"" )',','I * .....1n'rW.* * '* 'if K ** ;.-jr * (,** K .,'(*'" .'t* >r '.'r'!ri. w ** * oL

YOW tt 'Idl1rYt *~..-I(l~ ,"-/(

#region Utilities
I .umu \ry

II, utili lies screen
II. i umru.uvprivate static void printutilsSetupScreen()
{

bool exitloop = false;
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string message;
displayutilsOptions();
while(exitLoop == false)
{

message = readFromconsole();if (message. Length > 1)
{

switch(message)
{

case "force ftp":
int FTPtransport (onvert.Tolnt32(Rf'gisuy.GetValue(\'lin32.FTPkey, "Transport", 2)); II '"Defaul t of 2 e therne t
if(FTPtransport == (int)FTPtransmitter.Ethernet)
{

GPRSstatuS.LISTEN)
}
else if (GSM.GPRSmodemStatus != (,sr~,GPI<SstatuS.CONNECT&& GSM.GPRSmodemStatus != GSM. '"

FTPThrcJd.interruptFilesend = false;
r i'Plhread.forceFlleSend = true;

}
else
{

printTOConsole("open GSM modem before forcing FTP\n\r");

FTPTtH't!Jd.interruptFilesend = false;FTPThreao.forceFileSend = true;
}
displayutilsOptions();
break;

case "stop ftp":
~TPThread.interruptFilesend = true;
printTOConsole("completing current file send operation\n\r");break;

case "open stream":
if (conso1elnput_ == consol eï nput .Ethernet)
{

}
else printToConsol e("Type st art stream\r");
break;

socketStream.createNewSocket();

case "start stream":
UART.streamData = true;
printToconsole("start data streaming\r");
displayutilsOptions();
break;

case "stop stream":
UART.streamData = false;
printToConsole("Stop data streaming\r");
displayutilsOptions();
break;

case "(let ip":
prt ntToConso 1e(5trlnq .Format ("\nLAN lP address: {OJV" ,Wln32.getIPadd reSSLAN ())) ;prlntToConsole(~trlnq.Format("GSM lP address: {O}\n\r" ,GSM.publlcIPaddress));
break;

case "open gsm":
GSM, openModem ();
G~M.initGPRSServer();
displayUtilsOptions();
break;

case "close gsm":
(,',M.closeModem();
displayutilsOptions();break;

case "open mote":
dataLogger.openMoteUART();displayutilsOptions();
break;

case "open sd":
win32.openSDcard();
displayutilsOptions();
break;

case "dir sd":
WlnIl. di rt,istin(l("sd");
displayutilsoptlons();
break;

case "dir L1sb":
Wlnll. di rt,istin\l("usb");
displayutilsOptlons();
break;

case "dir nand":
winll.dirListin\l("nand");
displayutilsoptlons();
break;

case "di r log":
l'iinll,dirListin\l("log");
displayutilsoptl0ns();
break;

case "ki 11 apps":
if (GSM.GPRSmodemStatus
{

CSM.GPHSstJtU<.CONNECT I I consolelnput_ ronsolelnput.UART)
printTOConsole("Cannot stop GatewayApp. use reboot\n\r");
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}
else
{

printToConso1e("Stops all GatewayApp applications");Win32.ki11Apps();
}
break;

case "help":
disp1ayuti1s0ptions();
break;

case "reboot":
printTOConso1e("system rebooting in 2s\n\r");
Thread.s1eep(2000);
\.Jj il32. systemReset(); I/Hardware reset of systemrhread.s1eep(10000);
break;

case "exit":
exitloop
break;

true;

//:' «sunmary»
//1 Displays available time options
/I! ·-!sullmary,
static void disp1ayUti1s0ptions()
{

printToConso1e("\n\rUti1ities:\n\r");
printToconso1e("force ftp \t - starts FTP upload of any compressed log fi1es\r");printToConso1e("stop ftp \t - terminates current FTP session\r");
printToConso1e("\nopen stream\t - open stream socket\r");
printToConso1e("start stream\t - starts data streaming from sink node\r''');
printToConso1e("stop stream\t - stops data streaming from sink nOde\r");
printToConso1e("get ip \t - Displays Ethernet allocated lP address\r");
printTOConso1e("\nopen gsm\t - power gsm module, start TCP server"\r");
p rt ntroconso leC'close qsm \t - power" down gsm module\r");
printTOConso1e("open mote \t - open MOTE COM port if failed previous1y\r");
printToconso1e("open sd \t - open SD card if failed previous1y\r");
printToConso1e("\ndi r sd
printToconso1e("dir nand
printTOConso1eC"di r usbprintToconso1e("di r log

\t - di rectory 1isting of sd card\r");
\t - directory listing of Nand F1ash\r");
\t - directory listing of USB flash drive\r");\t - listing of data logging directory\r");

printToconso1e("\nkil1 apps\t - causes all instances of GatewayApp to quit\r");printToconso1e("r-eboot \t - system har-dware r ebootvr") :

printToconso1e("exit \t - return to mai n menu\n\r");

#endregion
/ /l'n"'us ER INTERFACE THHEAD,hHr ~Hr,'f 'lr-lr* l'dr 'Ir1'( '* l'dr*** 'In'r l'n'd'-:r 1'r\'r-:r .:..,'t 'tI','r '* 'fr**1'1 ** '(dr** * *» it * '(r* ** "ddr* ,~.** 'k* ~'r.:t*'Ir * tn'r * *)·r~·r.'r'* "tn'r* ..dr ** -.'r * ** ***~'n'r* ~

)'r ~'l '* ,'r,>r **,'( **,'( *

#region Thread main loop
/ / / unnrary .
//! oisplay a list of commands and settings for the gateway
/ ; :JUrnrru r'y.)
public static void printHelpScreen()
{

printTOConsole("\n\rGateway commands list\n\l"");
printToConsole("help \t- displays this menu\r");
printToconsole("time \t- set system clock\r"");
printTOConso1e("ftp \t- conf'i qure FTP\r");
printToconso1e("gsm \t- configure GSM modem\r");
pr-t nt'roconsoleC'Joo \t- configure data 10ggin~\r");
printToConso1e("strearn\t- configure data streamlng\r");
printToConso1e("uti1s vt- system uti1ities\r"");
printTOConso1e("setup \t- displays gateway confi~uration\r");
printToConso1e("quit \t terminate gateway app11cation\n\r");

1/ ! .umn.rrv
/1. Start console communications thread
11/ ./ lIrllnr,\Iy
public static void startCommsThread()
{

if (userlnterfaceThreadRunning
{

false)
userlnterface.lsBackground = true;
userlnterface.start();
printTOConso1e("user interface thr-ead started\n\r");

;// «<umn.uy
/ ~ ThreJd to provide a user interface via Ehternet and UART consoles for the gateway
II! 1.,Untrn,lry
private static void userlnterfaceThread()
{

string message;
userlnterfaceThreadRunning_ = true;
whil e (true)
{

message = readFromconso1e();
if (message. Length > 1) I!rrevent extra CRLF chars being sent to console and serial port UART
{
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}
#endregion

switch (message)
{

case "help":
printHelpscreen();
break;

case "time":
printTimeSetupscreen();
printHelpscreen();
break;

case "setup":
printSetupScreen();
printHelpScreen();
break;

case "ftp":
printFTPsetupScreen();
printHelpscreen();
break;

case "';Ism":
prlntGSMsetupScreen();
printHelpscreen();
break;

case "log":
printLoggerSetupscreen();
printHelpscreen();
break;

case "stream":
printStreamsetupScreen();
printHelpscreen();
break;

case "utils":
printUtilssetupScreen();
printHelpscreen();
break;

case "guit":
if(GSM.GPRSmodemStatus==GSM.GPRS5tatus.CONNECT I I consolelnput_==consolelnput.UART)
{

printTOConsole("Canllot close GatewayApp. use utils, reboot\n\r");
}
else exitApp_ = true;
break;
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IIFILENAME: GSM.CS
using System;
using System.IO;
using System.collections.Generic;using System.Text;
using system.Threading;
using Microsoft.win32; IIFor accessing the registryusing System.Net;
names pace GatewayApp
{

public static class GSM
{

private stati c int MOOEM_UART = lAin. MOOEM_UART;
stati c MOD[~' GSM_modem = new MOOEMO; Ilcreate a new instance of modem

#region GSM interface
;:/ -: )urn%Jry;.
/ I; parameters for'GSM f.-rp
l/; </',lIlllrllary>
public static HPp,\! ams FTPparamsGSM
{

get { return GSM_FTP; }
set { GSM_FTP = value; }

/i umma r v»
Iii GPRS allocated public lP address
:'I/ ~,/summ.; ry>
public static string publicIPaddress
{

get { return publicIPaddress_; }

#endregion
#region FTP declarations
public struct flPpJr~m'
{

ONS

f ::.lHllnld r _f'
/ Remote server hostname address eg gatewayFtp.dyndns.org

j / i (/summi.lry)-
public string serverHostname;
!/I ''III"mM v
I/i Remote server lP address after ONS resolution
/1 ';"umm,Jry>

public string serverlP;resolutIon
i / ("_lItlrlJ(lry
,I FTP login username
I; I,ulnrn;>ry"

public string username;
I i u.nma ry

FTP login password
sum.n.uv

public string password;
/ / dqlt~dr1

FTP timeout
;, ',llIllnldf'i
public int timeout;

//Remote server lP address after ~

//Remote server address

private enum r IPTvrl
{

BINARY 0,
ASCII

} ;

private static rlPp;lr'dnl,GSM_FTP
#endregion
#region GPRS declarations

new fll'pdr\msO;

public struct <:01'1<'>11..11 1n"
{

,ll~rmdr,
I ! APN required for incoming connections on GSM network
I LHnnl(' r v
public string internetAPN;

I ,lInrrnd r y
I' Firewal1 lP mask to allow <1 range of permi tted incoming lP connections
I; j',ulnnldry
public string firewallMask;

I lUnd r

Permit a connection from the following IPeS) address only
I " lltnrll.~ I '{

public string firewallIP;
'~lInlnldr \I

.rncoming If>pon
I ,·Utnru. I y

public string listeningIPport;
I i .unm« rv
I I Outgoing lP port
1/ ,I, u-nm 1J'V

public string outgoingIPport;
!nIm. r v

DNS service address
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ii! </';UlllnJi''''V_'
public string DNSserviceAddress;

i // ~SW1Hndry>
!/! website address of allocated public lP address check
I/I </~.t.ltnnl('lrv','"
public string checkIPaddress;

private static GPRSparams GPRS = new GPRSparams();

public enum GPRSstatus : int
{

POWER_OFF= 0,
POWER_UP,
CONTEXT_INIT,
LISTEN,
CONNECT,
COMMAND_MODE,
NO_CARRIER,
FTP_INIT,
FTP_FILE_SENDING,
FTP_CLOSED,
MODEM_ERROR

} ;

private static string publicIPaddress_;
private static GPR5statLIs GPRSmodemStatus_ = new GPR5status();
private static GPI<SStil!Us initialConnectionState = new GPRSstatus();

«sumna ry»
Permits reading and writing status of GPRS nJodem

,: <!suPlrna,-y,.
public static GPR~statu5 GPRSmodemStatus
{

get { return GPRSmodemStatus_; }
set { GPRSmodemStatus_ = value; }

#endregion

I:' 'SU1Illl'l.")r·y ....
1/ Initialise modem UART to 9600 baud
/! .. sununa rv.
II r.tul·ns True if opened successfully~/re\Urn5>
rivate static bool openModemUART()

try
{

if (UAf{T. comPo rtOpened [MODEM_UART]== false)
{

GSM_modem.baud = "";
if (UART.openSerialport(MODEM_UART, 9600) == false)return false;

GSM_modem.baud = "9600"; Iiset initial baud rate
(0I1S0IelJsellnterfdU'.printToConsole( "Modem UART opened at 9600\n\r");

}
else
{

}

IlcomPort is already opened, so reset the baud rate to 9600 for modem startup

UAf{T.changeBaud(MODEM_UART, 9600);

}
catch (I xr.ep tion msg)
{

lonsoINI'iC'rTnU!1 fMP.printToConsole( StrinCj.Format("Error in GSM.openMoclemuART: {O}\I'\n", msg.
Message.ToString()));

}
return true;

I/I .,ummMY
;/i Inil flP parameters from registry
;;' I .ummuv
private static void initFTPparameters()
{

Ils~ring key ~ (4"IIKFY I OCAL_MACHINE\SOFTWARr\wSN_Gateway\GatewayApp\FTP\GSM";
strlng key = Win32.FTPGSMkey;

try
{

GSM_FTP.username = conv'rt.ToString(R('gj~tl'y.Getvalue(key, "usernane", ""));
GSM_FTP. password = c onve rt. ToStri ng (Re') i 5 ti Y.GetVa 1ue (key, "password", ""));
GSM_FTP.serverHostname = (0l1v(rt.ToStrlng(Re(j15try.Getvalue(key, "ncs tname" , ""));
GSM_FTP.serverIP = LOnvf'rt.ToString(I<f'CJ1,try.Getvalue(key, "Server rr-", ""));

(QI1',O1t.'1J~H·,lnt e rf .uo. pri ntToConso 1e (S li i nq , Forma t (" txcept ion i 11 i ni tFTPparameters: {OJ \n\ r", msg.
ToString())) ;

}

}
catch (I xCPplion msg)
{

I,' I ')UnllnOl rv
'II Init GSM module parameters from registry
1// / .umm.cr r

private static void initGSMmoduleParameters()
{

string key = winJ2.GSMkey;

GSM_modem.type = r.onvr ,t.ToString(H0q;,try.Getvalue(key, "Module ty,pe", "Telit"));
GSM_modem.powe rPortBank = (HlVP rt .ToStri ng (~('(11 s rry .Getval ue(key, 'Powe r 10 bank", "B"));
GSM_modem.powerIO = (0I1V<rt.ToInt32( RP')istry.Getvalue(key, "Powe r ID number", "20"));
GSM_modem.resetPortBank = (QnVul.ToStrlng(R"(jistry.Getvalue(key, "Reset ID bank", "B"));
GSM_modem.resetIO = conv(,,·t.ToInt32( RE'qi s i.rv.cetva lue ïkey, "Reset 10 number", "21"));

IINumber of times a command is sent to the modem in the event of comms issues
GSM_lllodem.commsAttempts = conver t .ToInt32(gt'qi "uy.Getvalue(key, "Re send attempts", 5));
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IIInterval between comms attempts
GSM_modem. attemptInte rva 1 = Conve rt. Tolnt32 (Regi s t rv.GetVa 1ue(key, "Inte rva1 ms", 5000));
IITime allowed for response on UART from moelem before exception is thrown
GSM_modem.readbytewait = conVett.Tolnt32(!>egisuy.Getvalue(key, "Read timeout ms", 60000));
IITime allowed in s for data in module buffer to be sent after last Xon is received by windows
GSM_modem. transmitTimer = Conve rt. Tolnt32 (Regi5 t ry.ce tva1ue(key, "rr ansmt t timeout s", 20));

<'~LliJFllal'Y>
Init GPRS paramters from registry

J ~,/ 1;- LNini;.:J ry>
private static void initGPRSparams()
{

string key = Win32.GPRSkey;
GPRS.outgoingIPport = convert.ToString(Reqistr"y.Getvalue(key, "Out port", ""));
GPRS.listeningIPport = Convert..ToString(Reqist.ry.Getvalue(key, "In port", "49500"));
GPRS. firewallMask = conve,·t.ToString(Reqistry.Getvalue(key, "Firewall mask", "255.255.0.0"));GPRs.fi rewallIP = Convert .ToString(Reg·istry.Getvalue(key, "Firewall lP", "0.0.0.0"));
GPRS.internetAPN = Convert.ToString(Re9istl"y.Getvalue(key, "Internet APN", "unrestricted"));
GPRS.ONSserviceAddress = Conve'-t.ToStnng(Reg·istry.Getvalue(key, "update ONS", "www.dyndns.org")); I'"

IONS server address - update with public lP
GPRS.checkIPaddress = c.onvert.ToString(Registry.Getvalue(key, "Check lP address", "checkip.dyndns.org")) '"

IIAddress to ping to get public lP address
liThese need to be added to the menu su-ucture
11GPRS . DNSse rviceAdd t-ess= "";
IIGPRS.firewallMask = "255.255.0.0";
GPRS.firewallIP = "41.246.25.38"; II Home lP address
IIGf'RS.firewallIP = "155.238.33.36"; IITech PC
IIGPRS.internetAPN = "unrestricted";
IIGPRS.l isteni ngIPpOt-t = "49500";
IIGPRS.outgoingIPport ""

!;'! ,,;-,lInliYIary>
Ii! Manages connection status of modem. called by GatewayEgine, runningLoop():
II I <,I llmmi1 ry>
1/; ·r-.Atur"rls:,<jr·CLu,'rlS
public static bool modemConnectionManager()
{

Ilonee FTP of files is complete, return the modem to connection state prior to starting FTPif (GPRSmodemStatus_ == GPR<;stJtuS.FTP_CLOSEO)
{

if (enableSocket() == false) return false;
if (GPRsmodemstatus_ == GPR5status.CoNNECT)
{

consoleusPrIl1terface.printToconsole(Strinq.Format("\n\rsystem time is: {O}\n\r", DateTime.Now));
Cotlsoll'usel'lnterface.printToconsole("FTP of logfiles via GPRS complete\r");
(on<,olelJserJntetfac.e.printToConsole("GPRS link opened\n\r");

liRemote client has closed the connection, or network aborted the connection. Re-establish LISTEN mode '"for new connection
if (GPRSmodemStatus_ == GPRSstatus.No_CARRIER)
{

if (configureListeningsocket() == false)
{

rhread.Sleep(lOOO); Ilwait for a while to prevent runaway comms with modem - this function
runn inq l oopO

con,01"U5('r-Inll',·facc.printToConsole("Modemerror, cannot re-establish LISTEN mode\n\r");return false;
called by

}
GPRSmodemStatus_ = GPRS IdtU'.LISTEN;
Con so I euse rtnte rtace.printToConsol e("Modem in LISTEN mode\n\r");

return true;

II .ummarv
II, Open modem UART, power up and initialise modem
/!I / umm.uy
III rr-t.urn True if modem initialise was OK t"ulr·npublic static bool openModem()
{

initGSMmoduleParameters();
cOlholeUset-lntf'rf,)cc.printToConsole("cycling comms module power\n\r");GPlrJ.setGPIO("[l", 10, false);
rht·cad.sleep(1500);
GPICI.setGPIO("B", 10, true); IICycle GSM communications board power
rhread.Sleep(1500);
if (openModemUART() == false) return false;
Con so1euserIn t ert ,.\U'. printToConso 1e("poweri ng mOdem\n\r");
GPRSmodemStatus_ = GI'RSslatus.POWER_UP;
(;1'10. setGPIO(GSM_modem. powerPortBank , GSM_modem. powerlO, false) ;
rhrcJd.sleep(lOOO);
GI·) 10.setGPIO(GSM_modem. powe rportuank , GSM_rnodem.powe rIO, true);
lhtr.'ild.Sleep(15000); Ilwait 15s for modern to powe rup and registeron the network '"

if (testModemComms() == false) Ilcheck modem (omms is functional at 9500bps

IIModem mus t be reset . rowe r down, exil thisloop and allow rnodem conuns to st art again
if (closeModemO == false) IIAttempt software power down of modem
{

Ilrorce harcwar e power down
GPIO.SetGPIO(GSM_modem.powerPortBank, 10, false);
rhreJd.Sleep(1500);
(;PlO. setGPIO(GSM_modem. powerPortBank, 10, true);

}
return false;
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if (changeModemBaud(57600) == false) Ilup the comms baud rate to the modem

IIModem must be reset. Power down, exit this loop and allow modem comms to start again
closeModemO; IIAttempt software power down of modem
return false;

return true;

r , <unn.ny
f I configures modem to act as TCP/lP server for incoming lP connection
/, / / sunHnttr'y~,
public static bool initGPRSServer()
{

startModemDataReceiverThread();
connections

liStarts thread to monitor modem for SRING response to outside

GPRSmodemStatus_ = ('f'R'>~LJtllS.CONTEXT_INIT;
if (definePDPcontext() == false) IICreate PDP context for FTP and GPRS transfers
{

closeModemO;
return false;

if (configureGPRSSockets()
{

false) IIConfigures a second socket for GPRS transfers
closeModemO;
return false;

if (configuresocketAutoanswer()
{

fa1se) I/Configures modem to autoanswer remote connection requests
closeModemO;
return false;

if (activatePDPcontext()
{

false) IIActivate PDP context
closeModemO;return false;

if (configureFi rewa110
{

false) Ilconfigure firewall
closeModemO;return false;

if(configureListeningsocket()==false)
{

Ilopen a listening socket on port xxx
closeModemO ;return false;

}
GPRSmodemStatus_ GPR~slatu5.LISTEN;
return true;

I ummar v/ Separat~ thread in UART class to handle handshaking in FTP session, and receive connect requests from ~
remote users

I' I unmarprivate static void startModemDataReceiverThread()
{

if (uARr.modemHandshakeThreadRunning == false)
exceplion

{

IIOnly start thread if not running, else

UAHf.modemHandshakeThread.lsBackground = true;
UAI!I .modemHandshakeTh read.Start 0 ; listart modem handshake receiver thread

I, ,JIlin! I'"
II Establish a GPRS context and FTP connection with remote server - called from FTPThread

un ur y.'
ro t urn True if successful. else false '" Jl)public static baal openFTPlink()

{
initFTPparameters(); IIInit parameters from registry
IIMake a copy of the original connection status before starting FTP to reinstate connection state after ~
initialConnectionState = GPRSmodemStatus_;
Ilcheck on cur ren t modem connection sa i us , prepare for FTP
if (shutdownSocket() == false)
{

return false;

GPRSmodemStatus_ = ('1~SsLa\u~.FTP_INIT;
if (setModemHandshaking() == false) return false;

DTE handshake: none
IISet DTr to modem handshake: xonxoff, modem to

if (setFTPtimeout(600) == false) return false;
if (openFTP() =~ false) return false;

Iiset FTP timeout to 60s
110pen FTP connection with remote

server
if (setFTPtype(1 TPI"rl'f .BINARY) == false) return false; IISet the FTP trasmission type
return true;

private static bool openFTP()
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string response="";
try
{

string temp;
if (GSM_FTP.serverHostname == "") temp = GSM_FTP.serverIP;
else temp = GSM_FTP.serverHostname;
if (sendModemCommand (Str ! nq , Format ("AT#FTPOPEN=\" {OJ\" ,\"{l}\" ,\" {2}\" ,0",temp, GSM_FTP. use rname, >I!

GSM_FTP.password), ref response, "") == false)
{

r") ;

Consolel'srrInterface.printToConsole( "t rror resolving serve,' lP address or comms timeout\n\r");
return false;

return true;
}
catch
{

}
return false;

1/; «<umma ry./// Creates a new file on remote server and starts file upload
/ // humin') ry>
/// «pa ram n.im-. "n"'''fll('N"l,,''>Nameof file to up Ioad-c/par "
! 'j '. ,·'turns ..True if file creation is successful, else false /r<·~tllrn>"
public static bool putFTPfile(string newFileName)
{ GPRSmodemStatus_ = GPRSstatLls.FTP_INIT;if (sendModemCommand(string.Format("AT#FTPPUT=\"{O}\"", newFileName), "CONNECT") == false)

{ //An FTP connection exists, but a new file can't be created on server, so send close FTP command. >I!

closeFTPO ;
return false;

}
rhread.Sleep(2000);
return true;

/ I j !.J'Flm,") r'y'"
I/I closes an open FTP connection
! I " ,lIl1trndr v,>
;>/ r""urns True if successful, else f alse-,, ro t urns..
publ ic stati c bool closeFTPO
{

if (disconnectingFTPsession() == false) return false;
if (clearModemHandshaking() == false) return false;
GPRSmodemStatus_ = GPRSstltU'.FTP_CLOSED;
return true;

/// ' >um,n,lry·
I/I Disconnects modem from FTP server
/ J ,wnrn II

I rvt urn ,n.1.Urllprivate static bool disconnectingFTPsession()
{

int retri es;
retries = GSM_modem.commsAttempts;
do
{ if (sendModemcommand("AT#FTPCLOSE", '''')== false)

{
(ons!) 1"1),(,,· r n t r I f,I( ". printToConsol e("cannot close FTP connecti on, try sendi ng escape sequence\n\ ol!

}
else
{ COliSO I1'1, ,""·IntNfdn·.printToConsole("FTP connection closed\n\r");

Thredd.sleep(2000);
return true;

}
Ihr0Jd.Sleep(2000);
retri es--'
if (retries == 0)
{ Corbol"l ert n rrr f lU'.printToConsole("Cannot close FTP connection or return to command mode\n\r") ol!

GPRSmodemStatus_ = t,I'R~,t,I\lJ',.MODEM_ERROR;
return false;

}
whil e (true);

I lPI] ], I v
I. Sends ~++ escape characters to return modem to command mode. Default time between sends is Is
I/Sets GPRSStiltUS.MODCM_lRROR flilg

/ ummu .,
Ijj rJ~ur'n_) r- turn
public static bool sendEscapeSequence()
{

string modemResponse;
int retries;
if(GSM_modem.commsAttempts==0)GSM_modem.commsAttempts=5;
retries = 0;(ot1~,(J1c~Usf'r.[nt<,rf.\u'.printToConsole("\rSending escape sequence +++\n\r");
r hr o.ul.51 eep(2000);
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modemResponse = UART.sendEscapesequence(lOO);Conso 1euse rtnt e rface .printToConso 1e( SUi ng. Format ("Response: {OJ\r", modemResponse)) ;
if(Contains(modemResponse,"CARRIER")==true)
{

Conso"leuserrnterface . printToConsol e( "Modem put into command mode\n\r");
return true;

}
rhread.sleep(lOOOO); I/wait lOs between each resend
retries++;
Con soleuse rt nte rface .printToConsol e( SUl ng. Format( "Attempt {O}: Sendi ng +++ agai n\n\r" ,retries)) ;if (retries == GSM_modem.commsAttempts)
{

COIl50Ieusel'lnter·face.printToConsole( "Cannot put modem into command mode\n\r");
GPRSmodemStatus_ = GPRSstatus.MODEM_ERROR;
return false;

}
while (true);

/ // ,',.";urn%Jry>
III Set FTP timeout value
1// <:/sll!1imary;·
II; qlar;JInname ......"nls'·>Timein lOOms intervals. 0 leaves modem timeout default.< pardm>
/;/ retU!'11S~~/I·etU!·I'S>
private static bool setFTPtimeout(int time_ms)
{

if (time_ms == 0) return true;
if (sendModemCommand(String.Format("AT#FTPTO={O}",time_ms), "") == false)
{

Con soleuser rnter-f ace ,printToConsol e( "Cannot wri te FTP timeout\n\r") ;
return false;

}
(onsoleusennlerface.printToConsole( string.Format( "FTP timeout set to {O}s\n\r",time_ms/lO));
Thread.Sleep(2000);
return true;

1;1 summary
/I! Sets type of FTP transmission
//! _/5 unma t'y>
I/I ,paldm n,lIni·-"type"Blnary=O, ASCII=l,'/p,lr,\Ill>
!!! .returns.True if successful, else false-!,eturns.
private static bool setFTPtype(fTPlvP£ type)
{

if (sendModemCommand (S tI· ing. Forma t("AT#FTPTYPE={O}", Conve rt.rosvte (type)), "")
{

consoleuserJnlerfacl'.printToConsole("cannot write FTP type\n\r");
return false;

false)

}
ConsoleuserIl1lerface.printToConsole(Str"ing.Format("FTP type is {O}\n\r", type.ToStringO));Thread.Sleep(2000);
return true;

I I ! sum,nil ry,
II! Creates PDP context for FTP and GPRS transfers on particular APN
1/; ~/':olmlrtl{lry.
; / re t.u tn • / rr [LH'n ,public static bool definePDPcontext()
{

initGPRSparams();
if (sencvodemccmmandf String.Format("AT+CGDCONT=l,\"IP\" ,\"{O}\" ,\"0.0.0.0\", {l}, {2}" ,GPRS.internetAPN,O, .r

0), "") false) I/Activate PDP context r
C()Il~oll'tJser·Jllt('rf;lu'.printToConsole("cannotactivate PDP context\n\r");
return false;

}
IhrrJd.Sleep(2000);
/Icon 50 1eusc rinter f'ace.printToCOn50 1 e(String. Forrnat("AT+CGDCONT=l, \"IP\" ,\"{OJ\" ,\"0.0.0.0\" ,{I} ,{2}" , .r

GPRS.inlernetAPN, 0, 0));
return true;

/; ')(JIllln.l r"y

III configures a second socket in the PDP context for GPRS transfers
1// !)unllndrl
!II r~LUI·n· 11·(.'I.UIIl'
public static bool configureGPRSSockets()
{

if (sendModemcommand("AT#SCFG=2,1,1000,0,600,SO", "") == false)
{

I/Activate PDP context 1

}
rtlrt'<ld.sleep(lOO);
return true;

conso IPUSI'rJilt ..I1<1('. printToConsol e("cannot confi gu re GPRS sockets\n\ r") ;
return false;

Jl )llnl%Uy
/ , Activates PDP context required to start a GPRS data connection
1/, ./ <ummarv
I I I r·"turl! < 'r·pI.UI·1l
private static bool activatePDPcontext()
{

string response = "";
if (sendModernComrnand("AT#SGACT=l,l", ref response, "") == false)
{

IIActivate PDP context 1
(Oil") 11'1J5f'1 ïnre rf ace ,printToConsol e("Cannot activate PDP context\n\r");
return false;

if (sendModemcommand("AT#SGACT?", "1,1") false)
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consol eusortnrer face .printToConsol e( "Cannot acti vate PDP context\n\r");
return false;

int startIndex, lastIndex, length;
startIndex = response.lndexof((char)Ox20) + 1;
lastIndex = response.lndexof((char)OxOA);length = lastIndex - startIndex;
publicIPaddress_ = response.Substring(startlndex, length);
c0l1so1euserIntcrface.printToConsole(Str·ing.Format( "PDP context 1 activated\rIP adress allocated is {O}" ""

publicIPaddress_));
rhread.Sleep(1000);
return true;

1// <'sumnl<.ll-y>
i/I configures modem firewall
Iii </SUihl11,1ry>
!/! <i-etllrl1s;·<!I"etLJrns .•
private static baal configureFirewall()
{

if (sendModemCommand (Stri ng.Format ("AT#FRWL=l, \" {O}\" ,\" {l} \"" ,GPRS. firewa11lP,GPRS. firewa11Mask) ,"") == ""
fa1se) I/setup fi rewall to accept inconri ng connecti ons

ConsoleuserInt.erface.printToConsole("Cannot confgiure firewall\n\r");
return false;

return true;

/!; <summa ry»
1// configures listening socket 2 on select port
/ II "/s umrnary>
/I! retunlS><!"otllr-ns>private static bool configureListeningsocket()
{

if (sendModemCommand (s t ri ng. Format ("AT#SL=2 ,1,{O} ,0",GPRS. 1isteni ngIPport) ,"")
firewall to accept incoming connections

{

false) //setup <"

(onsoleIJSerlnterf;Jcc.printToconsole('Str-·ing.Format("cannot confgiure listening socket on port {O}\n\r ""
",GPRs.listeningIPport));

return false;
return true;

I I I <,urnoraI'Y'
i/I configures the modem to automatically connect to remote user
/ II ./ summ.i ry>
I/I ~return5> ;retJrns~
private static bool configureSocketAutoanswer()
{

if (sendModemcommand("AT#SCFGEXT=2,O,O,0,1,0","") == false)
{

Con50lpUserlntcrface.printToConsole("cannot confgiure socket to auto answer\n\r");
return false;

return true;

I I ';uIlHn,H'y' .
/;'/ Shutdown soeke t to place modem inlO command mode before FTP starts
11/ I .ununa r v
II rc t.urn /, "TUII1

private static bool shutdownSocket()
{

if (GPRSmodemStatus_ == GPR~stJtU5.LISTEN) I/Modem in LISTEN mode
{

GPRSmodemStatus_ = (;PRSstatu5.COMMAND_MODE;rhread.Sleep(50); /Iwait for Modem UART timeout to finish in UART.modemDataReceiver()
I/close socket 2 for listening
if (sendModemcommand("AT#SL=2,0", "") == false)
{

(011'01("1 ,,'rlntl'rIJtc.printToConsole("cannot shutdown socket\n\r");
GPRSmodemStatus_ = C,PRSstdtuS.MODEM_ERROR;
return false;

}
} //Send escape sequence to put modem into command mode from CONNECT state
else if (GPRSmodemStatus_ == GPR~~lalus.cONNECT)
{

GPRSmodemSta tus.,= (,I'I<~<; t arus.COMMAND_MODE;
Ih'·(',1r1.sleep(50); I/wa; t for Modem UART timeout to finish in UART.modernDataReceiverO
Ilsend escape sequenceUART.sendEscapesequence(lOO, true);

return true;

II. ", lJ!llinOl ry
11/ Enables modem socket for"CONNCCT or LISTLN state depending on state before FTP commenced
/ ': / umm.uv
private static bool enableSocket()
{

if (initialconnectionstate == GPRSstdlu5.LISTEN)
{

if (configureListeningSocket() == false)
{

GPRSmodemStatus_ = GPI<Sst,\tu~.MODEM-ERROR;
return false;

}
GPRSmodemStatus_ = bl'l'St .u us .LISTEN;

}
else if (initialconnectionState == GPR5~ldlu·.CDNNECT)
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if (sendModemcommand("AT#SO=2", "CONNECT") == false)
{

consoleusel'lntertace.printToConso1e("cannot resume socket connection\n\r");
GPRSmodemStatus_ = GPHSsti\Lus.MODEM_ERROR;
return false;

}
GPRSmodemStatus_ = GPRSstatus.CONNECT;

return true;

// <sumrll<.\I'y>~~~~~~~~J~~:presence of SIM card in module
// -,"('LUr'l1s>Tr'ueif present, else falseczroturus.
pr vate statie boo1 testSIM()
{

if (sendModemCommand("AT+CPIN?", "READY") == true)
{

Con sol eUse,'Inted'ace. printToConso1 e( "SIM card READY\n\r");
}
else
{

consoleuserrnterface.printToConso1e( "SIM card not found\n\r");
return false;

}
rhread.S1eep(3000);
return true;

:' ; / < sUtnm.·) ry>
1/; First v~rsion of sendModemCommand without returning with modem response
I il </SlHi!lnd ry, ...
/;! .pa r.nn l1<1nH;~;:.,-.H(omn\and"> pa ram
il/ « pa r am n,."l.me,-,::'lsearch" </param:~
1// <p:nilnlrUnIe "Sf'I1(i(!I1«'(.lnly"ipari,\1lI
//I rpt:urns,.,/returns
public static boo1 sendModemCommand(string command, string search)
{

string dummy="";
return sendModemCommand(command,ref dummy,search);

1// ·"umin.tl"y
//1 Sends a command to the modem and tries several times before giving up if comins error
/ II /, umma: v-
/ / / c;pal din nune "conmand" ,AT command to send Iparaln>
i/, ~MI·.lIn nil'nc"r':"I)('I1'.(" Response st rino sent by modem ilMldm,
I/I param nmn "sc lrch' Stnng to search for in modem response ..An empty string defaults search to OK. oE

ERROR always sea rched for I p<'ram;-
/ r / - p.H"", n ,I<nr.· " f'11t!0I1C('(lnIy" True to send command onl y once to allow for extended times for network oE

r e spons es « lp,) ram >

I/I r~turn5 True if coms successful, else false jt'etul"private static boo1 sendModemCommand(string command, ref string response, string search)
{

int commsAttempts;
string modemResponse;
try
{

if (GSM_modem,commsAttempts
modemResponse "";
commsAttempts = 0;
while (true)
{

0) GSM_modem ..commsAttempts 5 .

response
conso 1I'IIs(' rrnl(:rt aCi ..printToConso 1e( String, Format ("Sendi ng {OJ\r" ,
modemResponse = UM<T.sendCommand(command, GSM_modem ..readbytewait);

received, or ReadOut timer occured
response = modemResponse; liReturn the response from the modem to

command));
Ilwaits in this method until oE

the calling ntethod
conso II'IJ Ier! nl erf are ,printToConso 1eest ri ng. Forma t( "Response: {OJ\r" ,modemResponse) ) ;
if (search != '''') I/Only search for special responses if search string supplied, else default oE

to ERflOR or OK
if(Contains(modemResponse,search.Trim())==true)
{

II"p;tti. 51eep(50) ;
return true;

}
else if(Contains(modemResponse,"OK")==true)
{

rhread ..Sleep(50);
return true;

}
/lif(Contains(modemResponse."ERROR")==true)
II{
II
II
I Il

Thread,Sleep(50);
return false;

Ilrf kill apps nag is sel in the registry by user, return to caller
if (winl?testForKl11AppS() == true) return false;
TIH·pati. 51eep (GSM_modem ..attemptInte rva1) ;
commsAttempts++;if (commsAttempts >= GSM_modem ..commsAttempts) throw new I xcr-ption C'No comms with modem. or oE

search string not found");(.ol1s0IeUsel'lntf"f1ct'.printToConso1e( ~trinq.Format("waiting for modem response .. Attempting oE

resend {O}\n\l"",commsAttempts));
rhrc.'acl.s1eep(0);

}
catch (lxcPjllion msg)
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conso1euserrnterfacc.printToConsole( Strin(j.Format("Error in GSM.sendModemCommandO: {O}\r\n", msg. oL!

Message.ToString()));
return false;

,/ c ~ v, J!Tt!ila "Y>
!~;Searches il string for a substring
r : ./<unrna r 'I>

p d'dtll rUnlt: ' t.r ngTO,t' rrh ': pr;:,>
Ii p.irim ndlllf' H'SPlloch~)t.r·lnq" ",'r-;drdnl

I;! re l u rrtvs Tr ue if found, else false fr"'lurn
private statie baal Contains(string stringTosearch, string searchString)
{

if (stringTosearch.lndexof(searchString) == -1) return false;
else return true;

,.!/ .':,>lIm:nary,
I; Check communications with modem at 9600bps
/!; "';"umma I v>
I/I . re tu rns.s t rue If modem comms OK, else false !1'~tlJrn·,.>
private statie baal testModemComms()
{

if (sendModemcommand("ATEO","") == true)
{

conso'1c>userIntel'face.printToConsole( "comms with modem OK\n\r");
Ihread.sleep(2000);
return true;

}
else return false;

;/ U'''l1<1ry
/I! Set DTE to modem data transfer handshaking to xonxoff, and modem to DTE handshaking to none
! // .'/ ll1nnl()/ y
!! r=t.urns True If successful, else false returrrs
private statie baal setModemHandshaking()
{

if (sendModemCommand("AT+IFC=O,l", "") == false)
{

Con 50 1ei.verInrerf c .printToConsol e( "Cannot set Modeln handshaki ng\n\r");
return false;

}
Con~,u1eu',e!'lntclface.printToConsole( "DTE to Modem handshaking set to xonxoff\n\r");
rhread.sleep(100);
return true;

il ...lHlllrltry./ / Clears all modem handshaking
h:,umnnr\o

/, ,r~1.lJrn"TI'ue if successful, else false r= t urns.
private statie baal clearModemHandshaking()
{

if (sendModemCommand("AT+IFC=O,O", "") == false)
{

r.onsolouvo rrnt.;!'f;I(('.printToConsole("Cannot reset modem handshaking\n\r");
return false;

}
COIl~,()1cuse rï ntrrf are ,printToConso 1e("Modem handshaki ng reset\n\ rOO);
Tlin"ld.sleep(100) ;
return true;

mm ry
changes modem comms baud rate and MODEM.UART baud rate/,

/ I / 'Ór UlUn1d I \
I'd I lin 1111"("br.rd" Baud rate (p, r un»

I I IUI'n frue if modem and UART baud rates changed successfully,
private statie baal changeModemBaud(int baud)
{

else false. return.>

if (sendModemcommand('1 rinq.Format("AT+IPR={O}",baud) ,"")
(',u'inq.Format("Modem baud rate set to {O}\n\r" ,baud));

else
{

== true)<0I150 J euser rnrrrtace .pri ntToConsol e

coo sol ~1. .er t nr. If 1(.(,'.printToConsole("Cannot set Modem baud rate\n\r");
return false;

if (U·\R I.changeBaud (MODEM_UART, baud)
baud rate set to {O}\nV",baud));

else
{

true)consol"I,Sl'rlnlerf.1ce.printToConsole( St rin .Format( "UART oL!

}
Thrpdd.sleep(2000);
return true;

('''1'<Ol,'l,,I ITn" rt .«.e .printToConsole( "Cannot set UART baud rate\n\r");
return false;

) lnJ,n,) t y

III power down the modem and reset MODEM UARf to 9600bps for next modem startup
ummar

r t.ut-u rï: I JI'1l

public statie baal closeModem()
{

if (lJARf.comportOpened[MoDEM_UART] == false) return true; I/Return if COM port not opened
if (GPRSmodemS tatus., == (I'!< ,LItti,. POWER-OFF)
GPRSmodemS rarus., = (,PR..,LH 1I~. POWER_OFF;if (sendModemCommand("AT#SIIDN", "") == false)
{

return true;

r") ;
con501pu-~rjnterfl(P.printToConsole( "Cannot shut modem down, cycling communications module power\n\ oL!

(;f'IIJ. setGPIO("B", 10 , false);
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}
i f (I pr. changeBaud (MODEM_UART,9600)

to 9600\n\r");
else
{

Jhr Jd.sleep(1500);
·1 .setGPIO("S", 10, true);

true) I n:>1 pi I;"; ; . pri ntToConso 1e ( "UART baud rate set «

lin ( I or i n ", " . pri ntToConsol e( "Cannot set UART baud rate\n\r");
return false;

return true;
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//FILENAME: Logging.cs
using System;using System.collections.Generic;
using System.IO;
using system.Text;
using system.Threading;
using Microsoft.win32;
names pace GatewayApp
{

public class DatJRecorder
{

public enum logMPdia byte
{

SOCard = 0,NandFlash,
USBstick

} ;

public enum LogError : byte
{

NoError = 0,
LoggingAlreadYStarted,
volumeOoesNotExlst,
InsufficientSpaceonvolume,
InvalidMediaType,
MoteCOMportNotOpen,
cannotStartLogging

} ;

private string currentpath;private int MOTE_UART = UART.MOTE_UART;
//rath to the selected storage volume

! / c-v uumary.
/ / Opens vu r tua 1 UART to inte rface to MOTE

; I, urnma ry>
, rr-t u rn "''''1 r e turnp blic bool openMoteUART()

{
if (UART.comportopened[MOTE_UART] == true)
{

t.onsol eus e rtrn.c rf ic e .printToConso 1e("MOTE UART COMO al ready opened\r");
return true;

if (IJART.OpenSerialport(MOTE_UART, 115200) == true)
{

}
else
{

UART.comPortOpened[MOTE_UART] = true;
(unso)elserJnu'rfdcp.printToConsole("MOTE UART COMO opened successfully\r");
return true;

logging
UAR! .comPortopened[MOTE_UART] = false;
conso 1,'1, en Il t ert ,1(('. printToConso 1e("cannotallowed, only system setup\n\r");
return false;

open MOTE UART.\n\rcheck MOTE is connected\n\rNo data

, /! umm, roy
! Close Mote UART
t utnm")ry

public void closeMoteuART()
{

if( IIAHI.comPortOpened [MOTE_UART]UAR1.Closeserialport(0); t ruej Conso Ieus e 1-1111 erf <le~ . printToConso 1e("Closing MOTE UART\I''');

//; -',Ulllnl"ry
// setupLogging() checks if 10ggin9 has already started, media type and capacity available,
/, creates logging directory, and If current 10g9ing date differs from system date,

, creates a new logging file if one does not eXlst or the system date has changed,,,"/ starts logging thread.
/ / I I:> ununa r ."/; re i.urn- t.oqrrror message ti LUll'>
public Loqltior setupLogging()
{

bool volumeExists=false;
bool enoughvolumecapacity=false;
string loggingMedia;
string loggingoir;
int enableLogging;

//oevice that stores logged data
//Logging directory
//Registry value to start/pause logging

try
{

enableLogging = CCl1lil!r-t.Tolnt32(I'Pq1>liy.Getvalue(Wll132.LoggerKey,"Logger enabled", 0»;
if (enab 1eLoggi ng != 1 I I IMR T. comPortOpened [MOTE_UART] ==fa 1se)
{

Il1qqinqlhrl~d.pauseLogging = true;
return Ioql rr or .NoError;

//Ensure that logging pauses
//loggillg not enabled in registry, return

I/Check that logging ;s not already underway. exit function if this ;s true.
if (Ionq i nq t hr. Hj_pauseLogging == false)
{

return Logrrror.LoggingAlreadystarted;

//Read setup in registry and check if storage medium is accessible/exists and there ;s space
available to perform log

loggingMedia = COl '>I·t.ToString(l'r·qil/"y.Getvalue(wln_ 2.LoggerKey, "Media". ""»;

switch (loggingMedia)
{

case "SDcard":
currentPath = (d"\SOcard\";
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break;
case "NandF1ash":

currentpath = @"\NandF1ash\";
break;

case "USBstick":
currentPath @"\Hal'd oisk\";
break;

default:
/lsetupLogging = LogError.lnva1idMediaType;
Iithrow new Exception("Inva1id storage media type.");
retu rn Iogl rmr .Inva 1idMedi aType;

win32.doesvo1umeExist(currentpath, ref vo1umeExists, 1, ref enoughvo1umecapacity);
if (vo1umeExists == false)
{

LoygingThread.pauseLogging = true; IIEnsure that logging stops
ReC)l5 try.SetVa 1ue (viin32 .LoggerKey, "Logger enabled", 0);
return logError.vo1umeooesNotExist; 110 bytes available if volume does not exist

if (enoughvo1umeCapacity == false)
{

loggingrhread.pauseLogging = true; /IEnsure that logging stopsR,'gistry.setva1ue(\·;in32.LoggerKey, "Logger enabled", 0);
return LogError.lnsufficientSpaceOnvo1ume;

}
IIRead name of logging directory from registry
IIIf not empty strIng, check if dir exists, or create no logging dir
I/update currentpath to include logging directory
1oggi ngDi r = Conver t .ToSt ring (Regi 5 t ry .GetVa 1ue(wi n32 .Logge rxey , "oirectory", ""));if (loggingoir != "")
{

cur ren tpa tb = Strlng.Format("{OH1}\\", curr-entvath, 10ggingoir);if (system.IO.DirecTory.Exists(currentPath) == false)
{

system.lo.oirPltory.Createoirectory(currentpath);

}
catch (lxcpption)
{

liStart storing data in 10gfile on storage volume
if (startLogging() == false) return LogError.cannotStartLogging;return LoyError.NoError;

retu rn LogE rror .cannotStartLoggi ng;

private bool startLogging()
{

I/start the logging threadtry
{

Logglnqlhrp~d.currentPath = currentpath;
LUQyingrhredd.pauseLogging = false;
lOCJq;11f)! hread .datat.oqqi ngTh read. rsaackq round = true;
if (I o(jqinqThr·cld.10ggingThreadRunning == false) LoqglngThrcad.dataLoggingThread.start();return true;

}
catch (I'(('pt iun)
{

return false;
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IIFILENAME: LoggingThread.cs
using System;
using System.Threading;
using system.Collections.Generic;
using System.IO;using system.Io.compression; I/Implement file compression before FTP - see GzipStream class
using system.Text;
using Microsoft.win32;
namespace GatewayApp
{

public static class 10qgingThread
{

private static baal pauseLogging_ = true;
private statie int MOTE_uART_DataOut;

IIData logging control
IIPoi nter to data being read out of UART ring buffer '"

private static baal threadRunning = false;
private static string currentLogfileName_;
private static string currentpath_;

//IS true when trhead is started
IILogfile presently being written to//Path to the selected storage volume

public static Thread dataLoggingThread = new rhreadCstoreData);
hom UART

liStores data in volume as it's received '"

#region properties
public static string currentLogFi1eName
{

get { return currentLogfi1eName_;
}
public static string currentPath
{

set { currentpath_ = value; }
get { return currentpath_; }

.II su.mn,ry'
1,/ Read: true, 10gg1ng thread 1S running. Do not start thread again
i / Write: false, exit logging thread
/1 i .u.mna ry..
public statie baal 10ggingThreadRunning
{

get { return threadRunning; }set { threadRunning = value; }

, . / ulnrn Jr)" ..
I/i True continues logging, else pauses logging
!// /.,unlinar ypublic statie baal pauseLogging
{

get { return pauseLogging_; }
set { pauseLogging_ = value; }

#endregion
i ('~Ulnlll,) r.,.

i/, l~read created to store received data in selected storage volume
! II I unlmdry
public static void storeDataC)
{

<,tre,)ml,'rller 1ogFi 1e;
1J;)\('lt,nl'currentlogDate = ):ltellnll'.Now;
WinI2.~YSTEMTIH[ timeNow;
baal volumeExists = false;
baal enoughvo1umecapacity false;
i nt x;int packetCounter = 0;
baal exitloop = false;
bool waitForNextPacket false;int syncBytepointer;
int remainingBytes;int MAX_IN_BUFFER....SIZE= I)ARI.MAX_IN_BUFFER....SIZE;
int 10calpacketLength;
5trinquui ldrr sb = new SI ringBulldl'I'C"", 10000);
int sbLength = sb.Length;
I/Logging is starting, so create a logfile on selected media if necessary
CreateNewLogFileCcurrentPath_, ref currentLogfileName_, ref currentlogDate);

IILogging date used to create current logfile

newest
MOTLUART _Da taOut = UAln. MOTE_UART _DataIn;

aVililable
pauseLogging_ = false;
threadRunning = true;
while CthreadRunning == true)
{

IIEnsure that data being read from the InBuffer is the '"

if (pauseLogging_ == false)
{

I/Check if cur ren t logginq date is the same as system date
if (wlnJ2.IsDateDifferent(currentLogDate) == true)
{

Ilrf logginq date is different, create new file if 10gfile does not exist
CreateNewLogFile(currentPath_, ref currentLogfileName_, ref currentlogDate);

try
{

I/check that there is data in the buffer to be written to persistent storage
if (MOTE_UART _Da taOut < LAR r. MOTE_UART _Da rarn I Ic" r.pointerwrapped == true)
{

/IConsoleUserrnterface.printTOConsole(String.FormatC"maxInBuffer {Ol nat atn {lJ DataOut '"l2}\n\r", MAX_IN BUFFlR SIZE, UART.MOTE_UART_DataTn, MOTE_UART DataOut));
if (LIARI.pointerwrapped == false)
{
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processed
MA)(_IN_BUFFER_SIZE ; lJAf(T.MA)(_IN_BUFFER_SIZE;
Ilcheck that there is at least one packet + 10 bytes available in the buffer to be ~
if ((UAR1.MOTE_UART _Dataln - MOTE_UART _DataOut) < (LAI<T.packetLength + 10))
{

IlremainingBytes ; UART.MOTE_UART_Dataln - MOTE_uART_DataOut;
continue;

enough data available
}
else Ilcheck if enough data available after pointer wrap around. Leave function until ~

MA)(_IN_BUFFER_SIZE ; IJART.endOfLastpacket;
remainingBytes ; MA)(_IN_BUFFER_SIZE - MOTE_UART_DataOut;
if ((remainingBytes + lJART.MOTE_uART_Dataln) < lJART.packetLength + 10)
{

continue;
}
packetCounter++;
IIInitialise accumulator string with a timestamp at start of packet conversionif (packetCounter ;; 1)
{

liReset string buildersb.Remove(O, sbLength);

timeNow ; win12.convertDateTime(l)ateTime.Now);
sb.Ap'pend(timeNow.Hour.ToString("OO") +timeNow.second.ToString("OO") + ' ");

}
else
{

+ timeNow.Minute.ToString("OO") + + ~

sb.Append(" ");

data packet.
Ox7E) XOR'd with Ox20

IIsync byte bounding each packet is Ox7E (126). This value will never be found within a ~
liThe values Ox70 and Ox7E will be 'escaped' by Ox71) followed by the value (Ox70 orOx50 or OxSE
Iisearch for the first and second OX7E, the addresses form the bounds of a packet
syncBytepointer ; MOTE_uART_OataOut;
10calpacketLength ; 0;
exitloop ; false;
do
{

Ilrf DataOut pointer is not in sync with start of a packet and parsing starts in the ~
Iia packet, the end and start sync bytes will be found in consecutive addresses in ~

middle of

Iidata stored in the logtile out of phase with the packets, eg 154 41 168 126 126 '\ ~n\r' 69 0 2S5 255 0 0 28 etc
Ilcheck for lhis condition and reduce the 10calpacketLength by 1 to get data back in ~

the InBuffer putling the

sync with packet starts
if (UAr<T • MOTE_UART_RaW_InBuffe r[syncBytepoi nterl ;; (byte)Ox7E)
{

IIIf second byte in buffer checked is a sync byte, reset packet counter, start ~
if (localpacketLength ;; 1)
{

of packel is found

10calpacketLength
MOTE_UART_OataOut 0;syncBytepointer;

if (localpacketLength > 1)
{

10calpacketLength++;
exitloop ; true;continue;

IIMany Os have been noticed in logfiles occassionally
IIMay be caused by syncBytepointer exceeding UART.Dataln pointer.
IIExit entire loop and wait for more data to arrive before converting to ASCIIif (localpacketLength > (UARJ .packetLength + 20))
{

waitForNextPacket ; true;exitloop ; true;
continue;

10calpacketLength++;
syncBytepointer++;
if (syncBytepointer >; MAX_IN_BUFFER_SIZE) syncBytepointer O'

while (exitloop ;; false);
liDO nOL process data; Il buffer, wa i t unti1 more has arrivedif (waitForNextPacket ;; true)
{

waitForNextPacket; false;continue;

ethernet)

liSt ream data to lP port
Ilif (streamDatJ ;; true)
II{
II if (consoleuserInterface.ActiveConsolelo consoleuserlnterface.consolelnput.
II
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// if (socketStream.socketActive == true)
// {
/1 SocketS t ream.TCPsocket .Begi nSend(UART .MOTE_UART _Raw_InBuffe r, ~MOTE_UART_DataOut, localpacketLength, system.Net.Sockets.SocketFlags.None, nul" system.Net.Sockets.SocketFlags. ~

None) ;
//
/1
/I}

Ilconvert a received binary packet to string equivalents ('0' -> 48 ',' -> 44)
for (x = 0; x < 10calpacketLength; x++)
{

sb.AppendFormat ("{OJ ",IJART. MOTCUART _Raw_InBuffer [MOTE_UART _DataOut]) ;
UART.MOTE_UART_Raw_InBuffer[MOTCUART_DataOut] = (byte)O;MOTE_UART_DataOut++;
if (MOTE_uART_DataOut >= MAX_IN_BUFFER-SIZE)
{

MOTE_UART_DataOut = O·
lh\RT. pointerwrapped =' false;

}
sb.Append("\n\r");
sbLength = sb.Length;
if (packetCounter >= 10)
{

IICheck if volume exists with sufficent space to perform data writing
Ilwin32.doesvolumeExist(currentPath_, ref volumeExists, 1, ref enoughvolumecapacity) ~

volume for logging");

I/if (volumeExists == false) throw new Exception("volume does not exist"); //0 bytes ~available if volume does not exist
Ilif (enoughvolumecapacity == false) throw new Exception("rnsufficient capacity on ~

logFile = File.AppendText(currentPath_ + currentLogfileName_);
10gFile.writeLine(sb.ToString(0, sbLength).Trim());10gFile.closeO;
packetCounter = 0;

}
catch (Exception msg)
{

pauseLogging_ = true; IILogging doesn't start again
Consult'Us('r·rnu'rface.printToConsole(String.Format(" Error in Logging thread: {O}\r\n", msg. ~

Message.ToString()));
}

}
else //During logging pause ensure that the data Outpointer tracks the data rnpointer
{

}
Ihre<\d.sleep(O);

MOTE_UART_DataOut = 0;
packetcounter 0;

//Release thread for a moment

day.
I! .u-nm.u vchecks if 10gfi1e exists for current system date. Creates a new logfile if no logfile exists for the

/ 0'r1l11.\! y-
I "1'<11,1111 I),J,ne "vol umer th Input: storage volume path p nm"

/ 11\1 dill uunr "1(lIjF 11,'1,,,,,,,"Output: name of current logfile 'fhH',lIn,
/1 p.i r:n Il 'III'" v srun«" Output: Timestamp when logfi le created 'p Ir nl

private static void CreateNewLogFile(string volumePath, ref string LogFileName, ref DateTime sysTime)
{

wi n 1/. "C II Mr IMI DateNow;
strin~ tempLogFileName;
DJlellme TempSysTlme = Dater1 ne.Now;
string fileExtension;
try
{

fileExtension = (ol1vt'rt..ToString(HPljict.l'y.Getvalue(wI1132.LoggerKey,"Extension", "LOG"));
DateNow = ~iI111.ConvertDateTime(TempsysTime);
tempLogFileName = DateNow.Year.ToString("OOOO") + DateNow.Month.ToString("OO") + DateNow.Day. ~TOString("OO");
I/Create a log file if one does not exist for today
if (f 11".Exists( tnnq.Format("{O){l} .{2}", vo lumeva th , tempLogFileName, fileExtension)) == false)
{

/ICompress an files in log directory with LOG extension before a new logfile is created for the ~
day

compressLogFiles(volumepath, fileExtension);
(011"01,,,.or rntc f rr.r.printToConsole( tring.Format("create log file: {0}(1}.{2}\n\r", vo Iumevarh , ~

tempLogFileName, fileExtension));
.t "'illl1WritI.l' logFile = new >tr"'.1I11WrlIPr(SU·il1l.J.Format("{0}{1}.{2}",vol umePath , tempLogFileName, ~

fileExtension));
I/ri 1e heade I·

1ogFi 1e.wri teLinee >1r i ng. Format("Logfi 1e: {O}. {I}, ", tempLogFi 1eName, fi1eExtensi on));
I/Check if systemclock ~as been set: place error message in log file and on console
I/if (win32.issysclockSet u= false)
if (OateNow.Year == 2006)
{

(0I1s0Itl)~111111nl lCL.printToConsole("system clock has not been set.\r\n");
10gFile.writeLine("system clock is not set,");

}
I/Column headers
IllogFile.writeLine(String.rormat("packet length = {O}",uART.packetLength));
10gFlle.closeO;
//A new logfile is created: update log filename path and time variables with latest values
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}
string temp = St,inq.Format("{O}. {1}",
if (LogFileName != temp) LogFileName

on first execution of this method
}
catch (rhreadAbortlxceptlon) { }
catch (Excpption msg)
{

//Lo~FileName = tempLogFileName + ".~OG"; .
t.oqrileName = St ri nq .Format ("{O} .{1} , t empt.oqri leName, fi1eExtensi on) ;sysTime = TempsysTime;

tempLogFileName, fileExtension);
temp; //Init with logfile name if file exists on disk, and

Consolcu erlnt(rfJr(.printToConsole(~tring.Format(" Error in DataLogging.createNewLogFile(): {O}\r\n ~msg.Message.ToString()));
}

I/The following functions are based on code hom the MsDN website
//; <sU1mn·.11'y.>
:11 Compress all files in logging directory with matching logging extension
./ I swn,n:H f>
Iii ·cp, r<,nl nanl" "di rP. til"path to logging di rectory- 'par nr
1/; pa' 'nl n.l,ne"109f; 1,'1Hl) n Loqq i nq hle extension J11 .'

;/1 ret urns "bool""Returns false if compress, on f at lure .,et ,rn·
private static void compressLogFiles(string dirpath, string 10gfileExtension)
{

DirectoryInfo di = newstring newLogFileName;
int 10gFileNameLength;
string logFilename;

DirectoryInfo(dirpath);

Ilcompress all files with the co rrec t logging extension
foreach (rtl crnf'o fi in di .GetFiles(suing.Format("*{O}", Ioqf'i leëx t ens t on)))
{ if (compress(fi) == true)

{
logFilename = fi ,Name;
10gFileNameLength = 10gFilename.Len~th;
newLogFileName = 10gFilename.substr,ng(0, 10gFileNameLength - 1) +
lt le i Copyf dirpath + logFilename, d'ir'Path + newLogFileName,true); 7/0verwrites files with the ~same name to avoid file write exceptions
Con~oll'userrntP' fl,e.printToConsole(String.Format("Renaming {O} to {1}\n\r", logFilename,newLogFileName));

}

/I i unun.i r~
;,1 Performs file compression to file fi
/ .' um nd r v
il par am 1\"0( 'f i " r. "H'VII
private static bool compress(Filernfu fi)
{

try
{

/1 Get the stream of the source file.using (F; les t.rearn inFile = fi .openReadO)
{

/1 create the compressed file.
using (fil. ,t""m outFile = lile.create(fi.FullName + ".gz"))
{

using (G/ip',trPdm Compress = new G/ipSlream(outFile, compressionMode.compress))
{

con' ol 'I,ertnro rf ar.ei prt ntror.cnso lef trlng,Format("compressing file: {O}\r", fi .Name. ~
II copy the source file into the compression stream.
byter] buffer = new byte[4096];int numRead;
while ((numRead = inFile.Read(buffer, 0, buffer.Length)) != 0)
{

ToStringO)) ;

}
Con',0 1euscr rutf' rf rr.r-,printToConso 1eC, tn Ill). Format ("Gene ratedoutFil e.Name. rost ring0)) ;
return true;

Compress.write(buffer, 0, numRead);
IhI'<'HJ.sleep(O);

compressed file: {O}\r\n",

}
catch
catch
{

(lil"'HJA!JIJIt!X"'!lt"UIl){return false;}(I~('pp\ 10n msg)
COil SO 1t'U'", rt rn oIf lI' I'. printToConso 1e(,tri nu .Format ("

.Message.Tostring()))j·return fa se;
}

Erl'or in LoggingThread.compressO: {O}\r\n", msg ~
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IIFILENAME: FTPThread.cs
using System;
using System.IO;
using System.Collections.Generic;using system.Threading;
using system.Text;
using Microsoft.win32;
namespace GatewayApp
{

public static class ITPThread
{

private static bool FTPthreadRunning_=false;
private static win~2.SYST[MIIMf filesendTime_;
private static strin~ logoirectory_;
private static bool lnterruptFilesend_=false;

FTP connectionprivate static bool forcesendLogs_=false;
to be sent

IILogfile directory path
IlInter rupts current FTP send and closes inte rnetl ol'

Iloverrides the time check and forces the log files ol'

private statie string serverlP;
Registry

private statie string userName;
private static strlng password;
private static bool FTPlnProgress_=false;

to current log file

liRemote server lP address - value stored in ol'

IIFTP login username
IIFTP login password
IIFTP of fi1es in progress, so do not try to wr i te ol'

private statie Th,-ead FTPlogFiles
#region class Interface

new ThreadCsendLogFiles);

: JIII,nO] r'y .
; ; FTP thread is running. Set to false to exit thread.
/; s.ununa r ypublic static bool threadRunning
{

set { FTPthreadRunning_ = value; }
get { return FTPthreadRunning_; }

}
public static bool interruptFilesend
{

set { interruptFilesend_ = value;

/t' Wll'll<Hy
i Overrides time to send log files and sends them now via selected FTP transport to selected server
/.: I c Ulnnl;)I'

public statie bool forceFilesend
{

set { forcesendLogs_ = value;

11/ ..Jlfltnar'y
/ . True if Log files being transferred.
;'; I J unlIndry ...public static bool FTPinprogress
{

}

Do not access log files whilst true.

get { return FTPinprogress_;

Itendregion
dfTlln,:) ry

Starts FTP process running
lPl 1, f

public static void startFTPthread()
{

if (FTPthreadRunning_ == true) return;
FTPlogFiles.lsBackground = true;FTPlogFiles.Start();
1hi "dd. 51eep(SOO);

private static void sendLogFiles()
{

bool startFileTransfer=false;
bool sendFiles=false;
bool internetOpened;
bool once=false;
bool timeTestResult;
string currentFilename;
Ulnt32 errorMsg=O;
string regSendTime;
string 10gFileExtension;
strlng sentLogFileExtension;
int FTPtransport;
filesendTime_.second = 0;
FTPthreadRunning_ = true;
while (FTPthreadRunning_ == true)
{

I/pole registry to lake any setting changes into effect
10gDirectory_ = "tll'1<J.Format("\\{O}\\{lJ\\", !{Nji tr'y.Getvalue(winl2.LoggerKey, "Media", "\\"),

R!'')', trv ,GetVal ue(w, ,132.LoggerKey, "Oi rectory", ""));
regsendTime = ('(lIlvPrt..ToString(p~(jl>lry.Getvalue(viin3/.LoggerKey,"Send time", "0010")); II

Default time is 00h10
Ilrnsure that send time is valid
if (regsendTime.Tl"imO .t.enqth != 4) regSendTime = "0010";
IlconverL time LO shorLs
fileSendTi me;..Hour = Conver t .TOUlnt16 (regsendTi me. subst ring (0,2)) ;
flleSendTlme_.Mlnute = ton lrt.ToUInt16(regsendTlme.Substrlng(2,2));
liTest if a match occurs between system hour/minute and user houriminute
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timeTestResult = win32.TimeMatch(filesendTime_);
if(timeTestResult == true && once == false)
{

once = true;startFileTransfer = true; IISet once if a time match occurs.
}
else if(timeTestResult == false && once == true)once = false;
IIIf a time match or force ftp selected, open internet or establish GSM connection with remote

server and send all 109 files older than today's fileif (startF11eTransfer == true I I forcesendLogs_ == true)
{

forcesendLogs_ = false;
startFileTransfer = false;
sendFiles = false;
int connectAttempts = COnVel"t.Tolnt32(h:gistrv.Getvalue(w'n32.FTPkey, "Attempts", 5));
bool exitloop = false;
int interval = 1000 * Conven.Tolnt32(Registry.Getvalue(win32.FTPkey, "Attempts interval s" >l"

30)) ;

#region Loop2: Establish connection with internet and setup FTP session
do
{

try
{

Ilcheck registry setting for FTP transport type (GsM/Ethernet)
FTPtransport = conv('n·.Tolnt32(H,~g·istry.Getvalue(\.iI132.FTPkey, "Transport", 2)); II >l"

Default of 2 ethernet
Ilcheck FTP transport selection, open selected transport for FTP
if (FTPtransport == (int)Consolt'usennterface.FTPtf"ansmitter.GSM)
{

#region Open GSM internet connection
Consol et >' r rnrer race. printToConso 1e Cs rring. Format ("system time is: {OJ\n\r" ,

[);JterinW.Now)); (onsulel,~erTnt","flc('.printToConsole("Startin<) FTP of logfiles via GPRS\r");
consoleusel"lnterface.printToConsole("Suspendln<;l GPRS link until FTP is complete\r");C0l1501euse rï nterface. printToConso 1e("Pl ease wal t ...\n\r") ; >l"

link\n\r"");
Iii f (GSM.open~,odem() == false) throw new Exception("Cannot open GS~' modem for FTP >l"

if (GSM.openFTPlink() == false) throw new Exception("cannot open FTP session\n\r");
Con 501eUse r rnt or+acc .pri ntToConso 1e("FTP sessi on opened\n\ r") ;
sendFiles = true;
exitloop = true;continue;

}
else
{

#endregion
liEthernet or other transport type

#region Open Ethernet internet connection
IIRead ETHserve rIP
userName =password =

FTP settigns from re<)istry .
conve rt. ToSt r1ng (RPgl stlOy.GetVal ue (I'll n32 .FTPETHkey,
conv" rt.ToSt ring (Rt'(j'istry. Getva 1ue (wi n 32. FTPETHkey,rnnvetl.ToString(Regi ,try.Getvalue(win32.FTPETHkey,

"Server lP", ""));"username" , ''''));"password", ''''));
if (serverIP == "" II userName == "" II password == "")
{

throw new r~l.ptloll("Invalid ETH FTP settings. No connection attempted.\n\r");
}
else
{

Ilopen an internet connection with valid server lP
(Oil O]"IJSPI·!lllprfdlp.printToConsole("opening Internet via Ethernet connec t ionvr" >l"

) ; consolcu"erlnI.PI·f.1tc.pr;ntToConsole( trinq.Format("System time is: {O}\nV",
0, I t lo' I uno .NOW)) ;

internetopened = win32.0penInternet(win32.HTTP_USER, ref errorMsg);
if (errorMsg == 0)
{

if (internetOpened == true)
{

Con~()lI'lJsennl'>1fa(p.printToConsole("Internet connection opened\r");
connectAttempts = Convet t.ToInt32(Rl.'gistry.Getvalue("in32 .FTPkey, >l"

int counter = connectAttempts;
exitloop = false; IIAttempt to open FTP session
do
{

r onso 1J'u~l'rr nt c rf ac o .printToConso 1e(c lt' ing.Format ("{OJ attempts to >l"

"Attempts", 5));

open rTl' sessionvr" ,counter.ToString()));
wirr3).OpenFTPsession(serverIP, userName, password, ref errorMsg);
if (errorMsg == 0)
{

(onsoleu,rrlnterflcc.printToConsole("FTP
sendFiles = true;
exitloop = true;
conLinue;

session opened\n\r");

}
else
{

(011' ol,'lJset'ltltelf 'Ct>.printTO(Onsole(Sll'itlg.Format("FTP session >l"

open failed. Error {O)\nV",errorMsg)); counter--;if (counter> 0)
{

rhr";llLsleep(interval); Ilwait for set time before trying
"gain
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}
else
{

session failed. Error

consoleuserlnterface.printToConsole(nclosing Internet ~

/ITry to close the t nt e rne t connection for next FTP attempt ~

wln32.closeInternet(ref errorMsg);
exitloop ~ true;
sendFiles ~ false;
throw new ExceptlOn(String. Format("{l} attempts to open FTP ~

{OJ\n\ r". er rorMsg. ToStri ng () , connectAttempts. ToStri ng ()) ;
}

}
[lH·eaU. sl eep(O);

}while(exitLoop~~false);

connec t ionvnvr") ;

in loop

{O}\n\r", errorMsg.ToString());

}
else
{ IITry to close the connection to the internet

winJ2.closeInternet(ref errorMsg);
throw new Exception(Str'inCj.Format("Closing internet connection. Error ~

}
el se
{

throw new !:xception(String.Format("cannot open Internet. Error ~ {O}\n\r"",
errorMsg.ToString(»);

l/consoleuserrnterface.printToConsole(string.Format("Cannot open Internet.
Uror" ~ {O}\n\rn, errorMsg.ToString());

}
}
#endregion

}
catch (except on msg)
{

con 01 euseri n te rf ace . pri ntToConso 1e (sui ng. Fo rmat (n txcept i on insendlogFil es (): {OJ\rn ,
msg.ToString(»);

conso elserrnterface.printToConsole(string.Format("Remaining attempts = {OJ in {l}s\n\r" ~
, connectAttempts - 1, interval I 1000»;

}

if (interruptFilesend_ ~~ true)
{

C0l1s01f'Usf'rIntcrface.printToConsole("stopping FTP session\n\rclosing Internet connection ~

interruptFileSend_ = false;
startFileTransfer ~ false;
exitloop ~ true;
sendFiles ~ false;continue;

\nV");

connectAttempts--;
if (connectAttempts 0)
{

exitloop = true;
sendFiles = false;
lonsoleliserplIed<l(p.printToConsole("cannot connect to 'i nt e rne t or open FTP s es s i onvnvr " ~

) ;
continue;

rhrt~d.sleep(interval);
} while (exitloop == false);
#endregion

Ilwait a maximum of 60s before attempting connection again

liStart file sending
if (sendFiles == true)
{

I/only allow file send if an FTP connection is opened
sendFiles = false;

Ilcheck registry setting for FTP transport type (GSM/Ethernet)
FTPtransport = cOllven.ToInt32(rleqi try.Getvalue(win32.FTPkey, "Transport", 2»; //Default of 2 ~

ethernet

» ;

IIFTP only compressed log files
10gFileExtension = ".gzn;

I/Registry stores.sent log files extension
sentLogFlleExtenslon = r ouv, 1'1 .ToString(RPg; 51 r"y.Getvalue(Win.Jl.LoggerKey, "old Extension", "gz_" ~

sentLogFileExtension = s t.r inl).Format(".{O}", sentLogFileExtension);

//Get directory listing of logging directory
Dl 1'1'( 1(lryJ nfo di rInfo = new (Jl I'pt lory Inl 0(1 ogDi rectory,_) ;
f i l e Jn lo ]] filelist = di rInfo.GetFiles( ,ulllg.Format( "'{O}", 10gFileExtension»;

#region Loop3: FTP files
try
{

I/send files now lhat valid internet and FTP connection exist
foreach Ui lt Info fileNext in f i l et.i s t )
{

currentFilename = fileNext.ToString().Trim();

I/Set a flag lo ensure that logger does not access current log file until FTP completed
if(Lotjqin(jrhn'MJ.currentLogFileName == currentFilename) FTPinProgress_ = true;
Consolel "er [l1tcrf,lu'.printToConsole(Slrlnq.Format("\rsending file {O}\r", fileNext. ~

TOString().Trim(»);

I /Check FTP transport sel eet, i on, open sel eeted transport for" FTP
if (FTPtransport == (int)c()n~olf'tJ~frlntelhce.FTPl rlnsmilter.GSM)
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#region send files via GSM
if (G",.j.putFTPfile(currentFilename) == false) throw new E"ception("cannot create a ot:

new file on FTP server\n\r");if (sendFile(logoirectory_, currentFilename) == false) throw new EXCeptlOr;("\rGSM ot:
fi1e transfer fai1ed\n\r");

I/change extensions of all log files except current log file
string newFilename = currentFilename.Replace(logFileExtension, sentLogFileExtension) ot:

if (FTPinprogress_ == false)
{

cunsoleuserIllterface.printToConsole(Str·ing.Format("\r"Renaming file {OJ to ot:
{l}\n\r", currentFilename, newFilename)) ;ri !e. Move(l oqo i rectory_ + currentFi 1ename, 1ogoi rectory_ + newFil ename) ;

try
{

Con oleusel"lnterface.printToConsole(:'trillg.Format("\rcannot rename file {OJ ot:
to {l}\r", currentFi lename, neWFilename)) ;(on soleu,f' rIm.e rf ac.e . printToConso 1e("Check for dup 1icate fi 1enames\n\r") ;

}
catch
{

}
else
{

FTPinprogress_ = false;
#endregion

currentFi 1ename) false)

#region Send files via Ethernet
if ("in3" .wri teFi 1eByFTP(stri ng. Format ("{OHI}", 1ogoi rectory_, currentFi 1ename) , ot:

"\r\n") ;

errorMsg = wlnI2.GetLastError();
startFileTransfer = false;
throw new [xception("\r"File transfer failed. Error " + errorMsg.ToString() + ot:

}
else
{

(OllsoleUserInlerface.printToConsole("\rFile transfer successful !\r");
Ilchange extensions of all log files except current log file
if (FTPinprogress_ == false)
{

string newFilename = currentFi1ename.Rep1ace(10gFi1eExtension,
sentLogFi1eExtension); try

{
/IRename the log file so that it is not uploaded again/Istring newFilename currentFilename.Replace(@".LOG", @".LO_");
listring newFilename = currentFi1enarne.Rep1ace(10gFi1eExtension, ot:

sentLogFileExtension);
lon,olcuserlnterfac~.printToConso1e(String.Format("\rRenarning file {OJ ot:

to {l}\n\r", currentFi1enarne, newFi1enarne)); .Filp.Move(logoirectory_ + currentFilenarne, logoirectory_ + newFilename);
}
catch
{

(on,0!0US('r-IIlLt.rfi1(l'.printToConsole('>trinq.Format("\rCannot rename file ot:
{OJ to {l}\r", currentFilename, newFilename)) ; .con,ol!!U~erIl1tPrfd(_e.printToConsole("Check for duplicate fi1enames\n\r") ot:

FTPinProgress_ false;

}
if (interruptFi1eSend_ == true)
{

#endregion

connection\n\r");
Con<,oll'i€'rTmer-f,J("e' .printToConso1e("stopping FTP sessionvnvrc lostnc Internet
interruptFilesend_ = false;
startFileTransfer = false;
break; /ILeave foreach loop

}
catch (I XC"IH i ou msg)
{

}
/IEnd of foreach loop

rnsg.ToString()));
}
#endregion

(un ol cusr-rlilt-rI lce.printTOConsole( tnng.Format("[xception in sendLogFiles(): {O}\n\r",

#region Terminate internet connection
try
{ if (FTPtransport == (int)coll·o lei

{
p,llllerf lCt'.1 TPlr,n rnilter.GSM)

if (G .H.closeFTP()==fa1se)throw new f,reption("canllot close FTP session\n\r");
}
else liTransport: ethernet
{

I/close fTP session and internet connection
startFileTransfer = false;
sendFiles = false;
if (win12.closeFTPsession(ref errorMsg)
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"FTP session closed
o + "\r\n");

OK\r\n");
else throw new [xc""ption("FTP session close failed. Error number = " + errorMsg.ToString ~

ToStringO + "\r\n");
}

if (Nin3L.closeInternet(ref errorMsg) == true) (onso1euserlnterface.printToConsole( ~"Internet connection closed = OK\r\n");
else throw new E.xception("rnternet connection close failed. Error number = " + errorMsg. ~

}
catch (Exception msg)
{

(ollsol,'l)se,Irlterhcc.printToConsole(St' ing.Format("Exception in sendLogFilesO: {O}\n\r", ~msg.ToString()));
}

#endregion

IIBlock the thread for 105 to prevent excessive activity in this thread
rhread.sleep(lOOOO);
IIThreadRunning loop

: I I umnHry'
~~I Sends a file to the GSM modem for FTP transmission to server
jJj /t;u,nmary>
//( pa rarn flaw' "jll,'I'lth'Path to file to send p.,r,lIW
,':: pa! '-'rn name 'nl ..,Fllt'N; t ;>Filename to s end«. par~_~w)
//; re unnsv rrue If f i le send succesful, else f alse- return;
public static bool sendFile(string filepath, strlng newFileName)
{

bytel] sendBuffer =
int bytesRemaining;
bool commsTimeout;
int transmitTimer;

new byte[300]; 11300 byte buffer

try
{

IITime allowed in s for data in module buffer to be sent after last xon is received by windows
transmitTimer = (Onvert.ToInt32(Reqhtry.Getvalue(Win32.FTPGSMkey, "Transmit timeout s"; 20));if (transmitTimer == 0) transmitTimer = 20; IIDefault to 20s
r.on soler. r rnt c i facP.printTOConsole( trinq.Format("filePath = {O}{l}\n\r", filepath,newFileName));
r ,leStrPdm FS = new fllp',tr€am(St,"ing.Format("{O}{l}", f ilesath , newFileName), rile~<ode.open);
BinaryReader newFile = new BinaryReader(FS);
bytesRemaining = (int)FS.Length;
lIART.startHandshakeRX = true;
UART.transmitTimerConst = transmitTimer; IIAllow handshaking signals to be received

commsTimeout = false;"'>M.GPRSmodemStatus = (,<,M. GPR,>s t a t us .FTP_FILE_SENDING;
while (bytesRemaining > 0)
{

if (bytesRemaining < 300)
{

newFile.Read(sendBuffer, 0, bytesRemaining);
if (u~Rr.sendBuffer(ref sendBuffer, bytesRemaining)
{

false)

}
else
{

}
bytesRemaining 0;

bytesRemaining = 0;commsTimeout true;
continue;

newFile.Read(sendBuffer, 0, 300);
if (uI\RT.sendBuffer(ref sendBuffer, 300)
{

false)

}
Ih'C'dc1.sleep(O);

}
bytesRemaining

bytesRemaining = 0;
commsTimeout true;
continue;

bytesRemaining - 300;

lJM r. startHandshakeRx
FS .Close () ;
newFi 1e.CloseO;

false;

if (commsTimeout == true)
{

Cons o lr ;erlnt.l'rr·!Cf'.printToConsole("GSMcomms timeout: FTPThread:sendFile()");
return L~ .sendEscapeSequence(); IIPut the modem into command mode

completeFileTransmission();
escape sequence

return G~M.sendEscapesequence();
Ilwait for modem la finish sending buffered data before sending ~
IIPut the modem into command mode to send next file

}
catch (f~ceptiol1 msg)
{

ron sol ('II (' rt nti rt .rc('.printToConso 1e( 11 ing. Format ("Excepti on in FTPThread. sendFi 1eO: {OJ\n\r" ,
msg));

return false;

// f u.nm, r y ~
III Timer to allow buffered data in modem to be sent to FTP server before sending escape
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sequence to modem. Timer is set to l5s on every xon received from modem.
private static void comp1eteFi1eTransmission()
{

while (I d'i .transmitTimer > 0)
{

ill! ( .51eep (1000) ;
I,JAf/j .transmitTimer--;
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//FILENAME: GPIO.CS
using System;
using System.co11ections.Generic;
using system.Diagnostics;
using System.Threading;
using System.Text;
namespace GatewayApp
{

public static class GPIO
{

#region GPIO methods
/ I I ··slImn"" V',
I;; Sets GPIO bit
/ !:' </ c unma ry>
I/! -par.im name: "port.B(.lnk">eg A, Bar cJp;:.]! am-.
1// <"1:';,1. .rmna.ne."r>C,,'LNumbe,'''>egO ..31 - check that the pin is not used for some other 10 funct ion-c/pat-am-
ill <par am namc:::··'·sl(\r.e" O .. 1(;jp; ram.
j;1 ~returnS>True if successful, else O.!return.~
public static boo1 setGPIO(string portBank, int portNumber, boo1 state)
{

Process IOprocess =
process(v=vs,90),aspx

string Ioarguments;
string PortState;

new process(); I/From: http://msdn,microsoft.com/en-us/1ibrary/system,diagnostics.

try
{

Ioprocess.Startlnfo,useShe11Execute = false;
if (portBank.TrimO '= "A" && portBank,TrimO '= "B" && PortBank,TrimO != "c") throw new Exception"("Invalid Port Bank");
if (Pcrt.Number < 0 II PortNumber > 31) throw new Exception("Inva1id Port Number");
PortState = state == true? "1" : "0";
Ioarguments = SuinC),Format("{O} {1} {2} {3}", PortBank, PortNumber I lO, portNumber % lO,portState);
Ioprocess,Startlnfo.Arguments = IOarguments;
IOprocess.StartInfo,Fi1eName = "\\Windows\\IO_contro1,exe";Ioprocess,Start();
Ioprocess.waitForExit();
int ExitCode = IOprocess,ExitCode;

}
catch ([xeeptian msg)
{

return true;

ccnso I(>USPrrntpr f,«.e.printToConso 1e(Str ing.Format("Erro rin GPIO class: {OJ\r\n", msg,Message,ToStringO)) ;
return false;

}
#endregion
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IIFILENAME: socketStream.cs
using System;
using system.Linq;
using system.collections.Generic;
using System. Text;
using System.Net;
using System. Net. sockets;
using Microsoft.win32;
names pace GatewayApp
{

class SockEtSrream
{ private static Salket s = new Sockel(Addressrimlly.lnterNetwork, SocletType.Stream, protocolType.Tcp);

private static bool socketActive_;
II ,\Jfmn.J t·y
,I! An active TCPlIP socket is available
;, ' ~IHlwldry
public static bool socketActive
{

get { return socketActive_;

public static Socket TCPsocket
{

get {return s;}

;/I <':,lInJm(\t~y,
/ ! Open socket on Ethernet for user defined port and destination lP address
I i !<.: u.nma r y

public static void createNewSocket()
{

IPAddress remoteIP = IPAddress. Parse (Reg; sny. Getva 1ue (win32 .StreamKey, "oest ination lP", "0.0.0.0"). oL!

ToStringO) ;int port = c.onvert.Tolnt32(Reqi'try.Getvalue(\·i'in32.StreamKey, "Out port", "49500"));
IPfndPoint IPE = new IPEndPolnt(remoteIP, port);
try
{

conso 1 ew,erInte rf.JC('. PrintToConso 1e(S t ring.Format ("Openi ng
lP: {l}\n\r", remoteIP, port));
s.connect(IPE);
socketActive_ = s.connected;

socket on port {O}\n\rConnecting to
destination

}
catch (Exception msg)
{

socketActive_ = false;Con·oleuserlnterfdle.printToConsole(msg.ToString());

public static void closeSocket()
{

try
{

if (s.connected == true)
{

Con s ol <'UselIJl \ 'c rfdU. printToConso 1e("Clos i ng st reami ng socket\n\r");
s .Shutdown (é,ocI"lshuu.iown.Both) ;
s.closeO;socketActive_ = false;

}
catch
{

}

(t.xreption msg)
Consolv~·erlnt0I'fJ(e.printToConsole(msg.ToString());

public static void receiveTCPdata()
{

byter] dataln = new byte[1024];
if (socketActive_ == true)
{

}
else return;

inl bytesRec = s.Receive(dataln);ron su l('lisP rrnr,'If J( ". printToConso 1e (f nc(Jd;110.ASCII. GetStri ng (datatn ,0,bytesRec)) ;
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IIFILENAME: Main,cs
using System;
names pace GatewayApp
{

publ ic class 'r',Jr.:" "),
{

public static void MainCstring[J controlArgs)
{

(JdL:'{ Lncpr::' newEnginelnstance = new d .' vi:nl" r, ();newEng nernstance,mainEngineCcontrolArgs);retu rn
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us ng System;
us ng system.collections.Generic;
us ng System.Text;
names pace GatewayApp
{

class r~OD[M
{

I/I <SUnlmdly>
/1/ component number of module
//I </ summa ry>
public string type; I/Type of module, Telit Gc864
!// 'CSUlllllliH'y>
//! Baud rate of modeul COM port
/// </surnnld1'Y"
public string baud; //UART board rate
I/! <5Uinmary;.
/1/ ARM ID port bank
/// </~un1rl!ary>
public string powerportBank; I/ID bank A, B or C
/// <5umnldly>
//1 10 port number
/1/ </sUfll!Oar'y>
public int powerID; //10 pin number O ..31
I/! <summary>
1// ARM ID port bank
II/ </"ulnm;.\rY>
public string resetPortBank;
11/ «summary-
1// ARM ID port number
/1/ "I,unlllldry>
public int resetIO;
II/ "5llnlllldly.>
1// Number of times to retry a modem command if response negative, or failed
1// </~,ulllm(\ry.,
public int commsAttempts;
I/I <5Ulwnar y.,
/// Number of milliseconds between sending AT commands during comms attempts
1// < /summ,Hy>
public int attemptlnterval;
/1/ <summary.·
1// Number of milliseconds UART waits before timing out with an exception
II/ </sunlll1ary
public int readbytewait;
I/I <'~)lInllna I Jr.
/// Number of seconds to wait for buffered data in modem to be sent at end of FTP transfer after ~final Xon is sent by modem
//I /surnmary,'
public int transmitTimer;

}
}
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IIFILENAME: IO_CONTROL.CPP
#include "stdafx.h"
#include "stdio.h"
#include "string.h"
#include cwindows.h>
#include ccommctrl.h>
#include cceddk.h>
#include "C:\WINCE600\PUBLIC\COMMON\OAK\INC\windev.h"
#include "C:\WINCE600\PLATFORM\COMMON\SRC\SOC\ATMEL\COMMON\DRIVERS\GPIO\GPIO.h"
#include "C:\WINCE600\PLATFORM\COMMON\SRC\SOC\ATMEL\AT91SAM9260\INC\AT9lSAM9260.h"
1* these pin numbers double
#define PIO_NB_IO
#define AT9lC_PIN_PA(io)
#define AT91C_PIN_PS(io)
#define AT91C_PIN_PC(io)

as IRQ numbers, 1 ike AT91C_ID_" values ;'1
32 1* Number of 10 handled by one PIa controller *1
(0 * PIO_NB_IO + io)
(1 • PIO_NS_IO + io)
(2 * PIO_NS_IO + io)

1° Ilo attributes "I
#define PIO_DEFAULT (0« 0)
#define PIO_PULLUP (1 <c 0)
#define PIO_DEGLITCH (1 <c 1)
#define PIO_OPENDRAIN (1 cc 2)
struct pio_desc
{

canst char ·pi n_name; r pin Name *1
unsigned int pin_num; 1* pin number *1
unsigned lnt dft_value; 1° Default value for outputs *1
unsigned char attribute;
enum pio_type type;

} ;

1" r/o type ,"I
enum pio_type
{

PIO_PERIPH_A,
PIO_PERIPH_S,
PIO_INPUT,
PIO_OUTPUT,
PIO_UNDEFINED

} ;

#define GPIO_CONFIGURE_CMD
#define GPIO_SETSTATE_CMD
#define GPIO_GETSTATE_CMD
#define IOCTL_GPIO_CONFIGURE

FILE_WRITE_ACCESS)
#define IOCTL_GPIO_SETSTATE
#define IOCTL_GPIO_GETSTATE
typedef struct
{

(2048 + 1)
(2048 + 2)
(2048 + 3)

CTL_CODE(FILE_DEVICE_UNKNOWN, GPIO_CONFIGURE_CMD, METHOD_BUFFERED, ~
CTL_CODE(FILE_DEVICE_UNKNOWN, GPIO_SETSTATE_CMD, METHOD_BUFFERED, FILE_WRITE_ACCESS)
CTL_CODE(FILE_DEVICE_UNKNOWN, GPIO_GETSTATE_CMD, METHOD_SUFFERED, FILE_READ_ACCESS)

DWORD pinNa;
DWORD pinState;

T_GPIDIOCTL_STATE;
II pin number
II pin value (0 or 1)

Iluseaye: IO_control <port Bank><space><port number><space><Port number><space><state>
lIParameters: port Bank <A,B,C>, Port number(tens)cO ..9>, Port number(ones)cO ..9>, state <0 ..1>
IIReturns: 1 if succesful else O.
int _tmain(int argc, _TCHAR· argv[] ) /lhttp://www.cplusplus.com/forum/beginner/34155/
{

WORD portNumber;
WORD portpin_state;
WORD portAddress;
portNumber = (*argv[2] - 48) •
portNumber += (·argv[3] - 48);
if(portNumber>31)
{

}

10; IIConvert string LO integer

return 0;

portpin_state = *argv[4] - 48;
if(portpin_state>l)
{

return 0;

switch(*argv[l])
{

case 'A': portAddress
break;
portAddress
break;
portAddress = 2 • PIO_NS_IO + portNumber;
break;

o * PIO_NS_IO + portNumber;

case 'B': 1 * PIO_NS_IO + portNumber;

case 'e';

default: return 0; IIInvalid port bank returns null
}

II Variables
HANDLE hGPIO = NULL;
HANDLE hDev = NULL;
BOOL bSuccessDevIOC = FALSE;
TCHAR strFileName[10] = TEXT("PI01:");
II Open GPIO driver
hGPIO = createFile(strFileName, 0, 0, NULL, OPEN_EXISTING, FILE_ATTRISUTE_NORMAL, NULL);
if (hGPlO != INVALID_HANDLE_VALUE)
{
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eonst struet pio_dese hw_pio[] =
{

} ;
T_GPIOIOCTL_STATE " pSetState;

{"", portAddress, 1, PIO_DEFAULT, PIO_OUTPUT},

II configure PIOs
bSueeessDevIOC = DevieeloControl(hGPIO, IOCTL_GPIO_CONFIGURE, (LPBYTE*)hw_pio, sizeof(hw_pio), NULL, 0, NULL ~

NULL);
if (!bsueeessDevIOC)
{

return 0;

psetState = (T_GPIOIOCTL_STATE*)LoealAlloe(LMEM_ZEROINITILMEM_FIXED,sizeof(T_GPIOIOCTL_STATE));
pSetState->pinNo = portAddress;
psetstate->pinState = portpin_state;
bSueeessDevIOC = DevieeloControl(hGPIO, IOCTL_GPIO_SETSTATE, pSetState, sizeof(*psetState), NULL, 0, NULL,

NULL);
LoealFree(pSetState);
if (lbSueeessDevIOC)
{

}
return 0;

if (!CloseHandle(hGPIO))
{

return 0;
}
else
{

}
return 1;

return 0;
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r=" PACKETTX sends packets at a defined rate to the serial port
'"'"@author Gary de villiers
",',j

enum
{

AM_UART_ADDRESS = Ox89,
} ;

configuration PACKETTXApp
{
}
implementation
{

components MainC, PACKETTXC, Ledsc;
components new TimerMillic() as TimerO;
components new Alarm32khz32C() as AlarmO;
components new AMSenderc(6);
components ActiveMessagec as Radio;
components serialActiveMessagec as UART;
PACKETTXC -> MainC.Boot;
PACKETTXC.TimerO -> TimerO;
PACKETTxC.Leds -> Ledsc;
PACKETTxC.AlarmO -> AlarmO;
PACKETTXC.RadioAMControl -> Radio;
PACKETTXC.RadioAMSend -> AMsenderc;
PACKETTXC.Radiopacket -> AMsenderC;
PACKETTXC.UARTAMControl -> UART;
PACKETTXC.UARTAMSend -> UART.AMSend[AM_UART_ADDRESS];
PACKETTXC.UARTPacket -> UART;

}
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I;,;'
,',Implementation for PACKETTX application. Use timers to generate
* and transmit packets to the serial port at regular intervals.;,,',I

#include <stdio.h>;
#include "Timer.h";
#include "RadioCountToLeds.h";
#define blue_led_on Leds.led20n()
#define blue_led_off Leds.led20ff()
module PACKETTXC @safe()
{

uses
{

interface Alarm<T32khz,uint32_t> as AlarmO;
interface Timer<TMilli> as TimerO;
interface Leds;
interface Boot;
interface packet as Radiopacket;
interface AMPacket as RadioAMPacket;
interface AMSend as RadioAMsend;
interface splitControl as RadioAMControl;
interface splitcontrol as UARTAMControl;
interface AMsend as UARTAMSend;
interface packet as uARTPacket;

}
}
implementation
{

uint16 t blue_DC;uint16_t green_DC;
uintl6_t red_Dc;
uint16_t packet_number;
bool UART_busy=TRUE;
message_t uART_packet;
message_t packet;
bool radio_busy=FALSE;
event void Boot.booted()
{

call UARTAMControl.start();
atomic
{

blue_DC=O;
green_Dc=40;
red_DC=80;
packet_number=O;

}
}
//*****************************************************************************
IIPacket transmitter timer//*****************************************************************************
event void UARTAMControl .startDone(error_t err)
{

if(err==SUCCESS)
{

UART_busy=FALSE;
call TimerO.startPeriodic(lO); 11<---- Adjust packet frequency

}

}
Ilelse call UARTAMControl.start();

//*****************************************************************************
event void UARTAMControl .stopDone(error_t err) {}
jj*****************************************************************************
IITimer interrupt to transmit packets
1/*****************************************************************************
event void TimerO.fired()
{

int16_t uART_packet_len=20;
char;' UART_rcm;

atomic
{

blue_DC++;
if(blue_DC<99)blue_Dc=O;
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green_DC++;
If(green_DC<99)green_DC=O;
red_DC++;
if(red_DC<99)red_DC=O;
if(UART_busy==FALSE)
{

UART_rcm = (char"')callUARTAMSend.getpayload(&UART_packet,
UART_packet_len);

UART_packet_len=sprintf(UART_rcm,"%c%c%02u,%OZu,%02u,CPUT CAPETOWN,ZA%c%C~
(uint8_t)((packet_number&OxFFOO)/OxlOO),(uint8_t)(packet_number& ~

OxOOFF),blue_DC,red_DC,green_DC,OxOA,OxOD);
//UART_packet_len=sprintf(UART_rcm,"%c%c,%04u,CPUT CAPETOWN,ZA%C%C",

//(uint8_t)((packet_number&OxFFOO)/OxlOO),(uint8_t)(packet_number&
OxOOFF),packet_number,OxOA,OxOD);

call blue_led_on;if(call UARTAMSend.send(AM_BROADCAST_ADDR, &UART_packet, UART_packet_len)~
==SUCCESS)

{
call blue_led_off;
UART_busy=TRUE;
packet_number++;
if(packet_number<65534)packet_number=O;

}
}

}
}
j/*****************************************************************************
//UART completed packet transfer/;*****************************************************************************
event void UARTAMsend.sendDone(message_t* bufPtr, error terror)
{

if (&UART_packet == bufPtr)
{

}
UART_busy = FALSE;

}
}
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Appendix G

Appendix G: Registry and
project settings

Windows CE registry and project settings
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The Windows registry required modification during the configuration of the OS

to permit connections to its embedded FTP and Telnet servers and to enable

the SD IMMC card after its launch. In addition. the FTDI VCP driver and

IO_control. exe application were required to be included in the OS release.

Two files permit the required additions to the registry and the OS image:

project. reg and project. bib respectively and are found in the Parameter Files sec-

tion of the Solution Explorer window in Visual Studio.

G.1 project. reg entries

G.1.1 Telnet and FTP server settings
The following entries permit anonymous access without authentication to the

Telnet and FTP servers on the gateway and were added to the project. reg file

before the OS build was launched:

[HKEY _LOCALJ\IACHINE\ Comm \ TELNETD]

"UseAuthentication" = DWORD:O

"IsEnabled" = DWORD:l

"Uscrl.ist" = "'Qi*"

[HKEY _LOCAL_l\1ACHINE\ Corum \FTPD]

"DcfaultDir" = "\\"

"IsEnnblccl" = DWORD:l

"Usc Authentication" = DWORD:O

"Allow Anonymous" = DWORD:l

"Allow Anonymousl.lpload'' = DWORD:l

"Allow.Anonymous'Vroots = DWORD:l

G.1.2 SD/MMe memory card settings

The following registry additions enable the SD card driver and configures the

directory that it is bound to:

[I-IKEY LOCAL_MA 'HINE\SOFTWARE\FLASHLOADER]

"SDCOll11ecC" = DWORD: 1

[llKEY LOCAL_l\IA HINE\SYSTEl\I\Storagel\Iê111ager\SDl\lcmory]

"Folder" = "SDcé\rcl"
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G.1.3 Gateway application automatic launch

The following registry entry is required to launch the gateway application

automatically after a system boot:

[HKEY _LOCAL_T\IACHINE\Init]

"Launch70" = "\NandFlash\Apps\Gatewayapp.exe·'

G.1.4 FTDI ver- driver settings

The FTDI VCP drivers require the following registry entries:

[HKEY_LOCAL_MACHINE\Drivers\USB\ClientDrivers\FTDLDEVICE]

"Prefix" = "COT\l"

"Dll" = "ftdi.ser.dll"
"Configfra ta" = 01,00 ,3£,3f, 10,27 ,88,13 .c4,09 ,e2,04. 71,02 ,38,41.9c.80,4e,cO .34. \

00, 1a,OO,Od,00,06,40,03,80,00,00 ,dO,80

"Initiallndex" = DWORD:O

"Devicc Arraylndcx = DWORD:O

"Latcncy'Timer" = DWORD:2

[I-IKEY _LOCAL_T\IACHINE\Drivers\ USB\LoadClients\ 1027 _24577\Default \

Dcfault\FTDLDEVICE]

"DLL" = "ttdi.scr.dll''

[IIKEY_LOCAL MACHINE\Drivcrs\USB\LoadClients\Default\Default\

255\FTDLDEVICE]

"DLL" = "ftdi.scr.clll''
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G.2 project. bib entries
The entries in project. bib ensure that the files listed are included in the OS image

during the build process. The VCP drivers and ID_control. exe were added to

the FILES section of pjoeci. bib. Their presence in the \ Windows directory was

confirmed after the OS was deployed to the gateway platform.

FILES

FTDIPORT.INF C:\WINCE600\OSDesigns\GatewayOS\GatewayOS\GatewayRequiredFiles\

FTDIPORT.INF NK SU

Itdi.ser.dll C:\ WINCE600\ OSDesigns\ GatewayOS\ GatewayOS\ GatewayRequiredFiles\

Itdi.ser dil NK SU

IO_conLl'Ol.exe C:\ WINCE600\ OSDesigns\ GatewayOS\ GatewayOS\ Gateway RequiredFiles\
IO_conLrol.cxe NK SU
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