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ABSTRACT

This thesis investigates the advancements in fifth-generation (5G) mobile technology, with a
particular focus on the 5G Fog Radio Access Network (5G-FRAN) architecture and resource
optimization. The proliferation of Internet of Things (IoT) deployments has heightened the
demand for latency-efficient applications positioned closer to end-users, necessitating a critical

evaluation of resource management in 5G networks.

The research begins with a comprehensive literature review of Cloud Radio Access Network
(CRAN) architectures and their variations. CRAN is pivotal for reducing operational and
maintenance costs for mobile network operators. However, the exponential growth of loT
devices, surpassing 900 million by 2023, exposes the limitations of CRAN’s centralized
network structure, particularly its vulnerability to fronthaul congestion. To address these
challenges, the 5G-FRAN architecture offers significant enhancements, including improved
mobility, optimized radio resource allocation, superior service quality, and low latency. Despite
these advancements, challenges such as resource allocation, end-to-end latency, and energy
efficiency persist. Consequently, this thesis proposes machine learning-based resource
management schemes to mitigate these challenges and meet industrial requirements

effectively.

Thus, a novel cell association technique is developed to manage bandwidth in 5G-FRANs by
accounting for subscriber mobility. The proposed approach employs probability distributions of
time intervals and cell identifications to construct a Hidden Semi-Markov Model (HsMM) that
predicts the optimal next cell for meeting downstream rate requirements. The model addresses
critical issues, including ping-pong effects, missing data, and restrictive wireless environments,
thereby enhancing user traffic prediction. Results demonstrate that the HsMM-based method
achieves high accuracy with respect to observation time intervals and significantly improves

user satisfaction compared to existing systems.

Furthermore, Eigen decomposition (ED)-based feature extraction techniques, specifically
Principal Component Analysis (PCA) and Linear Discriminant Analysis (LDA), which are
applied to attributes derived from the dataset. The extracted features are then utilized in
machine learning models to detect and classify service segments. Hence, in the thesis a
detailed description of the dataset and the implementation of the ED-based feature extraction
techniques is provided. The workflow of the machine learning models is illustrated using block
diagrams, followed by an in-depth explanation of the experimental design. Experiments were

conducted using a range of machine learning algorithms, including Decision Tree (DT),



Support Vector Machines (SVM), K-Nearest Neighbours (K-NN), Random Forest (RF),
Artificial Neural Networks (ANN), and their combinations with PCA and LDA. These models
were tested on fog computing application datasets featuring multi-class classification scenarios

and noise-injected environments.

Thereafter, a thorough analysis of the experimental results, focusing on the impact of
dimensionality reduction on model accuracy, efficiency, and resilience to noise in various

machine learning configurations.

This thesis makes several notable contributions. It provides an in-depth analysis of the latest
5G network architectures and demonstrates the efficacy of HsMM in optimizing limited
spectrum resources using machine learning techniques. Additionally, the study introduces and
evaluates two ED-based feature extraction techniques (PCA and LDA) across multiple
machine learning models, significantly reducing computational complexity while improving
model performance. These techniques enable efficient processing of large datasets,
enhancing the accuracy, reliability, and scalability of machine learning models in 5G-FRAN

applications.
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CHAPTER:1 INTRODUCTION

1.1 5G Deployment in the Developing World

Mobile communication now in its fifth generation (5G) is playing a crucial role for the
obtainment of the United Nation’s (UN) sustainable development goals (SDGs) ) [1]. This is
clearly indicated in the report [2] report, where digital economy is shown to have benefited the
developed world through the use digital data and online media. Whereas for the developing
world the lack of infrastructure has a severe impact information and communication technology
(ICT) sector. On the other hand, the lament from mobile network operators (MNO) has been
that the lack of infrastructure expansion has been due to weak regulatory guidelines on radio
spectrum allocation. Furthermore, as indicated in Figure 1.1 shows the data prices in the
developing world, indicating that only two countries, Mauritius, and Gabon, have affordable

data prices for large sections of their population as claimed in [3].

More so, the demand for more radio spectrum is on the rise for operators for legacy and new
deployments. This has been further compounded by the slow progress of television spectrum
digital migration (TV white spaces [TVWS]) necessary to free up some needed radio spectrum.
In [4], it was reported that about 97% of TVWS spectrum rural areas are vacant. The number
decreases in urban cities to between 70% and 50% in places like Pretoria and Cape Town,
respectively. Stronger regulatory standards on radio frequency allocation, according to mobile
network operators (MNO), will greatly help the telecommunications sector implement future

network architecture.
1.2 Background to the research problem statement

The Sub-Saharan Africa (SSA) region had the highest mobile subscription growth rate in the
world[4]. The projections are that close to 75 million loT entities will be served by mobile
internet in the SSA region by 2023[4]. This indicates that the demand for mobile internet
resources will continue to rise. Therefore, the current traditional radio access network (RAN)
designs for human-to-human (H2H) communication are not adequate, particularly, with

additional use cases.

Furthermore, on a global scale, there are currently more than 5 billion mobile subscribers [5].
This translates to more than 70% of the global population with access to mobile technology.
Thus, far-reaching penetration demands new radio access network designs, which not only
give access but provide an improved service to a much wider audience. Therefore, a modified

RAN architecture is required to fulfil the growing demand for radio access connectivity. The



new architecture is developed according to the fifth generation (5G) standards set by the
International Telecommunication Union Standardization Sector (ITU-T), which forms part of
the UN [6]. This architecture helps a great deal with the interoperability of information and
communication technologies (ICT), which leads to a reduction in operating costs for voice,

data, and video services.

The expected implementation of the 5G mobile technology would not only lead to the
harmonization of the frequency spectrum across the telecommunications industry but would
also lead to a shift in the design of the radio access network (RAN). Since, unlike previous
mobile generations, 5G focuses on enhanced mobile broadband (eMBB) and two additional
scenarios: massive machine-type connectivity (mMTC) and ultra-reliable low-latency

communication (URLLC).

Moreover, with the rise in the number of connected devices as well as mission-critical services,
a computing model is seen as a possible solution since the model enables two important
technologies: Fog and Cloud computing. These technologies support low latency, provide
reduced Capital Expenditure (CAPEX) and Operational Expenditure (OPEX) networks, and
application in real-time. The latter leads to the development of Fog Radio Access Networks
(FRAN) which, the architecture handles the limitation of Cloud Radio Access (CRAN) and
Heterogeneous Cloud Radio Access Network (HCRAN) with distinctive features of high

mobility, enhanced radio resource allocation, enhanced service quality, and low latency.

However, there are still challenges with implementing the FRAN architecture in 5G networks,

GB
2GB

Figure 1.1 Mobile-data prices as a percentage of GNI monthly data
[263]

such as optimal resource allocation, ultra-low-latency, and spectrum and energy efficiency,

among others. Hence, a need to develop an enhanced resource management scheme based



on machine learning in Fog-RANs for 5G networks (5G-FRANSs) to minimize the IoT device

issues while also satisfying industrial requirements.
1.3 Statement of the Research Problem
The questions which this research will address are:

1. How does the increase in loT devices impact resource management for 5G-FRAN?
Research Question (RQ1)

2. What current machine learning algorithms are in use for resource management for 5G-
FRAN? RQ2

3. Inwhat way can resource management for Fog RANs in 5G (56G-FRANSs) be enhanced
using machine learning algorithms? RQ3

4. How is the use of machine learning algorithms helping in the implementation of an

enhanced resource management scheme? RQ4
1.4 Research Hypotheses

The following three major hypotheses have been made in this research to begin studies and

address the research question.

1. Implementing FRAN in a 5G system offers an enhanced network, such as low latency
and spectral efficiency.

2. The FRAN offers scalable services as per user requirement, optimizing spectral
efficiency for scarce resource.

3. Resource allocation and QoE of FRAN in 5G can be optimized using machine learning.
1.5 Delineation of the research

The analysis would be limited to 5G FRAN, with the key focus on resource allocation for loT
devices and their relationship with CRAN overall architecture. The algorithms that will be
proposed will focus on radio resource allocation, system-level efficiency, and end-to-end

latency.
1.6 Significance of the research

The 5G NR technology with Fog Computing will play a key role in the introduction of the 4IR
required for networking and internet access networks. Besides, mobile internet will make it
easier for the developing nations to invest and do business in the global economy. With each
generation of mobile technologies, there has been an increase in the accessibility of services

to the customer, be it voice quality, data throughput, and so on.



1.7 Expected original contribution

1. Develop a Fog computing resource allocation algorithm to maximize the usage of

resources and optimize latency constraints.

2. Establish an equal usage policy for loT resources that the algorithm aims to enhance

latency limitations.

The above contributions will result in the publication of at least 2 journal articles and 1
conference paper in Department of Higher Education and Training (DHET) accredited journals

related to FRAN QoS management.
1.8 Aim and research objectives

This research aims to develop an enhanced resource management technique for 5G-FRAN
using a machine learning algorithm. The following objectives are considered to achieve the

research aim:

1. To analyse and show that existing 5G-FRAN network performance for (IoT) and (lloT)

service delivery is sub-optimal. Research Objectives (RO1)

2. To develop an enhanced resource management scheme for 5G-FRAN based on ma-
chine learning. RO2

3. To model and simulate the proposed machine learning algorithm and analyse perfor-
mances using Matrix Laboratory (MATLAB) software.RO3

4. To perform a comparative study of the results in step 2 with existing methods in the
literature. RO4

1.9 Research design and methodology

The proposed method for the research work is machine learning (ML) using specific algorithms
such as Hidden Markov Model (HMM), artificial Neural Network (ANN), Random Forest (RF),
and Decision Tree (DT), which will be used to simulate the resource allocation scheme for
FRAN. In this research, an experimental environment for 5G FRAN data collection will be
designed using MATLAB R2020a package. The MATLAB licence is provided by CPUT, which
contains the necessary 5G toolbox that can be adopted for different machine learning

algorithms.
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Figure 1.2: Framework for the proposed 5G-FRAN resource management
scheme

Subsequently, the collected data will be analysed using digital signal processing (DSP) toolbox
on MATLAB. Based on the theoretical DSP knowledge, feature extraction and reduction
techniques will be developed to further remove the noise effects and reduce feature
dimensionality of the raw data. The data pre-processing step is essential since to increase the

accuracy of the proposed HMM while reducing the computational cost of the algorithm.

Figure 1.2 give a summary for both CRAN and FRAN architectures. Also, the challenges,
existing solutions in the literature, and the proposed HMM machine learning algorithm. The
suggested scheme will be implemented as a solution to the FRAN challenges: end-to-end
latency, resource allocation, and energy efficiency. More so, the results of the designed HMM
models will be compared to the existing machine learning algorithms, that is, K-means,
Random Forest, SVM, and KNN.

Figure 1.2 outlines the major constraints linked to CRAN and FRAN architectures within the
5G system, emphasising significant concerns such fronthaul limitation, end-to-end latency,
resource allocation, caching, system level efficiency, service level admission control and
energy efficiency. This study reviews conventional techniques in the literature, encompassing
both traditional algorithms and machine learning (ML) methodologies to tackle these
difficulties. The suggested ML methods which included HMM, modified Decision Tree, Random
Forest, ANN emerge as a viable alternative to enhance FRAN designs. The proposed
strategies seek to alleviate the recognised issues while enhancing system performance. The

outcomes of the developed ML models will be methodically compared with established



methods, such as K-means, Random Forest, SVM, and KNN, to assess their efficacy in 5G-
FRAN.

1.10 Thesis Organization

This thesis has seven chapters Figure. 1.3 and below is a brief highlight for of each.

CHAPTER ONE
Introduction

hd

CHAPTER TWO
Litarature Review
CHAPTER THREE CHAPTER FOUR
Adaptive Resource Control in Eigen Decompeosition Based FE
5G FRAN HsMM Methods for 5G-FRAN

CHAPTER FIVE

Description of the Data and
Experimental Setup

hd

CHAPTER SIX
Results and Discussion

ey

CHAPTER SEVEN

Conclusion and Future Work

Figure 1.3: Thesis structure and content

Chapter 2: Literature Review

Meanwhile chapter 2 presents the details of 5G requirements, plus a comprehensive
reconsideration of mobile network design, including the RAN architecture. The need for change
in architecture is also due to several factors such as the exponential increase in the number of
subscribers, the need for extensive connectivity, the handling of large amounts of data, and
the demand for extremely low latency and increased data rates. Thus, a comprehensive
assessment was conducted to analyse the existing RAN architectures for 5G mobile networks,
with a particular focus on CRAN, HCRAN, and FRAN. The objective was to investigate the
advantages of CRAN and HCRAN while acknowledging the difficulties that arise in each

network architecture. Therefore, the researchers examined the existing CRAN and HCRAN



solutions. Detailed summaries were provided in a tabular format to address energy efficiency,
fronthaul capacity, latency, and other relevant parameters. Regarding FRAN, a distinct
approach was employed, prioritising resource categories within the design layers and

thereafter doing an analysis of the resource management system.

Chapter 3: Adaptive resource control in 5G-FRANs using the HsMM-based mobility
aware cell association technique

In this chapter is discussed a cell association technique for proactive bandwidth management
in 5G fog radio access networks (5G-FRANSs) by considering subscriber movement as a key
factor. The proposed approach integrates probability distributions of time intervals with cell
identifications (cell-IDs) to construct a hidden semi-Markov model (HsMM) that predicts the
most suitable next cell to meet downstream rate requirements. Furthermore, the optimisation
method is used to identify the cell that provides the highest rate. The suggested Hidden semi-
Markov Model (HsMM) takes into consideration the ping-pong effects, missing values, and
constrained context from wireless networks to understand user traffic situations. The results
indicate that the HsMM-based method achieves a high level of accuracy when considering the
number of observation time intervals. Furthermore, in comparison to the existing system, the

suggested approach leads to a heightened level of user satisfaction.

Chapter 4: Eigen Decomposition Based Feature Extraction Methods for 5G-FRAN

This chapter introduces PCA and LDA as feature extraction algorithms. We specifically
engineer the principal components from PCA and the discriminant components from LDA to
extract attributes from datasets related to Fog Computing applications. We will feed the
generated feature matrices into machine learning to detect and categorise service segments.
PCA identifies a low-dimensional linear subspace that captures the majority of variance in a
dataset, but it may not successfully construct a low-dimensional non-linear subspace if one
exists inside the dataset. Additionally, when using LDA, non-linear attributes in the datasets
may change how well the spatiotemporal trends in the basic system are shown. Nonetheless,
the Fog Computing application dataset occasionally has nonlinear properties (Section Xx).
Therefore, we propose advanced feature extraction strategies to enhance the use of PCA and

LDA for feature extraction.

Chapter 5: Description of the Data and Experimental Setup

This chapter presents an in-depth discussion of the datasets used in this work and elaborates
on the practical application of eigen decomposition and feature extraction (ED-FE)
approaches, along with five machine learning (ML) models. We presented a block diagram that
encapsulated the operational workflow of the ML models used in this investigation, followed by

a comprehensive explanation of the experimental design. We used the deployed models,



which were divided into baseline ML models (MLs), PCA-enhanced machine learning models
(PCA-MLs), and LDA-enhanced machine learning models (LDA-MLs), in a planned way on fog
computing application datasets that had different types of classes of activity. This chapter
outlines the settings and modifications made to each model, examining the impact of various
feature extraction methods on the models' performance in noise-injected and multi-class
classification scenarios. Chapter 6 fully analyses and discusses the results of these
experiments. The experiments investigate how reducing the number of dimensions affects

accuracy, efficiency, and noise resilience in different machine learning settings.

Chapter 6: Results and Discussion

For chapter 6, results and discussion chapter concludes with an observation that LDA gener-
ally performs better than PCA across the models in terms of stability and accuracy, particularly
under conditions of higher noise. However, the LDA’s ability to manage FDR and provide more
consistent accuracy and sensitivity makes it a superior feature extraction technique for the
FCA dataset in this context.

LDA's as FE technique strength lies in reducing false positives (better FDR) and maintaining
higher accuracy and sensitivity, especially for models like Random Forest, k-NN, and Neural
Networks. On the other hand, PCA tends to be more sensitive to noise and shows higher
variability in its AUC performance. Thus, for FCAs, LDA is the better choice for ED-based FE
compared to PCA.

Chapter 7: Conclusion and Future Work

The performance comparison reveals that different machine learning models exhibit varying
levels of effectiveness when combined with PCA and LDA for feature extraction. Random
Forest and Neural Networks generally perform better with PCA, showing higher accuracy and
AUC mean values. However, noise levels significantly impact the performance of all models,
with higher noise leading to increased FDR and decreased accuracy. These findings highlight
the importance of selecting appropriate feature extraction techniques and considering noise
levels in the development of robust machine learning models. Future research should focus

on optimizing these techniques to enhance model performance under varying conditions.



Chapter 8:
The thesis delivers and conclusion remarks.

1.11 Delineation of the research

The analysis would be limited to 5G FRAN, with the key focus on resource allocation for loT
devices and their relationship with CRAN overall architecture. The algorithms that will be
proposed will focus on radio resource allocation, system-level efficiency, and end-to-end

latency.
1.12 The significance of the research

The 5G NR technology with Fog Computing will play a key role in the introduction of the 4IR
required for networking and internet access networks. Besides, mobile internet will make it
easier for the developed world to invest and do business in the global economy. With each
generation of mobile technologies, there has been an increase in the accessibility of services

to the customer, be it voice quality, data throughput, and so on.

1. Research output, results, and contributions
2. Develop a Fog computing resource allocation algorithm to maximize the usage of re-
sources and optimize latency constraints.
3. Establish an equal usage policy for 0T resources that the algorithm aims to enhance
latency limitations.
The above contributions will result in the publication of at least 2 journal articles and 1
conference paper in Department of Higher Education and Training (DHET) accredited journals

related to FRAN QoS management.
1.13 Summary

In current research, it is forecasted the increase in the number of I0T devices is forecast to
expand beyond 900 million by 2023. This exposes the limitation of the centralized network
architecture of CRAN as it suffers from congested fronthaul. This research focuses on 5G-
FRAN, whose architecture handles the congested fronthaul limitation of Cloud Radio Access
(CRAN) and Heterogeneous Cloud Radio Access Network (HCRAN). Moreover, challenges
such as resource allocation, end-to-end latency, and energy efficiency of implementing the
FRAN architecture in 5G networks are investigated in the research. The aim is to develop an
enhanced resource management technique for 5G-FRAN using a machine learning algorithm.
Thus, a hidden Markov model (HMM), which is a robust machine learning technique is
proposed as an enhanced resource management algorithm for the 5G-FRAN system. The

proposed technique will optimize resource allocation and quality of experience (QoE) of FRAN



in 5G. Additionally, the HMM algorithm will provide reduced computational complexity

compared to state-of-the-art ML algorithms.
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CHAPTER:2 LITERATURE REVIEW

2.1 Introduction

The Covid-19 pandemic has profoundly affected the digital landscape globally. The social
distancing strategies taken to halt the transmission of the pandemic have highlighted the
importance of connectivity for social and economic well-being [7], [8]. Thus, emphasizing the
need for a strong and inclusive digital economy, which is supported by universal access to fast,
reliable and efficient internet. Fifth generation (5G) networks [9] are being deployed around the
world to satisfy the need for several usage, which focuses on enhanced mobile broadband
(eMBB) and two additional scenarios: ultra-reliable low-latency communication (URLLC) and
massive machine-type communication (mMTC). Consequently, the new enhanced 5G radio
access network (RAN) architecture, is supposed to be spectrum efficient and utilises enhanced
algorithms. Hence, the 5G RAN standards incorporate cloud-native architectural designs,
which are cost efficient, flexible, and scalable [10] . Further allowing 5G to be used for a variety
of applications, such as healthcare, automotive, entertainment, internet of things (IoT), and

industrial internet of things (lloT) applications.

The amount, variety, and speed of data generated by IoT, and future technologies are
expected to propel the global market for internet of things (loT) end-user devices at an
astounding rate. Industry sales for loT surged from 100 to 212 billion dollars between 2017
and 2019, and growth is anticipated to reach 1.6 trillion dollars by 2025 as indicated in [8].
Thus, around 50 billion of these advanced devices would be in use worldwide by 2030,
forecasters International Data Corporation (IDC) [11], have predicted. This would create a vast
network of linked devices that would include everything from cars to smartphones, home
appliances, and more. Hence, the demand for mobile internet resources is expected to
increase to support billions of users, causing challenges for resource management in 5G
networks. System resource limitations and other challenges, among others, have an impact

on the loT's dynamic character [12],[13].

Numerous concepts and technological innovations have been proposed in the literature,
particularly for 5G networks' Radio Access Network (RAN). Such concepts are aimed at
satisfying growing capacity requirements, reduce CAPEX and OPEX networks, provide ultra-
low latency and higher bandwidth to multiple end-users, and integrate existing technologies.
The cloud radio access network (CRAN) is a network architecture that uses cloud computing
to achieve 5G goals [10]. Furthermore, security, fronthaul, and a centralised baseband unit

(BBU) pool constraint reduce CRAN capabilities. Fronthaul links with high bandwidth and ultra-
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low latency are required in CRAN for centralised BBU processing. However, in real-time

applications, the capacity of a link is usually limited and time delayed.

To address the CRAN fronthaul issues, [14] introduced a heterogeneous CRAN (HCRAN) that
separates the user plane from the control plane. High power nodes (HPNs) provide
uninterrupted coverage and other control plane duties and are linked to the BBU pool via
backhaul to manage interference. Remote radio heads (RRHs), on the other hand, provide
user plane high-speed data transmission. Nonetheless, real-time HCRAN implementation
remains a challenge. The number of fronthaul links connecting RRHs and the centralised BBU
pool grows, with several redundant traffic data due to the increased use of location-aware
social applications, and thus the HCRAN fronthaul burden grows. Edge devices capable of
data storage and processing, such as RRHs and intelligent user equipment (UEs), can be used
to reduce the BBU pool and fronthaul link limitations. However, the edge devices are

underutilised during low-traffic periods, resulting in an increase in CAPEX/OPEX costs.

Furthermore, with the proliferation of connected devices and the addition of mission-critical
services, the fog computing model is regarded as one of the best solutions. The model
supports two critical technologies: fog and cloud computing. These technologies enable low
latency and lower network upgrade and maintenance costs. Thus, fog radio access networks
(FRAN) are one of the most recent technologies to emerge in a short period of time. As
mentioned in the article, the technology allows for low-latency service in 5G by bringing
computing resources from the BBU pool to the network's edge [15]. The FRAN deals with the
limitations of the Cloud radio access network (CRAN), service quality, and low latency [14].
Notwithstanding, there are still challenges to be addressed when implementing the FRAN
architecture in 5G networks, such as optimal resource allocation, ultra-low latency, and
spectrum and energy efficiency, among others. As a result, an improved resource
management scheme based on machine learning for 5G Fog-RANs is required (5G FRAN).

This is done to reduce the challenges of loT devices while meeting industrial requirements.

The major contribution of this chapter was to undertake a comprehensive evaluation of
resource management for 5G-FRAN. Thus, various resources within the four layers the FRAN
system were categorised. The main objective is to identify the optimal resource management

techniques for the 5G-FRAN system.

A full assessment of the 5G communication network, covering service classifications, preferred
network topology, benefits, applications, and implementation concerns. In addition, the
performance requirements, worldwide deployment of 5G, and enablement of numerous vertical

sectors using network slicing and network virtualization were also considered.
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The development of RAN architectures in the past and present is examined. Consequently,
several RAN implementations which have been published in the literature are fully discussed.
We also go over the present state of the art, ongoing standardisation initiatives, and why
existing RAN systems need be rebuilt and remodelled to suit the demands of next-generation

mobile networks.

A detailed comparative analysis of CRAN, HCRAN, and FRAN designs in this work is provided,
with the goal of evaluating these RAN architectures from several perspective such as
enhanced energy efficiency, enhanced energy efficiency, reduced CAPEX/OPEX, resource

allocation and resource sharing, and so on.

In addition, we provide an in-depth analysis and overview of the essential enabling
technologies for 5G RAN. We also look at 5G RAN improvements, which are projected to
improve spectrum efficiency, lower CAPEX/OPEX, and meet end-user expectations as well as

vertical industrial requirements.

This chapter is organized as follows. Section Il introduces the basics of the 5G system, key
milestones, and Standard Development Organisations (SDOs). Section Il discusses the 5G
radio access network (5G RAN) architectures and limitations. Section IV investigate the
resource management categories for Fog RAN. Finally, section V concludes with the key

contributions and future work.
2.2 5G Mobile Communication

The advent of 5G mobile communications has had a substantial effect on society and industry.
When compared to previous cellular generations, 5G allows for massively better peak data
rates that are accessible nearly everywhere and at any time. Even though mobile broadband
services are readily accessible today, 5G essentially allows the next generation of human
connectivity and human to everything interaction, such as widespread use of virtual or

augmented reality, free viewpoint video, and telepresence [16]-[18]

The Mobile and Wireless Communications Enablers for Twenty-twenty (2020) Information
Society (METIS) project proposed three major service types to improve 5G capabilities: eMBB,
mMTC, and uRLLC [19]. The use of eMBB for 5G upgrade’s the 4G LTE mobile broadband
service, with faster connections, higher throughput, and more capacity. Consequently, cities,
stadiums, and other high-traffic areas will benefit. While the uRLLC, on the other hand, is using
the network for mission critical applications, that is, services that require continuous and robust
data transfer. In this case, short packet data transmission is used to meet the requirements of
reliable and low-latency wireless communication networks. Furthermore, mMTC is expected

to be used for connecting many devices, particularly the numerous connected loT devices.
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These concepts were also approved by the International Telecommunication Union Radio-
communication Sector (ITU-R) Working Party 5D (WP5D), as such eMBB was the first
standard to be implemented in 2020 for 5G. The ITU-R recently issued a new recommendation
titted "International Mobile Telecommunications (IMT) Vision Framework and Overall
Objectives of Future Development for 2020 and Beyond" [20], [21]. Following that,
standardisation organisations like 3rd Generation Partnership Project (3GPP), the Institute of
Electrical and Electronics Engineers (IEEE), and others transformed the ITU's goals to 5G
standards. Furthermore, other Standards Developing Organizations (SDOs) and industrial
forums, such as the Broad-band Forum (BBF), Open Radio Access Network (O-RAN), Small
Cell Forum, and others, continue to develop competing or complementary technologies to the
3GPP standards [22]-{25].

2.3 5G Radio Access Network Architecture

The most important part of a mobile network is the radio access network (RAN). This becomes
clear during the deployment stage, which is then followed by the operational complexity and
cost. The RAN, which uses radio access technologies (RATSs) to offer coverage in a particular
area, is made up of a group of interlinked base stations that are connected to the core network
(CN). The conventional mobile networks rely on a dispersed RAN architecture where a single
RRH is connected to a single, baseband unit (BBU) through a common public radio interface
(CPRI) or coax cable link. For instance, the RRH positioned on the tower's pole is connected
to the BBU situated at the base of the tower. It is not economical nor energy-efficient to use
this one-to-one RRH-BBU architecture. Given the rapid evolution in the number of connected
devices and the rising data speeds for the 5G standards, it is necessary to adapt classical
RANSs to meet a variety of service requirements. Despite advancements made to the traditional
distributed RANSs, the design was unable to meet the demands of 5G; as a result, the novel
idea of a cloud RAN (CRAN) has been suggested in several studies [26]-[28].
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2.3.1 Cloud radio access network (CRAN)
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Figure 2.1: 5G Cloud Radio Access Network Architecture

The 5G mobile design called CRAN was developed because of current traffic characteristics
and technical advancements. The foundation of CRAN is centralised computation, shared
radio, and real-time cloud architecture, which entails dividing the base station (BS) RRHs and
BBU pool to establish a centralised pool as depicted in Figure 2.1. By virtualization and cloud
computing technologies, the centralised BBU has improved processing. Besides reducing the
number of BS, the CRAN design intends to save the network energy. To further enable
dynamic resource allocation, improved spectrum efficiency, high bandwidth utilisation,
flexibility in design, and operational efficiency, the CRAN makes use of collaboration and

virtualization technology.

The fundamental idea behind CRAN's division of the BS into BBU and RRH. The RRHs
oversee light computational functions including signal modulation and amplification, whereas
the BBUs oversee intensive baseband signal processing activities [29]. Moreover, this breaks
the direct connection between BBU and RRH, resulting in a dynamic provisioning of each RRH
to the BBU pool. In [30], the real-time virtual allocation BBU pool is used to increase the

processing capacity of the virtual BS, which is used by RRH to send and receive signals.
2.3.1.1 Benefits of CRAN

The following are some significant advantages of CRAN over traditional RAN.
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2.3.1.1.1 Enhanced Energy and Spectral Efficiency

CRAN, in comparison with conventional RAN, employs fewer BBUs, leading to a substantial
decrease in energy usage [31], [32]. Furthermore, because RRHs can be normally cooled by
hanging on towers or building walls, radio modules do not require a lot of sites supporting
equipment such as air conditioning. Furthermore, CRAN enables the offloading of energy-
intensive data computations from UEs and BSs to a nearby cloud, saving energy. Furthermore,
the introduction of collaboration radio technology aids in the reduction of distance between
RRHs and UE, reducing interference among RRHs while reducing energy usage in the 5G
network. The benefits and drawbacks of employing licenced and unlicensed spectrum of
various technologies for the fronthaul of the 5G-CRAN were examined by [33] as part of the
related studies on improving spectrum efficiency by installing the CRAN. Furthermore,
enhanced inter-cell interference coordinated (elCIC) and coordinated multiple point
transmission (CoMP) over the RRHs connected to the same cloud were examined in [34], [35]

as a cooperative and coordinated transmission strategy for improved spectral efficiency (SE).
2.3.1.1.2 Reduced CAPEX/OPEX

By virtualizing baseband processes in the cloud infrastructure, mobile network operators
(MNOs) can decrease CAPEX and OPEX of 5G-CRAN. Low-cost RRH spatial-time
deployment, installation, and operation are required for the CRAN architecture. Thus, in [36]
investigated the cost of deploying BSs, transport networks, and data centres based on several
processes in the spatial domain. Based on the costs of BSs and the combination of backhaul
methods for connecting BSs with data centres, the analysis revealed that CRANs can reduce
CAPEX by up to 15%. Similarly, in CRAN, a two-phase framework for determining the best BS
clustering scheme was proposed in [37]. The cost of deployment was reduced by 12.88%
thanks to the framework. In [38], the cost for three BBU hotelling strategies were modelled and
compared: BBU stacking, BBU pooling, and CRAN BBU. A network planning and provisioning
framework was proposed in [39] to optimise the cost of deployment in CRAN. The framework
made use of a mixed integer quadratic constrained programming (MIQCP) method to reduce

the cost of deploying a virtualized 5G service chain.
2.3.1.1.3 Enhanced Mobility Management

The capacity to automatically allocate BBU resources to RRHs for congestion control mobile
traffic between the BBU pooils is a significant advantage of BBU pooling. CRAN is suitable for
dynamic distributed traffic because to the congestion control functionality in the distributed
BBU pool [40]. The serving BBU stays in the same pool even when the serving RRH changes

continuously due to UE movement because its coverage is wider than that of a conventional
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BS. As a result, non-uniformly distributed traffic generated by UEs can be routed through a
virtual BS inside the same BBU pool, helping the MNOs manage mobility. Location-based
algorithms for mast segmentation and BBU cluster categorization using forecasts of movement
and traffic trends in the CRAN were reported in [41]. The CRAN provides the 5G mobile

communication system with several additional advantages, which are covered in depth in [42].
2.3.1.2 Challenges of CRAN

In addition to the advantages CRAN brings to 5G systems, there are still certain restrictions,

which include:

2.3.1.2.1 Security

Because security breaches seem to be on the increase, the CRAN potential threat has
prompted concern. In besides conventional wireless network safety threats such as primary
user emulation attack (PUEA), CRAN faces extra safety threats such as eavesdropping and
jamming, MAC spoofing, IP spoofing and hijacking, transmission control protocol (TCP) flood-
ing attacks, and file transfer protocol (FTP) attacks [43]. Studies like (Wu et al., 2015) have
searched in to the CRAN cyber-attacks and mitigations as [10] [44]-[46].

2.3.1.2.2 Fronthaul Link Capacity

The network may become functionally useless if the cloud fails because the BBUs of several
BSs have been deployed there. Backhaul links enable a connection between BBUs and the
core mobile network, whilst fronthaul links allow a seamless connection between RRHs and
the BBU pool (centralised pool). Notwithstanding CRAN's advantages, performance is still
constrained by fronthaul and backhaul link capacity constraints. In order to address fronthaul
concerns with capacity for downlink and uplink CRAN, a number of studies on fronthaul
compression have been conducted [47]-{61]. The methods strive for efficient fronthaul link
transmission. Data sharing and compression techniques are two main methods of
transmission. These methods vary depending on whether the information intended for mobile
users is jointly encoded and pre-coded at specific BSs (data-sharing approach) or at the
centralised BBU (compression technique). Before being transferred to the RRH through
fronthaul links, generated signals from the latter are quantized and compressed [48]. For
downlink CRAN, a generalised compression method was presented in [47]. For integrating the

BSs to a centralised processor, a fronthaul with a limited capacity was developed.

This technique enables the centralised processing to collaboratively centrally encode signals
that will be broadcast by the BSs using the fronthaul links. With the introduction of a combined

data-sharing and compression solution for downlink CRAN in [48], fronthaul/backhaul capacity
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use can now be effectively managed. In addition, the problem of combining the optimisation of
digital baseband beamforming and fronthaul compression methods at the BBU with RF
beamforming at the RRHs was investigated in [55]. Its front hauling and hybrid beamforming
joint design maximises the weighted downlink sum-rate and network energy efficiency of the
CRAN system. In [50] evaluated a normal point-to-point fronthaul compression technique,
while [51], [562]. To accommodate multi-antenna users, a joint fronthaul compression and
transmit beamforming architecture was taken into consideration for uplink CRAN [56] and [57].
Meanwhile, multi-antenna BSs were used by the users to communicate with the centralised
processor. The digital fronthaul cables used to connect the BSs to the central processor had
a small capacity. Thus, single-user compression (also known as point-to-point compression)
and Wyner-Ziv coding for CRAN were two alternative fronthaul compression strategies that the
authors of [56] investigated. They also suggested an approach to noise covariance matrix
quantization optimisation. That each BS uses single-user vector quantization to compress the
received signals from various BSs. With the Wyner-Ziv coding, on the other hand, makes full
use of the correlation between the signals that were received to increase compression

efficiency and hence improve performance.

In [60][58][53], researchers examined the joint design of CRAN with wireless fronthaul
connection and OFDMA access link. Furthermore, an intelligent reflecting surface was used to
improve the wireless fronthaul connectivity between the multi-antenna BBU pool and the multi-
antenna RRHs in [62]. Meanwhile, the Wyner-Ziv coding was used to compress each incoming
signal at a specific RRH. The fronthaul transmission rate must be kept to a minimum to
maximise compression efficiency, according to a suggested adaptive compression strategy in
[58]. In addition, fronthaul compression was carried out at the RRH to send baseband signal
through the fronthaul connection to the centralised unit in [59]. Consequently, the algorithm
optimised the power spectral density of the quantization noise at the RRHs using the Charnes-

Cooper transformation and difference of convex technique.
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2.3.2 Heterogeneous Cloud Radio Access Network (HCRAN)

Figure 2.2: 5G-HCRAN Architecture

Heterogeneous Cloud RAN(HCRAN) is a concept developed in response to the demand for
dense 5G RANs. The HCRAN is a low-cost solution that makes use of cloud computing and
heterogeneous networks (HetNets), as seen in Figure 2.2. The HCRAN design described in
[14] and [63] included a variety of cells, including macro-BSs, or HPNs, micro BSs, and RRHs.
The macro-BSs offer system performance improvement, network control, and mobility
management. In contrast, micro-BSs and RRHs increase system capacity while reducing
transmission power. While the BBU pool comprises additional baseband physical processing
functions connected to the higher layers, the RRHs enable radio frequency and signal
processing. The HPNs also provide access to all physical and network layer functionalities.
The UEs receive system broadcasting data and control signalling from the HPNs, which
improves the fronthaul link capacity and decreases HCRAN time latency. Below are several

advantages of HCRAN in 5G systems that are discussed.
2.3.2.1 Benefits of HCRAN

Numerous research has been done on HCRAN from various angles, including energy
efficiency, spectrum efficiency, resource allocation, cost and load balancing, mobility
management, performance enhancement, and so forth. This is so that HCRAN may properly

exploit the 5G system's HetNets and cloud computing capabilities.
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2.3.2.1.1 Enhanced Energy and Spectral Efficiency

The deployment of novel techniques for effective energy and spectrum utilisation is made
possible by the combination of HetNets with CRANs. An illustration of coordinated
transmission and reception is the cloud computing-based coordinated multipoint (CC CoMP)
system discussed in [64]. The femto, pico, and macro cells of this CC-CoMP enabled HCRAN
are effectively RRHs connected to a centralised baseband processing centre where signals
are merged, comparable to a big, dispersed MIMO system. By reducing the strict backhaul and
synchronisation requirements among distant cells, the collaborative processing in HCRANs
becomes feasible and commercially sustainable. To improve spectral efficiency for cell edge
users in NOMA-based networks, [65] used joint transmission coordinated multipoint (CoMP)
transmission to mitigate inter-cell interference. Furthermore, [14] carefully designed the
HCRAN coverage area to improve spectral efficiency by significantly shortening the

communicating distance between serving RRH and desired mobile terminals.

2.3.2.1.2 Resource Sharing and Allocation

Spectrum sharing [66], [67], infrastructure sharing [68], [69], and network sharing [70], [71] are
the three categories under which resource sharing for HCRANs has been categorised. It is
possible to further segment the spectrum and infrastructure resources into sharing entities,
network slices, and logical connections [72]. A base station, a network of connected base
stations, or a base station component are examples of sharing entities that represent a
collection of available resources. Network slices are used to divide up the available resources
across two or more sharing organisations. The spectrum and infrastructure of the HCRAN are
divided into network slices at the network level according to factors like throughput and
processing. A dynamic pool of spectrum resources, improved infrastructure coverage, and
virtual networks tailored to a particular service class are just a few of the advantages of

resource sharing that are made possible by HCRAN's implementation of these processes.

2.3.2.1.3 Enhanced Mobility Management

The independent plane design of the HCRAN in 5G systems provides better movement. The
result was the presentation of a cell outage management (COM) solution for HetNets with
separate management and data BS layers [73]. The data BSs were used to manage user data,
while the management BSs were used for control information transmission and subscriber
movement. Moreover, in conventional HetNet, a cooperative cell outage detection (COD)
method for pico cells was proposed in [74]. Moreover, [75] utilised the COD and cell outage
compensation (COC) algorithms for HetNet's identification and mitigation of microcell and

macro cell failures, respectively. In their paper [76], the authors of the very dense HCRAN
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provided a method for user equipment to directly choose the cell with the highest priority in

terms of cell features, mobile equipment, mobility features, and application features.

2.3.2.1.4 Enhanced Performance

The core cloud computing management mechanism, where different node entities interface,
has improved system performance in HCRAN. To improve CRAN's usefulness and efficiency,
the control and user planes were separated in the HCRAN architecture in [14] and [63]. As a
result, the HCRAN design may greatly enhance the spectrum and energy efficiency of CRAN.
Two distinct HCRAN designs with various cell sizes were presented in [64]. Wireless or optical
backhaul lines were employed for a single cloud to link it to BSs from various tiers. On the
other side, a collection of BSs were connected to several clouds through hybrid backhauling.
In addition, a design that divides the HCRAN function into three distinct layers the
infrastructure, control, and application layers was presented in [77]. To achieve broadband
transmission, the design uses massive MIMO (mMIMO). Because RRHs are reduced and
sophisticated computations may be carried out and managed by the BBU pool created by

mMIMO, this strategy increases the system's flexibility and scalability.
2.3.2.2 Challenges of HCRAN

Heterogeneous cloud networks (HCRAN) in 5G systems have the benefits, but HCRAN has

several drawbacks that are listed below.

2.3.2.2.1 Energy Consumption

To increase capacity despite increasing system energy consumption, RRHs and micro-BSs
had been placed extremely densely in HCRAN. Also, a non-orthogonal multiple access
(NOMA)-based radio resource management strategy was presented to maximise the energy
efficiency of HCRAN in [78]. The network energy efficiency optimization problem was created
by the authors as a mixed integer non-linear programming problem (MLNLP). The strategy
reduces the overall energy consumption of the system by allowing users to access network
services utilising non-orthogonal resources. The HCRAN network's energy usage was also
improved through the introduction of a pre-coding technique [79]. The proposed architecture
investigated a macro/femto HetNet in which a macro base station (MBS) was represented by
a high remote radio head (HRRH), and a femto BS by a low remote radio head (LRRH). The
method showed a higher throughput while using less energy as compared to the traditional
HetNet without CRAN.
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2.3.2.2.2 Backhaul Load Balancing

Ever rapidly expanding volume of information flow on the backhaul links between the BBU pool
and RRHs is a major hindrance for the adoption of HCRAN's centralization as cellular
communication networks transition to dense and dynamic HetNets [80]. Because to insufficient
backhaul capacity, the RRHs cannot maximise the HCRAN system's current radio resources.
Thus, it is necessary to effectively balance and reduce the transmission load on the backhaul
links. To address the HCRAN transmission backhaul challenges, information compression
techniques in the time and frequency domains have been extensively researched. These
techniques boost the effectiveness of quantization but also make the system more complex.
Backhaul workload balancing was presented as a method in [81], to reduce the need for
backhaul data transfer by HCRANs. This method calls for compiling the total number of
operational RRHSs in each area and planning the service area for each RRH as an optimisation
problem. Allocating data transmission among several users to either a macro-BS or an RRH,
however, continues to be an issue. In the meantime, it has been investigated whether HCRAN
integration with coordinated multipoint (CoMP) transmission in ultra-dense heterogeneous
cellular networks is a workable solution for issues like insufficient fronthaul capacity and
excessive noise. Be aware that some writing used lossless, infinitely capacity fronthaul link
assumptions, which are unrealistic for fronthaul links with real-world capacity constraints. To
facilitate transmission across capacity-constrained fronthaul networks, distributed clustering
algorithms such distributed Wyner-Ziv compression [82] with joint decompression and

decoding [83] are typically used.

2.3.2.2.3 Latency

Providing uRLLC services is one of the main goals of the 5G system, as was already
mentioned. Other difficulties, such as establishing total self-organization for ultra-low-latency
networks, still exist given the development of HCRANs to improve network management,
resource management, and better throughput. In [84], resource scheduling techniques were
used to improve end-to-end latency performance. By using this method, data transmission
delays at the system's air interface are reduced. Also, a new access control strategy that
decreases latency in wired and wireless network backhaul enhances the performance of the
HCRAN system [85]. Nonetheless, there is still significant data transmission delay due to
signalling overheads in the air interface. As a result, a delay-aware centric technique that
reduces signalling overhead while improving latency performance was proposed in [86]. The
method employs a pre-emptive network that connects intelligent mobile machines (IMMs) that
use CoMP. Because the HCRAN design includes numerous access points (APs) for coverage
and high-power nodes (HPNs) for broader coverage, the approach was successful.

Additionally, [87] discussed a design that reduces three types of latency: air interface latency,
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radio resource optimisation latency, and routing/paging procedures latency. To reduce air

interface latency, the authors used a systematic design with novel open-loop radio access.

Similarly, an information-based resource optimisation strategy was used to reduce radio
resource optimisation latency, while a social data cache-based routing/paging strategy was
used to eliminate the latter type of latency. However, this design is not applicable for
heterogeneous carrier communications over the HCRAN and remains an open issue because
unreliable communication can negatively impact latency performance. Furthermore, [88]
developed a dynamic stochastic resource optimisation model to achieve a balance between
energy efficiency and queue latency limitation. The method employed a straightforward
Lyapunov optimisation strategy based on local information at the transmitter. The method
employed a straightforward Lyapunov optimisation technique based on local information at the
transmitter. This method used a weighted minimal mean square error (WMMSE) technique to
address the issues of energy efficiency optimisation, RRH power consumption, and
interference limitations to achieve near-optimal system stability. Consequently, a balance

between times averaged energy efficiency and queue bottlenecks is achieved.

2.3.2.2.4 Interference Mitigation

As CRAN operates centrally, it enables collaborative signal processing throughout networks
and promotes coordination between BSs, making interference control in HCRANs more
efficient than in a normal HetNet. Furthermore, due to the breadth of the network,
fronthaul/backhaul restrictions, and the significant variability of BSs, mitigating interference in
HCRANs may be difficult. Several studies have been conducted as a result to address the
HCRAN interference issue. According to [89], a cloud computing unit was employed to manage
the operation state of the BSs as part of an interference-conscious user association approach
based on cell sleeping. To improve the aggregated user utility, a suboptimal user association
problem was proposed, and a distributed heuristic algorithm was offered as a solution. Also, a
shared transmission-based approach for collaborating that lessens interference from users
near the cell's edge The CoMP clustering method was first introduced in [90]. Two clusters of
RRHs—measurement RRHs and coordinated RRHs—were obtained by the authors using a
pseudo-dynamic clustering technique. In contrast to the latter, which gathers and pre-
processes user input, the former saves measured RRH data such the received signal strength
indicator (RSSI) and channel status information (CSI). Comparable to this, [91] developed a
system for cooperatively mitigating interference between RRHs and MBSs that was based on
a user-weighted probability technique for dividing the spectrum into dedicated and shared
portions. The approach assists in maximising overall throughput for users at every tier as well

as allocating each BS into the proper spectrum parts based on QoS requirements.
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In addition, a framework for coordinating interference that is based on contracts and that
lessens interference between tiers was provided in [92]. The method divided the downlink
transmission period into three stages: RRH with all UEs, RRH with individual UEs, and RRH-
MBS with separate UEs. The BBU pool of all RRHs submits a contract request to the MBS,
which serves as the decision agent. The MBS chooses whether to accept or reject the contract
based on a logical constraint. The implementation of an ideal contract design for rate-based
utility maximisation was made possible by the assumption that both the principal and the agent
have perfect CSl. Also, the study looked at contract optimisation for partial CSI. For
suppressing HCRAN inter-tier interference, the collaborative processing and cooperative radio
resource allocation (CRRA) technique was introduced in [93]. The technique uses
beamforming (BF) and interference collaboration (IC) techniques to reduce inter-tier
interference. To increase the sum rates of users accessing RRHs depending on power

allocation, CRRA optimisation models were further developed for the IC and BF schemes.

2.3.3 Fog radio access network (FRAN)
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Figure 2.3: 5G FRAN Architecture

To address the HCRAN challenges and provide improved QoS to users, a new RAN design
based on fog computing was lately examined in the scientific literature. Based on the
advantages of CRAN and fog computing, fog computing-based RAN (FRAN) design aims to

tackle the problem of rising traffic demands while also improving QoS for end-users. Given the
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current world market for loT end-user solutions, cloud computing is one of the most appropriate
solutions, in which data generated by IoT devices is collected, processed, managed, and
evaluated by remote servers hosted on the internet. It enables organisations to focus on their
core competencies instead of planning, deploying, and retaining network infrastructure [94].
The cloud storage approach, on the other hand, is plagued by challenges such as long end-
to-end latency, traffic congestion, massive data processing, and connectivity costs. As a result,
[95] suggested a fog computing method to replace the remote servers' functionalities. This
method is used to bring cloud computing to the edge nodes, allowing for the allocation of a
huge number of processing, storage, connectivity, control, configuration, monitoring, and
management functions at the mobile network's edge. Apart from CRAN, which uses a
centralised content storage structure, [96] categorised FRAN into distributed and centralised
networks. Some of the BBU's tasks, such as computing, caching, and resource management,
are assigned to the RRHs and UEs in the distributed FRAN. The centralised FRAN, on the
other hand, uses software defined networking (SDN) and network virtualization to support
logical centralised control planes, improve resource management, and simplify resource
sharing. Numerous studies [97]-[99] have examined the FRAN architecture and the effects of

major enabling techniques on the network.

The standard FRAN system architecture is depicted in Figure 2.3. The FRAN architecture in
[97] consists of three layers: terminal, access, and cloud computing layers. In particular, the
fog computing layer includes fog user equipment (F-UEs) and fog access points (F-APs) from
the terminal layer and network layer, respectively. Using the D2D mode or mobile relay mode,
nearby F-UEs can communicate with one another at the terminal layer. In addition, F-UEs can
connect to high power nodes (HPNs) to receive system signal information. In addition, HPNs
and F-APs exist in the network access layer. F-APs process data received from F-UEs and
transmit it to the cloud computing layer via fronthaul connections. Conversely, the HPNs
connect to the BBU pool via the backhaul connections. The BBU pool that is compatible with
the HCRAN BBU pool and centralised caching is in the cloud computing layer. Notate that
designating a substantial amount of collaboration radio signal processing (CRSP) and
cooperative radio resource management (CRRM) functions to the F-APs and F-UEs reduces

the fronthaul and BBU pool load constraints.
2.3.3.1 Benefits of FRAN

The research explored the FRAN technology for 5G mobile communication systems from
various perspectives, including system level efficiency, energy consumption, radio resource
allocation, caching, and service admission control, among others. The following is the latest

overview of the FRAN's methods in different scenarios detailing the benefits.
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2.3.3.1.1 System Level Efficiency

On the usefulness of the FRAN system, numerous investigations have been conducted.
Considering FRAN system with ultra-low applications, such as loT application, a trade-off
between system performance, processing, and communication costs was discussed in the
FRAN system [98]. The research confirms how crucial it is to carefully select these parameters
to deliver ultra-low latency services. In [100], a hierarchical content caching method for FRANs
was developed to alleviate constraints on fronthaul capacity and transmit latency. To leverage
the use of the central and edge caches in the strategy, RRH clusters were created at the BBU
pool using a centralised cloud, while local content was delivered by F-APs. Using stochastic
geometry, the system's ergodic rate was derived. In addition, delay time and transmission
latency were modelled with queueing theory. Using the embedded game paradigm, a system
control method for FRAN was developed [101]. To maximise system efficiency, a collaborative
design of spectrum allocation, cache placement, and service admittance algorithms was
considered. In addition, [102] proposed a hybrid cloud and edge processing method to reduce
FRAN downlink latency, while channel encoding and fronthaul compression methods were
implemented to reduce fronthaul content delivery delay from the BBU to the requesting UEs.
Similarly, in [103], a superposition coding approach that utilises fronthaul connections in both
hard and soft transfer modes were proposed for the delivery phase design of any prefetching
scheme. Using this design, caches of an enhanced RRH (eRRH) were generated in memory
[103]. In [104], the Markov chain was used to model and determine the effect of mobile social
networks on the effectiveness of FRAN edge caching. A combined distributed computing and
content sharing strategy was proposed in [105] to reduce fronthaul connectivity issues and
achieve ultra-low latency. In addition, [106] proposed a dynamic resource balancing strategy

to improve system reliability in the FRAN.

2.3.3.1.2 Spectrum and Energy Efficiency

Various studies [107] have proposed the FRAN as a solution to the CRAN issues and to
enhance the spectral and energy efficiency of 5G networks. Allowing a single user equipment
(UE) to access a specific group of adjacent RRHs increases the spectral efficiency of CRANs
in general. This group of surrounding RRHs is frequently established using a disjunct clustering
method or a user-centric clustering approach, where the cluster generation is dependent on
the reference signal's received power threshold. Although a disjoint clustering strategy can
reduce inter-cell interference, periphery users may experience substantial interference from
neighbouring clusters. Due to the absence of peripheral users, the user-centric approach
reduces interference between clusters. To increase spectrum efficiency, CRAN performs
power allocation and dynamic scheduling in addition to the massive CRSP. Users can readily
access F-APs with content caching capabilities, unlike CRAN. In the FRAN system, the
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distributing cluster is typically determined by the desired cached content of the user and the
received signal strength of the F-AP at the UE. The spectral efficacy is subsequently enhanced

based on user scheduling and power allocation.

Recent research in FRAN has sought to find a compromise between fronthaul capacity and
transmit power. This is because increasing spectral efficacy could place a significant strain on
the fronthaul, which has a limited capacity for data traffic. Considering this, [96] investigated a
coordinated resource allocation and outsourcing scheme in a centralised FRAN. Under
consideration of each UE's delay tolerance, fronthaul and backhaul capacity, and available
resources, the objective was to offload all computational activities using the least amount of
energy feasible. Accordingly, [108] proposed an energy-saving method that considered
fronthaul and backhaul capacity limits in addition to the utmost delay tolerance. The method
resulted in enhanced allocation of computing resources and transmission capacity for several
UEs. The design of the multicast FRAN downlink was evaluated in [109]. There was discussion
regarding information compression-based (soft) and information sharing-based (hard) front
haulage. Each RRH was designated a storage module with its own set of capabilities for limited
signal processing. Consequently, storing in-demand data during off-peak hours reduced
network energy consumption while improving latency. In this study, the challenges and efficacy
of mmWave-based FRAN access and fronthaul links were investigated [110]. The study
investigated energy-efficient power distribution in an orthogonal frequency-division multiple
access network to manage interference. To enhance the energy efficiency of the system, the
optimisation issue was presented as a nonlinear programming problem. A gradient-based
iteration technique was proposed to discover the most energy-efficient power allocation

solution.

2.3.3.1.3 Resources Allocation

The following studies have examined resource allocation for FRAN in a 5G system: [101],
[111]-{113]. A shared resource allocation and structured computation dispatching scheme was
proposed in [101] to reduce energy costs and improve the allocation of computational
resources for a variety of user equipment (UE). Moreover, the strategy intended to minimise
the transmission power and splitting factor delivered to each UE. Additionally, off-loading
options and allocation of computational resources were combined to enhance the likelihood of
UE relocation in [111]. Using a mixed integer nonlinear programming (MINLP) strategy, the
problem was solved, and a Gini coefficient based FCNs selection algorithm (GCFSA) was
devised to provide a suboptimal off-loading strategy. Furthermore, the authors used a
distributed resource optimisation approach based on a genetic algorithm (ROAGA) to address
the computing resource allocation issue. Using an embedded game model, the authors of [112]

designed a system control strategy and dynamic mode selection for the FRAN system. Co-
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designed algorithms for cache placement, spectrum allocation, and service admittance
improved the system's performance. In a similar vein, [113] presented a joint mode selection
and resource allocation strategy for device-to-device (D2D) communication. The method

increased energy efficiency while taking time and resource reuse constraints into account.
2.3.3.2 Challenges of FRAN

As with other 5G RAN designs, the FRAN continues to be plagued by significant research
obstacles. Edge caching improves FRAN performance by reducing traffic congestion at the
cloud server and enabling F-UEs to acquire content more quickly. Contrary to centralised
caching schemes, the caching capacity of each F-AP and F-UE is limited in FRAN. Edge
caching strategies, such as determining which content to cache and when to deliver caches in
various edge devices, must be optimised to improve overall caching performance in FRAN. In
addition, conventional caching principles, such as least recently and least frequently used and
first-in-first-out, should be enhanced to increase the FRAN cache hit ratio. The network
functions virtualization (NFV) facilitates the virtualization of the SDN controller to host a cloud
server in FRAN. Consequently, the server can be relocated based on the network's
requirements. However, the virtualization of the SDN controller in the 5G- FRAN system
remains unsure. Due to the distributed nature of peripheral devices, this is the case. Moreover,
security and privacy, computational complexity, scalability, fundamental operational and
maintenance compatibility with existing RAN designs, among other research issues, remain

unresolved.
2.4 The impact of machine learning 5G architecture

The development of a new radio access network (RAN) instead of evolving the existing RAN
is due to the service scenarios of eMBB, uRLLC, and mMTC. The two new service scenarios
of URLLC and mMTC cater for the massive increase in 0T devices, which require data access
that is delay sensitive. This new RAN will be a precursor for 5G new radio (NR). In [10], Cloud
RAN (CRAN) architecture was proposed to provides a modification to centralized processing,
collaborative radio, real-time cloud computing, which further translates to power-efficient
design architecture. Also, the architecture combines all base station computational resources

into a central base station (BBU) pool.

In the central pool or BBU pool, radio-frequency signals from geographically distributed
antennas are collected by remote radio heads (RRHs) and transmitted to the cloud platform
through the common protocol radio interface (CPRI). The CPRI interface, known as the
fronthaul, is a design limitation for the CRAN architecture due to its limited capacity [114].

Moreover, a joint resource management technique that improves the system capacity with
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reduced network design cost was proposed in [10]. Also, different wizhaul methods: Wizhaul-
backtracking branch-and-bound (BBB), Wizhaul-greedy algorithm greedy routing (GA-GR),
and Wizhaul-greedy algorithm randomized rounding routing (GA-RR), which contribute to
maintaining the centralization of CRAN were considered in [114]. However, these algorithms
may not be suitable solutions for the internet of thing (IoT) devices since they are delay

sensitive.

Besides, the Fog radio access network (FRAN) architecture extends on the CRAN architecture
by adding Fog access points (F-APs) and smart fog user equipment (F-UE) with local caches
for storing frequently requested contents and signal processing capabilities. FRAN combines
the advantages of fog computing and CRAN, which extends cloud computing to the network
edge [115]. The cooperative processing reduces the load on the constrained fronthaul links
while reducing queuing and transmission delay. However, the management of computational

and communication resources (cost) remains a challenge in the FRAN architecture.

A joint resource allocation and structured computation offloading scheme for the FRAN was
suggested in [96] to reduce the cost of energy and optimize computational resource allocation
for several user equipment’s (UE). The technique also aimed to reduce the amount of
transmission power allotted to each UE as well as the splitting factor. In [101] a FRAN system
control scheme based on the embedded game model was developed for maximizing system
efficiency for spectrum allocation, cache placement, and service admission algorithms. The
embedded game methodology further captures the dynamics of FRAN and effectively
negotiations the centralization, while optimally using distributed intelligence for faster and less
complex decision-making process. Therefore, a dynamic mode selection for FRANs, which
compete with groups of potential users' space was formulated as a dynamic evolutionary
game, and the game is solved by an evolutionary equilibrium in [112].. Moreover, the basis for
RAN slicing was developed to mutually deal with content caching and mode selection within
the dynamic channel state and cache status [116]. The cost-efficient method of network slicing
enables mobile network operators (MNO) to innovatively propose their networks to clients as-

a-service [117], [118]; thus, enhancing network flexibility and scalability.

In the FRAN, a major concern is to lower end-to-end latency. Hence, a joint cloud and edge
processing architecture was investigated in [103], [105] to reduce FRAN downlink latency. In
[103], the authors considered improving the delivery phase such that the least delivery rate of
a requested file is optimized while satisfying the fronthaul capacity and power constraints of
each enhanced remote radio head (RRH) in the system. Additionally, [98] examined the trade-
off between efficiency, communication cost, and cost of computing in the FRAN architecture.
The authors utilized mobile augmented reality (AR) services to demonstrate a participating FN

collection and task assignment technique. According to the article, if the trade-off between
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these variables is properly managed, FRAN may achieve ultra-low-latency services. FRAN
with hierarchical content caching was proposed in [100], with each F-AP having its cache to
enable a portion of demands to be handled locally. The average ergodic rate for transmitting
information is calculated using probabilistic geometry-based theory. The system's delay and

latency ratio were also calculated using queuing theory.
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Figure 2:4 Machine learning techniques: supervised, unsupervised and reinforcement
learning (adapted diagram). [139]

Moreover, there are still challenges of reducing computational complexity while dynamically
allocating and optimizing the limited resources in the 5G-FRAN system. Therefore, machine
learning (ML) techniques, which dynamically optimizes resource management in 5G-FRAN
are investigated in this research. Figure 2.4 shows the three well-known techniques:

unsupervised, supervised, and reinforcement learning.
2.4.1 Unsupervised (UL)

Unsupervised learning utilizes unstructured input data to create a relationship between the
data set to perform a specific task [119]. If no consistent theoretical foundation exists for
unsupervised learning, the algorithm attempts to learn through observation rather than explicit
feedback [120]. Some examples of the well-known unsupervised learning algorithms are K-

means clustering, principal component analysis (PCA), independent component analysis
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(ICA), etc. In [121], the K-means clustering for 5G RAN within Heterogeneous networks
(HetNets) was utilized for diverse cell sizes and Device to device communication (D2D).
Additionally, a complex ICA with the PCA technique was implemented for smart meter data
recovery in [122]. These techniques are promising for resource allocation in 5G network design
and resource allocation management [119], [123]. Given the high demand for limited spectral
resources, further research into new optimization techniques in this area would be extremely

profitable.
2.4.2 Supervised Learning

Supervised learning is a type of machine learning technique that aims to learn a mapping
function between a known input and output data set. The generalization capability of the
supervised learning technique is heavily reliant on a training phase. The training phase uses
known inputs and develops a structured algorithm to map the data to the desired output
scenario. After that, the ML technique is tested on a new data set with the same distribution as
the original training data set. This analysis produces a training error, which is used to fine-tune

and train the supervised learning algorithm [119].

Supervised learning algorithms are anticipated to be utilized as classification methods for
structured input data groups to output data groups for QoE optimization, traffic steering, QoE-
based traffic steering, and Vehicle-to-Everything (V2X) handover management. In [124], the
K-nearest neighbours (KNN) was proposed as a supervised learning method to jointly optimize
gateway and virtual-channel placement, reduce the overall wireless transmission and
encourage utilization of optical infrastructure in the 5G networks. A hierarchical support vector
machines (H-SVM) scheme was introduced in [125], which distribute resources to classes in a
multidimensional hyperplane based on the network information such as the hop counts, without
requiring particular ranging hardware. Additionally, the HMM was proposed as a robust
supervised learning algorithm for resource scheduling [126], [127], device cell association in
5G networks [128], and traffic prediction in 5G networks [129], [130]. [131] employed the HMM
to minimize handover delays in Cognitive 5G Cellular Networks. Handover management is
dependent on several conditions that determine when a handover should occur. Enhancing
the handover process is critical to meeting 5G's 1ms latency requirement. Therefore, the HMM
is proposed as an ideal for learning, implementing, modifying, and ultimately optimizing the

resource management issues in the 5G-RAN network.

In this research, the HMM will be implemented to effectively model and optimize resource
allocation, ultra-low latency, spectrum, and energy efficiency issues in the 5G FRAN networks.
To the best of the author's knowledge, the HMM has not been implemented for this purpose.

More so, the combination of HMM with unsupervised ML (hybrid) will be investigated to
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enhance the performance of the proposed algorithm while considering the computational cost.
The results of the proposed HMM technique for resource management will be compared with

existing machine learning algorithms in the literature.
2.4.3 Reinforcement Learning (RL)

Reinforcement learning utilizes a known input training data set and creates mapping rules for
a known output data set with the aim of optimizing long-term conditions [132], [133]. To achieve
this, the algorithm interacts with environmental data, which is theoretically like unsupervised
learning. Through this environmental interaction, feedback loops are used to periodically
update based on changes to the wireless network environment [134]. Allowing for data set

changes over time bestows the opportunity to modify and optimize operation [119].

The class of reinforcement learning techniques such as Partially Observable Markov Decision
Process (POMDP), Q-Learning, and Multi-Armed Bandit (MAB) provides much promise for 5G
network implementation by modifying network settings to achieve the best outcomes [120]. In
[135], the POMDP was used to solve the transmission power control problems for energy
harvesting sensor nodes (EHS). Also, [136] designed a cell outage management (COM)
framework for HetNets with a split in the control and data planes of the 5G base stations. A
MAB-based network-assisted distributed channel selection method was proposed in [137].
This technique allows device-to-device (D2D) users to utilize vacant cellular channels [137].
The scenario was modelled as a multi-player multi-armed bandit game with side information,

for which a distributed algorithmic solution was implemented.

Furthermore, the deep reinforcement learning (DRL) algorithms for FRAN resource
managements in 5G networks were examined in [116], [138]-[147]. These techniques have a
significant advantage over the straightforward approach of deciding based on a fixed threshold
of utility since they quickly learn the optimal decision thresholds from the loT environment.

Thus, the DRL method achieves an improved performance regardless of the environment.

Despite the performance enhancement that the RL and DRL methods provide in the dynamic
systems |oT environment, there is still a trade-off between the resource management
performance and computational efficiency of these machine learning algorithms. Hence, the
need to implement other classes of machine learning techniques, such as supervised and
unsupervised machine learning to obtain an enhanced (in terms of performance and

computational complexity) resource management technique for Fog RANs in 5G (5G-FRANSs).
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2.5 Fog Computing Applications

Fog computing allows for the close accessibility of cloud computing services to the client,
hence enabling the provision of assistance for applications that are sensitive to delays in
data transmission [148][149]. Examples of such applications include those used in self-
driving cars, computerized systems, and digital banking. Certain processing deadlines
govern the above applications, and the accuracy and reliability of their results hinge on their
availability. If a real-time application fails to meet its specified deadline, the consequences
can vary greatly, including outcomes that range from rendering the application's results
useless to causing catastrophic events [150]. Furthermore, fog computing offers assistance
for applications that necessitate mobility, geographic dispersion, positional comprehension,
and real-time analytics [151] (Wang et al., 2018). [95] assert that fog nodes (FNe) or the
cloud can process non-real-time applications. In this context, FNe with limited resources can
integrate data from the Internet of Things (IoT) [152]. On the other hand, applications used
in medical facilities and high-definition (HD) video broadcasting need a lot of storage space

and computing power since they must handle large amounts of data [153][154].

The Internet of Things (loT) technology has become increasingly important in numerous
facets of everyday lifestyle. Thus, loT and its related technologies have expanded Internet
connectivity to include a wide range of items such as sensors, machinery, cars, and wearable
devices [155]. These devices can perform a range of activities, such as health monitoring,
intelligent traffic control, smart retail, logistics, and vehicle networking. To get the information
required for 10T applications, the data generated by these devices must be evaluated.
However, 0T devices' processing and storage capacities are insufficient to handle this
volume of data [156]. Cloud computing, on the other hand, is a distributed computing solution
that provides a pool of resources on demand over the Internet [157]. The transfer of resource-
intensive tasks to more capable cloud nodes can overcome the inherent limitations of loT

devices of short battery life, low computational power, and limited storage [158].

Based on the findings in [159], it is projected that the global usage of connected devices
would exceed 50 billion by the year 2030. This will lead to the establishment of an extensive
network including various interconnected devices, encompassing automobiles, cellphones,
household appliances, and other similar entities. Numerous designs and technological
advancements have been proposed in the academic literature, specifically focusing on the
Radio Access Network (RAN) for 5G networks [160]. The primary objective of these designs
is to meet the growing demands for capacity while simultaneously reducing both Capital
Expenditure (CAPEX) and Operational Expenditure (OPEX) in network infrastructure.
Additionally, these designs aim to provide ultra-low latency and enhanced bandwidth to many

end-users, while also incorporating and integrating existing technologies.
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Thus, the integration of Fog and Cloud will create a distributed computational environment.
This environment will consist of nodes with varying processing and storage capacities. These
nodes can be linked through numerous switches and links at different layers [161][162].
Furthermore, fogs are made up of nodes that are densely distributed. These nodes can
include proxies, mini-clouds, smart edge devices, routers, cellular base stations, and access
points [163].

The technology company Cisco originally suggested fog computing to alleviate the burden
on cloud data centres by extending cloud computing to the network's periphery [164]. Fog
computing encompasses several products, such as controllers, telecom base stations,
embedded servers, access points, gateways, switches, routers, and surveillance cameras
[165]. It offers numerous advantages, such as conserving network bandwidth, decreasing
energy consumption, supporting the mobility and geographical distribution of 10T devices,
and achieving location awareness and low latency for delay sensitive |oT applications [164],
[166]. However, the computing and storage capacities of FNe are insufficient for significant
Internet of Things applications, such as big data analytics. Consequently, cooperation
between fog and cloud locations is required. This integration introduced a new computing

paradigm known as cloud—fog computing [167].
2.5.1 Classification of Service Types

The classification of service (CoS) is a technique for classifying and ranking network traffic or
services according to their unique specifications and features. It enables the treatment of various
traffic classes differently, guaranteeing that each class obtains the proper degree of service and
resource allocation. Figure 2.5 illustrate the architecture of network design and QoS
implementation, the idea of CoS is frequently utilized. It entails allocating distinct types of network
traffic or services varied levels of priority, treatment, and resource allocation according on their
demands or requirements. Network administrators may efficiently manage network resources,
guarantee optimum performance, and satisfy the quality requirements of various applications or

services by using CoS as list in Table 2.1.
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Table 2.1: Class of Service (CoS) properties descriptions

CoS

Description of Class Service Class

1. Mission Critical

This category encompasses applications characterized by a short time frame between
events and corresponding actions, adherence to regulatory requirements, implementation
of security measures comparable to those employed by the military, and prioritization of
privacy. Additionally, it includes applications where the failure of a single component results
in a substantial escalation of safety risks for individuals and/or the surrounding environment.
The examples provided encompass many sources of traffic, such as military forces combat
systems, drone activities, certain healthcare systems, healthcare facilities, and ATM banking
systems [94]. If the network possesses the capability to accommodate priority services, it is
advisable to allocate a high level of priority to this kind of service. Additionally, it is important
to consider the inclusion of applications pertaining to the analysis of data streams to identify

items or hazardous events under this category.

2. Realtime

Real-time applications are subject to limits related to delays. Several examples of
applications include industrial control systems, Internet of Things (IoT) and smart cities
applications, online gaming, as well as virtual and augmented reality. Within the realm of
interactive applications, the user can assume the role of either an end device or an individual.
Some examples of these services are interactive television, object hyperlinking technologies
like RFID, NFC, and QR-Code, as well as data transaction services like e-commerce.
Conversational applications encompass the facilitation of real-time discourse among
individuals or collectives. Conversational apps exhibit a sensitivity to delays while also
demonstrating a tolerance for data loss. The quality of service (QoS) needs is determined
by the human perspective. Two examples of the final category include Voice over Internet

Protocol (VolP) and videoconferencing.

3. Interactive

In this scenario, the importance of responsiveness cannot be overstated, since it is
imperative that the elapsed time between the user's request and the resulting actions
executed on the client side is limited to a few seconds or less. Furthermore, the consumers
of interactive apps might encompass both end devices and persons. This class
encompasses various applications, including interactive television, web surfing, database
retrieval, server access, automatic database inquiries by tele-machines, pooling for

measurement collecting, and certain Internet of Things (loT) deployments.

4. Conversational

These applications encompass several forms of video and Voice-over-IP (VolP)
technologies. These entities possess the attribute of being sensitive to delays while also
being tolerant of losses. Humans can see delays shorter than 150 milliseconds, while delays
ranging from 150 to 400 milliseconds may be deemed acceptable. However, delays over
400 milliseconds render speech communications entirely unintelligible. Conversely, it should
be noted that conversational multimedia systems exhibit a certain degree of tolerance
towards loss, wherein sporadic losses may result in occasional disruptions in the playback
of audio or video. However, it is worth mentioning that such losses may often be mitigated

to some extent or completely masked [168].

5. Streaming

The course encompasses the study of applications involving extended file transfers,
including the streaming of archived content and the streaming of real-time content. In the
context of applications pertaining to the transmission of archived information, the content is

preexisting and subsequently kept on servers. Users express their desire to obtain
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accessibility to this content whenever they require it and engage in interactions with the
content. YouTube, Netflix, and Hulu are prominent entities in the streaming video industry.
Applications that use the streaming of live material enable users to engage in both the

transmission and reception of real-time multimedia events through the Internet.

6. CPU-Bound The class is utilized by applications that include intricate processing models, particularly in
decision-making scenarios, which may need extensive periods of time ranging from hours
to days or even months. Some instances of CPU-bound applications include face

recognition, animation illustration, speech analysis, and dispersed camera networks.

7. Best Effort In the context of Best-effort applications, extended periods of latency may be regarded as
inconvenient but not inherently detrimental. Conversely, the preservation of the entirety and
accuracy of the sent data holds utmost significance. Several instances of the Best-Effort
class include the retrieval of electronic mail, real-time messaging, the transmission of short
message service (SMS), the transfer of files via the File Transfer Protocol (FTP), peer-to-

peer file sharing, and machine-to-machine (M2M) communication.

2.5.2 QoS Requirement Parameters
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Table 2.2: Quality of service requirements for Fog computing applications

QoS Nominal Class of Service
Requirements Categories MC RT IN coO ST CcB BE
Low 0<x<1 0<x<1 0<x<1 0<x<1
Bandwidth (Mbps) Medium 1<x=<5 1<x=<5
High 5 < x < 1000
Low x=1 x=1
Reliability Important x=2 x=2 x=2 x=2
Critical x=3
Low x=1
; Medium x=2 x=2
Security x =2
High x=3 x=3 x=3
0<x<1 0<x<1 0<x<1 0<x<1
Transient
Data (Sht;)rage Short duration 1<x<730
Long duration
g 730 < x < 8760 730 <x = 8760 730 < x < 8760
Local 0<x<10 0<x<10
Data(hqosc)at'on Vicinity 10 < x < 20 10 < x <20
Remote
20 < x <100 20 <x <100 20 <x <100
Low 0<x<5 0<x<5 0<x<5 0<x<5 0<x<5
'}APSF?II/I;%/ Medium 5<x<25 5<x<25
; <
High 25<x <100 25 < x < 100 25 < x < 100
Low 0<x<60
Scalability Medium 60 <x <120 60 <x <120
(No. of loT user/end users) High
120 < x < 200 120 < x < 200 120 < x < 200 120 < x < 200
Low 0<x<10
o s 0<x<10
Delay S?”S't""“f (Interac Moderate 10 < x < 10° 10 <x < 10°
tion latency in ms) High 10% < x < 10* 10% < x < 10* 10% < x < 10*
Low 103 <x <1072
Loss sensitivity (PERL) Moderate 107 <x<1073 10°<x <1073
High 0<x<10°° 0<x<10"° 0<x<10"° 0<x<10"°
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2.6 Fog Computing Applications Service Level Agreement

Several studies [169]-[180] have been conducted to determine the application requirements
necessary to construct service architectures for both Cloud and Fog Computing. Research has
been done on Service Level Agreements (SLA) [169], [170], [173], [174] and Quality of
Experience (QoE) management [175] for cloud computing. In the meantime, Fog Computing
processing and analysis applications [176], assignment of applications to resources [177],
resource estimation [178] and allocation [179], [180] for application processing, and service
placement [171], [172].

The SLA is a document that contains a description of the agreed service, service level
parameters, guarantees, actions and remedies in the event of service level violations [174]. As
a contract between the consumer and the provider, the SLA is extremely essential. The primary
purpose of SLAs is to provide a precise definition of formal agreements concerning service terms
such as performance, availability, and invoicing. Thus authors [169] in focused on the non-

functional service requirements such as availability, scalability, and response time.

In accordance with the type of service, authors in [181] develop a resource management
framework for fog computing. In this framework the Cloud service provider (CSP) was able to
link virtual resource values, and the physical resource pool based on the type of service
through mapping between the two. Meanwhile Video on Demand (VoD) and health monitoring
were examples of services used for demonstration. Furthermore, in the Fog-Cloud context,
[182] a suggested integer linear programming (ILP) model. That used the objective of planning
scenarios based on the capacity (number of positions) required by each service to be allocated
is to optimize latency. To accomplish this, services are divided into two groups: mice,
representing many services requiring few slots, and elephants, representing a small number
of services requiring a greater number of slots. In [183] a model for resource prediction in Fog,
customer type-based resource estimation and reservation, advance reservation, and pricing
for new and existing loT customers, based on their characteristics and the type of customer-

defined by the number of times a specific service is requested by the same client.
2.7 The Classification of Service For Fog Applications

In the context of telecommunications systems, the collection of network flows of resources and
traffic profiles can be categorized into two distinct classes. These groups are often recognized
as integrated service (Intserv) and differentiated service (Diffserv), collectively referred to as
classification of service (CoS). The CoS is employed to establish the parameters governing the

operation of traffic control systems, including schedulers and queue managers. While the rules
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for Quality of Service (QoS) (see Table 2.2.) provisioning encompass the definition of CoS and
traffic control mechanisms to cater to the diverse QoS requirements of network flows. In a
separate study [184], a significant contribution is presented to the establishment of the Classes

of Service for Fog computing, considering the QoS demands.

It is thus crucial for the efficient provisioning of services that the demands of applications arriving
at the edge of the network be well understood and classified so that resources can be assigned
for their processing. The mapping of applications to CoS should facilitate the matching between
task requirements and resources, since labelling these tasks removes the burden of the analysis
of the application requirements by the scheduler. Without a precise classification, the scheduling
of application tasks and the allocation of resources can be less than optimal due to the complexity
in dealing with the diversity of QoS and resource requirements. The practice of assigning
applications to specific CoS is commonly observed in communication network technologies that
facilitate QoS such as LTE, 5G,[185] and ATM [186] networks. This approach is crucial for

network operators as it enables them to deliver various levels of service quality.

Furthermore, it is imperative to employ effective classification techniques that can effectively
handle the unique attributes of the cloud-to-things (C2T) environment. The classification of
network traffic has been the subject of substantial research over the past few decades to facilitate
the provision of secure network services [187][188]. Nevertheless, there has been a lack of
emphasis on the categorization of the demands and prerequisites of applications and services
on the Internet [189]. Moreover, device mobility and the IoT have introduced new applications to
the Internet, and these applications have not been considered in any of the classification
schemes. This research paper presents a novel approach that utilizes the Hidden Markov model
to define a comprehensive set of CoS for Fog computing. The proposed framework considers
the QoS requirements of various Fog applications, enabling the distinction of demands from a

wide range of services.

40



Table 2.3: Quality of Service (QoS) properties descriptions

QoS

Description of features

1. Latency

The concept of latency. Certain applications require the maintenance of a set threshold for
latency, wherein latency must be guaranteed, particularly for applications that operate in real-
time. It is imperative to establish delay limitations for real-time applications, such as facial
recognition in crowded environments.

2. Scalability

Scalability is related to the capability of an application to work efficiently, even in the presence of
an increasing number of requests from end users. The population of users within a Fog
computing environment is subject to variability because of user mobility, as well as the activation
of apps or sensors. The processing of data streams in big data applications may necessitate
adherence to predetermined time constraints. The demand placed on FNes may experience
fluctuations, necessitating the provision of resource flexibility to effectively accommodate these
varying demands.

3. Bandwidth

The capacity or range of frequencies that can be sent or processed inside a communication
system. Certain applications require a minimum assured data transfer rate, commonly referred
to as a Guaranteed Bit Rate (GBR). Multimedia applications exhibit sensitivity to bandwidth, with
certain applications employing adaptive coding techniques to encode digitized speech or video
content at a rate that aligns with the presently accessible bandwidth.

4. Data
Location

The concept of data location pertains to the designated storage place for application data. Data
can be kept in several locations, including the local storage of the end device, near the device
at a FNe, or in a remote repository located in the Cloud. The data placement requirements for
an application are contingent upon various factors, including reaction time limitations, the com-
puting capabilities of each Fog layer, and the available capacity on network lines.

5. Data
Storage

The concept of accessibility in the context of data storage refers to the frequency at which the
resources of the Fog computing environment may be accessed by end-users. Applications and
services that require continuous operation, such as mission-critical applications, necessitate the
implementation of high availability measures.

6. Security

Security encompasses the strategic development and practical execution of methods for verify-
ing the identity and granting access privileges to safeguard sensitive and essential data pro-
duced by those utilizing a system.

7. Reliability

The concept of reliability pertains to the capability of Fog components to successfully execute
the intended operation while encountering various forms of failure. Certain applications require
the rapid reestablishment of failing Fog components to ensure that actions can be executed
within specific latency constraints.

8. Packet
loss

Loss sensitivity refers to the percentage of packets that fail to reach their intended destination.
Lossless transfer services may be required for loss-sensitive applications, such as those involving
financial data.

9. Mobility

The attribute of mobility is inherent to numerous edge devices. It is imperative to guarantee the
continuity of the services provided, particularly for end-users who are very mobile. Uninter-
rupted connectivity is necessary for the requisite processing.
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2.7.1 Fog Computing Application Classification Based on Machine Learning Methods

This section provides a detailed explanation of state-of-the-art techniques for classifying Fog
applications using the CoS. Additionally, the proposed Machine Learning models (ML)
classification method is discussed in detail. The ML categorises Fog computing applications
based on their QoS requirements. ML techniques are categorised into supervised, unsupervised

and reinforcement learning based on data input for to analyzed.
2.7.2 Unsupervised Machine learning

Unsupervised learning is a machine learning methodology that uses unstructured input data to
develop a relationship within a certain dataset, hence enabling the system to perform a specified
task [119]. The algorithm resorts to observational learning instead of explicit feedback due to the
lack of a comprehensive theoretical underpinning for unsupervised learning [120]. There are
several unsupervised learning methods that have gained widespread recognition, namely K-
means clustering, principal component analysis (PCA), and independent component analysis
(ICA).

2.7.3 Artificial neural network (ANN)

Artificial Neural Networks (ANNs) are a computational framework characterized by nonlinearity,
which enables them to perform machine learning tasks such as supervised learning,
unsupervised learning, semi-supervised learning, and reinforcement learning. These capabilities

make ANNs applicable in diverse wireless networking scenarios [184][190][191][192].
2.7.4 Supervised Machine Learning

Supervised learning is a machine learning approach that attempts to acquire a mapping
function from a predetermined input and output dataset. The efficacy of the method of
supervision in making assumptions is highly dependent on the quality and comprehensiveness
of the training phase. During the training phase, the algorithm is constructed by utilizing known
inputs to establish a systematic mapping of the data to the intended output scenario.
Subsequently, the machine learning technique is evaluated on a novel dataset that possesses
an identical distribution to the initial training dataset. The present study yields a training error,
which is afterward utilized for the purpose of refining and training the supervised learning
algorithm [119].

2.7.4.1 K-Nearest Neighbors (K-NN)

The class of estimators known as nearest neighbor estimators adjusts the level of smoothing

based on the density of data in the nearby vicinity. The level of smoothing is determined by the
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parameter k, representing the number of neighboring data points considered. It is important to
note that k is significantly smaller than N, the total sample size. In this context, we shall establish
a metric to quantify the distance between two entities, denoted as a and b. For instance, we can
utilize the absolute difference, |a — b||. Additionally, for each given value x, we can construct a
series of distances in ascending order, representing the distances from x to the various points
inside the sample. Specifically, d,(x) denotes the distance from x to the nearest point in the
sample, d,(x) represents the distance to the subsequent nearest point, and so forth. Let us
consider a set of data points, denoted as x,. We can define a function d;(x) as the minimum
absolute difference between x and any xt. Furthermore, we can determine the index i of the
closest sample by finding the argument that minimizes the absolute difference between x and
x¢. Using this information, we can define another function d,(x) as the minimum absolute

difference between x and any other sample x;, where j is equal to i. This process can be

repeated iteratively to define subsequent functions, such as d;(x), and so on.
2.7.4.2 Decision Tree (DT)

A decision tree is a hierarchical model used in supervised learning, where the local region is
determined through a series of iterative breaks, resulting in a more efficient process with fewer
steps [193]. A decision tree consists of internal decision nodes and terminal leaves. Every
decision node, denoted as m, incorporates a test function, f,,(x) which produces discrete
outcomes that are used to designate the branches. When provided with an input, a test is
executed at each node, resulting in the selection of one branch based on the test outcome.
The method commences from the root and is iteratively executed until a leaf node is
encountered, at which juncture the value inscribed within the leaf serves as the resultant
output. The decision tree can be classified as a nonparametric model due to its lack of
assumptions regarding the parametric form of class densities. Additionally, the structure of the
tree is not established in advance but rather evolves during the learning process by adding

branches and leaves based on the inherent complexity of the data.
2.7.4.3 Support Vector Machine (SVM)

Support vector machines (SVMs) are widely utilized in several domains for addressing classi-
fication, regression, and novelty detection tasks. One notable characteristic of support vector
machines is that the estimation of the model parameters aligns with a convex optimization
problem, so ensuring that any local solution is also a global optimum. The support vector ma-
chine (SVM) algorithm has been widely studied and discussed in the academic literature by
prominent researchers such as [194], [195], [196], [197], [198], and [199]. The Support Vector
Machine (SVM) is a classification algorithm that operates as a decision machine, meaning it

assigns data points to certain classes without providing posterior probabilities.
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2.7.5 Reinforcement Learning

Reinforcement learning is a computational approach that uses a given set of input training data
to establish matching patterns for a known output data set, with the ultimate objective of
optimizing long-term circumstances [132], [133]. To accomplish this objective, the algorithm
interfaces with ambient input, presenting characteristics like unsupervised learning in a
theoretical sense. According to [134], feedback loops are employed in this environmental
interaction to regularly update in response to alterations in the wireless network environment.
The inclusion of dynamic data sets enables the possibility to adapt and enhance operations
[119].

Other studies [120] [135] [137] on reinforcement learning approaches, including Partially
Observable Markov Decision Process (POMDP), Q-Learning, and Multi-Armed Bandit (MAB),
hold significant potential for the development of 5G networks. These techniques offer the ability
to optimize network parameters to attain optimal outcomes according to [120]. In [135] the
authors employed the Partially Observable Markov Decision Process (POMDP) framework to
address the challenges associated with transmission power control in energy harvesting sensor
nodes (EHS). Meanwhile, in [136] a cell outage management (COM) paradigm for
heterogeneous networks (HetNets) is suggested, wherein the control and data planes of the 5G

base stations are separated.

Whereas for research related to reinforcement and Fog radio access networks we have the
following [116], [138]-[147] which dealt with resource management algorithms for 5G. These
strategies possess a notable benefit compared to the conventional method of determining
decisions based on a predetermined utility threshold, since they efficiently acquire the optimal
decision thresholds from the Internet of Things (IoT) environment. Therefore, the Deep
Reinforcement Learning (DRL) approach demonstrates enhanced performance irrespective of

the specific environmental conditions.
2.8 Performance Evaluation

The measures employed to assess the efficiency of each approach created and evaluated
differ. Various techniques have been established for the identification and categorisation of 5G
FRAN applications. The outputs of detectors and classifiers are defined by certain parameters
that influence their performance level. Nonetheless, the reporting methodology for
performance metrics differs across scholarly articles. This variety might be ascribed to the

utilisation of diverse approaches for evaluating network applications.

Similar to all scientific research projects, the findings in this field are communicated using

quantifiable measurements. These metrics demonstrate the accuracy attained by the designed
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detector and classifier. Although several standard reporting metrics are available, certain
writers opt to employ their own reporting styles for findings. No technique is flawless; any
technique can deliver false negatives or false positives, depending on the applications

assessed, the FE methodology utilised, or the detectors and classifiers implemented.

The common metrics used in reporting the outcomes of detection and classification processes
include accuracy (ACC), error rate (ERR), false positive rate (FPR), true positive rate (TPR),
and precision (PREC). These metrics are dependent upon the four result variables in a binary

classification algorithm. The four result criteria are specified as follows:

e True positives (TP): This refers to the count of occasions where a detector's output

aligns with the class of interest as determined by an experienced professional.

e True negatives (TN): This refers to the accurate identification of the absence of the

relevant class by the detector.

o False positives (FP): This occurs when a detector inaccurately identifies an application
as one of interest, specifically referring to the quantity of classes misidentified and

categorised as relevant classes.

o False negatives (FN): This transpires when the relevant applications are overlooked.

False negatives are often referred to as missed calls.
The performance measuring metrics are defined as follows:

1. False positive rate (FPR): This is the proportion of applications of interest that are wrongly

detected by the detector; it can be mathematically expressed as:

FP
TP+FP

FPR =

2.1)

The best FPR is 0.0 while the worst is 1.0.

2. True positive rate (TPR): This is the proportion of classes of interest that are correctly
detected by the detector. The TPR is also known as sensitivity or recall. It can be mathe-

matically expressed as:

TP
TP+FN

TPR =

(2.2)

The best TPR is 1.0 while the worst is 0.0.
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3. Error rate (ERR): This is computed as the total number of all wrong predictions (FP and
FN) divided by the total number of prediction outcomes (FP, FN, TP, TN) of the dataset; it

can be mathematically expressed as:

ERR = FP+EN 2.3)

Total number of predictions

The best ERR is 0.0 while the worst is 1.0.

4. Accuracy (ACC): This is computed as the total number of correct predictions (TP and TN)
divided by the total number of prediction outcomes (FP, FN, TP, TN) of the dataset; it can

be mathematically expressed as:

ACC = TP+TN (2.4)

Total number of predictions

The best ACC is 1.0 while the worst is 0.0.

5. Precision (PREC): This is computed as the total number of correctly detected class of
interest divided by the total number of detection (both TP and FP) in the dataset; it can be

mathematically expressed as:

TP
TP+FP

PREC = (2.5)

The lower the number of FP predictions, the better the PREC value. Therefore, the best PREC
value is 1.0, while the worst is 0.0. Other metrics are used to further evaluate the performance
of detection and classification models. These metrics rely on combinations of the above met-
rics with the goal of gaining more insights and drawing conclusions about the performance of

models. They include:

6. Receiver-Operating-Characteristics curve (ROC): This is a plot of the FPR on the x-axis
against the TPR on the y-axis at various probability thresholds. It indicates the sensitivity
and specificity of a model at different thresholds, thereby enabling the selection of a point

that establishes the right trade-off.

7. Area Under the Curve (AUC): This is also a graphical metric that is used to assess the
overall performance of models, often associated with the ROC curve. The AUC represents
the area under the ROC curve, ranging from (0, 0) to (1, 1). The combination of the ROC
curve and AUC reveals how well a model can effectively differentiate between positive and

negative predictions.
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8. Precision-Recall (PR) Curve: This is another graphical metric that involves the plotting of
the recall (TPR) on the x-axis against the precision (PREC) on the y-axis. It is particularly

useful when working on imbalanced datasets, where one class is dominant over the other.

9. F4 Score: This is defined as the harmonic mean of precision (PREC) and recall (TPR) and

can be mathematically represented as:

recisionXrecall
Fy, = 2 x EECSORATE (2.6)
precision+recall

The best F; score is 1.0, while the worst is 0.0. The F; score integrates PREC and TPR into a

single metric to provide more insight about the model’s performance.

Each designed detector or classifier has a unique set of thresholds or sensitivity, subject to
what it is intended to be achieved. For instance, in a survey of a relatively divers application or
use cases such as the class of service for fog applications, the detector may be configured in
such a way that there are as few missed calls (FN) as possible due to the availability of few
datasets, but such a detector may have many FP. On the other hand, in a survey of a common
species with abundant datasets available, where an accurate index of detection or
classification is important, the detector can be configured in such a way that the sensitivity

level is low to reduce the number of FP detections and achieve high TPR [200].

Generally, it is common practice to adopt more than one metric to evaluate the performance
of a model. This is because of the limitations (or biases) that are associated with each of the
metrics and the characteristics of the dataset involved. For instance, the ACC performs poorly
in evaluating the performance of an imbalanced dataset, while a metric like the F1 score
combines PREC and TPR into one metric to provide more insight about the model's
performance on an imbalanced dataset. Moreover, the PR curve has been suggested to be
more advantageous than the ROC curve because of its ability to work on a skewed dataset,
owing to its independence on TN predictions [44]. In summary, the choice of performance
metrics to be adopted to evaluate the performance of a model will depend on the specifics of

the problems and the goal of the model.
2.9 Performance Metrics

CLASSIFICATION
PERFORMANCE EVALUATION

Accuracy

__ TruePositive(TP) + TrueNegative(TN)
- TotalSample

A

(2.7)
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The F1-score is a statistic that incorporates precision and recall, so providing a more
comprehensive evaluation. The utilisation of this technique proves to be particularly
advantageous when dealing with skewed datasets. The F1-score is a metric used in evaluation
that calculates the harmonic mean of accuracy and recall. accuracy is determined by dividing
the number of genuine positive results by the total number of positive results, while recall is
determined by dividing the number of true positive results by the total number of positive results
that should have been returned.

TP
TP + FP

Precision =

(2.8)

TP
TP + FN

Recall =

(2.9)

F1— Score = 2 X Precision xRecall (2'10)

Precision + Recall

2.10 Performance Metric

2.10.1 DT, SVM, K-NN, RF and ANN performance for difference T.

The machine learning algorithms tested were Decision Tree (DT), Support Vector Machine
(SVM), K-Nearest Neighbours, and Random Forest (RF) performance in terms of application
detection. The finding and result analysis process is presented in for different dimension,
with regards to accuracy, «a, sensitivity, &, false discovery rate (FDR), and area under curve
(AUC) as defined in [201]. Accuracy, @ measures the proportion of all instances positive and
negative that correctly classified, defined by (2.11).

_ TP+TN
" TP+FP+TN+FN

(2.11)

Meanwhile, true positive (TP) refers to the number of accurate positive forecasts, while false
positive (FP) represents the number of inaccurate positive predictions. True negative (TN) in-
dicates the number of accurate negative predictions, while false negative (FN) represents the

number of inaccurate negative predictions.

The sensitivity, also known as recall, §, is calculated as the number of true positives (TP)
divided by the sum of true positives (TP) and false negatives (FN) in the real positive examples.
The sensitivity, as described in references [202], refers to the accuracy of the detector in
detecting signals or classifying categories. A higher sensitivity number indicates a higher level

of detection correctness. This may be expressed using the following formula: 2.12.

TP

& = TP + FN

(2.12)
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Conversely, a low value of the FDR, 9, is preferred because it signifies that the output of the

detector is reliable. As indicated in (2.13).

9= 2 (2.13)

FP+TP

2.10.2 Decision Trees for Fog Computing application CoS

Within the realm of fog computing, a decision tree can function as a robust hierarchical
framework for effectively organising and processing data across remote FNes [203]. Every
FNe has the capability to function as a decision node, where it carries out a particular test
function f,,(x) to evaluate incoming data and choose the appropriate branch or node in the
network for further data processing [193]. In this procedure, like a conventional decision tree,
the starting point is the root node. This node can either represent the central cloud or a high-
level FNe. The process then proceeds recursively down the hierarchy until it reaches a terminal
leaf node. This leaf node serves as the ultimate processing point or decision-making entity
inside the fog network, producing the intended outcome or executing the necessary action.
This approach enables a flexible and data-driven model in fog computing, where the tree
structure adjusts to the intricacy of the processed data, optimizing the allocation of tasks
throughout the network. The tree expands by incorporating branches and leaves according to
the data's computing requirements and attributes, making it very compatible with the varied

and dispersed nature of fog situations.

In the context of classification tasks in fog computing, the decision tree utilises an impurity
measure to assess the efficiency of splits at each node. A pure split occurs when all data
objects reaching a node belong to the same class. This means that all data at a node
corresponds to a specific processing task or priority level in the context of fog computing. The
probability estimate for class E; at node d, which is determined by the number of data instances
M, and the number of instances belonging to class E; \ M}, plays a crucial role in guiding the
decision-making process and optimising data routing within the fog network.
The decision tree structure enables efficient data processing among scattered FNes as well
as the derivation of clear and understandable rules that guide the system's operation.
Alternatively, one can acquire these principles by direct learning, which offers a versatile

method for handling the intricate and ever-changing settings that are typical of fog computing.

~ Mt

P(E/x,d) =p}§ = M—Z (2.14)
T4 =— Y ~U5E pilog, p 2.15
a = T Lj=17 &i=1Pa;j 1082 Pyj (2.15)
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2.10.3 Random Forest (RT)

In the context of fog computing applications, a random forest can function as an effective
classifier for the management of complicated datasets that contain several types of services
[184]. More specifically, consider a dataset that has nine attributes and seven different
categories of service. In the context of this scenario, a random forest is comprised of a
collection of tree-structured classifiers denoted as {g(t,p),p =1,..}, where p denotes
independent random vectors that are identically distributed. Every tree in the forest performs
its own independent analysis of the input t and then casts a vote to determine which type of

service is the most suitable.

Decision trees are particularly useful in fog computing due to their capacity to adapt to the
unique characteristics of the data processed at various nodes dispersed across the network.
However, decision trees trained on different subsets of data may yield drastically different out-
comes, and the technique itself can incur significant computational costs. Moreover, once a
decision tree splits, it loses the ability to revisit previous decisions, potentially leading to poor

outcomes.

By training numerous decision trees simultaneously and pooling their results of those trees,
the random forest technique can successfully address these limitations. "Bagging" (bootstrap
aggregating) is a beneficial technique that stabilizes the model's predictions and reduces var-
iance. It is possible that this strategy may prove to be especially helpful in a fog computing
environment. It will ensure more reliable categorization throughout the distributed network by
leveraging the collective wisdom of numerous decision trees. By utilising this strategy, the fog
computing system can handle a wider variety of workloads that are dynamic in nature. The

dataset includes seven different classes of service associated with these workloads.
2.10.4 K-Nearest Neighbours (KNN)

The K-Nearest Neighbours (KNN) algorithm is a popular method in supervised learning that
classifies items based on their resemblance to other objects in pre-defined categories. The
degree of resemblance is commonly measured by computing the distances between data
points, with the Euclidean distance being the most used approach. The algorithm categorises
an item by considering the categories of its t closest neighbours, where t is a quantity set by
the user. The Euclidean distance is a crucial factor in evaluating proximity. It is calculated by
detecting the differences in attributes of neighbouring entities and combining them. Equation
2 mathematically represents this strategy, defining the Euclidean distance as the square root

of the total of the squared differences between comparable attributes of the entities [204][205].
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When considering Fog Computing, the utilisation of KNN can be extremely efficient when
applied to datasets that require the classification of services based on different attributes. Let's
take the example of a Fog Computing application that has 9 properties (features) and produces
7 distinct types of services. The KNN algorithm can be utilised to categorised incoming data
items, such as requests for various services, by identifying the category that most closely aligns
with the attributes of the request. The program will compute the Euclidean distance between
the new data point and all the existing data points in the dataset. It will then assign the service
class based on the maijority class among the t nearest neighbours. The use of KNN in Fog
Computing situations is highly beneficial because to its simplicity and efficacy in enabling quick
classification without requiring significant computational resources (Zhang, 2012; He et al.,
2018).

In addition, the K-nearest neighbours algorithm's capacity to operate efficiently with little
datasets, without requiring a complicated training phase, makes it very suitable for
decentralised Fog Computing infrastructures. Within systems that often disseminate data
across multiple edge devices, the local implementation of KNN can be utilised to classify
services promptly and accurately. This improves the responsiveness and efficiency of the fog
layer [206](Deng et al., 2019). The ability to select the distance metric gives KNN the flexibility
to adjust to the unique attributes of the dataset, hence enhancing its performance in Fog
Computing applications [207] (Duda, Hart, & Stork, 2001; Altman, 1992).

d(x,x;) = \/z;;l(xj — x;)? (2.16)

2.10.5 Support Vector Machines (SVM)

The Support Vector Machine (SVM) technique, which was first introduced by Vapnik and
Chervonenkis in 1963, originated from the discipline of statistical learning[208]. The method
aims to optimise hyperplanes to efficiently divide data points into discrete clusters. Meanwhile
Boser, Guyon, and Vapnik in [209] introduced nonlinear classifiers about three decades later
by applying the kernel approach to maximum-margin hyperplanes. This breakthrough greatly
increased the range of applications for SVM by allowing it to handle more complex data that is
not linearly separable. Cortes and Vapnik introduced the soft margin SVM, the current standard
form of SVM, in the mid-1990s. This version enables better generalization by allowing a certain

number of misclassifications [70, 138].

SVMs gained popularity due to their robustness and ability to effectively solve issues related
to classification, regression, and novelty detection. An important advantage of SVMs is that

the process of finding the model parameters requires solving a convex optimization problem.
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This guarantees that any solution found locally is also the global optimum. This characteristic
makes SVMs highly reliable for intricate datasets. A comprehensive understanding of SVMs
frequently requires a thorough comprehension of Lagrange multipliers. Therefore, it may be
advisable to revisit and familiarise oneself with these fundamental principles. To obtain more

information, individuals can consult seminal publications by [210][211][212][213].

Within the realm of fog computing, SVMs have significant utility in the processing and
categorisation of data at the network's periphery. An SVM, in a fog computing setting with nine
characteristics and seven categories, can categorised incoming data streams in real-time,
enabling effective decision-making close to the data origin. Utilizing Support SVMs in fog
computing guarantees quick response times and the ability to manage the varied and
dispersed characteristics of fog environments, thereby improving the overall effectiveness of

the system.
y(x) = maxy, (X) (2.17)
2.10.6 Artificial Neural Network (ANN)

An artificial neural network (ANN) is a machine learning model that emulates the learning
mechanism of the human brain[214]. An input layer gathers the data for processing, multiple
layers analyse the data, and an output layer generates the result. In ANNSs, the hidden layers
take intermediate inputs, assign random weights and biases to each input, and calculate
multiple weighted sums. Layers with weights and sums transfer these sums until they reach
the final layer. The final layer employs an activation function to calculate the output. We send
the inaccurate outputs back to the preceding layers (by backpropagation) based on a cost

function to adjust the weights until we obtain accurate responses.

The Fog computing applications structure of a multi-layer neural network. In classification
tasks, the objective of the neural network is to establish a mapping between a given collection
of input data and their corresponding classifications. Our primary objective is to train the neural
network to precisely associate each data point x; with its corresponding label y;. The input
space is characterised by the dimensionality of the raw data, denoted as y; € R". The output
layer has the dimensionality of the intended classification space. The construction of the output
layer will be further explained in the following section. Upon initial observation, it becomes
evident that there are numerous design enquiries pertaining to neural networks. What is the
optimal number of layers to use? What should be the size or magnitude of the layers? What is
the optimal design for the output layer? Which type of connections should be used between
layers: all-to-all or sparsified? What is the preferred method for mapping between layers: a

linear mapping or a nonlinear mapping? Like the tuning choices available for support vector
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machines (SVM) and classification trees, neural networks offer a substantial range of design

variables that can be adjusted to enhance performance.

ANNSs are composed of layers of interconnected nodes (neurons) that process input data to

learn complex patterns.

aj = O'(Z?=1 wijxi + b]) (218)
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2.11 Summary

5G necessitates a complete rethinking of mobile network design, particularly the RAN
architecture, because to the rapidly growing subscriber population, huge connectivity, massive
data, and new expectations for extremely low latency and higher data rates. An evaluation of
the current RAN designs for 5G mobile networks, especially CRAN, HCRAN, and FRAN, was
undertaken as a response. The goal was to explore the benefits of CRAN and HCRAN while
not disregarding the challenges that each network design encounters. Consequently, current
CRAN and HCRAN solutions were investigated. For energy efficiency, fronthaul capacity,
latency, and other factors, detailed summaries were supplied in tabular style. In the case of
FRAN, a different method was followed, with the focus being on resource categories within the

design layers and then an analysis of resource management system.
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CHAPTER:3 ADAPTIVE RESOURCE CONTROL IN 5G-FRANs USING
THE HSMM-BASED MOBILITY AWARE CELL ASSOCIATION
TECHNIQUE

3.1 Introduction

The unprecedented rise in internet usage is putting a strain on 5G networks, causing
management challenges and resource limitations. In this chapter bandwidth optimisation is
discussed by implement an algorithm that predict best condition to perform cell handover. This
also help with system level optimisation to keep up with high traffic demand, cellular networks
are changing from long established radio access networks (RANs) to next generation networks
with the addition of leading-edge technologies like cloud computing, fog computing, the
Internet of things (IoT), device-to-device (D2D), and vehicular communications [159]. The
administration of cell resources, specifically the optimal utilisation of bandwidth, poses a
significant challenge when utilising this extensive and diverse architecture. The data from
subscriber behaviour, such as the subscriber movement status, downlink rate demand, and
reports of cell load, can be used to inform cell association and bandwidth allocation
procedures, thereby optimising the system's capacity. Cell association is a crucial aspect of
resource management in 5G networks. As a result, [215]-[219] presents a few user cell
association systems. However, the incorporation of subscriber movement data in the cell
association approach has not received much attention. Subscriber movement modelling can
be used to anticipate the cells that provide the greatest rate by identifying the next desired

cells based on subscriber network activities.

The mobility prediction algorithm's ability to effectively forecast the results determines the
capabilities of mobility-based network bandwidth management schemes. The literature study
reveals various mobility prediction schemes utilised to ascertain the most probable upcoming
position the device will be in wireless systems. To increase forecast accuracy, mobility
prediction systems based on machine learning (ML) are provided in [220]-[226]. To decrease
the small cells transition message duration, a discrete time Markov chain (DTMC)-based
transfer prediction approach was created [227]. The subscriber movement history is used by
the predictive technique to identify potential transition events for small cells. Also shown was
a homogenous discrete Markov chain for controlling 5G subscriber movement patterns.
Moreover, the system used an n-step scheme to anticipate traffic overload and choose the
most direct routes between the active base stations. In contrast, stay time distributed
geometrically in DTMCs, where subscriber movement is presumptively memoryless. As a
result, the DTMC method just predicts the following cells without considering the time of arrival

and dwell duration. A continuous time Markov chain, on the other hand, presupposes that dwell
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time has a finite exponential distribution and no memory for forecasting subscriber movement.
The subscriber movement behaviours in cellular networks display memory features, which can
be evaluated than memoryless exponential distributions, according to the authors of [228]. As
a result, a semi-Markov model was provided in [222] and [229] for forecasting the next cell
transition as well as the holding time. The models do not, however, consider the impact of ping-
pong, incomplete data, and limited context challenges that are typically connected with real
edge customer mobility data for network capacity maximization. The fact that data generation
and usage are widely dispersed and situated at the network's edges is a significant feature of
the evolving RAN design. As a result, there is less latency and a higher quality of user
experience because information is closer to the end user devices (QoE). According to
published research, cloud radio access networks (CRANSs) use the idea of a centralised data
centre to handle a wide range of applications and a large amount of data. Large bandwidth
and extremely low latency should be provided through the fronthaul links for the centralised
baseband unit (BBU) pool. Since edge network connections are not designed to handle the
huge data problem, the transmission capacity is typically limited and time-delayed in real-time

applications.

Recent research has investigated how edge computing capabilities could be incorporated to
modern distributed computing architectures like mobile clouds, D2D, and fog computing to
address the CRAN challenges. To solve the challenge of rising traffic needs while improving
end-user QoE, the fog radio access network (FRAN) makes use of the CRAN and fog
computing. On base stations (BSs) and user devices, the FRAN architecture provides local
content handling and cooperative and decentralised radio resource management (UEs).
Additionally, because the fog architecture distributes basic network demands by placing
processing activities close to network edges, it offers better spectral and energy efficiency as
well as low latency. Therefore, by anticipating future cell mobility of users at the FNe, cell

association policies for dynamic bandwidth management in 5G-FRANs can be improved.

This work offers a cell association approach that takes subscriber movement in account to
dynamically manage bandwidth in 5G-FRANSs. The suggested method combines distributions
of duration period with information about cell identifications (cell-IDs) to create a hidden semi-
Markov model (HsMM) that predicts the next cell that will best meet downlink rate
requirements. To comprehend subscriber movement patterns, the proposed HsMM considers
ping-pong effects, missing values, and constrained context from wireless networks. The
remaining sections of this chapter are structured as follows. Section 3.2 develops the
subscriber movement prediction model. Section 3.3 discusses the steady state distribution of
users in cells. The process for tracking HsMM mobile users is highlighted in Section 3.4.
Section 3.5 introduced the suggested dynamic bandwidth control plan. Section 3.6 presents

the simulation findings. Section 3.7 brings the chapter to a close.
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3.2 User Mobility Prediction Model

A mobile user has both spatial and temporal attributes in a network. The spatial attribute
includes cell location of the user while temporal attribute indicates the user’s dwell time in a
designated cell area. The user’'s mobility is modelled as a semi-Markov process as opposed
to a continuous-time Markov process since the dwell time that occurs when a user is
associated to a cell is heavy-tailed distribution as described in [230] rather than being an
exponential distribution. The dwell times can be distributed freely in the semi-Markov process,
which can be thought of as an embedded Markov chain such that the moments that a user
associates with a new cell are the embedded points. Let T, be the time instant of the gth
transition and X, be the state at the gth transition. The user movement is represented by a
Markov renewal process {(X,, T,)} having discrete state space D = {1,2,..., k}, where ks the
total number of cells and D € D. A switch from a cell 4 to another ; signifies a state transition.
Suppose that the semi-Markov renewal process is homogeneous in time and the user u has
stayed in the ith cell for a period £. The time-homogeneous semi-Markov kernel, corresponding

to the transition probability of 4 from ith cell to jth cell is given as [222].
cﬂi’j(t) = :Pr(xcﬁ.l =j,g-'%+1 _:T% < t|Xq = l),q =0
= p;; Y, (D), (3.1)

Where p; ; indicates the probability that the user u would switch from ith cell to jth cell, obtained
as:
pij = lim A, ; ®)

= Pr (Xge1 = j1X, = ). (3.2)

Thus, the embedded Markov chain has a k& x & transition probability matrix:

P11 P12 0 Prk
4 = P?,l Pzz,z st,k (3.3)
Pki Pk2 - pri

Note that matrix A is a hollow matrix, that is, p;; = 0 since a user cannot switch from a cell to
itself.

Also, Y; ;(t) denotes the user’s dwell time distribution in ith cell when j is the future cell, given
by:

Yij(t) = B(Tge1 — Tg S tlXge1 = J, Xg = D). (3.4)
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Moreover, the dwell time probability distribution of u in ith cell irrespective of the subsequent
cell is given by:

9;(t) 2 P(Tysy — Ty < t[X, = 0). (3.5)

Hence, 9;(t) for which u is associated with the ith cell before moving to the next cell is ob-
tained as:

k
86 = ) Ay (©) (3.6)
j=1
Suppose the time-homogeneous semi-Markov process is H = (;,t € RY), having state
transient distribution as [222]:

W, () 2 P.(3, = jlHy = 1)

k t
= (1= 8:0)8i;+ Y [ W=D Ay @
r=1 0

dA;, r(T)

= (1 — 9;())8;,; + Tk 1ft W, ;(t — 1)dr, (3.7)

Where §; ; represent the Kronecker delta function such that §; ; equals 1 if | and j are equal,

and 0 is otherwise. Given that the process is a discrete-time homogeneous semi-Markov

process, (7) can expressed as:

W) =00 + XK B W (E - D), (3.8)

dAlT'( )

Where rh](t) and gl](t) represent (1 — ¥;(t))é; ; and respectively. Since the derivate

of A;,.(t) is derived as histogram distribution from trace data, ¢;,(f)can be further

approximated as:

A (1), t=1,

Air(f) — A, (E— 1), £>1. (3.9)

Ci,r(f) = {
Note that ¥; ;(f) is real square matrix, having each row add up to 1.

An estimation of the parameters of the semi-Markov model based on user states observation
is necessary to keep record of the user's movement. Suppose that 0, is the observed user-1D

in a specific location at time t, the k x ¢ observation probability matrix is given as:

bl,l bl,z o blc
p = |2 P22 P pep (3.10)
br1 Dbrz - bk,c

Where by, . is the conditional probability that the observed cell-ID at time ¢t is 0, = c, given that
the state of the useris X, = k.
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3.3 Steady-State Distribution of Users In Cells

The long-term average distribution of users across cells can be determined by computing the
steady-state distribution ¢ = [§;],1 < i < k, which represents the probability distribution of
users in cells at a given instance in time.

9@,
=, 3.1

El Z?:l ﬂ]w] ( )
where 9; and @; are the mean dwell time and the steady-state transition probability of a user

in cell i respectively. Note that w = [@,, @>, ..., @] is obtained by solving.
@A, Y o =1 (3.12)

The Markov state process is characterized by the initial state probability vector c, state
transition probability matrix <A, observation probability matrix B, and state duration probability
matrix © = [9,(t) 3 k € D]. This implies that the HsMM mobility prediction model can be
represented by A = (1,A,B8,0). The HsMM becomes an HMM when 9,(t) is given as a

geometric distribution.
3.4 HsMM Mobile User Tracking Process

The forward-backward and re-estimation schemes [231] are adopted for tracking the user’'s
state. The major steps of the HsMM training process are summarized as follows.
1. Obtain initial HSMM parameters 1. Initial estimates 1 = (#, A, B, ®) of the HsMM param-
eters are obtained from the observations 0, based on HsMM re-estimation algorithm.
2. Obtain current user state X, at time tt. From the measured user-ID observation se-
quence 0!, obtain the current state of the user at time t using the forward-backward
algorithm.
3. Obtain refined estimates 1. The initial HsMM parameter estimates 1 are refined using

the Baum-Welch based HsMM re-estimation algorithm on 0} to obtain 1 = (i, A, B, ©).
3.5 Proposed Dynamic Bandwidth Management

The HsMM-based prediction scheme is used by the fog server to create a mobility pattern by
tracking the user's movement across cells. The ability to forecast future mobility enables the
fog server to dynamically manage the bandwidths of accessible cells so that it may predict the
next user cell association to a specific cell at a particular time instance for the subsequent time
interval. Given a next cell probability vector and received signal strength (RSS) indicator, the
fog server estimates optimal cell of a user according to the downlink rate demands. Like [232],

the load of user ¢ on a cell k £ D is obtained as
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R
Ly = EUU (3.13)

where Ry and Rgy are the realistic and maximum achievable rates respectively. Also, the cell
load is obtained as

Lg(t) = Yuev kv Lxus (3.14)

where Ty is the indicator of the user-cell connectivity and U is the entire users in the network.

This implies that if u and x are connected, Tx; = 1 and Ty = 0 if they are not. The cell

load at a given time instance t signifies the number of active users at each cell. Hence, the

load of the system is given as
Ls(t) = [LI'LZ' ...,Lk]. (315)

Generally, users evenly share the downlink rate from a specific cell among each other. Thus,

for each Lk (t) € Lg(t), the effective downlink rate £y, for each user is given as

Exu () = f:(g). (3.16)

However, the process of comparing cell association condition and user’s requirement may
entail examining every probable cell in the system, which may not be realistic for a large D.

Consequently, it is important to derive an optimal solution that determines the maximum
downlink rate offering next cell for users’ association according to the rate requirements. The
downlink rate and next cell mobility-based optimal next cell prediction is characterized as a
convex problem, which is solved using the Lagrangian dual decomposition approach to obtain

a k xu user-cell connectivity matrix at time (t + ).

Ti1 T2 Tiu

" | T T,
At + ) a1 m22 2U1, e {0,1}. (3.17)

1 Tk Tevu
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The procedures of the HsMM-based mobility aware cell association method is outlined in
Algorithm 1.

Algorithm 1: HsMM-based mobility aware cell associated procedure

Procedure CELLASSOCIATION(A, N, k,rq, R;;,)
Input: Dataset A, number of users N, total number of cells k, rate requirement r;,, available
resources Ry,.
Output: Optimal cell k4,
Data Pre-processing:
Transform cell-ID to numeric integers: A
Represent 4 as sequential cell-IDs, 4 =
Eliminate ping-pong effects 4 = 4;
HsMM Training:
repeat
perform HsMM training process as described in section 1V;
until u; = end;
The next cell probability matrix M
Cell Association Matching
Compute optimal cell for each user u;
repeat
update A;
repeat
update predicted next cell from M;
set r,
obtain new cell k
update T
until Ry, >, keD;
until u; = end;
Obtained optimal cell K,,,4,, from updated A
End procedure

A;
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3.6 Experimental and Simulation Results

The two main properties of the semi-Markov process; transition probability matrix A and dwell
time distribution 9; are used to represent user mobility in the 5G-FRAN system. Experimentally,
A and 9; have been determined using the user movement trace dataset from Crawdad
Laboratory [233]. The recording was obtained from 10 participants at Rice Community,
Houston, Texas, USA, over the period of 3 to 6 weeks. The datasets include a timestamp in
hours, minutes, and seconds, the cell identification number (cell-ID), received signal strengths,
and other information. The timestamp and related cell-IDs were chosen from the trace dataset.
The data for each user is divided to 70% for training and 30% for testing to determine the

performance of the user mobility model.
3.6.1 Data Preprocessing

The raw data is pre-processed to resolve missing and redundant values in the dataset before
sending the data into the HsMM. Figure 3.1 shows the stepwise data pre-processing stages of
the user mobility trace dataset. The cell-IDs are transformed to numeric integers in the first
step, while the numeric cell-IDs are further represented as sequential cell-IDs in the sec step.
This is to ensure that the datasets are appropriately labelled and suitable for next cell prediction
using HsMM. Each sequential cell-ID in the table represents a class. Thereafter, the dwell time
for a user at each cell is determined by the date and time, comprising all the user’'s mobility

data for predicting the subsequent cell.
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It was observed in the data that the user’s equipment occasionally suffered ping pong effects
at certain areas. This suggests that users frequently re-associate to a different cell in a brief

period. The ping pong transitions are eliminated from the user’s initial cell association se-
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Figure 3.1: Feature associate estimate

quence by locating each transition and creating a cluster state that includes all the discovered
ping-pong transitions. The dominating cell that the user has always connected among the cells
in the cluster state then replaces each discovered ping-pong transition. Hence, only well re-

fined datasets are used to develop the HsMM.
3.6.2 HsMM Prediction Performance

A prediction of the mobility pattern is performed using the HsMM up to the next 10. 800 sec

period and compared with the actual mobility pattern to derive the number of correct a. and
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incorrect a; next cell predictions. Hence, the HsMM prediction accuracy is obtained as a ratio
of U2 and U8, given by
ac

Ao = (3.18)

acta;

Figure 3.2 shows the next cell prediction accuracies for 10 users. The observation time interval
w is varied at every 900 sec in the range of 900 < w < 3600 sec to determine the optimal
observation sequence length. The result shows that the minimum and maximum prediction
accuracy varies from Aqc= 55.7% to A = 60.1% and A;¢ = 99.5% to A = 100% respectively.
For example, user 3 yields A;c = 100% at w = 1800 sec while the minimum accuracy of the
same user is 98.1% at w = 900 sec. Moreover, considering the average accuracy of all users
at each w, the result further indicates that utilising an observation time interval of w = 2700 sec

exhibits the best accuracy of A = 85.77% in the HsMM-based user mobility prediction model.
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Figure 3.2: Next cell prediction accuracies for w =900s, 1800s, 2700s, 3600s

3.6.3 User satisfaction performance analysis

The proposed HsMM-based mobility aware cell association scheme enables the system to
dynamically locate the best cell that satisfies downlink rate requirement of users by utilizing
the next cell information with the intended rate requirements. Unlike assigning a user to a
congested cell, the proposed scheme detects congestion proactively using the information on

next cell mobility and rate requirements. This implies that at time t the next cell with the highest
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offering rate for time t + £ is predicted as described in Algorithm 1. The proportion of satisfied

users in the network is analysed using a user satisfaction percentage, given by
F = (24 (%) +v) x 100, (3.19)
where R, is the desirable downlink rate and R, is the user’s assigned rate.

Figure 3.3 indicates the percentage of user satisfaction using the proposed HsMM, reference
signal received power (RSRP), and long short-term memory (LSTM) based cell association
schemes. The RSRP approach does not require the mobility prediction information of users,

while the LSTM functions like HsMM. The results are based on using an observation time
60
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Figure 3.3: User satisfaction according to downlink rate allocation

interval w = 2700 secs since it produces the optimal next cell prediction accuracy. The HsMM-
based mobility aware cell connectivity approach yields a user satisfaction of 59.2% with the
offered rate at new cells compared to the LSTM scheme which exhibits 57.8% user satisfaction
and RSRP producing 35.7% user satisfaction based on their request.

3.7 Summary

This chapter presents a cell association technique that focuses on subscriber movement to
manage bandwidth in 5G fog radio access networks (5G-FRANs) with anticipation. The
proposed approach integrates probability distributions of time intervals with cell identifications
(cell IDs) to construct a hidden semi-Markov model (HsMM) that predicts the most suitable
next cell for meeting downstream rate requirements. Furthermore, the optimal cell that
achieves the highest rate is determined based on the chosen optimization strategy. The

suggested Hidden semi-Markov Model (HsMM) takes into consideration the ping-pong effects,
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absent values, and restrictive environment from wireless networks to understand user traffic
situations. The results indicate that the HsMM-based method achieves a high level of accuracy
with respect to the number of observation time intervals. Furthermore, in comparison to the

existing system, the suggested approach leads to a higher level of user satisfaction.
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CHAPTER:4 EIGEN DECOMPOSITION BASED FEATURE EXTRACTION
METHODS FOR 5G FRAN

4.1 Introduction

Feature extraction (FE) [234] is crucial in fog computing applications (FCAs) within 5G FRAN
because of the distinctive attributes of dispersed computing environments and the real-time
requirements of 5G services. Various loT devices and sensors produce substantial quantities
of data at the network edge in 5G FRAN. Directly processing this raw data is resource-intensive
and inefficient, especially in latency-sensitive applications such as autonomous driving, smart
healthcare, or real-time video analytics. Hence, the use of FE mitigates these challenges by
converting raw data into a collection of essential, representative characteristics, therefore
substantially decreasing the data's dimensionality. This improves computing performance and
reduces communication overhead between edge devices and the cloud or central servers.
Furthermore, collecting relevant characteristics at the fog layer facilitates expedited decision-
making near the data source, improving response times and reducing latency, which is
essential for adhering to the rigorous service-level agreements (SLAs) in the 5G network. 5G
FRAN incorporating FE may lessen the effects of noisy, redundant, or unnecessary data by
focussing on the important features. This could lead to more accurate and reliable machine
learning (ML) models used in the fog environment. FE enhances resource efficiency while

guaranteeing real-time, scalable, and intelligent service provision in 5G FRAN.

As, this chapter focusses on implementing eigen decomposition-based FE (ED-FE) methods,
which are suggested to enhance the effectiveness of ML algorithms for the detection and
classification. From literature, the two ED based FE methods to be discussed in this section
principal component analysis (PCA) and linear discriminant analysis (LDA). Both methods will
modified to extract important information from the 5G FRAN dataset. The are five, £ dataset
samples sizes, t, and along with incremental addition of noise, ¢. The dataset, A is a matrix,
m X n, which get to be amended with the addition of noise, ¢, and the #-dimension are changed
by samples sizes, 7. The changes of the dataset , A, size move from testing the complete
dataset to testing only two percent of data. This assist in testing the ML models robustness,
generalization and overall evaluation. As a result, the study's primary contributions are the

identification of applications and the classification of service categories in order of priority.
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Dataset structure:
A dataset of m samples and n features.

The dataset is represented by a matrix A of size m X n:

all alz es aln
a a e Ay
A=|70R TR (4.1)
An1 Am2 ° Amn
Where each row a; = [a;;  a;, *° »@Qin] represents a single sample, and each column a;

represents a feature across all samples.
Feature Vector Notation:

Each sample a; can be represented as an n-dimensional vector:

Target Vector:

Let y represent the vector of labels for all samples, where:

Y1
y= lyf‘, 4.3)
Ym

Where y; is the label corresponding to the sample x;. For classification, y; that is categorical
CoS.

Data Size Adjustment
T =€ R™",y' e R/,
4.2 Eigen decomposition

Given a dataset matrix, A, ED is the process of decomposing A to eigenvectors B
A=1A1 Az - ay|,

to eigenvectors B,
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B =|by by - by, (4.4)

and corresponding eigenvalues, C,

¢, 0 - 0
c=|° & 0 (4.5)
0 0 Cm
Each column in Equation (4.5) indicates an eigenvector in A and Eq. (4.5) is a diagonal
matrix whose diagonal elements give the corresponding eigenvalues of the eigenvectors.
The above equations can be expressed as:
AB = BC,
A=BCB™. (4.6)

The decomposition of A in terms of B and its corresponding C provides useful information about
the properties of the matrix. This simplifies the analysis of complex problems and thus,
enhances the understanding of the behaviour of the system. ED is significant in ML because
it is involved in optimization problems and has a wide range of applications such as spectral
analysis, quantum mechanics, structural engineering, stability analysis, image compression,

probability theory, and stochastic processes ([235].
4.3 Singular Value Decomposition

The application of singular value decomposition (SVD) is a key component in several ED
schemes because of its effectiveness for matrix factorisation. SVD decomposes a matrix A of
size m X n into three separate matrices: A = UKVT. In this context, U is an m x n orthogonal
matrix with columns referred to as the left singular vectors, K is a n x n diagonal matrix that
contains the singular values, and V is an n X n orthogonal matrix whose columns denote the
right singular vectors [236]. The diagonal members of M stand for the singular values, which
are non-negative and usually arranged in descending order. This shows how much variation
there is in each dimension of the matrix. Hence, SVD is a good tool for reducing the number
of dimensions since keeping only the largest singular values is usually enough to copy the

original data with little information loss [237].

The significance of SVD transcends dimensionality reduction; it is also crucial for noise
reduction and image compression. By eliminating minor singular values in K, SVD efficiently
mitigates noise, thereby improving the quality of data representation [238]. In image

processing, SVD enables compression by approximating image pixels with just the most
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significant singular values and their related singular vectors, thereby minimising storage needs
while maintaining visual integrity. Additionally, recommender engines employ low-rank matrix
approximations derived from SVD to forecast user preferences by representing user item
interactions with less complexity [239]. The varied uses highlight the adaptability and

importance of SVD in computational methods and data analysis.
In defining SVD, 4 € R™" is decomposed as [240]:
A=UKVT, 4.7

U and V are unitary matrices with orthonormal columns in R™*"™ and R™", respectively, where
T denotes the transpose. A diagonal matrix with zeros off the diagonal and non-negative
elements on the diagonal is denoted by the symbol K € R™". The left singular vectors of 4,
which correspond to the columns of K, carry information about the column space of A. Because
the vectors are arranged hierarchically, U; is prioritised over U,, and so forth. The right singular
vectors of A, which represent the information about A’'s row space, are represented by the
columns of V. K € C"™™'s diagonal elements are singular values that represent the relative
importance of U and V7. These components are arranged in decreasing order, such k; > k, >
-+ >k > 0. Consequently, SVD in Equation (4.7) represent the factorisation of A into several

intrinsic components, each of which has a distinct meaning on the application.

The number of non-zero items in K is limited to n when m > n. The additional rows of zeros in
K are eliminated, leaving just the first m singular values. The term economic SVD [241] is used
in the literature to describe this notion. The singular values and related singular vectors
required to precisely represent A are the sole numbers that the economic SVD computes. The

economy SVD of A is therefore described as follows:

TR T | LR U | e £
- - - yr - - -
R LA | A @8)
L = oo o Kfl- - - v - = -
Umxn
Kgnxn | ynxn

The fact that SVD offers a hierarchy of low-rank menu to useful for reducing dimensionality
while maintaining the correctness of the decomposition, consequently, while enhancing

execution time and storage needs.
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4.4 Feature Extraction Methods

In the literature FE techniques such as PCA [242][243], LDA [244], and Independent
Component Analysis (ICA) [245] have been considered to mitigate multicollinearity by creating
new, uncorrelated features. The following section details adapting the PCA with ML for the
classification of fog applications. The following subsections details the process of the PCA and
LDA as possible FE methods to adopted with ML for 5G FRAN applications.

4.4.1 Principal Component Analysis

PCA continues to be an effective tool for identifying intrinsic features from datasets [226][184].
PCA, conceived by Karl Pearson in 1901 [246], is a longstanding and well-established
approach, supported by several implementation theories. The PCA technique adheres to a
statistical interpretation of the SVD. The method offers a hierarchical coordinate framework to

depict the statistical variance within the dataset.

PCA reduces high-dimensional data, 4, into a lower-dimensional space that encapsulates the
most significant statistical variances of the original dataset. The dimensions are arranged
hierarchically, from the most significant to the least significant statistical variance in the
datasets. The PCA method executes an orthogonal transformation to turn a collection of
correlated variables into a new set of linearly uncorrelated variables known as principal
components (PCs). The scheme guarantees that the first PC possesses the highest variance
in the dataset, the second PC has the subsequent highest variance, and so on. PCA often

captures the heterogeneity in the dataset within the initial PCs.

Given a dataset, A, whose observations are arranged in column-vector format as:

I
AeR™ M =[A; A, - A, (4.9)

Step 1: Data Normalisation. The normalization process ensures that each variable contributes
equally to the computation and assists in the characterization of PCs along the axes of highest
variation. By putting variables in the middle of the distribution, mean centering reduces bias
and keep variables with large mean values from dominating the analysis, which leads to a

fairer presentation of the data.

This phase is critical because of the PCA's sensitivity to the mean values of the initial variables.
It is not unusual for certain variables to possess greater values than others, which may
introduce bias into the study. We effectively reduce the impact of variables with elevated mean

values by individually reducing the mean from each column. Therefore, we conduct data
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normalisation to ensure that the calculated PCs accurately reflect the intrinsic variation in the

dataset, not just the variables with large magnitudes.

Normalisation is achieved by first calculating the mean, a, of Equation (4.9) as specified by:

a=-(XL,ay), (4.10)

n

where a;; represent the elements at the i-th row and i-th column. Thereafter, a mean matrix,

A, is computed by multiplying an all-ones column vector of size n with 2 as:
a. (4.11)

Subsequently, the mean-centred (normalization) data is obtained by subtracting A, from A as:
X=A-A, (4.12)
Here all variables in X is given in the standardised uniform scale.

“Step 2: PCs computation using SVD helps to improve numerical stability and efficiency of an
model. Essentially, SVD saves time by removing the need for additional sorting necessary to
understand the hierarchical order of PCs. Consequently, the matrices of the PCs and their

associated coefficients are derived by executing the SVD on X as:
X € R™" = UKVT, (4.13)

As shown in Equation (4.13), the columns of the right singular matrix, V, show the PCs, which
are the directions of the dataset's axes with the biggest differences. The columns of the singu-
lar values, K, show the coefficients that correspond each PC and show how much each PC

varies.

We arrange the coefficients in descending order. Equation (4.13) effectively sets the number
of PCs and coefficients to equal the number of original variables in A. Consequently, for an n-

dimensional dataset, there are n-eigenvectors and n-eigenvalues. Representing the PCs as:

13C1,1 ijcl,z iicl,n
Pc — PC?,l PC.2,2 PC?,n ) (4_14)
Pcn,l ijn,z ﬁn,n
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The calculated PCs using PCA facilitate the interpretation of datasets in a reduced-dimensional
space while maintaining their informational integrity. Some writers contend that PCA is only a
'dimensionality reduction’ instrument for 'big data' prior to analysis, yet, it is a versatile method
for discerning structure within high-dimensional datasets [247]. The PCs derived through PCA
do not depend on pre-established basis functions; instead, they are contingent upon the
intrinsic nature, structure, and attributes of the dataset. This renders PCA an adaptable method
for data analysis. Different literature have presented a variation and adaptations of PCA for
analysing various data types, tailored to certain objectives [241][248]. The goal of this work is
to use the PCs from PCA to build feature vectors for ML. Specifically, these vectors will be

used to find and group service classes in fog or edge computing applications.
4.4.2 Proposed Principal Component Feature Vectors for Machine Learning

This work involves using the PCs derived from PCA in the construction of feature vectors for
ML. The suggested feature vectors based on PCs are generated by projecting X with a chosen
number of P.. Consequently, a certain quantity of P., referred to as £, is chosen to map the

initial data, X, into a n x 8 low-dimensional space labelled as D:
5 - Xﬁc,

where X € R™™ and P, € R™*F. As aresult, D € R™# represents low-dimensional data. As a

result, the low-dimensional data, D, is expressed as an n x § matrix:

Dy1 Dy 51,/3
5 =|D21 Dz Dag| (4.15)
Dln,l Dln,2 Dln,ﬁ

Equation (4.15) denotes the original data A € R™™ transformed into n x 8 D € R™£. The
matrix D will be utilised to build an appropriate matrix of feature vectors for application with the

ML in the detection and classification of FCAs.

The P, is calculated for each A, in Equation (4.4) as detailed from Step 1 to Step 2. A certain
quantity of B is chosen to project the calculated P. as delineated in Equation (4.14).

Subsequently, every single feature vector, H,, is derived by calculating the column-wise

average of Equation (4.15) for each X, as follows:
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H, = [Um Orp o GT,[;], (4.16)

where T =1,2,...,h. Consequently, given t, the feature vectors generated for each H, are

reorganised to create the feature matrix, H, for the machine learning model as specified by:

011 012 °° O1p
0-21 0-22 e 0-2’p

=17 A . (4.17)
On1 Onp2 ... Onp

Each H denotes the feature vectors of a segment of the sampled datasets, 7, which may
consist of. The number of PCs chosen for D directly influences the ML's computational burden
and efficacy. Therefore, we will simulate multiple values of p for each ¢ in the experiment to
determine the optimal p value. Algorithm 2 provides a summary of the PCA-FE procedure as

outlined in this study.

Algorithm 2: Feature Extraction with Principal Component Analysis

Input: [a, 7, £]

Output: H

Decide the portion of a to be taken from A by

Transform t to h numbers of A with respect to ¢ and ¢

Calculate the P. from Step 1 to Step 2

Calculate D from Equation (4.15)

Compute H, from D as described in Equation (4.16)

Do horizontal concatenation for each H, to obtain H for respective T as described in
Equation (4.17)

NGO RWN =

4.4.3 Numerical Example of PC Features Vectors

Given that a portion of the FCAs dataset is to be analysed, and its data matrix is represented

as:
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—0.3505 0.2236 —0.4082 -0.6464 -—0.6007 2.7884 0.7437 —0.6982 2.2917 1
0.0606 0.2236 —0.4082 -0.6463 -—0.9589 —0.5467 -—1.2888 —0.6985 -—0.4329
2.5302 0.2236 —0.4082 -0.6464 -—1.0418 -0.5304 -—1.2527 -0.6984 -—0.3620

_|—0.3404 0.2236 —0.4082 0.2050 2.2339 —0.4346 -0.5921 19506 -—0.0039 . (4.18)

—0.3375 0.2236 1.0206  2.3315 0.8320 —0.6433 -1.0075 1.8154 —0.4350
25274  0.2236 —0.4082 -0.6462 -09721 -0.5763 -1.5141 -0.6986 —0.1260
1—0.3486 —1.3416 -1.8371 09759 0.0017 -0.61.57 0.1900 —0.6523 —0.4349-

The method for calculating the PCs is as follows. Equation (4.18) is normalised utilising Equa-

tions (4.10) - (4.12) to obtain the mean centred data X as:

0.0009  0.0003 .. -—0.0022
= 0.0?23 —0.(3067 —0.(:)028 _ (4.19)
—0.0023 -0.0000 .. 0.0047

As previously mentioned, SVD offers a more numerically stable and efficient method for
calculating of the PCs. Consequently, the SVD procedure is executed on X to get the PCs and

their associated coefficients utilising the economy SVD as:
A = UKVT,
where,

[0.0009  0.0003 —0.0036 —0.0042 -0.0011 0.0016 —0.0018 -—0.0018 —0.0022]

27200x5 10.0023 —0.0067 0.0047 —0.0003 0.0007 —0.0003 -—0.0014 0.0000 —0.0028]|
A € R127400x9 — . . . . . . . . .

: : : : : : H : : (420)
0.0022 —0.0052 0.0038 —0.0008 0.0006 —0.0008  —0.0002 0.0002 0.0017

—0.0023 —0.0000 0.0015 —0.0045 0.0041 0.0025 0.0010  0.0006 0.0047
comprises left singular vectors,

r601.996  0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 7
0.000 494.683 0.000 0.000 0.000 0.000 0.000 0.000 0.000
0.000 0.000 419.546 0.000 0.000 0.000 0.000 0.000 0.000
0.000 0.000 0.000 384.558 0.000 0.000 0.000 0.000 0.000

K € R =| 0.000 0.000 0.000 0.000 251.743 0.000 0.000 0.000 0.000 4.21)

0.000 0.000 0.000 0.000 0.000 211.996 0.000 0.000 0.000

0.000 0.000 0.000 0.000 0.000 0.000 204.404 0.000 0.000

0.000 0.000 0.000 0.000 0.000 0.000 0.000 192.835 0.000

L 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 167.525J

is the singular values indicating the corresponding coefficients of the PC in descending order

and,

r 0.1610 0.3121 0.2971 —-0.4865 -—0.4975 0.1682 0.0194 —0.4804 0.2116 7
—0.5253 —-0.0004 —0.0835 0.0612 0.0748 [0.4912| |0.5301| 0.0156 0.4304

—0.0388 —0.5941 0.0991 —0.0220 03281 —0.3370 —0.0154 0.4619
—0.06557 0.2843  0.1804  0.2127 03484 —0.3659 —0.0446
VT e R™9=| 00807 03114 —0.3438 —0.3491 01220 03086 —0.2726 —0.4857 (4.22)
—-0.1165 —0.2955 0.3727  0.2854 02088 —0.3167 —0.6734 —0.0136
—0.1153 03116  0.0272  0.4030 —0.0790 —0.6400 0.0120 —0.1308

0.0900 0.3503 —-0.3033 -0.3506 |[06717| -0.1577 0.2130 —0.3543 —0.0849
L —0.6723  0.0626 —0.4229 -0.2383 -0.2009 -0.0920 -0.4798 -0.1074 —0.1339
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is the right singular vectors representing matrix P. of Equation (4.14). In other words, the col-
umn of Equation (4.22) represents the PCs. Note that the PCs are hierarchically arranged
according to the ordered structure of Equation (4.21), that is, the largest coefficient in Equation
(4.21) (601.996) indicates the position of the first PC (column one in Equation (4.23)). Figure
4.1 provides insights into the amount of information captured by each PC and the cumulative

information captured by a combination of PCs.

(a) Variance of the PCs 1(b) Cumulative Variance (c)1CumuIative Variance Effect
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Figure 4.1: (a) Proportion of information captured by each PC, (b) cumulative variance described
by a combination of PCs, and (c) incremental contribution of additional PC to the
cumulative variance.

Figure 4.1 (a) shows the proportion of the described variance by each PC. The bar plot shows
that the first PC accounts for 31.61% of the information in the original data, the second PC
accounts for 21.34%, the third PC accounts for 15.35% and so on. It is evident that the first
few PCs capture most of the variance, while the later PCs contribute less to the overall
information. For example, while the first and second PCs account for 31.61% and 21.34% of
the information, the fourth and fifth PCs account for only 12.92% and 5.52% respectively.
Consequently, the dimension of the original data can be reduced while retaining the most
important information since the top PCs account for most of the variance in the data. Hence,

the reduction in dimension simplifies the data presentation, making subsequent analysis and
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modelling more efficient. The bar plot expounds on the importance of each PC in capturing the

variance in the data.

The cumulative variance plot in Figure 4.1(b) shows the accrued ratio of variance described
by a combination of PCs. The cumulative sum represents the proportion of the total variance
described by the PC. The percentage of the cumulatively described variance is computed by
dividing the cumulative sum by the sum of all eigenvalues. This information is important as it

gives guidelines on the optimal number of PCs to be retained for analysis.

Furthermore, the stair plot in Figure 4.1(c) gives more illustration on the cumulative variance.
It explains how much of the total variance is described by each addition of a PC. Each step of
the stair plot indicates a step-like progression showing the incremental contribution of an ad-
ditional PC to the cumulative variance. This helps in assessing the trade-off between dimen-
sionality reduction and information retention. For instance, a combination of the first four PCs

accounts for 81% of the information in the original data.

Therefore, mean centred data can be projected to low-dimensional space by selecting f-num-
bers of PCs to obtain the transformed data in a new feature space. For instance, if § = 5,X €

R™*™ s projected by the first-five PCs to low-dimension data as defined by:

1.8476 2.6497  2.0291 -0.3513 -—1.3334
—0.4752 -0.6773 —-0.9915 0.8523 —0.6048

X =e R™F = XP, = (4.23)

1.3360 —2.5567 15964 —0.2954 0.1533
—-1.3746 -0.0022 0.6273 —1.7219 1.0319

Linear Discriminant Analysis (LDA)

The LDA, often known as Fisher's discriminant analysis (FDA), is used in the fields of pattern
classification and dimensionality reduction [249] [250]. This statistical technique is also utilised
in various other disciplines like, biometrics [251][252], bioinformatics [253], and chemistry
[254]. Its primary objective is to identify a linear combination of attributes that effectively
describes or distinguishes multiple classes of objects or events. The LDA technique is used to
reduce the dimensionality of a dataset by optimising the ratio of within-class variance to
between-class variance, hence ensuring the highest possible level of class separability. In
[249] the visualisation and analysis of lower-dimensional spaces or variables can be facilitated
using of various ML tools. The LDA algorithm accomplishes this transition through three
fundamental phases; Firstly, it calculates the separability, or between-class variance, among
different classes. Secondly, it computes the distance between each sample within a class and
the mean, also known as within-class variance. Lastly, it constructs a lower dimensional space

that minimises within-class variance and maximises between-class variance [249].
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Step 1: Between-class variance calculation

The between-class variance (Gs), also known as the between-class matrix, quantifies the
dissimilarity between the mean of the tth class (u;) and the overall mean (u). The LDA
technique aims to identify a lower dimensional space that maximises the variation between

classes [249]. For instance, considering a matrix 4, which is specified as:

a1 Q12 -+ Qn
az1 Q22 -+ Qyp

Apn = F P (4.24)
Ui Gmz - Apg

where each sample, a,,, is indicative of a point in a space of dimension [. Thus, [ features
(a, € R™) can represent each sample. In evaluating the efficacy of the LDA feature extraction
method, the dimension n is a crucial criterion n, as will be elaborated upon subsequently, de-
termines the dimension of the feature vector derived through the LDA method. When dividing

A, into p classes according to the following definition:

L3
Apn = ¢2 ’ (4.25)

¥p
where v, is a matrix in A,,, , (¥, € A, ). Also, assume that each class has y samples, where
X- denotes the number of samples of the tth class. Thus, the total number of samples (v) can

be represented mathematically as:
v=YP_ X (4.26)

Consequently, to calculate (Ggs), the difference in distance (d; — d) between the various clas-

ses is initially ascertained according to the definition in [249] and Equation 4.27:

(de =) =ZTp = Z"W)? = Z" (i — ) (U — W' Z, (4.27)

In the given context, d denotes an approximation of the overall mean across all classes d =
ZTu, whereas d, represents an approximation of the mean for the tth class Z7pu,. The LDA's
transformation matrix is represented by the symbol Z, where u,(1 x 1) represents the mean of
the tth class as specified in Equation (4.28), and u(1 x l) represents the sum mean of all

classes as specified in Equation (4.29) [249].

pe = fczafﬂ,,c a, (4.28)
1sn 5§ &
u= ;ZT=1 ar = Z‘l,':l;lj"[' (4.29)
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The formula (u, — u)(u, — 1)© represents the difference in distance between the mean of the
tth class (1) and the total mean () in Equation (4.27). This is also referred to as the between-

class variance of the tth class G . Consequently, Equation (4.27) can be expressed as [249]:
(d;—d)?*=7"Gs Z (4.30)

Consequently, the calculation for the total between-class variance, which is the sum of all the

tth between-class variances, is as follows [249]:
GS = Z‘f:l ETGST' (431)
Step 2: Within-class variance calculation

The variation between samples and the class's mean is represented by the within-class

variance (G.), which is also known as the within-class matrix. LDA, identifies a space with fewer

dimensions to reduce the variance within classes [249]. In accordance with [249] the

computation of the within-class variance for each class G?w is given by:

Za,ez/;c,czl,...,g(ZTaT - d)z = Zapezpc,gzl,...,p A GSCZ: (4.33)

Ge, is defined as [255]:

G., = Ziil(a‘rc _ﬂc(a‘rq - ﬂc)e' (4-34)

So
The tth samples in the ¢th class are denoted by a,.. The total within-class variance, as defined
in reference [249], is equivalent to the sum of all the tth within-class variances.

Ge = X%=1Go,- (4.35)

Step 3: Lower dimensional space construction

Subsequently, the transformation matrix (Z) of the LDA technique is estimated utilising the

between-class variance (Gs) and within-class variance (Gy,), as [249]:

VANRY A
ZTGyz’

(4.36)

arg max
& V4

where Equation (4.36) is the Fisher's criterion. The LDA method is therefore occasionally re-
ferred to as Fisher's discriminant analysis. The modified form of Equation (4.36) is Equation
(4.37) [249]:

GyZ = nGZ. (4.37)
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The eigenvalues of the transformation matrix Z are denoted by m in Equation (4.37). By
calculating the eigenvalues (m = my,m,,...,mp) and eigenvectors (& = @4, P,,....,dp), the
solution to the n x n transformation matrix (Z = G(;lGS) can be obtained. ¢ denotes non-zero
vectors that represent the directions of the new space, while & are scalar values. This signifies
that every & corresponds to an axis in the LDA space, and the n value associated with each
@ signifies the magnitude [249]. The @ with the largest eigenvalue and, hence, the highest
variance is the first LDA variable. This indicates that it conveys the most information
achievable. As a result, the eigenvector is presented in decreasing order based on the
message it contains. This method of arraying the LDA variables allows for dimensionality
reduction with negligible or no information loss. With the dimension, n, indicating the number
of LDA variables, these LDA variables can be created as a linear combination of the

applications to be analysed.
The SVD factorizes the transformation matrix Z into three matrices:
X =UkvT (4.38)

where U is the left singular vector, K is a diagonal matrix, and V is the right singular vector with
a n X n dimension. The 1 are the entries of the diagonal of K arranged in descending order

while the w are the & or the LDA variables.
4.4.4 Proposed Linear Discriminant Analysis Feature Vector for Machine Learning

In this section, we reconstruct the LDA variables obtained from Equation (4.38) to create a
feature vector that can be utilised with the ML algorithms for the automated detection of service
classes in FCAs. It is crucial to demonstrate the method by which the dimension, denoted as
n, of the feature vector in LDA is computed. The dimension, n dictates the computational time
complexity the LDA will impose on the ML training process. Therefore, to provide a reasonable
computational time complexity, it is imperative to minimise the dimension, n . This implies that
there exists a trade-off between the false discovery rate (FDR) and sensitivity performances,
as well as the computational time complexity, when selecting a value for n. Hence, the
selection of the dimension, n , in this chapter is determined through simulation runs, as

elaborated.
Z=(2zy 23 . Z), (4.39)

Essentially, the Z are represented by matrix Z,,, ,,
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Z11 Z12 21
Z21 Z22 v Z3n

(4.40)

Zm,n

Z Z ves
mmn mn Zm,n

Consequently, the computation of the between-class variance (Gs) and within-class variance
(Gy) is performed sequentially based on the Equations (4.26) and (4.29), respectively. After-
wards, the Fisher's criterion Equation (4.21) is utilised to calculate the transformation matrix

(Z), which is then deconstructed to acquire:

Vl,l V1,2 Vl,m
V= Vf'l V2;2 VZ;’". (4.41)
Vm,l Vm,Z o Vm,m

Thus, the feature vector is derived in this study from Equation (4.41), and it should be noted
that the feature vector created from the LDA method has a dimension of m. Afterwards, if the
Quality of Service (QoS) matrix under analysis, the feature vector can be computed as a matrix

according to Equation (4.43).

V11 Vi2z - VUim
V21 V22 ° Vam

Zipa = : . : (4-43)
UVm1i Vm2 °° Vkm

4.4.5 Numerical Example of Linear discriminant features vectors

Using A as your feature matrix, you have a dataset containing features and class labels, where

each row symbolizes a sample, each column a feature, and y is the vector of class labels.

0.0003 0.0002 0.0002 0.5541 0.0052 0.0090 0.0100 1.3203 0.0000
0.0000 0.0001 0.0001 0.1172 0.0048 0.0001 0.0170 2.7394 0.0000

Apn=| : : : : : : : ;
0.0586 0.0002 0.0002 0.0001 0.0003 0.0004 0.0042 0.0005 0.0000
0.0001 0.0001 0.0001 0.4258 0.0031 0.0002 0.0132 0.1432 0.0000

(4.44)

Therefore, the between-class variance (Cg) is computed as in Equation (4.8) to obtain:
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CB=

r 0.0004  0.0000 -—0.0000

0.0000  0.0000 0.0000
—0.0000 0.0000 0.0000
—0.0015 -0.0000 -0.0000
—0.0000 -0.0000 -0.0000
—0.0000 0.0000 —0.0000
—0.0001 -0.0000 0.0000
—0.0191 -0.0001 -0.0001
.—0.0000 -0.0000 -0.0000

—0.0015 -0.0000
—0.0000 -0.0000
—0.0000 -0.0000
0.0547  0.0006
0.0006  0.0000
—0.0001 -0.0000
—0.0001 -0.0000
0.6127  0.0077
—0.0000 -0.0000

—0.0000
0.0000
—0.0000
—0.0001
—0.0000
0.0000
0.0000
—0.0014
0.0000

Similarly, the within-class variance (Cy,) is compared as in Equation (4.21) to obtain:

Cw

r 0.0001
0.0000
0.0000
0.0000
—0.0000
0.0000
0.0000
0.0000
—0.0000

L 0.0000

0.0000
0.0000
0.0000
0.0000
0.0000
0.0000
0.0000
0.0000
0.0000
0.0000

0.0000
0.0000
0.0000
0.0000
0.0000
0.0000
0.0000
0.0000
0.0000
0.0000

0.0000
0.0000
0.0000
0.0330

—0.0000

0.0000
0.0000
0.0000
0.0026
0.0000

—0.0000
0.000
0.000

—0.0000

0.0000
0.0000
—0.0000
—0.0000
0.0000
—0.0000

0.0000
0.0000
0.0000
0.0000
0.0000
0.0000
—0.000
—0.0000
0.0000
—0.0000

Next, we compute the transformation matrix, Z, using the equation (4.23):

Z = CVT/1CB

r 0.0000
0.0000
0.0000

—0.0000

—0.0000

—0.0000

—0.0000

—0.0000

+—0.0031

0.0000
—0.0000
—0.0000
—0.0000
—0.0000

0.0000
—0.0000
—0.0000

0.0000

—0.0000
0.0000
0.0000

—0.0000

—0.0000

—0.0000
0.0000

—0.0000

—0.0000

—0.0000
0.0000
0.0000
0.0000
0.0002

—0.0000

—0.0000
0.0000

—0.1183

—0.0000
0.0000
0.0000
0.0000
0.0000

—0.0000

—0.0000
0.0000

—0.0012

—0.0000
—0.0000
—0.0000
—0.0000
—0.0000
0.0000
0.0000
—0.0000
0.0033

—0.0001 —0.0191 —0.00007
—0.0000 —0.0001 0.0000
0.0000 —0.0001 —0.0000
—0.0001 0.6127 —0.0000
—0.0000 0.0077 —0.0000
0.0000 —0.0014 0.0000
0.0000 —0.0022 0.0000
—0.0022 7.7081 —0.0000
0.0000 —0.0000 0.0000 A
0.0000 —0.0000 0.0000 1
0.0000  0.0000  0.0000
0.0000  0.0000  0.0000
0.0000  0.0026  0.0000
—0.0000 0.0000 —0.0000
0.0000  0.0000  0.0000
0.0000 —0.0000 —0.0000
0.0000 —0.0000 —0.0000
—0.0000 4.4122  0.0000
—0.0000 0.0000  0.0000 -
—0.0000 —0.0001 —0.0000
—0.0000 0.0000 —0.0000
—0.0000 —0.0000 —0.0000
—0.0000 0.0000 —0.0000
—0.0000 0.0026 —0.0000
0.0000 —0.0004 0.0000
0.0000 —0.0004 0.0000
—0.0000 0.0000 —0.0000
00021 —15371 0.0000 -

The LDA variables can therefore be obtained by finding the SVD of LDA_matrix such that

Where,

1 0.0001
—0.0000
—0.0000
—0.0000
—0.0017
0.0003
0.0002
—0.0000
- 1.0000

X
0.0856 0.2144 -0.1317
0.0000 0.0000 —0.0000
—0.0000 -0.0000 -—0.0000
—0.0080 0.0116 —0.0131
—0.5432 -0.6261 —0.5479
—0.3840 0.7431 —0.5096
—0.7417  0.0985 0.6501
—0.0003 -0.0004 -0.0004
—0.0007 -0.0013 -0.0010

= UKVT,

—0.9626
—0.0000
—0.0000
—0.0500
—0.1123
0.2016
—0.1326
—0.0003
—0.0001
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—0.0513
—0.0000
—0.0000
0.9915
—0.0098
—0.0082
—0.0052
—-0.1186
0.0000

—0.0030 0.0039 —0.00417
0.8782 0.3951 —0.2694
—0.0931 -0.6937 0.7142
0.0555 —0.0713 0.0765
—0.0009 0.0011 —-0.0012
—0.0005 0.0006 —0.0006
—0.0003 0.0004 —0.0004
0.4658 —0.5979 0.6415
0.0000 —0.0000 0.0000 -




1—0.0020
0.0000
—0.0000
—0.0767
—0.0008
0.0021
0.0014
—0.9970

- 0.0000

0 0 0 0 0 0 0 0
0.0000 0 0 0 0 0 0 0

0 0.0000 0 0 0 0 0 0

0 0 0.0000 0 0 0 0 0

0 0 0 0.0000 0 0 0 0

0 0 0 0 0.0000 0 0 0

0 0 0 0 0 0.0000 0 0

0 0 0 0 0 0 0.0000 0

0 0 0 0 0 0 0 0.0000-

0.6933 0.5966 —0.2219 -0.3366 -—0.0306 0.0066 —0.0067 0.0000 7
0.0002 0.0014 —0.0048 0.0292 -0.1636 0.8751 0.4545 0.0050
0.0011 0.0056 0.0117 0.0342 —0.0328 0.4546 -0.8891 -0.0191
-0.6806 0.7072 —0.1719 -0.0350 0.0053 0.0003 —0.0000 -—0.0000
—0.0154 -0.0464 -—0.0680 —0.1548 0.9696 0.1647 0.0412 0.0023
—-0.1133 -0.3376 -—0.8984 -0.2287 -0.1154 -0.0068 -—0.0221 0.0005
-0.2016 -0.1570 0.3305 —-0.8985 -0.1330 0.0166 —0.0181 —0.0000
0.0505 —0.0565 0.0122 0.0018 —0.0015 -0.0002 -0.0001 -0.0000
—0.0001 -0.0004 -0.0009 -0.0010 0.0020 -—0.0039 0.0194 —0.9998

The eigenvectors, , are represented as the entries in the columns of V, which serves as the

decomposed LDA variables. Consequently, V is rebuilt using Equation (4.27) to create the

LDA feature vector as specified by Equation (4.28):

r—0.0001
—0.0000
—0.0000
—0.0000
—0.0002
0.0004
0.0010
—0.0000
L 1.0000

17.9801
0

SO OO O OO

r—0.0001
—0.0000
—0.0000
—0.0000
—0.0002

0.0004
0.0010
—0.0000

L 1.0000

—0.0001 0.0000 0.0001 0.0002 —0.00037
0.0000 -0.0000 -0.0000 0.0000 -—0.0000
0.0000 -0.0000 -—0.0000 0.0000 —0.0000
0.0000 0.0000  0.0000 0.0000 0.0000
0.0013 0.0003 0.0003 —0.0006 0.0015
—0.0002 0.0004 -0.0008 0.0011 -—0.0013
0.0004 -0.0003 0.0004 0.0006 —0.0009
0.0000 0.0000 0.0000 —0.0000 -0.0000
—1.0000 1.0000 1.0000 —1.0000 1.0000 -
0 0 0 0 0 0 0
7.0553 0 0 0 0 0 0
0 3.3069 0 0 0 0 0
0 0 0.4986 0 0 0 0
0 0 0 0.3215 0 0 0
0 0 0 0 0.0155 0 0
0 0 0 0 0 —0.0000 0
0 0 0 0 0 0 0.0000
0 0 0 0 0 0 0
—0.0001 0.0000 0.0001 0.0002 -0.0003 -—0.0002
0.0000 -0.0000 -0.0000 0.0000 -—0.0000 -0.0000
0.0000 -0.0000 -0.0000 0.0000 —0.0000 0.0000
0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
0.0013 0.0003 0.0003 —0.0006 0.0015 —0.0022
—0.0002 0.0004 -0.0008 0.0011 -0.0013 -0.0009
0.0004 -0.0003 0.0004 0.0006 —0.0009 -0.0004
0.0000 0.0000 0.0000 —0.0000 -0.0000 0.0000
—1.0000 1.0000 1.0000 —1.0000 1.0000 1.0000
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0

—0.0000-

—0.0002
0.0000
—0.0000
0.0000
—0.0022
—0.0009
—0.0004
0.0000
1.0000

—0.00027
0.0000
0.0000
0.0000

—0.0022

—0.0009

—0.0004
0.0000
1.0000 -




Algorithm 3: Feature Extraction with Linear discriminant analysis

Input: [4;,7,n]

Output: Feature vector, Z;p4

1. Find the dimension, n of the LDA components
Restructured A; wrt 7 as in Equation. (4.11)
Calculate Cg as in Equation (4.18)
Calculate C,, as in Equation (4.21)
Compute Z as in Equation (4.43)

Calculate the eigenvector, ¢ and eigenvalues 2 as in Equation (4.24)
Calculate the LDA components, as in Equation (4.28)

NoahkwdN

In addition, the computational complexity analysis of the PCA, and LDA algorithms is presented

in Table 4.1 using the big O notation. As shown, LDA has more computational complexity as

compared to the PCA. This is largely attributed to the calculation of the between-class and

within-class covariance matrices, which scale with the number of class and sample size. Thus,

aside from obtaining a better , the GPT also exhibits a reduced computational time complexity

in comparison to the other considered. Lastly the most computational step for both is the eigen

decomposition (0(d?)).

Table 4.1: Determining computation complexity for PCA and LDA algorithms

onto reduced
components

proportion of
variance

Steps Algorithms Description Complexity Type
Finding the PCA, LDA Determining the o) Time-efficient
dimension of number of
components principal or

discriminant

components
Restructure PCA, LDA Reshaping data 0(p.q) Computationally
data with respect to intensive

input parame-

ters
Calculate covar- | PCA Computing O(n.d?) Computationally
iance matrix between-class intensive

or within-class

covariance.
Compute PCA, LDA Solving eigen 0(d® Computationally
eigenvalues decomposition intensive
and for
eigenvectors dimensionality

reduction.
Project data PCA, LDA Determining the O(N.d.n) Computationally

intensive
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captured by
components.

Calculate vari-
ance explained

PCA

Determining the
proportion of
variance
captured by
components.

0(d)

Time-efficient

Normalize
feature vector

PCA, LDA

Scaling or
standardizing
the resulting
feature vector.

O(N.d)

Time-efficient

4.5 Summary

This chapter introduces PCA and LDA as FE algorithms. We specifically engineer the principal
components from PCA and the discriminant components from LDA to extract attributes from
datasets related to Fog Computing applications. We will feed the generated feature matrices
into machine learning to detect and categorise service segments. PCA identifies a low-
dimensional linear subspace that captures the majority of variance in a dataset, but it may not
successfully construct a low-dimensional non-linear subspace if one exists inside the dataset.
Additionally, when using LDA, non-linear attributes in the datasets may change how well the
spatiotemporal trends in the basic system are shown. Nonetheless, the Fog Computing

application dataset occasionally has nonlinear properties. Therefore, we propose advanced

feature extraction strategies to enhance the use of PCA and LDA for feature extraction.
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CHAPTER:5 DESCRIPTION OF THE DATASET AND EXPERIMENTAL SETUP

5.1 Introduction

In Chapter 4, ED-based FE techniques were developed, specifically utilising PCA and LDA.
Thus, the emerging feature vectors developed from PCA and LDA will be separately fed into
the ML models for the detection and classification of the FCAs. Firstly, a detailed description
of the datasets used in this study is given. Secondly, a summary of the workings of ML models

as used in this study is presented, and lastly, the implementation is described.
5.2 Data overview

This section describes the datasets used for training and testing the ML models in this study.
Meanwhile, a major challenge in machine learning is the availability of data. As data from real-
world operational systems may not be readily available by service providers for the purpose of
research due to the sensitivity of such data. Thus, empirical datasets from [184] are utilized for
experiment and analysis in this study. An independent random number generator was
employed by the authors to generate synthetic data, ensuring that all features adhered to QoS
requirements associated with specific classes of service. Each feature was sampled from a
uniform probability distribution within intervals corresponding to the defined QoS constraints.
This method allowed for the creation of a dataset that mirrors practical operational
environments, facilitating the accurate evaluation of performance in FCAs while maintaining
compliance with QoS benchmarks. The employed features were devoid of transitory data,
eliminated by the Moving Average of Independent Replications method [256]. This guaranteed
that the feature values comprised both safe and borderline instances. The safe instances were
in highly uniform regions concerning the class label, whereas borderline examples existed
around, class borders where distinct classes intersect. Furthermore, a third set of feature
values was generated, referred to as noisy instances, to assess the robustness of the
classifiers. In this study, the term noise sample denotes the samples generated to illustrate the

degradation of their feature values.

The dataset is composed of 18,200 mutually exclusive applications at the acceptable QoS
requirement interval values. Furthermore, when analysed it contains more than 127,400
samples with 9 features per individual applications. These features are bandwidth, delay
sensitivity, reliability, security, data storage, data location, mobility, scalability, and loss
sensitivity. As indicated in [184], the features are specifically mapped for the FCAs and 3can
be classified in seven classes with priority levels of one to seven with one the highest and
seven lowest. Table 2.1, located in chapter 2 summarises the description of the seven classes

of service: (1) mission critical, (2) real-time, (3) interactive, (4) conversational, (5) streaming,
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Bandwidth (Mbps)

(6) CPU-bound, and (7) best effort for FCAs. These levels of service are ordered according to
the QoS requirements and thus, enable the network traffic to be prioritised and differentiated

based on its importance.
5.2.1 Data Preprocessing

Preprocessing is conducted to ensure that every sampling point within the dataset makes an
equitable contribution to the analysis of features [226]. The process of normalising the
variables in the dataset serves to reduce any potential bias that could result from a substantial
difference between the large and small QoS values of the observation variables. The
normalisation procedure encompasses the calculation of the mean and standard deviation of
the quality of service (QoS) vector. Subsequently, the mean is subtracted from each sampling

point, and the result is divided by the standard deviation. Ensuring the consistency and

Outliers Detection in Bandwidth using Z-Score

0 2 4 6 8 10 12 14 0 2 4 6 8 10 12 14
Bandwidth Index %10 Loss Sensitivity Index x10%

Figure 5.1: Data features with 3 or more outliers

impartiality of the data prior to conducting further analysis is a crucial step in the experimental

setup.

The QoS observations may contain different features that may not contribute meaningful
information for the classification of FCAs and thus, lead to poor generalization on new, unseen
data. FE helps the model to capture the underlying patterns in the data more effectively and
simplify the dataset, making it computationally more efficient and reducing the time required
for training and testing the model [257]. There are no missing values, as complete analysed
encompasses also checking for missing value and other factors that impact machine learning
such as outliers and noise etc. Figure 5.1 indicates that there only two features with more than

three outlier's bandwidth and loss sensitivity.
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Meanwhile, another important relationship to analyse is covariance and correlation of the data
using the covariance or correlation. The covariance matrix provides insights into the
relationship between variables in the dataset. The variance along the diagonal shows how
much each feature varies with itself, providing insight into the spread of each variable.
Covariance in the off-diagonal cells indicates how two features vary together. If two features
have a high covariance positive or negative, they are likely not independent and may contain
redundant information. If covariance is positive, it implies that as one variable increases,+ the
other tends to increase as well; conversely, a negative covariance indicates an inverse
relationship, where one variable tends to decrease as the other increases. However, the

magnitude of covariance is challenging to interpret because it depends on the units and scales

Feature Correlation Matrix

T T T T 1
-0.14 -0.22 -0.31 -0.21 I:IH:I -0.24 -0.07

041 -025 -029 033 -017 -021 0.10

Bandwidth

Reliability - 0.08

0.41 -007 003 -028 -0.18 1

Security r-0.14

DataStorage [ -0.22 -0.25 -0.06 -0.05 -0.22 1 102

DataLocation -0.31 -0.29 -0.10 -0.05 -0.20 A

Features

1-0.2

Mobility -0.21  0.33 -0.07 0.20

Scalability m -0.17 0.03

DelaySensitivity [ -0.24 -021 -0.28

-0.12

SN (019

LossSensitivity --0.07 0.10 -0.18

3 E @ < " 5
& ¥ o o &S
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Q 0’2» 6\,5\ 066
Q N
Features

Figure 5.2: Feature association estimates through heatmap

of the variables, which limits direct comparisons across different datasets. Covariance is often
used in multivariate analyses as part of the covariance matrix, which plays a central role in
algorithms such as PCA by identifying relationships and variances within data dimensions,

crucial for dimensionality reduction and data simplification.

Correlation, on the other hand, is a normalized version of covariance, yielding a dimensionless
measure that ranges from -1 to 1. Correlation matrix Figure 5.2 helps with addressing
multicollinearity, by detecting highly correlated variable. Hence, with our current data some of

observations feature variables are highly correlated, which can lead to an instability in model
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coefficients and make it challenging to interpret the importance of individual features. Figure
5.2 is a complete correlation analysis of all the different variables features. Indicated in bold
font is the statistically significant relationship exceeding 50% between variables. Example of
these variables’ relationship are data storage and data location (0.62), data storage and
latency (0.60), loss sensitivity and mobility (0.56), data location and latency (0.67). Meanwhile,
the presence of a negative sign in (-0.60) the correlation coefficient variables of bandwidth and
scalability suggests the existence of an inverse link between the two properties. Thus, the use

of FE is a must on the current dataset.

Since we have correlation matrix A, which represent our dataset. The eigenvalues of A are

found by solving the characteristic equation:
det(A— A1) =0 (5.1)

Where det denotes the determinant of a matrix, 4, is scalar the eigenvalue, and I is the identity
matrix of the same size as A. Solving this equation give us the eigenvalues of A. These eigen-
values are real as illustrated by the symmetric matrix (covariance matrices). Once the eigen-
values are found, we can compute the corresponding eigenvectors. For each eigenvalue A,

solve the equation:
X-A)v=0 (5.2)

where v is the eigenvector corresponding to the eigenvalue A. This is a system of linear equa-

tions, which can be solved using SVD method.

The SVD method decomposes matrix A to yield unitary matrices, U and V, as well as a diagonal
matrix K with the same dimension as matrix A and non-negative diagonal components in de-
creasing order, such that: Linear algebra methods are used to identify main components, which
are linear combinations of the original qualities. The variables are mutually perpendicular and

effectively represent the greatest extent of variability within the dataset.
A=UKVT (5.3)

Step 3: Formation of the Projection Matrix

Supposing that n,n < m components have the largest variance, that is, the most information

based on the PCA, the n —dimensional matrix is expressed as:

Each entry (j, k) in the covariance matrix 2 is the covariance between feature j and feature k:

Yjk = cov(j, k), (5.5)
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Table 5:1 n x n matrix for PCs dataset

Feature PC PC PC PC PC PC
1 2 6 7 9 9
1-Bandwidth 31,61 31,61 31,61 31,61 31,61 31,61
2-Reliability 21,34 21,34 21,34 21,34 21,34 21,34
3-Security 15,35 15,35 15,35 15,35 15,35 15,35
4-Data Storage 12,92 12,92 12,92 12,92 12,92
5-Data Location 5,53 5,53 5,53 5,53
6-Mobility 3,92 3,92 3,92 3,92
7-Scalability 3,64 3,64 3,64
8-Delay Sensitivity 3,24 3,24
9- Loss Sensitivity 2,45
68,30 81,22 90,67 94,31 97,55 100,00

Here, the importance level of each input feature on the model is evaluated based on the
complementarity of a correlation analysis with PCA. This analysis helps to examine the degree

of association between two QoS requirements.

The variables are mutually perpendicular and effectively represent the greatest extent of
variability within the dataset. Figure 5.3 illustrates the scree plot, which displays the percentage
of variability explained by each primary component. According to the data presented in Figure
5.3, it can be observed that the initial seven principal components account for a total variation
of 94.31%. The initial component in isolation accounted for less than 35% of the variance,
suggesting the potential requirement for further components. Additionally, it can be observed
from Figure 5.3 that the initial three principal components account for approximately 66.67%
of the overall variability in the standardized ratings.

Furthermore, alongside the percentage of variability elucidated by each principal component,
a vector in the biplot reflected all nine qualities. The orientation and magnitude of the vector
represent the influence of each characteristic on the two primary components depicted in the
plot. As exemplified, Figure 5.4 displays the coefficients of each characteristic with respect to
the first two main components. The remaining five primary components were likewise
visualised as biplots. The contribution of the qualities to each primary component is presented
in Table 5.4. The interpretation of the principal components relies on identifying the variables
that exhibit the strongest correlation with each component. This entails determining which
variables possess larger values, situated at the greatest distance from zero in either positive
or negative direction. The determination of which values should be deemed as large is a

subjective matter that is contingent upon one's understanding of the system being assessed.

90



The relevance of a correlation value in our study was established when it exceeded 0.48. This
threshold was chosen as it represents the highest value within each primary component.

Furthermore, most variables exhibiting this elevated value demonstrate a strong correlation,

Figure 5.3: Scree plot illustrates the percentage of variance attributed to each PC

as evidenced by the components of the correlation matrix. The correlation values of significant

magnitude are denoted in boldface within Figure 5.2.

The interpretation of the principal component results is contingent upon the determination of a
significant threshold value. The initial main component exhibited a significant correlation with
three of the original attributes. Hence, it can be shown that the initial principal component ex-
hibits a positive correlation with the variables of Data storage, Data location, and Delay sensi-
tivity, indicating a co-variation among these three properties. In contrast, the coefficients asso-
ciated with the second major component indicate an inverse relationship between the feature
bandwidth and the feature Mobility and Scalability. This observation indicates that increased
mobility is correlated with alterations in the network topology, leading to heightened variability
in communication links and diminished bandwidth availability. Furthermore, because of the
limited nature of bandwidth, an increase in the number of users connected to the 5G FRAN

results in a drop in the data transmission and reception rate for each individual user.

Additional characteristics that indicate a negative correlation are Data Storage and Loss sen-
sitivity in the fifth principal component, as well as mobility and loss sensitivity in the seventh
principal component. The third, fourth, and sixth principal components exhibit an increase in
conjunction with a single variable that possesses a value of 0.48 or above. The variables under

consideration are Security, Reliability, and Delay sensitivity, in that order. Consequently, the
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third, fourth, and sixth major components can be construed as indicators of the extent to which
the utilisation of was essential for the execution of the application, the promptness with which
failed fog components should be reinstated, and the level of susceptibility of the FCA to latency.
Based on the research and considering the nuance of the investigation, it has been determined
that certain factors within the Fog computing ecosystem warrant greater attention. Conse-
quently, redundant features such as Data location, Data storage, and Mobility have been elim-
inated. Therefore, a total of six attributes were chosen and retained for the classification stage,
out of the initial nine attributes. The factors considered in this study were Delay sensitivity,

Scalability, Loss sensitivity, Security, Reliability, and Bandwidth.

5.3 Summary of the ML Process for Detection and classification for Fog Computing

applications
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Figure 5.4: ML process with and without ED-FE for detection and classification of Fog Computing
applications

Figure 5.4 presents the block diagrams that delineate the ML process for detecting and
classifying FCAs. Prior to the division of the dataset into two uneven sets of training and testing
data subsets, incremental noise (¢) at levels of 0, 20, 40, 60 decibels (dB)) for each samples
size, 7, get to be added for complete model operation. The 7-demension of the dataset range
from 100, 50, 20, 10, 2 percentage of complete data. These alteration to the dataset and test
of the ML models contribute with improving the robustness and generalisation. These are key

attribute for efficient ML model performance with new unseen data and contributing to reliable
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trustworthy system. The data from the FCAs, as gathered from [184], undergoes
preprocessing. The preprocessed dataset was partitioned into two unequal segments: 70%
and 30%. With 70% of the dataset is allocated for the training phase of the ML process and
was therefore designated as the “Training” data. The remaining 30% was allocated for the
detection and classification phase of the machine learning process, commonly known as the

“Testing” data.

As, for the preprocessing stage, the complete data was changed from table to array, which
assist with computation efficiency. Thereafter the labels and feature were separated as this
was a label dataset which make the choice of ML for supervised learning. Furthermore,
depicted on the diagram were two independent ML sections one without ED-based FE and
another with ED-based FE. Both systems were trained with 70 percentage of the t-dimensional
data. Consequently, the remaining 30 percent testing data were also used for the testing
phase for both systems. There were no dimensionality reduction methods such as PCA or LDA
used on the training data in the first method. The Decision Tree, SVM, k-NN, Random Forest,
and Neural Network models all took patterns straight from the raw features. To reduce forecast
mistakes and avoid overfitting, the training method included tuning hyperparameters and
validating the model on a regular basis. For the second method, eigen decomposition methods
were used to change the data. PCA was used to narrow down the feature space by finding the
parts that caught the most variation, and LDA was used to improve the ability to tell the
difference between classes for classification tasks. This change made the set of features
smaller and more important, which made computations easier and improved model

performance.

Meanwhile, after the training stage the predict probability stage start where the test data is
utilised with each of the recently trained models. The output which is the predicted labels is
converted to categorical variables. Thereafter the predicted labels output from each model is
compare the (original data) label test data, which is also a categorical variable. Consequently,
the performance for each of the models is evaluated using the performance matric discussed
in chapter 2. On the section, which include ED-FE techniques to extract features. The extracted
features were then transformed into an appropriate feature matrix, for the ML models chosen.
The ED-FE was used on the train and test data. Whereas the training and the predict function

follow the same sequence for the each of the models.

The last 30% of the information, which had not been used for training, was used in the testing
stage. In the first method, the models made predictions based on raw test data that they had
not seen, and their success was measured by F1 score, ROC-AUC, accuracy, precision, and
recall. Differences between what was expected and what happened were analysed for

performance for solid and reliable each model was. In the second method, the test dataset
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was changed using the same eigen decomposition methods that were used for training. The
changed data was then used to test the model's performance, making sure that the way
features were shown was consistent. By comparing the outcomes of both methods, we learnt
more about the effects of reducing the number of dimensions. PCA and LDA not only got rid
of noise and features that weren't important, but they also made computations faster, which
was especially helpful for models that need to deal with high-dimensional data, like k-NN and
Neural Networks. This organised two-stage test showed that feature extraction methods can

improve the accuracy, reliability, and general performance of models.
5.4 Experiments

This section describes the experimental set-up for the implementation of the developed

models.
5.4.1 Implementation

This study systematically examines the impact of PCA and LDA on classification accuracy,
model complexity, and efficiency by implementing and comparing each model across various
configurations, offering valuable insights into optimal preprocessing strategies for machine

learning models in fog computing applications.

This study examines the implementation and assessment of five machine learning models—
decision tree, support vector machine (SVM), k-nearest neighbors (k-NN), random forest, and
artificial neural network (ANN) to classify fog computing applications utilizing eigen decompo-
sition and feature extraction techniques (ED-FE). We evaluated the classification models using
noise-injected datasets to replicate actual fog computing scenarios. We partitioned the da-
tasets into training and testing segments, implementing progressively increasing noise levels
to evaluate the robustness and efficacy of the models. We developed five unique machine
learning models to manage different portions of the data, representing fog computing applica-
tions. We optimised each model with hyperparameters to identify fog computing applications

while mitigating noise, enabling thorough assessment across diverse data circumstances.

Furthermore, we created and evaluated each machine learning model under three distinct
conditions: first, without feature extraction; second, using principal component analysis (PCA)
with singular value decomposition (SVD); and third, using linear discriminant analysis (LDA)
with SVD. These configurations enable the study to evaluate the impact of dimensionality
reduction approaches on classification accuracy, model efficiency, and resilience. The
Decision Tree model used MATLAB's fitctree function, which was set up with the options
"AlgorithmForCategorical" set to "exact" and "OptimizeHyperparameters" set to "auto." This

made it easier to manage categorical data correctly and get the best hyperparameters. We
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assessed this model without feature extraction on the original dataset (70% training and 30%
testing), using PCA to capture primary variance components and LDA to enhance class
separability, thereby elucidating the impact of dimensionality reduction on decision tree
accuracy and efficiency ([258] [248] Fisher, 1936.

Meanwhile, we executed the SVM model using MATLAB's fitcecoc function with Error-
Correcting Output Codes (ECOC) for multi-class classification. With model parameters like

"AlgorithmForCategorical," "exact," and "OptimizeHyperparameters," "auto," this configuration
breaks down the multi-class problem into several binary classifications. This makes the system
run faster. We evaluated the SVM on the dataset without feature extraction, with PCA to
preserve high variance features, and with LDA to enhance class separation, assessing the

effect of each method on SVM performance [259][248].

We used the fitcknn function in MATLAB for k-Nearest Neighbours (k-NN), setting the
parameters 'NumNeighbours' to 5, 'OptimizeHyperparameters' to 'auto’, and 'Standardise' to
'true'. This configuration categorizes each observation based on the predominant class among
its five nearest neighbors and implements standardization to normalize feature scales. We
assessed the k-NN model under three conditions: without feature extraction, using PCA to
convert features into uncorrelated principal components, and using LDA to improve class
separation. We evaluated the impact of each dimensionality reduction technique on

classification accuracy and efficiency [248].

We executed the Random Forest model using MATLAB's TreeBagger function, with 50 trees
and the 'Method' set to 'classification.' This ensemble model consolidates predictions from
many decision trees to enhance classification robustness. We evaluated the Random Forest
model in three configurations: without feature extraction, with PCA to reduce dimensionality
while maintaining informative variance, and with LDA to improve class discrimination. This
methodology elucidates the impact of dimensionality reduction on the accuracy and computing
efficiency of Random Forests [260][261]. MATLAB's patternnet function executed the Artificial
Neural Network (ANN), incorporating 10 hidden neurones and a one-hot encoder for multi-

class classification.

We assessed the ANN in three configurations: without feature extraction as a baseline; with
PCA to streamline the model while preserving variance-rich components; and with LDA to
enhance class separation, potentially enhancing the network's ability to distinguish intricate
patterns. We can look at how PCA and LDA affect ANN performance in terms of model
complexity and classification accuracy with these setups [262][248]. This study carefully looks

at how PCA and LDA affect classification accuracy, model complexity, and efficiency by using

95



and comparing each model in several different setups. This gives us useful information about

the best ways to prepare machine learning models for use in fog computing scenarios.
5.5 Conclusion

This chapter presents an in-depth discussion of the datasets used in this work and elaborates
on the practical application of eigen decomposition and feature extraction (ED-FE)
approaches, along with five machine learning (ML) models. We presented a block diagram that
encapsulated the operational workflow of the ML models used in this investigation, followed by
a comprehensive explanation of the experimental design. We used the deployed models,
which were divided into baseline ML models (MLs), PCA-enhanced machine learning models
(PCA-MLs), and LDA-enhanced machine learning models (LDA-MLs), in a planned way on fog
computing application datasets that had different types of classes of activity. This chapter
outlines the settings and modifications made to each model, examining the impact of various
feature extraction methods on the models' performance in noise-injected and multi-class
classification scenarios. Chapter 6 fully analyses and discusses the results of these
experiments. The experiments investigate how reducing the number of dimensions affects

accuracy, efficiency, and noise resilience in different machine learning settings.
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CHAPTER:6 RESULTS AND DISCUSSION

6.1 Introduction

The developed ED-FE techniques in chapter four were fed into the proposed ML models of
chapter 5 for the detection and classification of FCAs. In this chapter, we focus on the
evaluation of these emerging models, namely: PCA-based Decision Tree (PCA-DT), PCA-
based Support Vector Machine (PCA-SVM), PCA-based K-Nearest Neighbours (PCA-K-NN),
PCA-based Random Forest (PCA-RT), PCA-based Atrtificial Neural Network (PCA-ANN), LDA-
based Decision Tree (LDA-DT), LDA-based Support Vector Machine (LDA-SVM), LDA-based
K-Nearest Neighbours (LDA-K-NN), LDA-based Random Forest (LDA-RF), and LDA-based
Artificial Neural Network (LDA-ANN). Furthermore, these models were experimented on QoS
datasets containing Fog computing applications information. The experiments were done using
a Microsoft Windows 11 Pro computer with an AMD Ryzen 7 5700 CPU (@1.80 GHz) and 16
GB of RAM, running MATLAB 2020a. The results obtained from the various experiments
carried out on each of the models, subject to various factors, are analysed and discussed in
subsequent sections. The performances of the models are evaluated using the following
metrics: Accuracy (a), Sensitivity (§), False Discovery Rate (9), AUC Mean and AUC Std.
Lastly, also the comparisons are done of noise as related to accuracy, FDR, sensitivity, AUC
Mean, AUC Std.

6.2 Performance Analysis of ML without ED-FE

In this section, we analyse and discuss the results obtained from the experiments conducted
on DT, SVM, K-NN, RF, ANN, techniques. All these were simulated at, sample size, T = 100,
50, 20, 10, 2 with various noise levels, ¢, 0, 20, 40, 60 dB. Tables 6.1-6.10 present results
from the standard models without ED-FE. The different values of dataset, 7, represent the
number of samples considered for various numbers of measurements, n. Hence, various

simulations were run to experimentally confirm the effect of t with respect to different ¢.
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Table 6.1: Standard ML algorithm results for different ¢ at T = 100

=100

5 (%) 9 (%)
@ | SVM K-NN DT RF ANN | SVM K-NN DT RF ANN
0 20.88 23.94 24.19 24.98 25.65 81.22 75.56 75.58 74.57 74.56
20 18.77 32.71 32.06 35.86 37.67 81.67 67.10 67.87 63.79 62.31
40 55.87 63.59 54.39 61.37 | 59.25 43.62 36.37 45.58 36.86 39.29
60 76.40 87.48 88.68 91.49 87.80 23.09 12.49 11.28 8.53 12.19

a (%) 1 (AUC) mean (%)
P SVM K-NN DT RF ANN SVM K-NN DT RF ANN
0 20.79 23.93 24.19 24.98 25.68 58.75 65.48 60.65 73.09 | 74.81
20 18.77 32.69 32.07 35.88 37.70 45.94 74.96 68.39 81.68 83.02
40 55.84 63.56 54.39 61.37 59.23 85.32 90.89 81.55 92.56 91.53
60 76.40 87.49 88.69 91.49 87.82 95.50 98.15 96.16 99.27 | 99.05
Table 6.2: Standard ML algorithm results for different ¢ at T = 50

=50

5 (%) 9 (%)
@ SVM K-NN DT RF ANN SVM K-NN DT RF ANN
0 20.59 24.09 23.91 24.97 25.52 80.22 75.57 75.92 74.55 74.13
20 15.50 32.95 31.55 35.89 37.04 84.72 66.87 68.39 63.79 62.87
40 55.18 60.82 54.12 61.14 61.91 44.51 39.04 45.78 37.25 36.02
60 82.89 80.89 88.57 91.59 82.28 17.01 18.89 11.41 8.44 17.84

o« (%) n (AUC) (%)
@ SVM K-NN DT RF ANN SVM K-NN DT RF ANN
0 20.59 24.09 23.92 24.99 25.56 54.25 65.21 95.92 72.94 74.79
20 15.50 32.95 31.57 35.92 37.17 49.91 74.92 81.35 81.57 82.69
40 55.18 60.82 54.11 61.15 61.92 85.32 89.96 67.99 92.49 92.93
60 82.89 80.89 88.56 91.59 82.27 96.77 95.95 60.37 99.22 98.00

98




Table 6.3: Standard ML algorithm results for different ¢ at T = 20

T=20
5 (%) 9 (%)

@ SVM K-NN DT RF ANN SVM K-NN DT RF ANN
0 20.86 24.43 24.83 24.28 25.21 78.18 75.21 74.97 75.25 74.53
20 26.91 32.68 31.04 35.45 36.25 76.31 66.98 68.89 64.39 63.53
40 | 5469 55.08 53.73 60.43 50.56 45.36 44.69 46.02 38.05 46.97
60 | 80.53 74.13 88.85 91.52 79.32 19.01 25.95 11.09 8.42 21.25

a (%) 1 (AUC) (%)
@ SVM K-NN DT RF ANN SVM K-NN DT RF ANN
0 20.92 24.32 20.92 25.00 25.09 52.23 65.32 52.23 72.84 74.49
20 | 2342 32.95 23.42 36.00 37.06 59.38 74.92 59.38 81.53 82.69
40 55.15 56.55 72.99 60.63 55.15 85.30 88.29 85.30 92.24 90.71
60 83.43 76.64 68.66 91.39 83.43 96.77 93.90 96.77 99.12 97.61

Table 6:4: Standard ML algorithm results for different ¢ at T = 10
t=10

5 (%) 9 (%)
P SVM K-NN DT RF ANN SVM K-NN DT RF ANN
0 20.86 24.43 24.83 24.28 25.21 78.18 75.21 74.97 75.25 74.53
20 | 26.91 32.68 31.04 35.45 36.25 76.31 66.98 68.89 64.39 63.53
40 54.69 55.08 53.73 60.43 50.56 45.36 44.69 46.02 38.05 46.97
60 80.53 74.13 88.85 91.52 79.32 19.01 25.95 11.09 8.42 21.25

« %) n (AUC) (%)
@ SVM K-NN DT RF ANN SVM K-NN DT RF ANN
0 20.88 24.52 24.85 75.81 25.34 52.48 66.26 60.99 95.57 74.93
20 | 27.02 32.78 31.07 75.88 36.35 71.91 75.04 67.60 95.48 82.45
40 54.74 55.08 53.79 75.54 50.74 85.41 87.15 80.39 95.26 88.73
60 80.66 74.28 88.89 75.13 79.26 96.37 92.61 95.95 95.48 97.24
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Table 6.5: Standard ML algorithm results for different ¢ at T = 2

5 (%) 9 (%)

17 SVM K-NN DT RF ANN SVM K-NN DT RF ANN

0 23.72 23.39 23.56 24.90 25.56 76.32 76.59 76.74 74.69 74.21

20 27.59 32.92 32.14 34.38 33.48 73.05 66.98 67.82 65.52 67.27

40 50.98 51.94 53.62 59.23 49.64 47.39 48.40 46.83 40.01 49.01

60 | 76.84 72.13 89.68 90.86 75.88 21.96 27.77 10.33 8.95 19.17
a (%)
n (AUC) (%)
P SVM K-NN DT RF ANN SVM K-NN DT RF ANN
0 20.88 24.52 24.85 75.81 25.34 52.48 66.26 60.99 95.57 74.93
20 | 27.02 32.78 31.07 75.88 36.35 71.91 75.04 67.60 95.48 82.45
40 | 54.74 55.08 53.79 75.54 50.74 85.41 87.15 80.39 95.26 88.73
60 | 80.66 74.28 88.89 75.13 79.26 96.37 92.61 95.95 95.48 97.24

Figures 6.1 - 6.5 further emphasis the performance of ML algorithm without ED-FE for
classification of the FCAs. In Figure 6.1, the FDR values decrease as the SNR increases. At
the highest SNR level 60 dB the FDR is lower across all sample sizes, but as the SNR
decreases to 0 dB, the FDR increases significantly. Accordingly, a lower FDR at higher SNR
levels indicates that the proportion of false positives (incorrectly predicted positive cases)
among all positive predictions is decreasing. This suggests that with clearer signals (higher
SNR), the model makes fewer incorrect positive predictions, which corresponds with the
improvement in accuracy and sensitivity. The increase in FDR with lower SNR levels (more
noise) shows that the model struggles to distinguish between true and false positives when the

signal is less distinct.

Furthermore, with regards to AUC mean it is decreasing with increase in noise level for
standard ML. This can be attributed to several reasons such (1) overfitting to noise, the models
overfit the noisy data learning patterns that are not representative of the underlying signal. (2)
Loss of signal to noise ratio, As the noise increase the true signal in the data becomes harder
to discern. This led to the standard ML model struggling to distinguish between classes. (3)

Feature Corruption, noise distort the features that important for classification, reducing the
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separability of the classes and leading to poorer performance. (4) Model bias, (5) Label noise

incorrect labelling, (6) Insufficient robustness.

FDR vs Noise Level
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Figure 6.1: Standard ML FDR vs noise levels

The performance in Figure 6.2 indicates that sensitivity increases as the SNR increases. The
highest sensitivity is observed at the highest SNR level (60 dB), while the lowest sensitivity is
at the lowest SNR level (0 dB). Thus, sensitivity, which measures the model's ability to correctly
identify positive cases, also improves with higher SNR. This indicates that as the noise level
decreases (higher SNR), the model becomes better at correctly identifying true positives. This
behaviour aligns with the expectation that models have higher true positive rates when data is

clearer and less corrupted by noise.

Sensitivity vs Noise Level
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Figure 6.2: Standard ML sensitivity vs noise levels
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Furthermore, Figure 6.3 shows that as the SNR increases (from 0 to 60 dB), the accuracy
values generally increase for all sample levels. For example, at the highest SNR level (60 dB),
the accuracy is highest across most sample sizes, while at the lowest SNR level (0 dB), the
accuracy drops significantly. Hence, higher SNR values indicate a stronger signal relative to
noise, which leads to better model performance (higher accuracy). The increase in accuracy
with higher SNR suggests that the model performs better when there is less noise interfering
with the signal, allowing the model to learn more effectively from the data. This is a typical

expectation, as cleaner data (higher SNR) should yield better accuracy.

Accuracy vs Noise Level
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Figure 6.3: Standard ML accuracy vs noise levels

The Figure 6.4 depicts that the AUC Mean values increase with increasing SNR. At the highest
SNR level (60 dB), the AUC Mean values are the highest, indicating good model performance
in distinguishing between positive and negative classes. As the SNR decreases to 0 dB, the
AUC Mean declines. So, the AUC Mean, which measures the overall ability of the model to
discriminate between classes, improves with higher SNR levels. This trend confirms that the
model's ability to distinguish between classes improves as the data quality improves (higher
SNR), providing a clearer distinction between signal and noise. This is consistent with

expectations in machine learning and signal processing.
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AUC Mean vs Noise Level
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Figure 6.4: Standard ML AUC Mean vs noise levels

Moreover, the AUC Standard Deviation values generally decrease as the SNR increases as
depicted in Figure 6.5. At higher SNR levels (60 dB), the AUC Std is lower, indicating more
consistent model performance. At lower SNR levels (e.g., 0 dB), the AUC Std increases, indi-
cating more variability in model performance. For this reason, a lower AUC Std at higher SNR
levels suggests that the model's performance is more stable and consistent when there is less
noise (higher SNR). As noise increases (lower SNR), the model's performance becomes more
variable, likely due to increased difficulty in learning from noisy data. This increase in variability
(higher AUC Std) with lower SNR is typical, as noise can cause models to perform unpredict-

ably across different validation folds or samples.

AUC Std vs Noise Level
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Figure 6.5: Standard ML AUC STD vs noise levels
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The overall trend across all metrics as indicated in the Tables 6.1 - 6.5 and Figure 6.1 — 6.5 of
the standard ML model performance (in terms of accuracy, sensitivity, AUC Mean) improves
and its variability (FDR, AUC Std) decreases as the SNR increases (i.e., as noise decreases
relative to the signal). Wherefore, this aligns with expectations that clearer data (higher SNR,
lower noise) leads to better model performance. Higher SNR levels result in better accuracy,
sensitivity, and AUC Mean, while also reducing FDR and AUC Std, indicating more reliable

and robust model performance.

The observed patterns suggest that the presence of noise negatively impacts the model's abil-
ity to learn effectively from the data. Thus, improving the SNR (e.g., through data prepro-
cessing or noise reduction techniques) can enhance model performance and reliability. By
understanding the SNR in dB correctly, the analysis confirms the expected impact of noise on
machine learning models and highlights the importance of maintaining high SNR for optimal

performance.
6.3 ML Algorithms with the PCA ED-FE Method

In this section, we analyse and discuss the results obtained from the experiments conducted
on the different ML techniques with the PCA ED-FE method for the classification of FCAs. The
same simulation parameters that is, sample size, t = 100, 50, 20, 10, 2 with various noise

levels, ¢, 0, 20, 40, 60 dB, as in section 6.2 are utilised for this experiment.

Tables 6.6 — 6.10 show the performance of PCA ED-FE based ML algorithms, which are the
PCA-DT, PCA-SVM, PCA-K-NN, PCA-RF, and PCA-ANN algorithms, evaluated under varying
levels of AWGN. The noise levels were quantified in terms of SNR, and the evaluation was

conducted using PCA.
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Table 6:6: PCA ED-FE results for different ¢ at T = 100

=100
& (%) 9 (%)
PCA- | PCA-K- | PCA- PCA- | PCA- | PCA- PCA-
0 PCA-RF PCA-DT | PCA-RF
SVM NN DT ANN SVM K-NN ANN
0 | 1967 2423 | 2397 24.0 2597 | 7446 | 7540 | 7583 7467 | 73.36
20 | 2969 2926 | 28.98 2859 | 3086 | 7017 | 7069 | 70.96 7139 | 7256
40 | 25.00 4006 | 39.71 38.16 | 39.85 | 5865 | 5981 | 6022 6184 | 6164
60 | 2558 5149 | 51.34 50.81 4073 | 4787 | 4837 | 4866 | 49191 | 49.12
a (%) 1 (AUC) (%
PCA- | PCA-K- | PCA- PCA- | PCA- | PCA- PCA-
? | svm NN DT PCARF | ANN SVM K-NN | PCA-DT | PCARF | NN
0 | 1969 2423 | 2397 2490 | 2599 | 5579 | 6549 | 60.29 73.11 74.89
20 | 1978 2925 | 28.98 2859 | 3090 | 5551 | 7296 | 70.10 7177 | 8032
40 | 2504 4005 | 39.71 38.16 | 3947 | 5669 | 8201 | 77.54 80.58 | 86.85
60 | 2546 5149 | 5134 50.81 4077 | 5005 | 8924 | 8482 8840 | 88.15
Table 6:7: PCA ED-FE results for different ¢ at T = 50
=131
@ (%) 9 (%)

o | pPcA- | PcAK- | pcA- | pca- | pca- PCA- | PCA-K- | PCA- | PCA- | PCA-
0| 2576 2427 | 2400 | 2491 | 2578 74.40 75.25 7566 | 7463 | 7440
2 | 3087 2009 | 2015 | 2897 | 3087 68.35 70.79 7078 | 7104 | 7011
4| 3911 3966 | 3958 | 3854 | 3911 58 67 6013 | 6035 | 6146 | 6055
6 | 4073 4963 | 4999 | 5012 | 4044 4778 50.16 50 4988 | 5014

(%) 2 (AUC) (%)

o | PCA- | PCAK- | PCA- | PcA- | PpcA- PCA- | PCA-K- | PCA- | PCA- | PCA-
0| 1691 2428 | 2408 | 2490 | 2577 57.45 6547 | 6056 | 7316 | 7488
2 | o568 2007 | 2015 | 2897 | 3004 64.67 72.99 7006 | 7185 | 8032
4| 2565 3967 | 3959 | 3855 | 3926 69.08 8184 7771 | 8049 | 8668
6 | 2548 4962 | 4999 | 5012 | 4039 50.07 8846 | 8427 | 8787 | 8805
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Table 6.8 PCA ED-FE results for different ¢ at t = 20

=20
6 (%) 9 (%)
[7) PCA-SVM | PCA-K-NN | PCA-DT | PCA-RF | PCA-ANN | PCA-SVM | PCA-K-NN | PCA-DT | PCA-RF | PCA-ANN
0 25.48 24.43 24.38 24.99 25.26 74.34 75.15 75.42 74.47 74.74
20 25.98 29.06 28.74 28.16 30.48 70.25 70.89 71.21 71.86 70.48
40 25.27 40.10 39.57 38.59 39.72 60.13 59.49 60.31 61.41 59.78
60 25.48 45.43 46.30 47.29 39.35 52.11 54.36 53.64 52.67 51.54
a (%) 1 (AUC) (%)
[7) PCA-SVM | PCA-K-NN | PCA-DT | PCA-RF | PCA-ANN | PCA-SVM | PCA-K-NN | PCA-DT | PCA-RF | PCA-ANN
0 25.61 24.49 24.41 25.03 25.35 66.72 65.67 60.85 73.03 74.79
20 25.79 29.08 28.75 28.15 30.62 50.35 73.08 69.99 71.86 80.34
40 25.59 40.14 39.57 38.59 39.76 64.95 82.23 77.76 80.67 86.87
60 25.67 45.45 46.34 47.33 39.80 69.08 86.51 82.71 85.98 87.94
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Table 6.9 PCA ED-FE results for different ¢ at T = 10

T=10
5 (%) 9 (%)
17, PCA-SVM PCA-K-NN PCA-DT PCA-RF PCA-ANN PCA-SVM PCA-K-NN PCA-DT PCA-RF PCA-ANN
0 24.60 24.05 23.97 24.99 25.53 73.45 75.67 75.85 74.77 74.85
20 25.16 28.87 29.13 28.36 30.13 70.32 71.10 70.83 71.66 70.46
40 25.33 38.55 38.01 37.33 38.31 59..68 60.97 61.78 62.56 63.45
60 25.28 42.41 42.76 43.37 39.28 56.23 57.52 57.18 56.61 57.78
a (%) n (AUC) (%)
17 PCA-SVM PCA-K-NN PCA-DT PCA-RF PCA-ANN PCA-SVM PCA-K-NN PCA-DT PCA-RF PCA-ANN
0 2453 2458 22.25 24.11 25.17 73.82 66.41 61.01 72.43 74.75
20 26.12 28.83 28.81 28.35 31.06 72.05 73.49 71.27 71.74 80.12
40 25.87 37.56 40.28 40.73 39.04 50.88 81.47 77.55 80.81 86.58
60 24.39 42.23 42.57 42.72 39.62 68.61 84.81 81.88 84.29 87.91
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Table 6.10 PCA ED-FE results for different ¢ at t = 2

T=2
& (%) 9 (%)
(4 PCA-SVM PCA-K-NN PCA-DT PCA-RF PCA-ANN PCA-SVM PCA-K-NN PCA-DT PCA-RF PCA-ANN
0 24.73 24.73 22.27 24.12 25.01 74.17 75.19 77.55 75.41 75.07
20 26.30 28.82 28.72 28.38 30.85 70.56 71.03 71.51 71.66 72.45
40 25.74 37.47 40.05 40.49 38.48 60.78 62.39 59.39 59.12 61.17
60 23.50 41.95 42.46 42.63 38.69 56.93 57.58 57.22 57.23 58.24
a (%) 1 (AUC) (%)
@ PCA-SVM PCA-K-NN PCA-DT PCA-RF PCA-ANN PCA-SVM PCA-K-NN PCA-DT PCA-RF PCA-ANN
0 24.53 24.58 22.25 24.11 2517 73.82 66.41 61.01 72.43 74.75
20 26.12 28.83 28.81 28.35 31.06 72.05 73.49 71.27 71.74 80.12
40 25.87 37.56 40.28 40.73 39.04 50.88 81.47 77.55 80.81 86.58
60 24.39 42.23 42.57 42.72 39.62 68.61 84.81 81.88 84.29 87.91

For all samples sizes, Tables 6.6 — 6.10 show that the PCA-SVM's accuracy was consistently
low across all noise levels, with values mostly around 25%. It was least affected by noise,
suggesting that noise did not significantly alter the model's decision boundary. Meanwhile the
sensitivity remained around the same level as accuracy, showing similar trends. Whereas the
FDR, had low values for FDR indicate that the algorithm struggled with precision under these
conditions. On the other hand, AUC mean varied significantly across noise levels, indicating
inconsistent performance in distinguishing between classes. The AUC Std has a high variability
in the standard deviation of AUC was observed, reflecting inconsistency in model performance
across different noise levels. With key insight for PCA-SVM was relatively robust to noise in
terms of accuracy and sensitivity, but it showed significant variability in performance, as
indicated by the AUC metrics.
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Accuracy vs Noise
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Figure 6.6: PCA ED-FE ML accuracy vs noise level

Furthermore, the PCA-K-NN exhibited the following patterns across all sample sizes. The
accuracy declined from around 51% at low noise levels to below 25% at high noise levels (SNR
0). Like accuracy, sensitivity also decreased as noise levels increased. Whereas the FDR
increased with more noise, suggesting a higher rate of false positives. Thus, AUC mean
decreased with increasing noise levels but remained relatively high at lower noise levels. The
variability in AUC increased with noise, indicating less consistent performance. Consequently,
the key insight PCA-K-NN's performance, particularly accuracy and sensitivity, was negatively
impacted by higher noise levels, though the model maintained a relatively high AUC mean at

lower noise levels.
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Sensitivity vs Noise
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Figure 6.7 PCA ED-FE ML sensitivity vs noise level

Similarly, across all sample sizes, the PCA-DT accuracy dropped as the noise level decreased
(lower SNR). At high noise (SNR 0), the accuracy fell below 24%. Mirroring the accuracy,
sensitivity also declined with increasing noise, indicating a decrease in the model's ability to
correctly identify positive cases. Meanwhile for FDR PCA-DT increased with more noise,
indicating a higher proportion of false positives. Whereas for the mean AUC decreased with
increasing noise, reflecting a decline in the overall performance of the model. The final metric
standard deviation of AUC increased with more noise, indicating greater variability in model
performance. Thus, the key insights PCA-DT’s performance deteriorated significantly with

increased noise, particularly in terms of accuracy and sensitivity.
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FDR vs Noise
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Figure 6.8 PCA ED-FE ML FDR vs noise level

The PCA-RF algorithm demonstrated the following trends across all sample sizes. The
accuracy decreased steadily with increasing noise, falling from around 51% at high SNR to
24% at low SNR. While sensitivity showed a similar downward trend as accuracy. Also, as with
other algorithms, FDR increased with noise, reflecting a higher rate of false positives. Hence,
the AUC mean declined with increasing noise, though it remained relatively high compared to
some other models. The variability in AUC increased, indicating that noise introduced
inconsistency in the model's performance. The final key take for PCA-RF’s performance
metrics, particularly accuracy and sensitivity, were adversely affected by increasing noise

levels, though it still maintained a reasonable AUC mean.
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AUC Mean vs Noise
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Figure 6.9 PCA ED-FE for ML AUC Mean vs noise level

The PCA-ANN algorithm displayed the following results across all sample sizes. The accuracy
was around 40% at lower noise levels but dropped to approximately 25% at higher noise levels.
Meanwhile, sensitivity followed a similar trend, declining as noise increased. The FDR values
were not available for many conditions, indicating issues with precision under noisy conditions.
For the AUC mean was relatively stable across noise levels, though slightly lower than some
other models. Whereas the variability in AUC was notable, especially at higher noise levels,
indicating inconsistent performance. Thus, the key take is PCA-ANN showed a moderate
decline in accuracy and sensitivity with increasing noise, though it maintained relatively stable

AUC mean values.
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AUC Std vs Noise
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Figure 6.10 PCA ED-FE for ML AUC Std vs noise level

Across all algorithms and varying the sample sizes, increasing noise levels (lower SNR) led to
a decline in performance metrics, particularly accuracy and sensitivity. PCA-DT, PCA-K-NN,
and PCA-RF were particularly affected by higher noise levels, as indicated by the sharp decline
in accuracy and sensitivity. PCA-SVM showed more resilience to noise in terms of accuracy
but exhibited significant variability in AUC. PCA-ANN showed a moderate decline in perfor-

mance but maintained relatively stable AUC values.

The results suggest that feature extraction using PCA, while helpful, does not completely

mitigate the negative impact of noise on the performance of these machine learning models.
6.3.1 ML without ED-FE and ML with ED-FE Comparison

The results provided above showcase the accuracy, sensitivity, FDR, AUC mean, and AUC
standard deviation (AUC Std) across multiple conditions. Now, let's compare these metrics

with the results when PCA was applied.

As the noise level increased, the performance of the Decision Tree decreased. This is evident
in the drop in accuracy and AUC mean as the noise level decreases. When PCA was applied,

the Decision Tree generally showed improved resilience to noise, with more stable accuracy
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and AUC mean values. The sensitivity and FDR were also more consistent, indicating that

PCA helped in maintaining the decision boundaries even under noisy conditions.

The SVM model's performance significantly dropped with increasing noise, especially at lower
noise levels, where AUC Std showed higher variability. PCA typically improved the SVM's ro-
bustness to noise, with a more consistent AUC mean and reduced variability (lower AUC Std).
This indicates that PCA helped in dimensionality reduction, leading to more stable model per-

formance under varying noise conditions.

The standard K-NN ML model showed a noticeable decline in accuracy, sensitivity, and AUC
mean as the noise increased, particularly at lower noise levels. Meanwhile, the application of
PCA mitigated some of these effects, resulting in higher accuracy and AUC mean across noise
levels. The k-NN model with PCA also exhibited lower sensitivity to noise, indicating that PCA

enhanced the model's ability to generalize.

The Random Forest maintained relatively high performance at higher noise levels, but perfor-
mance declined significantly at lower noise levels. In construct, the PCA led to a more con-
sistent performance across all noise levels, with improved accuracy and AUC mean. This sug-
gests that PCA helped in reducing overfitting and improved the model's ability to handle noisy

data by simplifying the feature space.

The ANN model was quite sensitive to noise, with accuracy, sensitivity, and AUC mean de-
creasing as noise levels increased. The model also showed high variability in AUC Std, espe-
cially at lower noise levels. The PCA application generally improved the ANN's performance,
resulting in higher accuracy and AUC mean. The AUC Std was also more stable, indicating
that PCA helped in reducing the dimensionality, making the model less prone to overfitting and

more robust against noise.
6.3.2 Key finding of comparison

The detailed observations across all the noise levels, the noise level 60. Both ED-FE and
those without ED-FE, the highest accuracy, sensitivity, and AUC mean were observed under
this noise level, with the models performing better without PCA. However, with PCA, the
performance was more consistent, especially for complex models like SVM and ANN. The
second noise level 40: Models showed a significant drop in performance. The PCA modified
models improved the stability of performance metrics, particularly for PCA-SVM and PCA-RF.
Lastly, the noise levels 20 and 0: At these lower noise levels, models struggled significantly.
PCA modified models proved beneficial here, especially for PCA-SVM and PCA-ANN, by

providing better accuracy and AUC mean, along with reduced variability.
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The use of PCA enhanced the performance stability for all noise levels by reducing the effect
of noise on the models. This noticeable in models that are sensitive to noise, such as PCA-
SVM, PCA-ANN, and PCA-K-NN.

6.4 ML Algorithms results with LDA

Table 6.12 LDA ED-FE results for different ¢ at T = 50

=50
5 (%) 9 (%)
@ LDA-SVM LD;:K- LDA-DT LDA-RF LDA-ANN LDA-SVM LD:;;K- LDA-DT LDA-RF LDA-ANN
0 9.22 6.93 452 3.65 3.42 92.01 92.92 96.03 | 97.00 | 96.67
20 24.61 28.79 | 30.71 34.08 36.85 | 78.01 7025 | 69.18 | 6568 | 63.26
40 4299 | 4317 | 4423 | 4939 5135 | 56.80 | 5524 | 5523 | 49.43 | 47.84
60 56.98 70.23 | 65.34 73.81 6544 | 36.69 | 30.21 3413 | 27.05 | 33.49
a (%) n (AUC) (%)

LDA-SVM LDA-K- LDA-DT LDA-RF LDA-ANN LDA-SVM LDA-K- LDA-DT LDA-RF LDA-ANN
7] NN NN
0 9.19 6.93 452 3.64 3.43 4156 | 38.88 | 39.45 | 26.91 25.45
20 2465 | 2877 | 3069 | 34.07 36.84 | 6363 | 7048 | 67.41 80.61 82.51
40 43.03 | 4315 | 4417 | 49.33 51.31 76.34 | 80.19 | 75.21 87.95 | 88.88
60 56.98 70.24 | 65.29 73.83 65.39 | 80.84 | 9253 | 87.03 | 9549 | 9262
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Table 6:11 LDA ED-FE results for different ¢ at T = 100

=100
8 (%) 9 (%)
| o LDA- LDA-K-NN_| _LDA-DT LDA- LDA- | LDA-SVM | LDA-K-NN | LDA-DT | LDA-RF | LDA-ANN
0 21.59 22.64 24.08 2428 | 2418 78.69 76.60 75.76 | 75.36 75.53
20 28.64 29.65 31.91 34.91 36.89 69.65 69.66 68.05 | 64.85 63.04
40 37.15 44.39 44.18 50.01 42.16 56.92 54.37 56.01 49.13 52.81
60 71.23 75.12 72.90 79.06 | 73.71 26.37 24.94 2657 | 21.38 24.26
a(% 1. (AUC) (%)
0 LDA- LDA-K-NN_| _LDA-DT LDA- LDA- | LDA-SVM | LDA-K-NN | LDA-DT | LDA-RF | LDA-ANN
0 22.38 22.64 24.08 2428 | 2421 61.21 62.71 60.59 | 72.82 74.48
20 28.68 29.68 31.92 34.92 | 36.9 71.47 71.63 68.18 | 80.99 82.64
40 37.12 44.37 44.16 49.99 | 4214 71.93 81.02 7528 | 88.09 80.43
60 71.22 75.14 72.91 79.09 | 73.69 92.52 94.5 90.21 96.98 94.52
Table 6.13 LDA ED-FE results for different ¢ at T = 20
=20
5 (%) 9 (%)

@ LDA- | LDA-K- | LDA-DT | LDA-RF | LDA- LDA- | LDA-K- | LDA-DT | LDA-RF | LDA-

0 6.29 7.69 4.19 3.82 3.94 93.93 92.52 96.22 96.64 96.96

20 23.61 26.43 25.23 24.81 24.39 76.23 73.86 74.58 74.28 73.37

40 43.34 42.87 44.09 49.18 46.89 57.53 55.98 55.79 50.08 48.63

60 17.42 19.04 23.47 22.07 24.70 85.52 82.62 78.96 80.46 78.73

a (%) 1 (AUC) (%)

) LDA- | LDA-K- | LDA-DT | LDA-RF | LDA- | LDA- | LDAK- | LDA-DT | LDARF | LDA-

0 6.30 7.71 4.18 3.82 3.96 39.58 40.27 38.77 27.05 25.25

20 23.60 26.40 25.25 24.81 24.37 66.37 68.39 62.16 75.47 73.41

40 43.35 42.90 44.13 49.22 46.88 76.05 80.35 75.47 87.88 83.74

60 17.35 18.95 23.42 22.01 24.67 45.38 47.47 51.26 48.49 51.92
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Table 6:15 LDA ED-FE results for different ¢ at t = 2

T=2
6 (%) 9 (%)

@ LDA- LDA-K- | LDA-DT | LDA-RF LDA- LDA- LDA-K- | LDA-DT | LDA-RF LDA-
SVM NN ANN SVM NN ANN
0 22.43 19.13 24.06 24.57 100 77.68 80.39 75.51 74.59 75.29
20 27.26 21.37 26.92 25.07 21.54 74.22 78.23 72.78 74.54 77.99
40 44 .42 40.33 42.23 46.66 48.35 57.55 57.86 58.19 51.34 51.12
60 39.65 42.01 36.12 34.38 36.74 58.44 56.19 65.92 64.65 60.68

a (%) n (AUC) (%)
P LDA- LDA-K- | LDA-DT | LDA-RF LDA- LDA- LDA-K- | LDA-DT | LDA-RF LDA-
SVM NN ANN SVM NN ANN
0 22.38 19.15 23.99 24.53 23.83 62.19 58.14 60.33 72.21 74.11
20 27.09 21.57 26.83 25.16 21.78 66.04 64.43 62.55 75.49 74.38
40 43.92 40.35 42.09 46.80 48.31 76.64 77.90 72.49 86..84 87.91
60 39.72 41.99 36.26 34.62 36.73 80.56 76.00 67.45 81.74 82.31

Table 6:14 LDA ED-FE results for different ¢ at T = 10

=10
5 (%) 9 (%)
) LDA- | LDA-K- | LDA-DT | LDA-RF | LDA- LDA- | LDA-K- | LDA-DT | LDA-RF | LDA-
0 7.53 7.19 4.39 3.61 3.70 92.38 92.82 96.03 96.97 97.43
20 27.84 27.28 31.12 32.43 33.25 71.42 71.38 68.70 67.42 66.96
40 47.59 42.03 43.69 48.35 46.64 52.95 56.31 56.39 50.66 52.34
60 18.66 19.88 20.07 22.62 23.77 82.87 82.93 81.75 80.73 80.03
a (%) n (AUC) (%)
) LDA- | LDA-K- | LDA-DT | LDA-RF | LDA- LDA- | LDA-K- | LDA-DT | LDA-RF | LDA-
0 7.51 7.21 4.39 3.61 3.72 39.52 40.21 39.73 27.39 25.77
20 27.87 27.36 31.19 32.53 33.35 72.34 68.89 66.85 79.90 79.86
40 47.43 42.09 43.73 48.41 46.66 78.59 79.72 75.33 87.31 86.65
60 18.04 20.06 20.25 22.79 23.95 47.79 47.84° 49.98 48.23 48.48
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6.5 ML Algorithms with the LDA ED-FE Method

The presented results illustrate the performance of five ML algorithm under different SNR and

sample sizes.

Figure 6.11 shows that accuracy remains relatively high (~88-89%) for higher SNR levels
(60 dB) but drops significantly (~24-32%) as the noise decreases to 0 dB. This suggests that
the Decision Tree model struggles with lower SNR, which might indicate overfitting to noisy
data or the model's sensitivity to noise patterns. Whereas, Figure 6.12 the sensitivity follows a
similar pattern to accuracy, indicating that the model's ability to correctly identify true positives
is consistent with its overall performance. Meanwhile, Figure 6.13 indicates the FDR increases
as the noise decreases, meaning the model is more likely to produce false positives in less
noisy conditions. The AUC mean illustrated in Figure 6.14 is consistently high (around 96%)
with low standard deviation at high noise levels, indicating strong classification performance.

However, the AUC decreases with noise reduction, showing less reliable performance.

Performance Metric: Accuracy (%)
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Figure 6:11 LDA ED-FE Accuracy vs Noise level
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The LDA-SVM performs well with moderate noise levels (60 dB), achieving an accuracy of 76-
83%. However, accuracy drops drastically with lower noise levels, reaching as low as 15-27%
at 20% noise and below. This suggests that LDA-SVM is sensitive to noise and may struggle
with clean data. The sensitivity follows the accuracy trend, and the FDR increases as noise
decreases, like the LDA-DT model. This indicates an increased likelihood of false positives as
noise is reduced. Meanwhile, LDA-SVM shows strong AUC performance with high noise but
struggles as noise decreases. Figure 6.15 depicts the high AUC standard deviation at lower

noise levels indicates instability in classification performance.

Performance Metric: Sensitivity (%)
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Figure 6.12 LDA ED-FE Sensitivity vs Noise level

The LDA-K-NN starts with relatively high accuracy (~87%) at high noise levels (60%) but sees
a significant decline as noise decreases. The performance is poor at lower noise levels, like
the LDA-SVM model. The sensitivity decreases along with accuracy, while FDR increases with
decreasing noise. This indicates that LDA-k-NN is more prone to false positives in cleaner
datasets. The AUC remains high at higher noise levels but declines as noise decreases, with

increasing standard deviation, reflecting a decrease in classification reliability.
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Performance Metric: FDR (%)
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Figure 6:13 LDA ED-FE FDR vs Noise level

The Random Forest consistently outperforms other models across different noise levels, main-
taining accuracy above 90% at high noise levels and only dropping to around 25% at the lowest
noise levels. This indicates that Random Forest is more robust against noise. The sensitivity
remains consistent with accuracy, and the FDR is relatively low at high noise levels. This sug-
gests that Random Forest is less prone to false positives compared to other models. The AUC
is consistently high (above 99%) with very low standard deviation, indicating strong and stable

performance even with varying noise levels.
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Performance Metric: AUC Mean (%)
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Figure 6.14 LDA ED-FE AUC Mean vs Noise

The ANN perform well at higher noise levels (60%), with accuracy around 87%. However,
accuracy declines steadily with decreasing noise, like other models, but not as sharply as SVM
or k-NN. The sensitivity follows the accuracy trend, and FDR increases as noise decreases,
indicating an increased tendency for false positives in cleaner datasets. The AUC remains high
at higher noise levels but decreases as SNR decreases. The standard deviation increases with

decreasing noise, reflecting less consistent performance.
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Performance Metric: AUC Std (%)
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Figure 6.15 LDA ED-FE AUC STD vs Noise level

6.6 Key findings on sample size and noise level:

Noise Sensitivity: All models exhibit a general trend where performance decreases as the
SNR level decreases. This is counterintuitive, as models typically perform better with cleaner
data. The results suggest that the models may be overfitting to noise patterns, leading to poor

generalization on cleaner data.

Model Robustness: Random Forest is the most robust model across different noise levels,
consistently achieving high accuracy and low FDR. Decision Trees also perform reasonably

well but are less stable compared to Random Forest.

Model Instability: SVM, k-NN, and Neural Networks show significant drops in performance as
noise decreases, with SVM being the most affected. These models may require further tuning

or regularization to improve their robustness in varying noise conditions.

AUC Analysis: The AUC metrics indicate that while models may achieve high accuracy, their
classification performance (as measured by AUC) can still vary significantly, especially in lower

noise conditions. Random Forest again shows the most stable AUC performance.
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Overall, the LDA-RF model appears to be the most reliable choice for this dataset, especially
in noisy conditions, meanwhile SVM and k-NN may require additional adjustments to handle

varying noise levels effectively.

6.7 Summary and Key Results
6.7.1 ML Algorithms with Feature Extraction using LDA

The LDA ED-based FE application as a FE method, it attempts to reduce the dimensionality
of the dataset while maintaining as much of the class discriminatory information as possible.
The analysis of the performance of various machine learning algorithms (Decision Tree, SVM,
k-NN, Random Forest, Neural Network) across different noise levels and sample sizes after
applying LDA provides insights into how well each algorithm can generalize with reduced

feature sets in noisy environments.

The Decision Tree model's accuracy showed a decreasing trend with lower sample sizes and
higher noise levels, ranging from 72.90% to 4.19%. However, at lower noise levels, the model
struggles significantly, indicating that the Decision Tree is highly sensitive to noise after FE
reduction using LDA. The sensitivity metric follows a similar trend, showing the model's
struggle to correctly identify positive instances under high noise and low sample conditions.
The FDR increases with higher noise levels, suggesting that the model makes more false
positive predictions as the quality of the data degrades. The AUC Mean indicates a significant
drop at higher noise levels, reflecting a reduced ability of the Decision Tree to distinguish
between classes. The standard deviation also increases, indicating inconsistency in model

performance under different conditions.

The SVM performs relatively well with clean data (NoiseLevel 60 Sample_1_00) but struggles
significantly as noise increases, with accuracy dropping from 71.22% to as low as 6.29%. Like
accuracy, sensitivity declines with higher noise levels, indicating that SVM has difficulty
correctly classifying instances when the data is noisy. The FDR increases substantially with
noise, showing that SVM is prone to false positives in noisy environments. The SVM has a
high AUC Mean in low-noise scenarios, but this performance deteriorates rapidly as noise
increases. The high AUC Std at certain noise levels indicates that SVM's performance is

inconsistent when dealing with reduced and noisy features.

The K-NN shows reasonable accuracy at higher noise levels compared to other models but
still suffers a significant drop as noise increases, with accuracy ranging from 75.11% to 6.92%.
The model's sensitivity also decreases with noise, highlighting that k-NN is less effective in
identifying true positives as the data quality diminishes. The FDR indicates that k-NN makes

more false positives under noisy conditions, but it handles moderate noise better than some
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other models. The K-NN maintains a relatively higher AUC Mean compared to SVM and
Decision Trees under similar noise conditions. However, the model's performance becomes

less consistent with a higher AUC Std as noise increases.

The LDA-Random Forest generally performs better than other models in noisy environments,
with the highest accuracy recorded at 79.06% under the cleanest conditions. However, its
accuracy drops significantly in low sample, high-noise conditions. The sensitivity remains
relatively higher for Random Forest compared to other models, showing its robustness in
identifying true positives even with noisy data. The FDR is lower in LDA-Random Forest
compared to other models, indicating fewer false positives, especially in less noisy scenarios.
The LDA-RF consistently shows high AUC Mean values across various noise levels, reflecting
its strong classification performance. The AUC Std is also relatively low, indicating consistent

performance.

The ANN show competitive accuracy in clean environments but suffer a steep decline in
accuracy under noisy conditions, with the lowest accuracy recorded at 3.42%. Likewise,
accuracy, sensitivity drops as noise increases, highlighting that Neural Networks struggle to
correctly classify instances when the data is noisy. The FDR increases with noise, indicating
that Neural Networks become more prone to making false positive predictions as data quality
diminishes. The ANN exhibit high AUC Mean values in less noisy environments, indicating
good discrimination capability. However, the AUC Std increases with noise, reflecting

inconsistency in model performance under varying noise levels.

The key takeaways on the impact of LDA, it effectively reduces dimensionality and preserves
class discrimination in the data, but its effectiveness varies across algorithms. Random Forest
and k-NN show more robustness to noise with LDA, while SVM and ANN are more affected by
the noise after LDA. Whereas Random Forest superiority among the models tested, Random
Forest consistently performs better across most metrics, showing the highest accuracy,
sensitivity, and AUC Mean while maintaining lower FDR and AUC Std, indicating stable and
reliable performance even in noisy conditions. Meanwhile all models exhibit a decline in
performance as noise levels increase, but the degree of sensitivity varies. Decision Trees and
SVMs are particularly sensitive, while k-NN and Random Forest show more resilience. The
increase in AUC Std for most models at higher noise levels suggests that performance

becomes more variable and less predictable, making them less reliable in noisy environments.

In conclusion, while LDA helps in dimensionality reduction, the choice of the machine learning
model significantly impacts the overall performance, especially in noisy environments. Random
Forest and k-NN emerge as more robust choices when applying LDA for feature extraction in

scenarios with varying noise levels.
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6.7.2 Key Observations from the comparison of LDA-ML and PCA-ML models
6.7.2.1 Decision Tree:

Accuracy performs well across the board for LDA, peaking at ~80.98% for specific conditions.
AUC Mean is slightly lower than with PCA but still robust.

6.7.2.2 SVM:

Similar behavior in both PCA and LDA, but with LDA having slightly better performance at
lower noise levels. LDA offers higher AUC Mean and more stability across different noise con-

ditions.
6.7.2.3 k-NN:

For LDA, the accuracy and sensitivity increase over PCA. FDR is better managed compared
to PCA, especially at higher noise levels, which indicates fewer false positives. Random For-
est: LDA significantly boosts performance, with accuracy peaking at 82.21%. AUC Mean is

slightly better, with LDA offering more stable performance.
6.7.2.4 Artificial Neural Networks:

LDA provides much better accuracy and sensitivity. FDR is better controlled under LDA, while

PCA struggles at higher noise levels.
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Table 6.16 Comparative Summary

Metric PCA Performance LDA Performance Comparison
Accuracy Ranges between Range between 24% LDA shows better
4.19% to 79.06% to 82.21% accuracy for Ran-
dom Forest and k-
NN.
Sensitivity High variable, espe- More stable across LDA performs better
cially at higher noise noise conditions in handling
levels sensitivity.
FDR Increase significantly Better managed LDA superior in re-
with higher noise under LDA ducing false posi-
tives.
AUC Mean Range between 39% Slightly better, rang-  LDA offers slight
to 96% ing up to ~97% better AUC Mean
values.
AUC Std Moderate to high at LDA maintains lower LDA shows less vari-

lower noise level
(PCA struggles at
high noise levels)

AUC Std across
noise levels

ability in AUC Std
scores.

6.7.3 Summary of ED-FE (PCA and LDA)

LDA generally performs better than PCA across the models in terms of stability and accuracy,

particularly under conditions of higher noise. LDA’s ability to manage FDR and provide more

consistent accuracy and sensitivity makes it a superior feature extraction technique for the fog

computing application dataset in this context.

LDA's strength lies in reducing false positives (better FDR) and maintaining higher accuracy

and sensitivity, especially for models like Random Forest, k-NN, and Neural Networks. On the

other hand, PCA tends to be more sensitive to noise and shows higher variability in its AUC

performance.

Thus, for FCAs, LDA is the better choice for ED-based FE compared to PCA.
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6.8 Introduction

In this section, we compare the performance of the suggested eigen decomposition machine
learning (ED-FE ML) models of specifically PCA and LDA. The comparison is based on various
performance metrics such as accuracy, sensitivity, FDR, AUC mean, and AUC standard

deviation across different noise levels and sample conditions.
6.8.1 ED-FE PCA and LDA

The comparison between PCA and LDA for feature extraction in machine learning models, we
can assess the performance metrics such as accuracy, sensitivity, FDR (False Discovery
Rate), AUC mean, and AUC standard deviation across various noise levels and sample con-

ditions.
1. PCA vs LDA Analysis ML algorithms
6.8.1.1 Decision Tree

Accuracy ranges from ~4.19% to 72.90%. Sensitivity follows a similar trend as accuracy, with

significant drops at lower noise levels.

FDR increases significantly as noise increases, indicating higher false positives at higher noise

levels. AUC Mean ranges from ~39% to ~90%.
Standard deviation of AUC is relatively low at lower noise levels (~1.91% to ~6.76%).
6.8.1.2 SVM

Accuracy ranges from 6.29% to 71.23%. AUC Mean ranges from 39.52% to ~92.52%. At

higher noise levels, the model struggles with performance (high FDR and lower accuracy).
6.8.1.3 k-NN

Accuracy drops significantly with noise, ranging from 7.19% to 75.11%. AUC Mean at higher

noise levels (60% noise) is significantly lower (~47% to 94%).
6.8.1.4 Random Forest:

Among the highest performers for PCA-based feature extraction, with accuracy reaching up to
79.06%. AUC Mean is also strong, peaking at 96.98%.

Noise levels, especially at 0%, cause a significant drop in performance.
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6.8.1.5 Neural Networks:

Accuracy ranges between ~3.42% and ~73.7%. AUC Mean peaks at ~94.52%. There is a

significant drop in performance as noise levels increase.
6.9 Conclusion

The performance comparison reveals that different machine learning models exhibit varying
levels of effectiveness when combined with PCA and LDA for feature extraction. Random
Forest and Neural Networks generally perform better with PCA, showing higher accuracy and
AUC mean values. However, noise levels significantly impact the performance of all models,
with higher noise leading to increased FDR and decreased accuracy. These findings highlight
the importance of selecting appropriate feature extraction techniques and considering noise

levels in the development of robust machine learning models.
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CHAPTER:7 : CONCLUSION AND FUTURE WORK

The distributed or multi-edge RAN in the form of 5G-FRAN utilise centralization and
virtualization of CRAN, HCRAN, which brought various advantages such as reduced
CAPEX/OPEX, enhanced mobility management, resource sharing, enhanced performance,
system level efficiency, enhanced energy, and spectral efficiency. Throughout this thesis, we
have analysed diverse methods that can benefit from distributed and joint decision-making in

the novel RAN architectures, more precisely, in FRAN, and Al/ML incorporated architectures.
7.1 Research Summary

The contribution of this thesis detailed in the description of the study's aim and achievement.
Subsequently, the results of each chapter are summarized to give an overview of the precise
contribution of each chapter. Also, this chapter provide recommendations and ideas for future
research possibilities. The chapter provides a summary of the findings and limitations of the
thesis. In addition, recommendations for future research are presented. This section
elaborates on the general contributions of this thesis. It begins with a summary of the study's
aim and achievements. Subsequently, the key findings and contributions from different
sections are presented to offer a comprehensive overview. The section also provides
recommendations and ideas for future research, along with a summary of the thesis's findings

and limitations.

5G necessitates a complete rethinking of mobile network design, particularly the RAN
architecture, because to the rapidly growing subscriber population, huge connectivity, massive
data, and new expectations for extremely low latency and higher data rates. An evaluation of
the current RAN designs for 5G mobile networks, especially CRAN, HCRAN, and FRAN, was
undertaken as a response. The goal was to explore the benefits of CRAN and HCRAN while
not disregarding the challenges that each network design encounters. Consequently, current
CRAN and HCRAN solutions were investigated. For energy efficiency, fronthaul capacity,
latency, and other factors, detailed summaries were supplied in tabular style. In the case of
FRAN, a different method was followed, with the focus being on resource categories within the

design layers and then an analysis of resource management system.

The present research aims to clarify the overarching aim of this study, as delineated by the
thesis named "5G New Radio and Fog Computing Scalability and QoS." The primary objective
of this work is to devise an improved approach for resource management in the context of 5G-
FRAN, using the capabilities of a machine learning algorithm. Provides a comprehensive
overview of the study and examines the challenges encountered by the existing RAN

architecture in managing resources for 5G. Thus, the thesis explains the primary hypotheses
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employed for the purpose of investigating and addressing the research topic. Furthermore,

highlights the significance of this study and underscores its practical implications.

A detailed background of fundamental principles and related literature are presented in thesis.
The major contribution of opening section was to undertake a comprehensive evaluation of
resource management for 5G-FRAN. Thus, various resources within the four layers the FRAN
system were categorised. The main objective was to identify the novelty presented by the 5G
Architecture that in corporate aspects of Cloud RAN, Heterogenous Cloud RAN edge
computing of Fog Computing. The unique architecture of 5G-FRAN has the potential to

optimise resource management using machine learning techniques for the 5G-FRAN system.

A full assessment of the 5G communication network, covering service classifications, preferred
network topology, benefits, applications, and implementation concerns. In addition, the
performance requirements, worldwide deployment of 5G, and enablement of numerous vertical

sectors using network slicing and network virtualization were also considered.

The development of RAN architectures in the past and present is examined. Consequently,
several RAN implementations which have been published in the literature are fully discussed.
We also go over the present state of the art, ongoing standardisation initiatives, and why
existing RAN systems need be rebuilt and remodelled to suit the demands of next-generation

mobile networks.

A detailed comparative analysis of CRAN, HCRAN, and FRAN designs in this work is provided,
with the goal of evaluating these RAN architectures from several perspective such as
enhanced energy efficiency, enhanced energy efficiency, reduced CAPEX/OPEX, resource

allocation and resource sharing, and so on.

In addition, we provide an in-depth analysis and overview of the essential enabling
technologies for 5G RAN. We also look at 5G RAN improvements, which are projected to
improve spectrum efficiency, lower CAPEX/OPEX, and meet end-user expectations as well as
vertical industrial requirements Besides, extensive related work on the 5G-FRAN resource

management is discussed in Chapter 2 to support the aim and achievement of this thesis.
7.2 Research Limitations

The availability of real-world data for this research posed a significant challenge.
Consequently, certain aspects of the study relied on synthetic data. However, this does not
compromise the credibility of the research. Careful attention was devoted to the creation of the
synthetic dataset to ensure its relevance and accuracy. Various statistical measures and

validation techniques were employed to meticulously design and vet the synthetic data,
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ensuring it closely mirrors the characteristics and patterns found in real data. This rigorous
approach maintains the integrity of the analysis and the conclusions drawn from the study, and
ensures that the findings remain robust and applicable. This strategic methodology not only
reinforces the research's reliability but also highlights its adaptability in the face of data

constraints.
7.3 Future Research Directions

5G communications network resources present endless possibilities and various challenges.

This section explores some issues that have not been addressed in detail in this work.

However, for future work like other 5G RAN systems, the (FRAN) still has several major re-
search problems to overcome. By lessening traffic congestion at the cloud server and facilitat-
ing faster content access for-(F-UEs), edge caching enhances FRAN performance. However,
unlike centralised caching solutions, FRAN restricts the caching capability of individual (F-APs)
and F-UEs. Enhancing overall caching performance requires optimising edge caching tactics,
such as selecting which material to store and when to distribute caches across various edge

devices.
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